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1.Introduction

Cloud computing has revolutionized use of digital assets by providing a new way for
companies to store, process, and share their data. Services such as Google Cloud,
Microsoft OneDrive, Amazon Web Services (AWS),Dropbox and iCloud are widely
available worldwide, offering on-demand scalability at a low cost. You can even use
Proton Drive or Terra Box if you want free features for security. This transition, though,
brings with it escalating security threats that almost all organisations are poorly
prepared for.

The paramount priority for businesses, regulators and end-users alike, is now protecting
data in cloud environments. Other research confirms what we already know, that 60%
of data breaches are caused by human error and it also states how between 70 to 95%
of cloud security failures occur on the customer side due to misconfiguration whereas
less than 5% happened on the cloud-service provider side. Hackers are also using
artificial intelligence to automatically scale cloud attacks at speeds that were
unimaginable until now. For instance, an attack carried out in 2025 gained
administrative access in under ten minutes by combining a single misconfiguration with
large language modelling. This has shown that the threat landscape is sprinting away
while many organisations are merely jogging along.

Ransomware that encrypts files stored in the cloud, for example, can be a source of
data loss; as can sync conflicts caused by multiple devices creating file version
mismatches or unintentional overwrites; and hardware failures on local devices before
data is completely backed up to the cloud. These are largely neglected but speak for a
significant part of information loss in hybrid cloud environments. For example, if a
laptop crashes half way through a cloud synchronisation and the only copy of the work
was on that laptop then it is permanently lost.

The rules of law provide yet another complicating factor. The UK General Data
Protection Regulation (UK GDPR) imposes extremely stringent requirements regarding
the collection, analysis and preservation of personal data in the cloud. The Information
Commissioner’s Office (ICO) takes these rules seriously and can impose fines of up to
£15 million for particularly serious breaches. In one of the bigger fines, in 2025 the ICO
slapped a £14 million fine on a major outsourcing firm after hundreds of thousands of
people were affected by a data breach. International standards such as ISO/IEC 27001
(Information Security Management Systems); ISO/IEC 27017 (cloud security controls)
and ISO/IEC 27018 (protection of persona117y identifiable information in public clouds)
are also available to provide good practice guidelines for organisations, which can be
adopted either by choice or through contractual obligations.



Despite such regulations and standards, most organisations still find it challenging to
adopt best practices for protecting cloud data. The issue is not with tactical direction,
but embedding it into daily processes. This is especially challenging for SMES—small
and medium-sized enterprises—that have constrained budgets, not many resources
allocated to security staff, and limited amounts of time for running complex security
programmes. You should recognize that what is needed is an integrated, actionable
framework of technical controls, legal compliance and people-centred risk
management.

This project aims to fill that gap. The research will develop a multi-layered framework
that must balance rigour with pragmatism using systematic analysis of contemporary
cloud security breaches, reviews of current ISO and IEEE literature as well as
enforcement actions by the ICO. It aims to help organisations of any size safeguard their
digital resources in the cloud without violating regulatory requirements. The framework
will provide specific recommendations around relevant software tools from leading
industry players including Google, IBM, Cisco, Microsoft and AWS specifically aimed at
free or low cost options targeted towards SMEs.

2. Problem Statement

A critical gap between the security standards organisations aspire to and the
practicalities of what is delivered in most cloud environments today. This lack results in
a variety of overlapping problems: these are precisely the problem spectrum that this
projectis intended to remedy.

15 : misconfigured cloud storage is still one of the leading causes of data breaches.
Improperly-configured Amazon Web Services (AWS) S3 buckets have leaked hundreds
of millions of customer records over the last five years, including some containing
sensitive medical records, financial data and login credentials. Misconfigurations are
now on attackers radar as they will quickly deploy automated scanners to discover and
exploit them within minutes of deployment. In the Verizon Data Breach Investigations
Report, stolen credentials account for 22% of confirmed breaches, and cloud
misconfigurations are a constant top driver of why data exposure incidents occur.

2"9: data loss is mostly due to human error. Employees accidentally delete essential
information, they assign the wrong level of sharing permissions (making private data
publicly available), they are victims of phishing and fall for a scam that steals their cloud
login credentials, or store sensitive information in unapproved locations such as
personal cloud drives or public Al chatbot. Studies show that approximately 95% of all
cloud security failure involves human error or misconfiguration in the process, and yet
most training programs are generic rather than targeted at cloud-specific risks.

3": ransomware has been more and more targeting cloud storage. By stealing
credentials for cloud accounts, attackers not only access them, they also encrypt the



users_files on their cloud drives and require payment to decrypt. Cloud Ransomware —
in contrast to conventional ransomware that only travels between local devices, cloud
ransomware propagates across synchronised folders on multiple endpoints making the
impact exponentially worse. While many cloud platforms provide versioning and
rollback features, these are not enabled by default preventing an organisation from
being able to restore data that is inadvertently deleted.

4™: sync conflicts between devices (mobile phones, laptops, tablets and cloud servers)
can lose data when one version of the same file is overwritten by another conflicting
version or file corruption occurs due to synchronisation errors. For instance, one
employee edits a spreadsheet offline on his laptop while another employee is editing
the same file online, and then the cloud service merges or overwrites making it unable
to maintain data integrity. This is especially true in environments with multiple users
accessing shared folders without appropriate file locking or version control.

5%™: hardware failures on local devices before the backup was up in the cloud could
cause permanent data loss. One employee could be in the middle of working on a
document, on a laptop that has cloud synchronisation active but not yet uploaded due
to poor network connectivity. And if that laptop later suffers a hard drive failure, that
unsynched data is pretty much gone for good. Such failures expose the shortcomings of
hybrid cloud workflows, dependent upon successional synchronisation, yet very few
organisations have policies enforcing either real-time saving or automatic versioning.

6'": UK GDPR compliance cannot be just a technical checklist. It is a legal requirement
with large penalties for non-compliance, including fines of up to £17.5 million or 4% of
annual global turnover. Article 32 obliges data controllers and processors to take
“appropriate technical and organisational measures” to ensure a degree of security
appropriate to the risk. Nevertheless, many organisations do not even know what
“appropriate” means in practice for cloud environments. The ICO recently fined one of
the largest UK organisations, Capita, and it has showed how serious it was about
enforcing this law when it fined other large brands such as British Airways back in 2018.
The fines confirm that ignorance of the rules is no defence.

7'": Many of the basic security frameworks such as ISO/IEC 27001, the NIST
Cybersecurity Framework and the Cloud Security Alliance (CSA) Cloud Controls Matrix,
really are too complicated and expensive or abstract for SMEs to effectively implement.
Those frameworks are great for large enterprises that have compliance teams dedicated
to supporting it, but trying to implement hundreds of controls like this in a small
enterprise with ten employees is unrealistic. This suggests a much more practical,
incremental methodology for SMEs that achieve security without feeling overly
operationally intensive against tight budgets.



8! : the concept of shared responsibility in Cloud Computing Many customers are
under the impression that the cloud provider handles everything security-related, when
in fact providers usually only handle the security of the cloud (physical infrastructure,
hypervisor, network hardware, etc.), while customers manage security in the cloud
(access controls, data encryption, patch management of guest operating systems,
configuration of security groups and so on). All these security lapses happen as a result
of the misunderstanding and therefore, it opens the flood gates for avoidable security
gaps hence 1000 cases when customers kept S3 buckets public by not enabling
encryption.

9'": is there are no standardised, cost-effective solutions that integrate compliance
monitoring with real-time threat detection. As a result, the majority of organisations can
only resort to manual audits or costly enterprise solutions, which remain out of reach
for smaller companies. There are open-source tools available (like Wazuh, Scout Suite)
but they need to be set up and maintained by a technical team. What is missing an
affordable, easy-to-use middle ground of tools.

Hence, this project has one central research question:

Organisations can employ a practical framework of human-centric risk management
with technical systems automation that integrates UK GDPR legal compliance, using
affordable software tools while mitigating the common causes of data loss including
hardware failure, sync conflicts, ransomware and human error through effective
methodology.

3. Research Aim and Objectives
Overall Aim

To design and refine a novel layered model for secure data use in cloud settings to
mitigate key causes of breaches and data loss (human error, ransomware, sync
problems, hardware failures and misconfigurations) whilst meeting UK GDPR with
international security standards. The framework will be based on low-cost, commercial
software available for purchase by small and medium-sized enterprises that can usually
only afford to deploy IT systems without extensive IT resources.

Specific Objectives

To figure out and evaluate the primary vulnerabilities and threats that lead to data
breaches and catastrophe through utilizing human error, ransomware, sync conflicts,
hardware failure in cloud conditions from 2022-2026 incident information of scholastic
search engines (IEEE, Google Scholar) and vendor reports from (Google, IBM, Cisco,
AWS Microsoft).



Your Objectivesa) To assess the current security standards and frameworks, their
catchment area including ISO/IEC 27001, ISO/IEC 27017, ISO/IEC 27018 along with
regulations in place like UK GDPR however regulated by ICO(b) Where do existing
standards not go far enough to support SME?
Backup/Synchronisation/Anti-Ransomware(c)

To suggest a feasible integrated framework, blending encryption, identity and access
management (IAM), multi-factor authentication (MFA), security information and event
management (SIEM) for real-time software-we do the monitoring over time, of firewalls
in networks to detect intrusions so on raise alarms but also educate employees cause
people are great when its working well or invest in incident response teams with
automated backups, Versioning controls per component: Open-Source/Low-Cost
Features + Functions.

Abstract This paper seeks to find answers by: 1) monitoring key research gaps and new
challenges in cloud data protection that merit additional research and discovery
including the implications of Al on cloud security, whether account hijacking for cloud
storage accounts has grown, why it is so difficult for organisations to exercise their
ability to partner across borders with a company operating within a jurisdiction that has
favourable arrangements (data sovereignty), clearly defining standardised cloud
security metrics.

A set of actionable, software-specific recommendations for practitioners (configuration
guides, cost estimates and implementation roadmaps) based on an analysis of best
practices and documented failures including a 90-day quick-start plan for USD SMEs
that covers protection from ransomware, avoidance of sync conflict and backup
planning to protect against hardware failure.

4. Literature Review Structure

The literature review will be structured into six sections and integrated between
academic literature and practical information from software.

4.1 Risks and Vulnerabilities Associated with Cloud Security

This part is dedicated to everything that can be the underlying cause of the most
common forms of data loss in cloud environments: data breaches, misconfigurations,
insecure APIs, account hijacking or even human error (ransomware for example), sync
conflicts and hardware failure. Data sources: Verizon DBIR (2023), Google Cloud Threat
Horizons 2022, IBM X-Force Threat Intelligence Index 2021, Cisco Annual Cybersecurity
Report 2022—Advance Security Beyond Traditional Perimeter DefensesWonderfully
Weird Cyberias, IEEE journal articles from year to year. In particular, we will zoom in on
Al-driven attacks and why traditional signature-based defenses are useless. This
section will provide real-world examples, occurrence statistics and estimates of their



financial impact for each cause. Collaborate tool data loss case studies Sync
ConflictFurther work will be analysed of a 'collaborative' application with both sync
conflict and hardware failure cases. These case studies should cover: Collaboration
tool data loss - In a collaborative setting, where Sync Conlicts happen in edit mode
between two or multiple nodes.

4.2 The United States General Data Protection Regulation and the Information
Commissioner's Office

This section will evaluate the key principles around UK GDPR with respect to cloud data
processing, such as: the data protection principles, lawful bases; rights of the data
subject; breach notification (72 hours) and Article 32 — technical and organisational
measures. Lastly, it will look at recent ICO enforcement actions: fines against Capita;
Clearview Al; British Airways--and examine the patterns of common failure points
behind those delays and what led to them. This section will boil down UK GDPR into a
practical checklist of items every cloud user must satisfy (tracing legal language
through to technical action, for example: versioning enabled to protect against
ransomware? Backup integrity maintained against hardware failure, so that they can
fulfil legal obligations? Sync logs retained with sufficient indexation for audit?).

4.3 Safety and Security Measures: ISO/IEC 27000 Series and Cloud Extensions

Here, we are going to have a look at ISO/IEC 27001:2022 and see the new cloud-specific
controls including A.8. ISO/IEC 27017:2015 — Information technology. It will also cover
ISO/IEC 27017 and ISO/IEC 27018. The review will correlate each control to tools
immediately available ( AWS Config, Azure Policy, Google Cloud Security Command
Center) and open-source alternatives. There will be a focus on backup, synchronisation
consistency and ransomware resilience controls.

Cloud Security Software Solutions Splunk Enterprise Splunk Enterprise from 2 6995 5.
This will synthesize guidance from top vendors:

Google :BeyondCorp zero trust, Chronicle SIEM, Cloud DLP, Security Command Center,
Google Drive Version management and sync control.

IBM QRadar SIEM Guardium data protection Cloud Pak for Security

Other Important Recommended vendors: Cisco Umbrella cloud security SecureX
platform-010 Duo MFA-007 Tetration workload protection.

Microsoft: Azure Sentinel, Microsoft 365 Defender and Purview compliance program,
OneDrive version history and ransomware detection.

AWS Security Hub GuardDuty Macie IAM Access - Analyzer S3 Versioning and
Cross - Region Replication.



Open-source and cheap substitutes — Wazuh (SIEM), Vault (secrets management), Let
s Encrypt (TLS), OpenlAM, Syncthing (sync conflict management), Restic (backup),
Cryptomator (encryption).

4.5 Human Factors and Organizational Culture

In this section, we will discuss the psychological reasons and organisational factors of
human error in cloud security why employees ignore sync warnings, delay backups or
click on ransomware-delivering links. It will evaluate studies of the effectiveness of
security awareness training, simulating phishing attacks, and the design of user-friendly
interfaces for security to name a few. In this work we will derive and evaluate practical
interventions including nudging (e.g. warning messages before high-risk actions), just-
in-time training, gamification in the context of sync conflict prevention and hardware
failure preparedness.

4.6 Golden instructions and Future Directions

In this section we will see how Al, ML, blockchain and federated learning are being used
in cloud data protection (Al-based ransomware detection for cloud drives, sync conflict
prediction or automated backup triggered as soon as variances in hardware degradation
has been detected). We will also cover the increasing risk of Al-enabled attacks and
demand for offensive Al tools, based on recent IEEE papers and Google Scholar articles
dated 2025-26. Google’s Security Al Workbench and AWS GuardDuty Al, specific tools
will be highlighted.

Research Methodology

5.1 Research Philosophy and Approach

This is the design science research approach, and itis an appropriate methodology to
create and evaluate artefacts that will solve real business cybersecurity problems. The
framework will be developed through an holistically review of available evidence from
academic literature, industry reports and regulatory guidance, followed by validation
against existing threat scenarios and real-life incident data. It is this sense of utility and
practical impact, coupled with the direct relevance to SMEs which mid-146 147 lends
itself to, with this approach.

5.2 Research Methods (Three Phases)
PHASE 1 — LITERATURE REVIEW AND PROBLEM ANALYSIS (WEEKS 1-6)

Methodology: Systematic search of google scholar, IEEE Xplore and industrial report
repositories using pre-defined keyword set

Inclusion criteria: peer-reviewed articles (IEEE), industry reports (Google, IBM, Cisco,
AWS, Microsoft), ISO standards and official ICO publications from 2022-2026.



Thematic analysis to highlight repetitive risk patterns, root-cause (e.g. sync conflicts,
hardware failure, human error, ransomware) and gaps in existing guidance.

Phase 2: Developing the Framework (Weeks 7 — 12)

Findings synthesis into a multi-layer framework.

Chart 1: Multi-Layered Cloud Security Framework

Tree Diagram — Integrated Security Controls

i Integrated Cloud Security Framework
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Source: Proposal by MD Abdullah Al Mamun (2026)

Working solution playbook supporting checklists, templates and decision trees by
control layer, with sections dedicated to avoiding sync conflicts; backup automation;
ransomware recovery; and device health monitoring.

Choosing multiple software tools that fit each control category based on clear-cut
criteria — cost, free/low-cost/open-source, easy to deploy (minimal configuration),
major cloud provider integrations and ISO/IEC 27001 controls mapping.

Phase lll: Review & Refinement (Weeks 13-16)

Theoretically validate our framework by matching it to the real-world attack vectors
(e.g., Al-powered privileges escalation, misconfigured S3 bucket, account takeover via
phishing, ransomware attacks on cloud drive & sync conflict in share folder & hardware
failure before backup) and wicked problems.

Limitations, coverage gaps and assumptions must be critically assessed. Does the
framework account for organisations leveraging multiple cloud providers? Does it
assume that there is internet connectivity for sync all the time?



The final list was refined according to the input of the supervisors and overlapped with
existing tools such as the CIS Cloud Benchmarks.

5.3 Data Sources
Academic databases: Google Scholar, IEEE Xplore, ACM Digital Library, ScienceDirect.

Industry reports Google Cloud Threat Horizons / IBM X-Force Threat Intelligence Index /
Cisco Cybersecurity Readiness Index / AWS Security Report / Microsoft Digital Defense
Report

Looking at regulatory sources: ICO enforcement notices, UK GDPR legislation, ICO
cloud computing guidance.

International standards: ISO/IEC 27001:2022; ISO/IEC 27017:2015; and, (draft/final)
ISO/IEC 27018:2025

Software documentation: official configuration docs from Google Cloud, AWS, Azure,
IBM, Cisco and open-source project docs (e.g., Restic (latest), Syncthing).

5.4 Ethical Considerations

This is aresearch project that does not include live data/organisation or human
participants. All of the data used is sourced from publicly available information like
academic papers, breach reports and legislation. This theoretical framework will not be
implemented on live systems as part of this proposal, so there are no ethical concerns
around data privacy, potential disruption to a patient system or lack of informed
consent. The use of the framework in future would require separate ethical approval.

6. Expected Outcomes and Contributions

The following deliverables will be created as part of this project:

A detailed and multi-layered cloud security framework designed in a sequential model
with actionable checklists, decision trees and spreadsheets of recommended tools
available (free, freemium, enterprise) Each control will be clearly cross-referenced to
UK GDPR articles and ISO 27001 controls in the framework, along with protections
against human error, ransomware, sync conflicts and hardware failure.

An extensive breakdown of current research deficiencies: No standardised cloud
security metrics, the issues of securing Al-augmented cloud operations, true data
sovereignty in distributed scenarios, automating UK GDPR compliance monitoring,
exposing human error through system design and sync conflict / hardware failure
threats in hybrid environments.

Actionable, software-specific recommendations covering:

Risk assess templates (using AWS Well-Architected Tool, AzureAdvisor).

10



best practices (least privilege with Google Cloud IAM, AWS IAM Access Analyzer)

Encryption plans (client-side vs server-side; AWS KMS / Azure Key Vault / Google Cloud
KMS) Workforce education programs (i.e. free resources from Google Security Academy,
AWS Training, and commercial platforms like KnowBe4) with ransomware awareness
modules, sync best practices and hardware maintenance Incident response plans
(integrated with SIEM tools like IBM QRadar or open-source Wazuh) including
ransomware playbooks and sync conflict recovery.

Backup and versioning strategies (AWS Backup with an Immutable Vault, Google Drive
version history, Syncthing for Conflict Resolution). Third-party risk management (using
standard questionnaires and UpGuard, SecurityScorecard, etc.).

A prioritized research agenda including key unanswered questions regarding cloud data
protection, e.g. how can Al be used to provide conflict-free synchronization? Hardware
failure is one of the most common reasons for loss of critical data, so what are the
lowest-cost backup strategies available to SMEs to protect themselves against
hardware failure? Detection of cloud ransomware before encryption: How can
organisations detect such attacks?

A implementation roadmap (see Section 10) that leads a SME from zero to compliant
and secure posture within 3-6 months by using a combination of free and low-cost
tools. It contains actions you can take by week to enable versioning, configure
scheduled backups, test the sync conflict resolution and simulate your ransomware
recovery.

7. Proposed Timeline (16 Weeks)
Week Activity
MODULE 1-2 Finalize research question; exploratory reading; articulate objectives

Cloud Risks 3.1-2 as mentioned above 3 Cloud risks, ransomware, sync conflicts,
hardware failure (IEEE Google Scholar Industry reports)

5-6 Literature review — UK GDPR and ISO/IEC 27000 series: Emphasis on backup,
versioning and continuity requirements

7 Framework design — preventive controls layer; IAM, Encryption, MFA, device health
monitoring (select software tools), etc.

8 Framework design — detective and corrective controls include SIEM and monitoring
tools, ransomware detection, sync conflict logging

9 Framework design —for governance and compliance; map controls to UK GDPR;
define backup and versioning policies

11



10-11 Draft entire framework; initiate theoretical validation against threat vectors (e.g.,
sync conflict, hardware crash, ransomware)

12-13 ldentify research gaps; write critical analysis; create software recommendations
tables (backup, sync, anti-ransomware?)

14-15: Finalize proposal; prepare slides for presentation; design roadmap to implement
(and backup and sync steps)

16 Final submission

8. Research Gaps and Open Challenges

The literature provides evidence of significant gaps which include but are not limited to
the areas of human errors, ransomware, sync issues and hardware failure:

Gap 1: threats driven by Al are moving much faster than traditional defences

Al is utilized by attackers for automation of cloud breaches. An attack in late 2025
gained admin access within about 10 minutes. Most Al immune tools have not yet
matured, and the old signature-based detection method cannot catch up.

Gap 2: IAM Complexity Across Multi-Clouds

Compromised account: Stolen credentials & session cookies are the primary attack
vectors; 83% of breaches involve. Identity federation, orphaned accounts and over-
provisioned privileges across AWS, Azure, and GCP - a nightmare for organisations.

Gap 3: Human error is still the single biggest cause of data loss

Although human error accounts for as much as 95% of all cloud security failures, this
problem is usually tackled through ineffective annual compliance training. Autonomic:
There are few system-level “nudges” and just-in-time interventions to discourage risky
behaviour (e.g., public sharing, ignoring sync warnings, delaying backups).Increasingly
Rapid Ransomware.

Gap 4: Ransomware in Cloud Environments Cloud ransomware can encrypt files
synchronised on all linked devices. Versioning does provide file restoration, but a lot of
SMEs either do not activate it or use too short of a retention period. As of now, there is
no consistent way to identify and repel rainmakers before the entire cloud is encrypted.

Gap 5: Data Loss Without Anyone Noticing Due to Sync Conflicts This happens when
two users work offline to edit the same file and sync it later on, and hence cloud
services will overwrite changes (or in some cases create copies of files with ambiguous
names). It result in lost work, corrupt data-sets and inconsistencies. Intelligent merge
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logic, and real-time conflict notification for a non-technical audience are hard to come
by.

Gap 6: Hardware breaks before your backup finishes If a laptop, mobile phone or
external drive crashed when the cloud sync was pending because of poor connectivity
or if it was left for later by the user, data can be permanently lost. Few, if any saving
policies at real-time, auto local caching or periodic checks for integrity. You will be
taking business decisions that have effects on people. For instance, there are many
organisations relying on public Al services without the good governance around data
which results in duplication of the datasets called "Shadow Data". UK GDPR legal
ramifications are still being understood.

GAP 8: Cloud Security Metrics Should be Standardised There is no consensus on how to
measure cloud security posture ‘ransomware resilience or frequency of trade conflicts
or the effects of hardware failure’.

Gap 9: Confusion in the division of responsibility during incident response With a
breach, itis typically ambiguous as to who could detect, contain and recover especially
with respect to sync conflicts and data corruption induced by provider sync algorithms.

Gap 10: Third ‘Party and Supply Chain Risk Organisations have selected cloud service
providers and API integrations without knowing exactly how those sync consistency or
hardware redundancy practices work.

9. realistic solutions and Software to fill-in the identified gaps.

These seven solutions address the majority of common causes of data loss. All three
include particular software recommendations and action steps.

Solution 1: Send Security Logs to SIEM for Continuous Monitoring

Best SIEM Products: Wazuh (free), Elastic Security, Google Chronicle, Microsoft
Sentinel (Free tier), IBM QRadar, Cisco SecureX Implementation If you have it, deploy
SIEM agent on all your cloud VMs forward cloud logs Step 1: create custom rules that
detect » misconfiguration (to alert) & identify engineered burden of time/risk =
ransomware Indicators[~> Mass file renaming/encryption] step 2: Create Custom rule
that detects sync anomalies [> Version Conflict] step 3 : Hardware failure alerts —>
Missing Heart Beats from devices (5 min / hours/ periodic timings). Set up real-time
alerts.

Solution 2: Leverage Zero Trust Architecture and Robust IAM

Software Most Recommended: Cisco Duo, Google/Microsoft Authenticator; AWS IAM
Access Analyzer, Azure AD PIM to Google Cloud IAM Recommender; open-source
KeycloakAdditional Terms.
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Implementation steps: Require MFA for everyone; apply least privilege; configure
just-in-time admin access; conduct periodic service account reviews. You should also
limit sync capabilities to untrusted devices in your network to prevent Ransomware
from spreading in the first place. Automated monitoring £ UK GDPR compliance.

Solution 2: Software to recommend: AWS Security Hub (GDPR pack); Azure Policy;
Google Cloud Security Command Center; IBM Security Guardium; OneTrust; Open-
Source Scout Suite. How you implement it: Always scan for GDPR requirements (like
Backup Retention, Versioning enabled, Access logs) Define notifications for violations
(e.g., sync but not log, health checks skipped on device). Produce weekly compliance
reports.

Solution 4: Human-Centric Security Programme and Preventing Errors Suggested tools:
KnowBe4; Gophish; Google Phishing Quiz; SweetProcess, Turtle. Implementation Steps
— Baseline Phishing Simulation Conduct regular synced training on avoiding sync
conflicts (close before leaving office, check-out features), detecting ransomware
(unusual file extensions, ransom notes), and handling data loss due to hardware failure
(enable auto-save, cloud-first workflows). Do not let a user work in an offline mode on a
shared file while the file was not locked.

Solution 5: Default Data Classification, Encryption and Versioning AWS Macie,
Microsoft Purview, Google Cloud DLP API; AWS KMS, Azure Key Vault; open-source
Vault, Cryptomator; versioning: S3 Versioning Google Drive Version History OneDrive
Version History Detailed Implementation steps:

#Step 1: Scan for unclassified data from all cloud storage. Tag data with sensitivity
levels. Apply encryption at rest and in transit. If using cloud storage, enable versioning -
retention should be for at least 90 days to ensure protection against ransomware. Teach
users how to restore older versions of files after a sync conflict or accidental overwrite.

Solution 6: Develop and Validate Cloud-Specific Incident Response Plans (including
Ransomware, Sync Disasters, Hardware Failure)

14



Chart 2: Cloud Data Breach Incident Response Process

Flowchart — 6 Essential Steps

v

[l Immediate Containment
Revoke exposed credentials » Isolate affected cloud resources

v

-] Preserve Evidence
Cloud logs, APl call traces, timestamps

v

&l Notify ICO within 72 hours
UK GDPR Article 33 notification

v

LI Internal & External Investigation
Root cause analysis » Check shared responsibility model

v

£l Recovery from Immutable Backups
Restore clean data » Verify integrity

v

( ] Post-Incident Review

Update policies » Additional training - Improve controls

v

# Incident Closed

Based on UK GDPR & 1SO 27001:2022 guidelines
Cloud Data Breach Incident Response Process.
10.Recommended software for incident response:

Backup & recovery: AWS Backup (immutable), Azure Backup, Google Cloud Backup and
DR; open source Restic, Borg.

Forensic: AWS Detective, Azure Sentinel and open-source GRR

Recovery from sync conflict — Syncthing or Git (for code/config files) or logs of the
conflict resolution by the cloud provider.

Sure, Hardware Failure simulation: Virtualbox (test failover from a crashed VM)
Implementation steps:

Document IRP using playbooks for ransomware (disable sync, immutable backup
restoration), sync conflict (conflicting versions (data threat) identify conflicting versions
and merge manually+warning to users); hardware failure restore from cloud
replacement device;

Specifying who gets in touch with the cloud provider support when escalation for sync
issue happens.
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Test quarterly — as if a ransomeware attack would happen on 1 of the sync folder,
simulate device crash before backup has completed

Make sure immutable backups are kept separate from live sync directories.

Conduct Regular Third[1]Party Risk Assessments: Software to deliver this: Free
templates from Shared Assessments or CSA STAR; paid SecurityScorecard, UpGuard

Implementation steps: Carry out an inventory of all third-party cloud services Request
security questionnaires that assess the resilience of your backup, sync consistency and
hardware redundancy. For sync-critical services, request them to resolve the conflicts.
Continuously monitor vendor security ratings.

Use Cases (3-Month Quick Start for an SME)

The below Road Map includes actions to mitigate human error, ransomware, sync
issues and hardware failures.

Month Week Actions Software/Tools (Free/Low-cost)

Account Wrapping (Control 1) Control Type Priority Severity Disable root/admin daily
use; Enable MFA for all cloud users Enable auto-save in Office/Google Workspace.
Cisco Duo (free for up to 10 users), Microsoft Authenticator

1 3-4 Deploy open source SIEM (Wazuh) to detect ransomware artifacts. Turn on
versioning for all cloud storage (90-day retention) Wazuh (free), AWS CloudTrail, Google
Drive versioning (free)

1 2 Run data classification scan; encrypt sensitive storage. Conflict-Free Sync Setup:
Tell users to check out files prior to offline editing. AWS Macie (30-day trial) AWS
KMS(free tier) internal policy

3 - 4 Provide fundamental training: phishing simulation, sync conflict avoidance and hw
failure plans (cloud-first, mobile auto-Upload). Gophish (FREE) Google Phishing Quiz
Internal Presentation

3-1to 2 Automate compliance for GDPR (including backup retention). Ransomware
recovery test: restore a file from version history AWS Security Hub (30-day trial), Scout
Suite (free)

3 3-4 Green light calling a test incident response for simulated hardware crash of device
and cloud backup restoration. And test a sync conflict scenario and do the manual
merge drill. Jira (for smaller teams, free); cloud provider restores capabilities.

Once this 90-day roadmap has been implemented, an SME will have safeguarded itself
against low hanging fruit: human error (actions people are training and nudging to
avoid); ransomware (versioning + immutable backups), sync conflicts (policies and
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conflict resolution tools) and hardware failure (cloud-first auto-save and backup
testing).

11.Conclusion

Cloud has been around long enough that it is not just a trend anymore, but the
underlying basis of most modern digital business. The cloud offers convenience and
scalability but carries extensive security responsibilities. The above problem
description in this research proposalis presented clearly and urgently; organisations
continue to sustain preventable cloud data breaches and data loss caused by
misconfigured, human errors, ransomware, sync conflicts, hardware failursm weak
identity managements as well as shares responsibility confusion despite the large
number of standards (ISO/IEC 27001, 27017, 27018)in placendsustained legal
component choice UK GDPR enforced by ICO.

The causes are known. The solutions exist: encryption, MFA, continuous monitor
compliance checks, zero trust architecture, security awareness training and - critically
versioning your code base (insuring backups), backup automation sync conflict
detection and hardware failure recovery plans. The aim of the projectis to produce a
practical, holistic framework for organisations, especially Small and Medium
Enterprises (SMEs). We will synthesize existing best practices into an integrated
framework that organizations can put into use. The two diagrams, the four-layer
framework tree and the incident response flowchart create a mental road map. The
implementation roadmap includes a practical 90-day action plan and features cost-free
and low-cost tools.

Cloud security is never finished. As always, new threats will appear, standards will
change, and attackers will adapt. Thus, the last contribution of this projectis nota
checklist itself but also a mindset: cloud security is an ongoing effort defined by
constant learning, continued re-assessment and embracing change. This project not
only provides a clear, actionable framework but by identifying the key research gaps that
need to be addressed - for instance how to minimize sync conflicts, automate
ransomware recovery and hardware protection schemes — also aims at assisting
practitioners with their pressing needs today, freeing researchers from having to focus
on tomorrow’s challenge. This framework is intended to be used by the researcher when
consulting with UK-based SMEs to achieve security resilience and compliance with
GDPR.
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