Practice Test of Network Lab Exam:
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Task 1:

This network diagram has three networks of same class C (192.168.10.0) (192.168.30.0) and (192.168.20.0) IP address that we configured during our class.

Now change these three class IP addresses by the following three different IP addresses and find the information of Table 1:





	Network
	Scheme

	Network A
	192.168.50.0/25

	Network B
	10.10.20.0/30

	Network C
	172.16.10.0/27











Table 1:
	Description 
	Network A
	Network B
	Network C

	Number of bits in the subnet
	
	
	

	Maximum number of usable Host (including the 0th subnet)
	
	
	

	Network ID
	
	
	

	First IP Host address
	
	
	

	Last IP Host address
	
	
	

	Broadcast ID
	
	
	

	Subnet Mask
	
	
	




























Task 2:

a) Set up the IP addresses for the given Networks A,B,C (IP address of PC, Default gateway, Routers  and interfaces.


Task 3: 

Configure router for static Routing and Test the connectivity of all PCs



Task 4 (Security)

Configure hostname on all devices, Set privilege EXEC password – “uwtsd123” (1 Mark) Configure line console password – “cloud123”

Using 1024-bit RSA keys configure SSH access on any one router



Task 5:

Also practice your  Router configuration for the following IPV6 addresses as given below to test the network 

	Device
	Interface 
	IP Address
	Subnet Mask

	R1
	Interface connected to S1
	_____________
2001:db8:acad:10::2
	_____________
/64

	
	Interface connected to R2
	_____________
2001:db8:acad:a::1
	_____________
/64

	
	
	
	

	R2
	Interface connected to R1
	_____________
2001:db8:acad:a::2
	_____________
/64

	
	Interface connected to PC2
	_____________
2001:db8:acad:1::1
	_____________
/64

	S1
	S0/1/0
	_____________
2001:db8:acad:10::1
	/64

	PC1
	NIC
	_____________
Address
	_____________


	PC2
	NIC
	_____________
Address
	_____________
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