Appendix A: Case Study Analysis
[image: A diagram of a diagram

AI-generated content may be incorrect.]

Appendix B: FTK Sample report 

FTK report submitted separately


Appendix C: Sample Invoice 


Invoice for Forensic Services
Troy Simpson
Certified CHFI, CEH
Digital Forensics Consultant
CMMC Investigations Ltd
troy.simpson@cmmc-investigations.co.uk
+44 (0)7800 123456

Invoice To:
Ms Ker Walters
Chief Executive Officer
Cyfusion Mobile Manufacturing Company (CMMC)
London, United Kingdom

Invoice No.: TS-CMMC-001
Date Issued: [Insert Date]
Due Date: [Insert Date]

Services Provided
Description	Hours	Rate (£/hr)	Total (£)
Initial consultation, scoping, and legal intake	1.5	£200	£300.00
Forensic imaging and integrity validation (FTK Imager)	1.5	£200	£300.00
Deep file system and deleted data analysis (FTK Toolkit)	5.0	£200	£1,000.00
Indexed keyword and metadata timeline analysis	2.0	£200	£400.00
PST email analysis and suspicious attachment review	3.0	£200	£600.00
File hashing and malware scan (HashCalc, VirusTotal)	1.5	£200	£300.00
Expert report preparation (for internal/court submission)	3.0	£200	£600.00
Case management, documentation, and secure handling	—	—	£100.00
Subtotal: £3,600.00
VAT (20%): £720.00
Total Due: £4,320.00

Payment Terms
Payment due within 14 days of invoice date.

Bank transfer details provided upon request.

Late payments may be subject to interest under the UK Late Payment of Commercial Debts Act.

Legal and Compliance Notice
All forensic services were conducted in the United Kingdom under the principles set by the Association of Chief Police Officers (ACPO).
All data was handled in compliance with the UK General Data Protection Regulation (UK GDPR) and relevant confidentiality standards.
Where evidence involved international communications (e.g. email correspondence with EU-based entities), care was taken to ensure lawful processing and secure handling in line with cross-border data considerations.

Signed:
Troy Simpson
Digital Forensics Consultant
CMMC Investigations Ltd
Date: [Insert date]



image1.png
Former Employee ¢ Forensics
(Rich Daley) Investigator (Troy

one competitor
Sabotage of CMMC CMME (CEO Ker Wl
designs.
Proud of deisgns <

Designed GUI

terfac Actions/ Motives Mobile Graphical User

Interface (GUI)

Maya Autodesk Maya
Rival Mobile Device
Interfaces - new releas
mpetative edge
Narrative

AL Files not backed up

patent

ExEmployees device

Case study
details summary

Email, network act
device not spet

Other Software on End Dev
[— ot specled
week afer deal siruck
o selldeaione
Damage intended

or done
Location

resignation
ompanies
Competitor gains desig
market advantage Company = London
Design loss discovered from end

- who had access after
resigned,? Audital
trail for evidence?

otential Finiancial loss
(1 designs leaked)




