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1 [bookmark: _Toc67064691]Introduction

Worksheet 3 of this assignment requires making file shares, setting permissions for such file shares, applying a Group Policy to add restrictions to non-admins on the network and confirming these settings have been applied.
The tasks for the assignment is split into two parts:
· The Practical Work as part of the Worksheet
· The Observational Tasks as part of the Worksheet
Oracle VirtualBox will be used to further set up the already existing virtual machines from the previous worksheets. The observation tasks below are and may require some research in regarding their answers.

2 [bookmark: _Toc67064692]Main Body

2.1 [bookmark: _Toc67064693]Practical Work Conducted
To start off with, on Client 1 a Folder with a file inside was created to test permission access and the ability to modify the file.
[image: ]
Figure 1: Folder & File Created (Client)
With the folder and file in place on the local drive, the permissions need to be altered so that only an Admin has the capability to modify the contents and two selected users can access, execute but not save any changes made.
[image: ]
Figure 2: Attempt at Removing User Permissions
From figure 2, it is clear that permissions cannot be edited until inheritance has been disabled. This is likely due to the C: drive allowing access to all users and thus ‘inherits’ from its parent folder. In figures 3 & 4 the process of disabling inheritance is displayed.
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Figure 3: Disabling Inheritance
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Figure 4: Inheritance Confirmed Disabled
Evidenced in figure 5, now that no user but the owner has permission it is now possible to extend this permission to admins and limited permissions to other users.
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Figure 5: Users no longer have permissions for Dept_Important_Docs
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Figure 6: Admin given Full Control
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Figure 7: User given Read & Execute (later amended to also add write)
Visible in figure 6 the permission for full control of the folder and its contents has been bestowed to an admin account that was created earlier in the task, and in figure 7 two non-admins were granted Read & Execute privileges (however not pictured is Hakkeem with Write privileges also). As an Admin, it was possible to make changes to the file and save. However as one of the non-admins with permission to access may make changes, but are not able to make changes to the original file. Instead, they are prompted to save a copy of the changes elsewhere for use.
Figures 8 – 11 highlight the process of setting up a File Share from Server 1. From the initial set up, to setting up permissions for users & groups, and finally mapping the drive on a client for use.
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Figure 8: Setting up a Quick Network Share for Client Machines
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Figure 9: Specifying Permissions for Users & Admins
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Figure 10: Mapping Network Drive
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Figure 11: Verifying Share & Contents
At this part of the task, implementation of a group policy is required. The few following figures apply to non-admins as a way to safeguard the system and to even protect local machines from malicious activity. Four policies will be attached to the non-admin O.U. to curtail them on accessing specific areas of interest. These areas include: Control Panel, Command Prompt, Removable Media, & Installation Software.
[image: ]
Figure 12: Creating a new Organizational Unit
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Figure 13: GPMC with a newly created Group Policy in Non-Admin Users
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Figure 14: Prohibiting Access for Non-Admins within the Editor
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Figure 15: Updating Group Policy
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Figure 16: Access Denied to Control Panel as Non-Admin
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Figure 17: Disabling Access to CMD for Non-Admin
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Figure 18: Left; Policy Update. Right; CMD Denial as Non-Admin
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Figure 19: Denying Removable Media Access
For restricting software installation, this is instead applied to specific workstations rather than on a user level. A new Organization Unit is created for any Client machines visible below.
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Figure 20: New O.U. with Client 1 moved inside
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Figure 21: GPO Added for Workstations
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Figure 22: Prohibiting User Installation on Workstations
Thankfully, there is already an installer for Internet Explorer present on the Client. When attempting to double click on the installer normally as a non-admin, nothing happens. However, when attempting to run as an administrator the following occurs in Figure 23.
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Figure 23: Prompt on attempting to install IE as Non-Admin
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Figure 24: Setting up Password Policies
[bookmark: _GoBack]Finally, a password policy is set up within the default domain policy. This helps ensure passwords remain as secure as possible and continually change within a months time.



2.2 [bookmark: _Toc67064694]Observational Tasks Conducted

A) Describe the main difference between local permissions and file shares.
-------------------------------------------------------------------------------------------------------------
Share permissions allows access to files located on a different machine but on the same networked environment. Whereas local permissions only affect Client-sided files and folders and what kind of permissions a user has access to these items.
There can be an issue between the two, as allowing increased permissions for users on a parent folder of the share can cause friction on the permissions with users possessing more power than they normally should have access to. This can especially be a problem if it relies on an inheritance system.
-------------------------------------------------------------------------------------------------------------------
B) Describe the role of Group Policy Management in the network environment.
-------------------------------------------------------------------------------------------------------------------
Group Policy Management can assist in curtailing users from accessing or modifying certain files. It largely assists in applying these permissions and restrictions on an organisational scale to save time in applying these machine by machine. A very streamlined process that allows a change necessary on a company/site level to be applied instantly.
There is an option to apply local group policies, but this would be reserved for more specific applications such as servers/domain controllers.
-------------------------------------------------------------------------------------------------------------------
C) Give some examples of sound password principles in modern network environments.
-------------------------------------------------------------------------------------------------------------------
· Password Complexity: Having a mix of upper/lowercase characters, numbers, and symbols ensure better password security. Length also plays a part, and usually has a dictated minimum length for many applications.
· Passwords that expire within a certain time-frame keeps security fresh with a constantly changing lock.
· Password History: Prevents users from reusing an older password to reduce effort of remembering. An older password may end up compromised and having a long history memory can mitigate immediate damage.
· Password Uniqueness: Going from Password ‘T4getth0ff’ to ‘B15mark’ is far safer than opting for ‘Criken1’ to ‘Criken2’
--------------------------------------------------------------------------------------------------------------------


3 [bookmark: _Toc67064695]Conclusion & Appendices

3.1 [bookmark: _Toc67064696][bookmark: _Toc25056792]Conclusion
In conclusion, the practical part wascompleted and there were no issues carrying out the work. For the Observational tasks, some referenced information would have gone well with the answers.
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