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[bookmark: _Toc88479739]Introduction 

In every organization, security is one of the essential things they crave for. Small and large companies need assurance that their assets, resource, and infrastructure are protected from unauthorized personnel. As the business grows, there is always demand to increase and make communication effective and reliable. This calls for speed, safety, and security. Growing companies must adopt a mechanism to increase connectivity speed, reliability, and efficiency. They also need to set a mechanism to ensure that their network speed isn't compromised. Companies' infrastructures and resources need to be protected from attacks from malicious people. To enhance these, companies need to incorporate security models, information technology libraries and security models, and international organizations for standardization ISO 2700. The combination of these mechanisms results in cyber security program mutuality. Ensures that tools, peoples, and processes are aligned and work together to ensure that the program mitigates risks successfully. I will start by explaining security frameworks or models.
Security frameworks are a collection of state and international cyber security policies and processes.
It contains detailed instructions for businesses on handling personal data stored in systems to reduce their vulnerability to security risks. They are categorized into primary and secondary frameworks [1]
· Primary Framework:
· NIST cyber security framework
· ISO 27000
· CIS 20
· Secondary Frameworks
· HIPAA (health insurance portability and accountability)
· PCI DSS (payment card industry data security standard
· GDPR (General data protection regulation)
[bookmark: _Toc88479740]Primary Framework

[bookmark: _Toc88479741]NIST Security Framework

[bookmark: _Hlk88481334]National instate of standards and technology is commonly used by US organizations. NIST model establishes and communicates the organization's tolerance for risks. NIST framework is also responsible for the speedily varying nature of cyber security threats. The model requires fans to constantly adjust their observing techniques and remediation policies to match the current pressures.
To reach a mature security management program. NIST framework follows 5 phases:
1) Identify- in this phase, organizations inaugurate business-wide approaches to cybersecurity management. This includes understanding the current risks to the network, sensitive information, and critical business operations that require protection from cyber security threats.
2) Protect- the second phase is to build program maturity according to NIST'S cyber security model to organize and define the defenses necessary to guard the recognized part of the security program
3) Detect- this is the phase many organizations concentrate on cybersecurity program management. It includes creating the most effective monitoring tools to identify risks effectively and efficiently.
4) Respond-the 4th phase increases program maturity according to NISTS cyber security model to tackle threats in the organization
5) Recover-besides detection and remediation being of great importance in program maturity, they are also used to schedule a time to recover and reflect on damages when used in the management process
NIST cybersecurity model recognizes current practices many organizations use to secure their network. NIST guides organizations to do what they do and add new stages to reach program maturity.

[bookmark: _Toc88479742]ISO 27000

ISO 2700 is an international standard and was created by the international organization of Standards (ISO). ISO 2700 highpoints the most acceptable practices for information security management systems. ISO 2700 model is more prevalent in organist ions in Europe. It focuses mainly on people, processes, and technology in enhancing mature cybersecurity management programs. For ISO 2700 model to attain program maturity, it is broken down in the following recommendation. 
· [bookmark: _Ref87476602]Security risk assessment
· Security policy
· Human resource security
· Physical and environmental security
· Communication and operations development
· Maintenance security incident management
· Business continuity management

Like the NIST framework, ISO 27000 directs organizations to attain security standards and protections of the high notch. ISO 27000 is also responsible for managing physical and operational security measures.
The ISO/IEC 27000 series is becoming increasingly important in the field, especially among global organizations. Many certification bodies and corporate organizations comply with it or will someday be expected to comply with it. [2, pp. 197-198]

[bookmark: _Toc88479743]CIS 20

This is the final cyber security model most organizations use to attain program maturity. CIS 20 was designed by the centre for internet security when the USA defence industry incurred a data rupture in two thousand and eight. CIS 20 comprises 20 series of controls considered the most important to protect an organization network from malicious attack.
CIS 20 is made up of three major classifications of controls. These controls are:
· Basic controls. Examples of basic controls are inventory control, controlled privileges for employees, and consistent vulnerability management.
· Funder mental controls. Such as malware prevention, protecting data, and maintaining wireless access.
· Organizational controls. Examples are programs specialized for training and creating instance response teams.
[bookmark: _Toc88479744]Secondary Frameworks:
[bookmark: _Toc88479745]HIPAA (health insurance portability and accountability)

HIPAA was created for healthcare organizations. Its main aim was to protect the most sensitive data and information of patients in hospitals. It was then extended beyond healthcare organizations, where it was applied to employees' health information. It enhances the protection of employees' information collected for insurance and medical leave. However, this model mainly applies to healthcare organizations that have the three key constituents:
· Administrative requirement
· Physical security requirements
· Technical security necessities
[bookmark: _Toc88479746][bookmark: _Hlk88481686]PCI DSS (payment card industry data security standard)

PCI DSS regulations focus on protecting consumer payment information. The information is stored by card processing transactions. To comply with the PCI DSS, it should have twelve requirements that process cardholder information.
[bookmark: _Hlk88481719][bookmark: _Toc88479747]GDPR (General data protection regulation)

This model protects the data of organizations in the EU. It checks the requirements of this organization to make sure that data is protected. Some of these requirements are:
· Lawfulness, fairness, and transparency
· purpose limitation
· accurateness
· storage 
· security
· accountability
· Information Technology Infrastructure
[bookmark: _Toc88479748]Security Models
The main goal of the security model is to fulfil the objectives of security. Some of these goals are confidentiality, integrity, and availability. Security models are of three types, namely, [3]
· [bookmark: _Hlk87380826][bookmark: _Hlk87381038]Bell-LaPadula Confidentiality Model
· Biba Integrity Model
· Clark-Wilson Integrity Model
[bookmark: _Toc88479749]Bell -Lapadula Confidentiality Model

The Bell-LaPadula (BLP) confidentiality model is a "state machine reference model"—in other words, a model of an automated system that can manipulate its state or status over time. BLP ensures the confidentiality of the modelled system by using MACs, data classification, and security clearances. The intent of any state machine model is to devise a conceptual approach in which the system being modelled can always be in a known secure condition [2, p. 340]
This model was created by David Elliot Bell and Leornard.J.Lapadula.its main aim is to uphold security confidentiality. To make this successful, this model follows three rulebooks:
· Simple confidentiality rule- this law dictates that the subject only reads the file of the identical level of confidentiality and lower level of confidentiality and not the upper layer
· Star confidential rule- this rule clarifies that the subject only writes the files on the same layer of secrecy and the upper layer but not the lower layer of secrecy.it is also referred to as "NO WRITE-DOWN."
· Strong star confidentiality rule- it's the most important rule and highly secured. It is only capable of reading and writing the files of the same secrecy. It can't read or write in the upper layer of secrecy or the lesser level of secrecy. Thus, referred to as "NO READ WRITE UP DOWN."
[bookmark: _Toc88479750]Clarke Wilson security model

The Clark-Wilson integrity model, which is built upon principles of change control rather than integrity levels, was designed for the commercial environment. The model's change control principles are:
· No changes by unauthorized subjects
· No unauthorized changes by authorized subjects
· The maintenance of internal and external consistency
This model establishes a system of subject-program-object relationships so that the subject has no direct access to the object. Instead, the subject is required to access the object using a well-formed transaction via a validated program. The intent is to provide an environment where security can be proven through the use of separated activities, each of which is provably secure. The following controls are part of the Clark-Wilson model:
· Subject authentication and identification
· Access to objects by means of well-formed transactions
· Execution by subjects on a restricted set of programs
The elements of the Clark-Wilson model are:
· Constrained data item (CDI): Data item with protected integrity
· Unconstrained data item: Data not controlled by Clark-Wilson; no validated input or any output
· Integrity verification procedure (IVP): Procedure that scans data and confirms its integrity
· Transformation procedure (TP): Procedure that only allows changes to a constrained data item [2, p. 342]
[bookmark: _Toc88479751]Biba Integrity Model
Kenneth.J. Biba created this model, and it's used to maintain security integrity
It's composed of three rules
· Simple integrity rule
· Star integrity rule
· The strong star security model
The Biba integrity model is similar to BLP. It is based on the premise that higher levels of integrity are more worthy of trust than lower ones. The intent is to provide access controls to ensure that objects or subjects cannot have less integrity due to read/write operations. The Biba model assigns integrity levels to subjects and objects using two properties: the simple integrity (read) property and the integrity(write) property. [2, p. 341]












[bookmark: _Toc88479752]Framework’s Comparison Table 
	Key Features
	NIST 
	ISO 27001
	CIS 20

	Certification
	Not Applicable
	Yes
	Yes 

	Approach
	Control-based
	Risk-based
	Control-based

	Principle
	Control Families
	Information Security Management Systems
	Control Families

	Certification Method
	Self
	Authorized Third-party
	Self

	Best Suited For
	All
	Service Org.
	All (small and large businesses)

	Popular in
	US Federal/Commercial
	International
	Global

	Customer Acceptance
	Not Widely Accepted
	Preferred
	Not Widely Accepted

	Duration
	Point-in-time
	Point-in-time
	Point-in-time

	Audit Frequency
	Not Applicable
	Every Year
	Not Applicable


[bookmark: _Toc87619529]Table 1 frameworks comparison table

	









[bookmark: _Toc88479753]Part Two: Coffeeblue company framework design
[bookmark: _Toc88479754]Abstract 
In the first part of this assignment, we have researched some of the known frameworks such as ISO27000, NIST SP 800-53 Rev 5.1, and CIS20, and as a result of our research, I have chosen to use both of the NIST SP 800-53 Rev 5.1 and CIS20.
This part of the assignment will describe a framework that we designed especially for Coffeeblue company. It will have a designed IT security policy framework for Coffeeblue and explain the importance of establishing compliance of IT security controls with laws and regulations.
with regards to the extent of establishing compliance of IT security controls, "Failure to comply with applicable laws and regulations creates a risk to the organization as a whole, its officers/executive's information in its care." [4]
we will be focusing on the security component of each one of them and use them to design our own framework, and for this purpose, we choose some of the control families of both frameworks and use them in our design. 
[bookmark: _Toc88479755]Introduction 
Coffeeblue needs to figure out the approaches to design framework to meet the need of the coffeeblue company information system security, Governance, and compliance 
since they cannot seize using cloud factory to deliver services to the staff and client. From the case study, "95%" of the company network is wireless, which puts it at greater risk, and there is a need to develop a security established policy. 
There is a need for information system security since computers and mobile phones have become very important to any business; they have become a target of attack. For any company to use these devices with confidence, they have to be assured of the security in their communication and that this device cannot be attacked in any way [5].

[bookmark: _Toc88479756]Objectives:
To design our approach to meet the need of the company information system security, Governance, and compliance using the information we gained from our research on security frameworks and security models.

[bookmark: _Toc88479757]Assumption: 
Our framework will be designed under the following assumptions: 
· the coffeblue is a medium-size company 
· "95%" of the company network is wireless
· There is no established policy covering their security need
[bookmark: _Toc88479758]The approach:
The coffeeblue company needs to keep the following aspects in consideration when designing our framework:
· Confidentiality
·  Integrity
· Availability
· Ethics 
· Compliance of law: Our main concern here is cybercrime law, which identifies acceptable behaviors for information technology. The widely known cyber laws are [6]
1. Substantive law- in our case, any illegal law needs to be clearly described and is not allowed by law. Most of the hackers enjoy and take advantage of the leaks that the law has not identified. In any case, any intruder gets caught violating some of these laws; legal action is taken upon him
2. Procedural law
3. Preventive law
· Governance and strategic security plan: Though each organization needs to have its strategic plan, the government is required to enhance it. Mostly the Governance is the One responsible for coming up with rules that will ensure that the data privacy of the people is protected, as shown in figure 1. [7]
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· Security Policies
· Risk Management as shown in figure 2
[image: Cybersecurity and IAM Specialists]











[bookmark: _Toc88479603]Figure 2: Risk Management Process
· Security Management Models and Practices as shown in figure 3.[bookmark: _Toc88479604]Figure 3: Security Management Models
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· Contingencies Planning.
· Protection Mechanisms: The protection mechanism is used as an enforcement layer of trust between the security level of any system. The coffee blue should consider the following as a key protection mechanism [8], as shown in figure 4.
[image: Types of Security Mechanism - GeeksforGeeks][bookmark: _Toc88479605]Figure 4: Protection Mechanisms


·  Service Level Agreement

To achieve the objectives of our assignment, we will be considering all the previous points which were illustrated in the last section,
We will be looking at the security control families of the frameworks we choose. 

[bookmark: _Hlk87615322]For the NIST SP 800-53 R 5.1, we will be using the following control families [9]:

	[bookmark: _Hlk87613731]Control family
	Function 

	PM: program management 
	Identify risk and threat information

	SI: system and information integrity 
	Generating internal security alerts, advisories, and directives. 

	AU: audit and accountability 
	Review, analyze, and report audit records.

	CA: continuous monitoring 
	Assessment, authorization, and monitoring of the system.

	IR: incident response
	Coordinate incident handling activities with contingency planning activities

	CP: contingency planning
	Develop a contingency plan for the system

	RA: risk assessment
	Conduct a risk assessment


[bookmark: _Toc87619530]Table 2: NIST SP 800-53 R5.1 CONTROL FAMILIES 

For the CIS 20 framework, we will be using the following controls [10]
	Control family
	Security Function

	Control 13:  Data Protection
	Detect 

	Control 16:  Account Monitoring and Control
	Protect 

	Control 19:  Incident Response and Management
	Recover 


[bookmark: _Toc87619531]Table 3: CIS 20 controls


[bookmark: _Toc88479759]Framework core functions 
Our design approach consists of five main stages as follows:

Figure 5: design stages


[bookmark: _Hlk86095574]Identity
	Governance
	Risk Management Strategy
	Environment 
	Asset Management


[bookmark: _Toc87619532]Table 4: identity key points 

	Protective software & systems

	Maintenance

	Information Protection Process & Procedures

	Data Security

	Awareness & Training

	Protective software & systems Access Controls


Protect
[bookmark: _Toc87619533]Table 5: Protect key points
Detect
	Events
	Constant Monitoring 
	Detection Process


[bookmark: _Toc87619534]Table 6: Detect key points

Respond
	Response Planning

	Communications

	Analyzing the Data

	Mitigation Process

	Areas of Improvement


[bookmark: _Toc87619535]Table 7: Respond key points
Recover
	Continuity of Operation Planning

	Recovery Planning

	Policy Improvements

	Communication


[bookmark: _Toc87619536]Table 8: Recover key points


[bookmark: _Toc88479760]Coffeeblue framework design 

1. Identity
Identifying the main business functions such as data and devices that the coffeeblue company uses to maintain and deliver the services for their clients as shown in tables (9,10,11,12)
Risk Assessment
A. THREAT AND VULNERABILITY INFORMATION (NIST SP 800-53 R 5.1)
	[bookmark: _Hlk87614339]Control Title
	Sub- Control

	Security and privacy groups and associations
	PM-15

	Threat awareness program
	PM-16

	Security alerts, advisories, and directives
	SI-5


[bookmark: _Toc87619537][bookmark: _Hlk87614173]Table 9: Threat and Vulnerability Information


B. IDENTIFIED RISK RESPONSE WITH PRIORITIZATION (NIST SP 800-53 R 5.1)
	[bookmark: _Hlk87614957]Control Title
	Sub- Control

	Plan of action and milestones process
	PM-4

	Threat awareness program
	PM-9


[bookmark: _Toc87619538]Table 10: IDENTIFIED RISK RESPONSE WITH PRIORITIZATION

Risk Management
A. RISK MANAGEMENT PROCESS (NIST SP 800-53 R 5.1)
	[bookmark: _Hlk87615187]Control Title
	Sub- Control

	Threat awareness program
	PM-9


[bookmark: _Toc87619539]Table 11: Risk management process
B.  RISK TOLERANCE (NIST SP 800-53 R 5.1).
	Control Title
	Sub- Control

	Threat awareness program
	PM-9


[bookmark: _Toc87619540]Table 12: Risk Tolerance

2. Protect: 
Our aim in this stage is to develop safeguards to make sure the delivery of critical business infrastructure has a flowless delivery.
We will be using CIS 20 controls, as shown in table 13.
[bookmark: _Hlk88510775]CIS 20 controls 
	Control Title	
	Sub- Control

	Monitor and Block Unauthorized Network Traffic
	13.3

	Only Allow Access to Authorized Cloud Storage or Email Providers
	13.4

	Encrypt Mobile Device Data
	13.6

	Configure Centralized Point of Authentication
	16.2

	Require Multi-Factor Authentication
	16.3

	Encrypt or Hash All Authentication Credentials
	16.4

	Encrypt Transmittal of Username and Authentication Credentials
	16.5

	Ensure All Accounts Have an Expiration Date
	16.10

	Lock Workstation Sessions After Inactivity
	16.11


Table 13:  PROTECT CS20 CONTROLS

3. Detect
This stage covers the discovery of security events that can be used to observe the occurrence frequency, as shown in tables (14,15)

A. [bookmark: _Hlk87792450]Event (NIST SP 800-53 Rev 5.1)
	[bookmark: _Hlk87791720]Control Title
	Sub- Control

	Audit record review, analysis, and reporting
	AU-6

	Continuous Monitoring
	CA-7

	Incident Handling
	IR-4

	System Monitoring
	SI-4


[bookmark: _Hlk87471925]Table 14: Event Detection
B. Impact of the event (NIST SP 800-53 Rev 5.1)
	Control Title
	Sub- Control

	Contingency Plan
	CP-2

	Incident Handling
	IR-4

	System Monitoring
	SI-4

	Risk Assessment
	RA-3


Table 15:impact of event

4. Respond 
In response to an event that was detected. This is to develop and implement actions to take on events as shown in tables (16,17,18)

A. Response Plan (NIST SP 800-53 Rev 5.1)
	Control Title
	Sub- Control

	Contingency Plan
	CP-2

	System recovery and reconstitution
	CP10

	Incident Handling
	IR-4

	Incident response plan
	IR-8


Table 16:Response Plan
B. Mitigation 
· Incidents are Contained (NIST SP 800-53 Rev 5.1)
	[bookmark: _Hlk87795000]Control Title
	Sub- Control

	Audit record review, analysis, and reporting
	AU-6

	Continuous Monitoring
	CA-7

	Incident Handling
	IR-4

	Incident response plan
	IR-8


Table 17: Incidents are Contained

· Incidents are Mitigated (NIST SP 800-53 Rev 5.1)
	Control Title
	Sub- Control

	Incident Handling
	IR-4


Table 18: Incidents are Mitigated




5. Recover
That's the final step and consists of instructions and recommendations to help reduce the impact of the event and eliminate as shown in table 19.
Recover process Cis20
	Control Title	
	Sub- Control

	Document Incident Response Procedures
	19.1

	Assign Job Titles and Duties for Incident Response
	19.2

	Designate Management Personnel to Support Incident Handling
	19.3

	Devise Organization-wide Standards for Reporting Incidents
	19.4

	Maintain Contact Information for Reporting Security Incidents
	19.5

	Publish Information Regarding Reporting Computer Anomalies and Incidents
	19.6

	Conduct Periodic Incident Scenario Sessions for Personnel
	19.7

	Create Incident Scoring and Prioritization Schema
	19.8


Table 19: Recover process Cis20
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