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Previous sessions...

» Understanding Information Security, Risks
involved, assessing, managing and monitoring
Risks, Cyber risk resilience

» Purpose and role of Hackers, Penetration
Testing, Various Laws and Standards

» Understanding Footprinting and
Reconnaissance Concepts, Methodology.

» Using various Tools, Taking Countermeasures
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So far, we discussed about Information security, the
threats and attack vectors. In continuation to that, |
hope you all have understood the hacking concepts
and the reasons to stay ethical. Add more insight, we
also discussed various security laws and standards. To
conclude, we covered various “Risk” concepts like risk
factors, cyber risk resilience in the process of
enhancing security.

In continuation, we discussed Footprinting concepts
focusing on different methodologies like Search
Engines, Google Hacking Techniques etc. giving a
walkthrough on Website Footprinting, Email
Footprinting, Competitive Intelligence, Network
Footprinting etc.

Trawsnewid Addysg, Trawsnewid Bywydau
Transforming Education, Transforming Lives




Previous sessions...

Scanning and Enumeration

» Network Scanning, Tools and Techniques
» Banner Grabbing

» Scanning - PenTesting

Enumeration

» Concepts, Techniques

» Countermeasures

Understanding and Assessing Vulnerabilities

» What is Vulnerability? How is it classified?
» Assessing Vulnerabilities.

» Managing Vulnerabilities
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Continuing the earlier lecturers, we discussed on Network
Scanning, different tools and methodologies used like
Banner Grabbing and mitigation methods etc. following
that enumeration concepts, its different tools and
techniques were discussed. we continued focusing on
assessing vulnerabilities within a network (either it is our
target to attack or defend), different tools used to assess
and techniques

During the tutorials, under isolated lab environment you
might have practiced different Footprinting, scanning,
enumerating methods using various tools and assessed
the vulnerabilities.

Activity 1 Getting Ready

Activity 2 Information Gathering
Activity 3 Scanning and Enumeration
Activity 4- Vulnerability Assessment

YV V VYV
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During this week, with applied knowledge and

Social Engineering... understanding on Footprinting, Network Scanning,
» Understand Social Engineering Concepts, Enumerating the target, and assessing vulnerabilities,
Techniques we shall move forward focusing on the social

engineering concepts and techniques. Understand
what is Insider Threats, Impersonation on Social
Networking Sites, Identity Theft etc. We shall also
look on what countermeasures are to be taken to
overcome these.

» Understanding Threats, Impersonation
» Countermeasures

During the tutorials, under isolated lab environment
you will be using different Social Engineering
techniques.
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Social Engineering

o Social Engineering is an art of convincing people to let them reveal information that they know without understanding
its confidential status.

o Focus would be on System Admins, Technical Support Executives, Receptionist etc.
o The concept of Social Engineering relies on Trust, Ignorance, Human Habits etc

o Even though, the information provided are not considered seriously by the victims, it might lead to huge economic loss,
temporary or permanent closure etc.

o Exposed to Social Engineering Attacks due to
v" No adequate Security Training
v Unregulated access to Information
v No strong security Policies
o Social Engineering Attacks are
v" Difficult to detect
v No specific method/ tools to prevent SEA

v' Humans are the most susceptible factor
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Social Engineering
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The 6 Principles of Persuasion

Reciprocity

When we receive something,
we feel obliged to give
something back.

Liking
We're more likely to agree

to someone's request if
we know and like him/her.

Consistency

We feel compelled to be
consistent with what we've
said/done in the past.

@@@@
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Authority

We tend to obey figures of
authority (people with titles
or expertise).
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ACTIONABLE INSIGHTS IN ONE PAGE

Social Proof

When we're uncertain how
to behave or react, we look
to others for answers.

Scarcity

We perceive something to
be more valuable when it's
less available.

Science of Persuasion:
https://readingraphics.com/uploads/2018/02/Influence_6-Principles-of-Persuasion.png
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Social Engineering - Phases

o N (o N (. . N~ . ~
e Campus Visits e Disgruntled Employee e Friendship e Gather required
e Websites e Talkative e Chit-chat Information (Account
e Dumpster Diving e Club Activities e Offer Help details, Financial

Details, Tools/ Techs
e Etc

e Ftc e Ftc e Etc

Do a research Choose the Develop
on Target Victim relationship
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Social Engineering - Types

Human Based Computer Mobile Based
Based

Interact with the human and

Using computers/ tools to gather
gather information

information

Tailgating, Vishing,

Dumpster Diving, Eavesdropping, Spams, Phishing, Chats, Pop-up

Window Attacks etc

Piggybacking, Shoulder Surfing,
Impersonation, Dumpster Diving
etc
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Social Engineering: HB-SEA

Impersonation

v’ Attackers could impersonate physically or
via communication channels (like emails,
sms, phone calls etc)

v’ Attacks trick the target to reveal important
information.

v There is always an urgency in the act, that
doesn’t allow the victim to think.

v' May be as a Legitimate End user, Premium
User, Technical Support Guy etc

o Vishing (Voice or VOIP Phishing)
v’ Use Telephone to do the trick.

o Eavesdropping, Shoulder Surfing, Dumpster
Diving.

o Reverse Social Engineering, Piggybacking,
Tailgating.
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Social Engineering: CB-SEA

o Spam Email

o Pop-up Windows

o Instant Chat Messenger
o Chain Letters

o Hoax Letters

A
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PUBLIC CHARGING STATION DANGERS
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Phishing is sending email that falsely resembles legitimate site to

Phﬁ@hﬁm] acquire user’s personal information.
O Spear Phishing, Whaling, Pharming, Spimming etc

by 4 ‘ Prifysgol Cymru ] _
' Y Drindod Dewi Sant Trawsnewid Addysg, Trawsnewid Bywydau

L . . . . . .
% ¢ University of Wales Transforming Education, Transforming Lives
.~ Trinity Saint David




Social Engineering: MB-SEA

o Malicious Apps

i = P

o Repackaging Legitimate Apps
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Social Engineering: MB-SEA

o Fake Security Applications B

o e
‘ ‘ ) > </> ﬁ
o
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Social Engineering: Threats

Insider Threat:
o Anyone belonging to the organisation could be a threat.

o Depending on the level of information he/she knows
assets within the organisation, the impact could vary.

Reasons:

v" Financial Gain

v' Revenge

v" Public Announcement

v' Competition

v’ Stealing confidential data
Types:

v' Malicious Insider v" Professional Insider
v Negligent Insider v' Compromised Insider
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Types of Insider Threats Most Businesses Worry About

/1% 63% 61%

and level of access to

Inadvertent data breaches Negligence of employees Malicious data breaches

Designed by &> FinancesOnline

$11.45 $14.50

Average annual The amount spent
cost of by

08 =

Source: ObservelT, IBM

Insider Threat Statistics
You Should See

against insider
threats

data breaches are caused by insider threats

B

Top Motivations for Insider Attacks

55% '

fraud monetary gain

C7>) PmacseOrden

Top Insider Threat Actors

63%
privileged IT users
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Social Engineering: Threats

Insider Threat: Why it is very effective?
v’ Easy to launch
v' Difficult to prevent

v’ Success rate is high
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Social Engineering: Social Networking Sites

Attackers gather confidential information from social networking sites and
create accounts in other people’s name

Create large network of friends and extract information using various SE
techniques

Attackers try to join the public groups of the target network and gather
personal information

Finally, use the information gathered to carry out other SE attacks

Use Social Networking sites like Facebook, Twitter, LinkedIn etc

This leads to
v Data Theft v Infrastructure Maintenance Cost v’ Targeted Attacks
v' Spam and Phishing v" Network Vulnerability v" Madification of Contents
v Involuntary Data Leakage v' Malware Propagation v’ Business Reputation
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Social Engineering: Identity Theft

o A theft that happens when your personally identifiable information such as Name, Credit Card Number, NI
number, Passport, Driving License details are taken and used.

v' Child Identity Theft

v’ Tax Identity Theft

v" Insurance ldentity Theft
v’ Criminal Identity Theft

v' Medical Identity Theft

v' Identity Cloning

v’ Etc

o ldentity Theft can be done using Personal Information. These information could be obtained by

v’ Social Engineering, Internet Searches, Theft of Wallets, Laptops, Mobile Phones, Phishing, Skimming,
Wardiving, Pharming, Pretexting, Dumpster Diving, Shoulder Surfing, Malwares, Insider Theft etc.
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Social Engineering: How to overcome?

o Password Policies
o Physical Security Policies

o Defense Strategy
v’ Background Checks on Employees
v’ Training on Security Policies
v’ Appropriate Access Privileges
v’ Incident Response Time
v’ Scrutinize Information
v MFA
v’ Proper documented change management
v’ Regular Software updates
v’ Clear Termination Policy
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Social Engineering: How to overcome?

From: GREENLAND UK PROPERTY <careers@greenlandsuk.com>
Date: Sat, 23 Oct 2021, 12:44
Subject: Greenland UK Property Appointment Letter

O Insider Threat To —gmai\ com=
v’ Appropriate Access Privileges S
Address: Greenland UK Property, 40 Basinghall St, London, EC2V 5DE

v Employee Monitoring System e e
Website: www.greenlanduk.com
v’ Risk Assessment, Logs, Auditing

Dear Employee: [N

/ Lega I PO I I C I e S We are happy to inform you that you have been selected for the position of (ADMINISTRATION MANAGER) at Greenland UK Property.
Vou were selected for the position based on your previous work experience and vour impressive educational accomplishments. We are thrilled to offer vou this position in our Real Estate Firm. We are confident vou will

/ A r-C h ive C r- i t i Ca I d a ta thrive professionally and personally while working for our Firm.

You are scheduled to begin work on (13th of December 2021), vour will spend the morning of your first day in Orientation classes at our Orientation Head Office building, located at Greenland UK Property, 40 Basinghall
St, London, EC2V 5DE, Please arrive at 8:00 am, When vou arrive, please cheek in at the reception desk and vou will be given directions on where to go. Following lunch, a Team Member will escort you to your new waork

/ E m p I Oye e Tra i n i n g area and introduce you to vour new co-workers.

You shall be briefed about our dress code. I have contacted the UK Immigration office here in London and have submitted all Documents needed for the processing of your Working Visa and copies of the same Documents

/ B a C k ro u n d C h e C ks have also been faxed to the UK Immigration service in (Asia) India.
g It was clearly stated to us that the screening process for getting a UK Working Visa at the moment is very hard for the fact that many would not want to go back when their Visa or Work Permit get expired, as such much
Documents will be needed from vou as prove that vou will return back on due time, and the process will take over 4 weeks for the Working Visa to be ready.

/ D e a Ct i Va t i n g Te r m i n a te d AC CO u n tS Because of the Express Traveling Approval of your Working Visa and considering the Documents that may be required from vou to be presented by the UK Embassy and the nature of interview that you might face, the time

of Visa delay, which might not be all that favourable to you, thereby resulting to refusal of the Viza to you.

With the help of our Firm's Lawyer, I was able to make contact with the UK Embassy senior representative in (Asia) INDIA Sir Philip Barton who is the (Permanent Under-Secretary to the Foreign & Commonwealth Office)
and have concluded all arrangements with him to assist you for fast approval of your working permit Visa without much delay and long Visa protocol to enable you take your Visa Stamping in India.

O D ete Ct P h I S h I ng E m a I I S Vou are to contact him via email as soon as possible with the following Documents.

1. Your signed Contract Agreement Letter

v’ Look for Malicious attachments 2. Mobile nusber,

3. Copy of vour Appointment Letter

/ S pOOfed We bs ites Below are his details;

Embassy of United Kingdom in INDIA

v’ Grammatical/Spelling mistakes -y
v  Urgency

v" Ant phishing Tools

Office hours: ogoo-1700 hrs
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Social Engineering: How to overcome?

€« @ 0 § ®B =

Your TV Licence expires on 20/10/2024. D lnex =
TV Licansing <noreolyEmints coud= I

O

o TV LCENSING

TV LICENSING

25 smmpark.com/tvis_online/welcome-intro.app.php?tckenlD=80&5erverlD=USCvGMagCUqgkJzocAlL

Please renew your licence now, it only takes a B B . N N .
rosoftL.. () GitHub - osirislab/P... @B Excite.com, one of t..  I}) How SecureIs My P... @B TECHYRICK - YouTu.. [J§ Mail - Nitheesh Kali... Cybersecurity Acad... @ Citeit! 3 Win-KeX | Kali Linux.. [ Module 4 Quiz (pag.. < Uple

few minutes.
_ () TV LICENSING Home | Fasyread | Cymraeg
Pay for your TV Licence [ check if you need one
[T — oo ) e T ey

Your TV Licenos exp: November 20, 2024, at 11:00:58 AM.
To renew: chaose whether you want o pay monthly or allin one go, get your payment detaits

reszy, an than ifs gon far anstner year Welcome to TV Licensing’s Direct Debit Manager

Ranening on time maans more of the lisence fes goss towards BEC TV, r2die, 2nd eniine

All transmission are secured using 256 bit SSL layer.

Thanis,

[ Welcome - Direct D= X W Site report for httpsi. % @) Score Report % [ Amszon Shipping X @ PearsonVUE-Check X  +
Al * 6 BN D The process ahead will help you in setting up your new direct debit, which enable your services again. Please use
- the accurate information relating your residential and billing data.
‘ouTu.. (@ Mail - Nitheesh Kali.. [l Cybersecurity Acad.. @ Citeitl % Win-KeX | Kali Linux.. [§8 Mo smmpark.com »
= Click on button below to set up your new direct debit.
Site Report
Pay for your TV Licence || Check if you need ond Country:  Us site rank: NA Continue
First : Sep 2017 Host: N; hy , Inc. . .
frst seem: 5¢p o emecheap, Tne Set up your new direct debit now. )
N Disable protection for this site
Debit Manager
Report malicious URL:
256 bit 5L layer. . ) ) ) } - ) } —
The URL of the site: o *All the information provided must match with your official record to keep a track of your identity. Any errors will lead to termination of the
service.

https://smmpark.comitvls_online/welct
setting up your new direct debit, which will enable your services again. Please use
»ur residential and billing data.

Add a reason
r new direct debit.

Your email address (to receive
updates):

- >
W' netcraft

About us Contact us Accessi y Community relations Media Centre R Privacy policy.

with your official record to keep a track of your identity. Any errors will lead to ter
General information about TV Licensing is available in other languages:

Cymraeg Polski Espafiol Portugués sul More languages >>

© 2023 TV Licensing
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Presenter Notes
Presentation Notes
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Social Engineering: How to overcome?
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Front office/ Help
Desk, Office

e Eavesdropping,
Shoulder surfing,
Impersonation,
Intimidation etc

Infrastructure/
Perimeter Security

e Eavesdropping,
Shoulder surfing,
Impersonation, Reverse
Social Engineering,
Piggybacking, Tailgating
etc

IT Support

* I[mpersonation, SMS,
Emails, Phone Calls

Personnel

e Fake SMS, Phone Calls,
Emails, Impersonation,
Persuasion,
Intimidation
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Social Engineering: Pen Test

o SE Pen Test
o Needs: Improve the level of Security Awareness within employees

o Skills:
o As a Pen Tester, you must showcase care and professionalism.
o With Good Interpersonal Skills
o With Good Communication Skills
o Creative, Talkative and Friendly

Create:

Obtain : : : Scripts with
Authorization Define scope Obtain details e

Pretexts

Act: Emails
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Any Questions?

References

. EC-Council CEH

" Cisco Networking Academy

. Tevel Cyber Corps

. Certified Ethical Hacker (CEH) Version 10 Cert Guide, 3rd edition
. Wikipedia

. Other website sources given in this presentation

= * The intension of usage is for Educational Purpose Only
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