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[bookmark: _Toc153411514]Introduction 
An organisation, agency, or institution’s data, hardware, software, networks, and personnel are all safeguarded from physical acts and occurrences that might cause significant loss or harm. This includes robbery, vandalism, terrorism, fire, flood, and other natural disasters. Physical security’s emphasis on damage prevention saves time, money, and resources from being squandered because of these mishaps, even if most of them are covered by insurance. This paper will cover the fundamentals of data security and compliance.

[bookmark: _Toc153411515]Task 1 – Research in Data Security and Compliance 
Physical security technology is used to execute basic security measures. These controls things like environmental monitoring, identity verification, physical access limits and access authorisation verification. A complete information security risk management programme must include these procedures. [6].
Security technologies are found everywhere, we deal with them on a regular basis without even realising. An instance of us using security is when we go into our workplace and log into computers using the relevant username and password combination. Or another example is when an employee needs to gain access into the building and therefore need a smart card reader that is swiped into the electromagnetic slide at the turnstile [4]. Within the physical security framework, there are three main components: testing, surveillance, and access control. The effectiveness of an organisations physical security programme is determined by how each of these elements is maintained, improved, and executed. 
[bookmark: _Toc153411516]Access Control
The most important factor in keeping an organisations physical security protected is to monitor the number of people with access to the facilities. Limiting the number of authorised personnel will enable them to limit their exposure and therefore increases their safety. The theory is that [1] the controlled areas are monitored, e.g., staffed reception desks, which will ensure safety against criminal damage and unauthorised access. 
Access control can also apply to security measures, such as key fobs, fingerprint scanners, ID badges, keypads, and security guards. These are not necessarily physical security measures in terms of large physical barriers; however, they are used for a purpose. Their implementation differs greatly based upon the cost, approach, and method the organisation takes upon these security measures. 
The more conventional method for physical security is barriers, such as doors, walls, gates, and fences which deters unauthorised intruders. The mere presence of a security guard is a massive deterrent to an intruder, as it gives them less ammunition to gain access. 

[bookmark: _Toc153411517]Surveillance
Surveillance is one of the main security measures around as it is constantly adapting and improving its measures. The most common surveillance that people are aware of is CCTV, which allows the building to be monitored 24/7, even without needing human presence. As previously mentioned, [1], the level of security depends on the cost and resources the organisation uses to secure the building. For example, they could only have 1 camera per room, which poses a risk as there are many blind spots in which an intruder could keep to those spots and not even get detected by the cameras. Whereas a more established organisation will have the resources to fund a comprehensive security system, which ensures there are multiple cameras in each room, leading to next to no blind spots. 
Over the last twenty-five years, surveillance cameras have become a significant technology for dealing with both senses of security. [8]. There are multiple reasons for there being surveillance cameras, whether it is for public or private use/ traffic monitoring / interventions in drug dealing and many more things. 
[bookmark: _Toc153411518]Testing 
The aspects mentioned above are irrelevant to the company if they do not carry out testing on these security measures. The same can be said for any safety protocols, as measures need to be put in place to prevent any breeches. It is important to perform regular testing, whether that be every week, two weeks, or every month, as it helps ensure that the security protocols are functioning and prevents future attacks. The testing being conducted must take a risk-based approach [2]. This means that the user testing the protocols must take on a white hat hacker role to do some ethical hacking. This means that the person does some illegal hacking to identify some vulnerabilities in the system. Compared to traditional black-box testing, this approach delivers a better level of software security assurance. This is the software testing. 
Then there is the more physical security testing, which could be someone trying to hack into a padlocked room, an attempted breach into the building which includes receptionists, key fobs, RFID, etc. It is important that the testing is done extensively and thoroughly to ensure that the security measures are taken seriously, and it avoids potential security threats and breeches. The important point to remember is that if a burglar was to attempt to break into a house, and the first attempt was unsuccessful with the keypad, then they would not be standing there attempting all different combinations [3]. Therefore, undertaking regular security testing ensures these acts cannot happen. 
[bookmark: _Toc153411519]Data Loss Prevention
A system called Data Loss Prevention (DLP) assesses whether the data that a company sends out is sensitive enough to disrupt operations. Email is usually used for data sharing, and with this technology, emails are tracked to ensure that confidential information does not leave the company. As a result of this technology, all emails and attachments are closely checked to ensure that all material transferred outside the organisation is appropriate and not sensitive. [7]. A strong data security plan must include DLP as it provides defence against both external and internal threats. It plays a crucial part in compliance as it assists organisations in following data protection laws and avoiding negative financial and legal repercussions of noncompliance. [11]. 
Not only is it crucial that a company has a data loss prevention system for workload purposes, but it is also crucial to customer trust and reputation. Exhibiting a dedication to safeguarding client information via DLP protocols amplifies confidence and legitimacy. Preventing unapproved disclosures and data breaches contributes to upholding a favourable reputation among stakeholders, partners, and consumers. 


[bookmark: _Toc153411520]Intrusion Detection System
A piece of software called an intrusion detection system (IDS) keeps an eye on all network traffic entering a business to make sure it is safe. It may also be thought of as a traffic monitoring tool that sounds an alert when it detects potentially harmful activity or traffic coming from dubious sources. The main purpose of this technology is to closely examine traffic to decide what the organisation should allow through [7]. 
The intrusion detection system is beneficial in many aspects, including but not limited to:
1. Early Threat Detection:
· IDS continuously monitors the network and system activities therefore can recognise suspicious activity or behaviours that could possibly indicate security threats.
·  Early detection lessens the possibility of breaches and avoids data loss by enabling organisations to react to any security events quickly. [9].
2. Data Integrity:
· IDS contributes to data integrity maintenance by continuously seeing and evaluating network traffic. It may identify illegal changes made to configurations or files, guaranteeing that the data is correct and unchanged. [9].
3. Protection Against Unauthorised Access:
· It assists in spotting and stopping illegal access attempts or activities, keeping hackers from accessing private information without authorisation. [9].
To sum up, the deployment of an intrusion detection system is critical to improving data security, fulfilling regulatory obligations, and guaranteeing a proactive and successful cybersecurity strategy. It is an essential part of an all-encompassing security plan that helps businesses safeguard sensitive information and keep stakeholder’s trust. 
[bookmark: _Toc153411521]Intrusion Prevention System
The Intrusion Prevention System (IPS) is a system or tool that acts against traffic that has been identified as malicious by the Intrusion Detection System (IDS). When a packet is declared untrustworthy by the IPS, it is usually dropped from the system. It is the primary point of protection, ensuring that hostile traffic does not access the organisations network. It is the IPS that ensures that all traffic entering the system complies with the policies set forth by the organisations, ensuring that the systems’ operation is not harmed in any manner. [7]. 
IDS and IPS both support data security and compliance, but they differ primarily in how automated they are and how they respond to threats that are detected. While IPS actively avoids and mitigates risks in real-time through automated operations, IDS is primarily focused on detection/alerting whilst depending on human interaction. As part of a layered security approach, organisations frequently use both IDS and IPS to optimise defence against dynamic cyberthreats. [10].


[bookmark: _Toc153411522]Security Incident and Event Management
Security Incident and Event Management is also known as SIEM. Its main purpose is to raise an alert when something unusual is discovered on the organisation’s network. Several solutions may be integrated with SIEM to guarantee that anything potentially harmful triggers an alert, enabling the security team to take appropriate action and safeguard the internal environment. In addition, it ensures the security of the network and tracks the logs that are created. Another way to think of it is as the main system that is connected to other tools. Every tool functions as a peer and defends the network in a different way.[7].
Modern cybersecurity strategies are based on SIEM, which gives enterprises the power to efficiently identify, address, and mitigate security problems. It plays a vital role in compliance by offering the resources and competencies required to fulfil legal obligations and exhibit a dedication to data security. [12].
[bookmark: _Toc153411523]Firewall
The firewall on any system or network is the first line of defence. Firewalls are categorised based on the way they work. Web application firewalls are designed to secure online applications, whereas network firewalls are meant to protect the internet. The purpose of this technique was to make sure that nothing harmful could pass past the internal network’s security against unusual activities. The technique guarantees that untrusted data never enters the system and that ports are only opened for essential communication. To make sure that any traffic going through is pertinent to the service running on that port, the firewall can either do port filtration or permit traffic to go through. [7]. 
Network security is based on firewalls, which assist enterprises in managing access, defend against cyber-attacks, and adhering to regulations. Firewalls play a critical role in protecting data and preserving the integrity and confidentiality of sensitive information when used in conjunction with a complete cyber security plan. [13].
[bookmark: _Toc153411524]Antivirus
Antivirus software is another cybersecurity tool. It performs just what its name suggests; it guards against viruses on the machine. A virus is a malicious software programme that makes unanticipated changes to the host or network. It is put in place on the network and has endpoint protection capabilities as well. To ascertain if the file was malicious, the antivirus employed the signatures kept in its library. The latest antivirus software can identify irregularities and take action against infections. [7].
An essential part of cybersecurity tactics is antivirus software, which offers vital defence against a variety of attacks. Its significance goes beyond just protecting a single device, it makes a substantial contribution to overall data security and compliance initiatives. [14].
Several key reasons highlighting the importance of antivirus:
1. Malware Protection: 
· Antivirus programmes are intended to identify, stop, and remove many kinds of malware, such as trojan horses, worms, viruses, ransomware, and spyware. This is necessary to shield data against harmful software that may jeopardise its availability, confidentiality, and integrity. 
2. Data Integrity:
· Malware assaults have the potential to manipulate and corrupt data. By stopping harmful software from changing or erasing important files and data. Antivirus software contributes to the preservation of data integrity. [14].
[bookmark: _Toc153411525]Task 2 – Case Scenario (StresSolutions)
[bookmark: _Toc153411526]Organisational Structure/Chart
To guarantee that the company can proactively handle security and regulatory obligations, roles, duties, and reporting lines are usually defined as part of an efficient organisational structure for data security and compliance. An established organisation will have a Chief Information Security Officer (CISO), who will lead the information security unit inside SS. It is essential that they then form specialised teams to handle tasks like risk management, compliance, and cybersecurity operations, and threat intelligence. To guarantee smooth collaboration, is it vital to establish communication routes and reporting lines. [15].
Below is an example of key roles in an organisation chart for StresSolutions. 
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[bookmark: _Toc153411527]Chief Information Security Officer (CISO):
· Responsible for the overall data security strategy and compliance.
· Reports directly to the CEO or the highest executive level.
· Oversees the Information Security Unit and ensures alignment with business goals. 
· All areas report to CISO.
[bookmark: _Toc153411528]Data Protection Officer (DPO):
· Ensures compliance with data protection regulations (e.g., GDPR).
· Collaborates with legal and regulatory affairs.
[bookmark: _Toc153411529]Security Operations Centre (SOC) Manager:
· Manages daily security monitoring and incident response. 
· Oversees a team of security analysts. 
[bookmark: _Toc153411530]Compliance Manager:
· Monitors and ensures compliance with relevant laws and regulations. 
· Works closely with legal and regulatory affairs.
[bookmark: _Toc153411531]Network Security Manager:
· Manages network security infrastructure and operations.
· Implements and oversees firewall, IDS/IPS, and other network security measures.
[bookmark: _Toc153411532]Application Security Manager:
· Focuses on securing software applications throughout their lifecycle. 
· Collaborates with development teams to implement secure coding practices. 
[bookmark: _Toc153411533]Risk Manager:
· Conducts risk assessments and identifies areas of vulnerability.
· Develops strategies to mitigate and manage risks.
[bookmark: _Toc153411534]Incident Response Coordinator:
· Coordinate’s response efforts during security incidents.
· Works closely with the SOC, legal, and communications teams.
[bookmark: _Toc153411535]Training and Awareness Manager:
· Develops and implements security awareness programs for employees.
· Ensures that employees are educated on security policies and best practices. 
[bookmark: _Toc153411536]Audit and Compliance Analysts:
· Conduct internal audits to assess compliance with policies and regulations. 
· Assist in preparing for external audits and regulatory inspections.
[bookmark: _Toc153411537]Legal and Regulatory Affairs:
· Works closely with the compliance team to ensure legal adherence. 
· Provides legal guidance on data protection and privacy issues.
[bookmark: _Toc153411538]Network Security Manager:
· Collaborates with the CISO to align technology decisions with security goals. 
· Ensures that security is integrates into the organisation’s technology strategy.
To summarise, organisation charts are more than simply graphic depictions of reporting hierarchies; they are essential instruments that SS uses to guarantee efficient data security and compliance management. Roles, responsibilities, and communication channels that are clear improve the organisations capacity to proactively handle security issues and uphold regulatory compliance. [15].



[bookmark: _Toc153411539]Policies and Procedures 
It is essential for SS to create a thorough set of information security guidelines and practices that are specific to the business strategy. They would need to include guidelines for incident response, data classification, access control, and secure development techniques. Whilst reviewing and updating policies often to keep up with new developments in the sector and emerging dangers. Developing strong rules and processes is essential to preserving data security and guaranteeing adherence to pertinent laws. [16].
Below are some key policies and procedures that SS should adhere to:
[bookmark: _Toc153411540]Data Classification and Handling Policy:
This policy defines categories of data based on sensitivity and critically. Outlines access controls, encryption, and handling procedures for each data classification. And establishes guidelines for data sharing and transmission.
[bookmark: _Toc153411541]Access Control Policy:
This policy establishes guidelines for granting, modifying, and revoking access to systems and data. And includes procedures for user authentication, authorisation, and periodic access reviews.
[bookmark: _Toc153411542]Data Encryption Policy:
This mandates the use of encryption for sensitive data in transit and at rest. And specifies encryption algorithms, key management, and storage encryption requirements. 
[bookmark: _Toc153411543]Incident Response and Reporting Procedure:
Defines the process for reporting and responding to security incidents. Outline’s roles and responsibilities during incident response and communication protocols.
[bookmark: _Toc153411544]Security Awareness and Training Policy:
Requires regular security awareness training for all employees. Defines the topics covered, frequency of training, and consequences for non-compliance.
[bookmark: _Toc153411545]Data Retention and Disposal Policy:
Establishes guidelines for the retention and disposal of data. Ensures compliance with legal and regulatory requirements for data retention.
[bookmark: _Toc153411546]Bring Your Own Device (BYOD) Policy:
Governs the use of personal devices for work purposes. Specifies security measures, such as mobile device management, to protect corporate data. 

When put into practice and routinely evaluated, these policies and procedures will strengthen StresSolutions (SS) framework for data security and compliance. Providing the employees with ample information regarding the process, receive sufficient training and ensure that policies are consistently enforced throughout the organisation will allow for a strong data security and compliance framework for StresSolutions. [16].


[bookmark: _Toc153411547]Compliance (Laws and Ethics)
It is crucial that StresSolutions recognise and abide by all applicable cybersecurity laws and rules in the areas where they conduct business to avoid any malpractice or law breaking. They can achieve this by conducting routine audits to make sure that moral and legal requirements are being followed. Informing staff members of the requirements for compliance and set up systems for ongoing compliance observation allows compliance to be followed and StresSolutions to run seamlessly. To ensure data security and privacy compliance, StresSolutions must consider several legal requirements as well as ethical norms. The compliance standards may change based on the company’s industry, location, and data kinds handled. [17].

The first compliance area that SS should consider is general data protection regulation (GDPR). SS need to ensure compliance with GDPR if they operate in or deals with clients from the European Union. The business must put procedures in place for getting and handling permission before processing personal data, whether this be a customer or employee. And ensure to preserve openness in data processing procedures and provide people the ability to see and remove their personal information. 

Another compliance that SS must abide by is payment card industry data security standard, PCI DSS for short. If SS processed payment card information, then they must comply with PCI DSS standards. Once they have met these standards, they must also have a secure payment processing system in place that holds the protection of cardholder data. Doing regular assessments and addressing any vulnerabilities in the payment card systems will decrease the possibility of threats. 

StresSolutions must ensure they adhere to ethical standards under the ethical standards and professional codes of conduct, relevant to the cybersecurity and threat intelligence industry. Most importantly, all SS’ interactions with stakeholders and clients, need to show that they are committed to maintaining confidentiality, honesty, and openness, which results in customer loyalty and trust. They must also adhere to the ethical hacking standards, meaning if SS offers penetrating testing or ethical hacking services, then they need to adhere to set standards. However, before they can conduct any testing, it is essential they obtain appropriate consent on client systems. Once tested, it is also necessary they follow responsible disclosure practices when identifying and reporting vulnerabilities. 

It is critical that StresSolutions does frequent risk assessments, updates policies and procedures in accordance with those assessments, and stays up to speed on changes in pertinent legislation and industry standards. Building a culture of moral conduct and ongoing development will also help to provide a solid basis for compliance and data security. [17]. 


[bookmark: _Toc153411548]Governance and Strategic Planning for Security
StresSolutions need to ensure they provide a governance structure that outlines the Information Security Unit’s roles, duties, and decision-making procedures. They can do this by creating a strategy plan that synchronises information security objectives with SS’s overarching business goals. Once this has been established, they need to evaluate security plans on a regular basis and make necessary adjustments in response to changing threats and business requirements. [18].
[bookmark: _Toc153411549]Information Security Governance Committee
To help guarantee that StresSolutions abide by information security initiatives, they need to form a cross-functional committee that are responsible for overseeing and guiding them. This committee will include representatives from key business units, IT, legal, compliance, and risk management. Having a committee is key to ensuring that policies align with business objectives and comply with relevant regulations under the Policies and Procedures Oversight. 
[bookmark: _Toc153411550]Risk Management Framework / Compliance Oversight 
Having risk management in place means that data security threats may be identified, evaluated, and managed more systematically with the help of governance. It guarantees that choices made on risk management are in line with the overarching goals of the company. Having governance frameworks helps SS maintain compliance with applicable laws, regulations, and industry standards with the use of governance structures. To prevent financial fines, reputation harm, and legal problems, compliance is essential. 
[bookmark: _Toc153411551]Alignment with Business Objectives / Threat Intelligence Integration 
The alignment of data security activities with SS’ business objectives is ensured through strategic planning. Security controls are put in place in a way that promotes rather than impedes the expansion of business. Threat intelligence is included into strategic planning, which helps SS foresee and proactively address new risks. It assists the organisation in staying ahead of cyber threats by adjusting security protocols appropriately. 
[bookmark: _Toc153411552]Resource Allocation / Business Continuity and Resilience 
Effective resource allocation, whether it be financial, human, or technical, is aided by strategic planning. It guarantees that spending on security people and equipment is in line with business goals and recognised dangers. SS can continue to operate both during and after a security event if business continuity and data recovery plans are in place. Strategic planning guarantees a speedy recovery from disturbance and reduces downtime. 

To summarise, the foundations of SS’s capacity to safeguard information, guarantee compliance, and uphold a safe and secure operating environment are governance and strategic planning. These procedures offer a methodical and pre-emptive approach to handling cybersecurity threats in a constantly changing and dynamic environment. [18].


[bookmark: _Toc153411553]Risk Management 
StresSolutions will use a risk management framework to help recognise, evaluate, and reduce cybersecurity threats. They will prioritise risk mitigation initiatives based on the possible impact on business operations by conducting regular risk assessments. And encourage the company to have a risk-aware culture by implementing awareness and training initiatives. [19].
[bookmark: _Toc153411554]Identifying and Prioritising Risks
Importance: Risk management enables SS to methodically detect any dangers and weak points in data security and compliance.
Action: By prioritising risks according to their likelihood and possible impact, regular risk assessments help the business allocate resources to the most important areas.
[bookmark: _Toc153411555]Proactive Threat Mitigation
Importance: SS can mitigate threats in a pre-emptive manner thanks to risk management. 
Action: By anticipating risks, the business may put preventative measures in place to lessen the chance and effect of security events, guaranteeing a more robust security posture.
[bookmark: _Toc153411556]Business Continuity and Resilience
Importance: Risk mitigation aids in the creation of plans for company continuity and disaster recovery. 
Action: SS may better plan for future disruptions, guaranteeing the continuity of operations and reducing the impact of events on business processes, by comprehending and managing risks.
[bookmark: _Toc153411557]Resource Allocation
Importance: Handling security threats and meeting compliance standards requires effective resource allocation. 
Action: By concentrating efforts on areas with the highest risk, risk management aids in the prioritisation of resource allocation and ensures a more efficient and focused use of resources. 

To sum up, StresSolution’s efficient risk management is essential to preserving data security, guaranteeing compliance, and fostering general organisational resilience. It’s a proactive and calculated approach that helps the business safeguard its assets and reputation while being able to adjust to a changing threat scenario. [19].


[bookmark: _Toc153411558]Contingency Planning 
SS must create and test business continuity and disaster recovery strategies on a regular basis. When there are security incidents, have clear routes of communication and escalation protocols in place. And to make sure backup plans consider the special features of SS’s cloud services and storage. [20].
[bookmark: _Toc153411559]Business Continuity
Importance: SS can maintain vital company activities in the event of unforeseen interruptions, including cyberattacks or natural catastrophes, thanks to contingency planning.  
Action: To reduce downtime and preserve essential services by creating and testing business continuity plans on a regular basis.  
[bookmark: _Toc153411560]Data Recovery
Importance: Contingency planning addresses the need for data recovery in the case of system failures, data breaches or other events that potentially result in data loss.  
Action: To effectively restore systems and data, put in place reliable data backup and recovery processes. 
[bookmark: _Toc153411561]Minimising Impact of Security Incidents
Importance: By offering a systematic reaction mechanism, contingency plans assist reduce the effect of security events.  
Action: Create incident response plans that specify what needs to be done before, during, and after a security event to minimise possible harm and expedite recovery.  
[bookmark: _Toc153411562]Employee Training and Awareness
Importance: Contingency planning involves teaching staff members what to do in the event of an interruption.
Action: SS need to hold frequent training sessions to make sure staff members are knowledgeable about backup plans to have the skills necessary to handle security problems.

To summarise, contingency planning is a proactive and systematic strategy that guarantees SS is adequately equipped to handle unforeseen interruptions, safeguard information, and uphold regulatory compliance. It is an essential part of the business’ overall resilience plan, protecting its operations, brand, and customers’ interests. [20].


[bookmark: _Toc153411563]Protection Mechanisms 
StresSolutions must combine network security, endpoint protection, and threat intelligence into a defence in depth approach. Encrypt critical data while it is in transit and at rest, especially when storing it on the cloud. And to protect important systems, use access restrictions and multi-factor authentication. [21].
[bookmark: _Toc153411564]Data Confidentiality
Importance: Security protocols guarantee the privacy of secret information by averting unwanted access or revelation.
Action: To protect sensitive data by putting in place encryption, access controls, and secure transmission methods.  
[bookmark: _Toc153411565]Endpoint Security
Importance: Cyberattacks frequently target endpoints. Endpoint security features aid in preventing malware infestations and illegal access.  
Action: Install security updates on a regular basis, deploy antivirus software, and implement endpoint detection and response (EDR) solutions. 
[bookmark: _Toc153411566]Authentication and Authorisation
Importance: Ensuring data security and compliance requires safeguarding against unauthorised access.  
Action: Implement strong password policies, multi-factor authentication, and appropriate permission procedures. 
[bookmark: _Toc153411567]Secure Software Development 
Importance: Secure coding techniques and vulnerability prevention are ensured by protection mechanisms in software development.
Action: Putting secure development life cycle (SDLC) procedures into place, using securing coding standards, and conducting routine code reviews.

To summarise, protection methods are essential to SS’ capacity to uphold the availability, confidentiality, and integrity of data while complying with legal obligations. An all-encompassing and flexible approach to defence lowers risks and shields the company from a variety of cyberattacks. [21]. 

This all-encompassing strategy makes sure that the Information Security Unit at SS is prepared to defend against cyberattacks in a proactive manner and is in line with the organisation’s overall strategic direction, governance frameworks, and compliance requirements. For the unit to be successful, regular monitoring, evaluation, and adaption to the changing threat landscape will be essential. 
[bookmark: _Toc153411568]Conclusion
Within this paper, physical security methods have been covered, looking at whether they were effective security solutions and the impact it can have on business. Task 2 was then putting the theory into practice, where StresSolutions needed a fundamental business plan and the importance of comprehensive business plans.
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