[image: ]
University of Wales Trinity Saint David
School of Computing
23/11/2021/ACCA7028
Apply the Principles and Practices of Data Security, Governance and Compliance Based on a Given Scenario
Data Security, Governance and Compliance 
By Kieran John Ayres


Note (Remove during Proof Read) - Submission Deadline – 05/01/2021








Kieran John Ayres                 P149775	Data Security, Governance and Compliance

Page 1 | 1

[bookmark: _Toc92213561]Table of Contents  	
Table of Contents
Table of Contents	2
Table of Tables	4
Abstract	5
Introduction	6
1.	Task 1	7
1.1.	Information Technology – Code of Practice for Information Security Management (ISO/IEC 27000 Series)	8
1.1.1.	ISO/IEC 27001:2013 – 27002:2013	8
1.2.	Information Technology Infrastructure Library	10
1.3.	Payment Card Industry Data Security Standard	11
2.4. Comparison	13
2.	Task 2 – IDEAII Framework	14
2.1.	Initialize	14
2.1.1.	Scope	14
2.1.2.	Organisation	14
2.1.3.	Assets	14
2.1.4.	Risk Assessment	14
2.1.5.	People	14
2.1.6.	Law	15
2.2.	Defend	15
2.2.1.	Access Control and Authentication	15
2.2.2.	Secure Network Messaging	15
2.2.3.	Physical/Environmental Protection	15
2.3.	Educate	15
2.3.1.	Proper use of Technology	15
2.3.2.	Policy Education	16
2.4.	Analyse	16
2.4.1.	Maintenance	16
2.4.2.	Monitor	16
2.5.	Improve and Integrate	16
2.5.1.	Resilience	16
2.5.2.	Implement New System	16
2.5.3.	Backup New System	17
3.	Conclusion	17
References	18
Appendix	22
A. Tables, Diagrams and Models	22
B. Other Notable Standards	24
ISO/IEC 27017:2015 – Additional Controls for the Cloud	24
Control Objectives for Information and Related Technology (COBIT)	Error! Bookmark not defined.
ISAME	Error! Bookmark not defined.
C. Policy Example	24
Proper Use of Email Example	24
D. IDEAII Framework	27


 



[bookmark: _Toc55849588][bookmark: _Toc92213562]Table of Tables 
Table 1 - Comparison of Data Security Standards [3] [2] [10] [13] [14] [18] [24] [28] [30]	13
Table 2 - 12 Categories of Threat	22
Table 3 - Information Security Roles	23
Table 4 - ISO27000 Series Standards	23
Table 5 - Policy Example [39]	24


Figure 1 - PDCA Model [5]	9
Figure 2 - IDEAII Framework	Error! Bookmark not defined.

[bookmark: _Toc92213563]Abstract
This essay aims to explain the importance of data security. This can be achieved through having robust policies, procedures, and standards to protect the assets of an organisation. This paper proposes a framework an organisation can apply to their business that was inspired by frameworks done as research as part of this assignment. “39% of businesses” in the UK declared data breaches in the previous year [1] which results in a vital importance in organisations investing in a strong data security system, this paper identifies standards in which businesses can follow to achieve data security. 

[bookmark: _Toc92213564]Introduction
The focal point of this essay is to explore Data Security, Governance and Compliance. The first section will review security standards to gain further insight into the efficiency and effectiveness of those at securing an organisation’s information. Moreover, the assignment will do this by comparing these standards against one another to identify strengths and weaknesses. The second section of the assignment will utilise the research to propose a security framework for the CoffeeBlue brief. This framework will be explained to a non-technical background so any employee could read this with ease.  



   


1. [bookmark: _Toc92213565]Task 1
Information Security, InfoSec is an essential need for an organisation. By having a robust policy in place, it enables the business to operate safely. They ensure data security through a variety of techniques, policies, and procedures. They would typically develop an InfoSec standard. Standards are detailed documents describing “particular characteristics of a product or service” [2], these are produced by industry professionals so that an organisation can use that document to develop their own product or service, in this case it would be an ISMS [2]. Within an organisation, there will be Infosec professionals, they would be a team that are employed to not only plan and implement but maintain and improve the framework for information security as the organisation progresses. View the appendix for typical roles and their description.  
Three standards have been selected in accordance with the assignment. These are:
1. Information Technology – Code of Practice for Information Security Management 
2. Information Technology Infrastructure Library 
3. Payment Card Industry Data Security Standard 


 


1.1. [bookmark: _Hlk92041858][bookmark: _Toc92213566]Information Technology – Code of Practice for Information Security Management (ISO/IEC 27000 Series)
The Information Technology – Code of Practice for Information Security Management, or the ISO/IEC 27000 are a series of standards which were developed as a standard for an organisation to comply to. They are known as the ISO/IEC as there are two organisations managing this framework [3] [4]. IEC is an abbreviation for the International Electrotechnical Commission [2]. Overtime, this set of standards has gained recognition as one of the industry leaders. It has become an increasingly popular standard in assisting a team in designing and certifying their own ISMS [2]. The ISO/IEC 27000 Series have many standards developed for different scenarios, this section will focus on three of them, these are ISO/IEC 27001:2013, ISO27002:2013 and the ISO/IEC 27017:2015 [5]. It’s important to note that the ISO/IEC 27001:2013 and the ISO/IEC 27002:2013 are integrated to co-operate as one standard. Please see Table 4 in the appendix for a list of standards in the ISO27000 series. 
1.1.1. [bookmark: _Toc92213567]ISO/IEC 27001:2013 – 27002:2013
Firstly, the ISO27001 was adopted from the British Standard Institution, or BSI. It is a standard containing requirements when implementing an ISMS [2]. ISO/IEC 27002:2013 is the corresponding standard which details an implementation guideline for organisations, it can be applied to small or large organisations [2] ISO/IEC 27002:2013 will be explored later in further detail. The ISO/IEC 27001:2013 standard included the Plan-Do-Check-Act [6]. This is commonly abbreviated to the PDCA cycle. By following this cycle, an organisation can safely deploy and maintain an ISMS. Figure 1 shows the model. The model has four sections, during the planning phase, the InfoSec team would be designing the requirements to secure the organisation’s information by identifying the policy, procedures, processes and objectives, objectives can be achieved by understanding the control objectives of the standard. An example of this is access control, this would be in place to prevent unauthorised access and potentially editing data that shouldn’t be edited. Another example of a control objective is to have physical and environmental security, to protect the assets of the organisation from physical damage or because of a natural disaster [2]. This can be through applying regular backups scheduled every day to minimise the damage to the organisation during a natural disaster. There would be risk assessments performed at this stage to gain further insight [2]. During the “Do” stage, the team would proceed to implement this, ensuring the organisation is well-educated on their ISMS, during the “Check” stage, the team would monitor the ISMS, analysing and reviewing if the ISMS is being complied to by the organisation and then apply improvements to their ISMS during the “Act” stage if necessary [2]. The PDCA was removed during a recent publication of the standard, but it still details a guide that are similar, detailing phrases such as “performance evaluation” [7]. 
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[bookmark: _Toc92137416]Figure 1 - PDCA Model [6]
Organisations can use the ISO/IEC 27001:2013 to certify their own ISMS [2]. Smaller organisations can declare themselves as compliant and larger businesses would employ an external auditor to confirm that they are complying and therefore, gaining certification [8]. There are many advantages to ISO/IEC 27001. Firstly, by certifying in ISO/IEC 27001, they can protect their organisation from harmful cyber threats and provide confidence to customers who use the business’s services while also assuring new customers to the business that by complying with a globally recognised security standard, their information is safe with that organisation [3]. Having the standard is advantageous as it also requires the business to be consistently improving their ISMS so it will consistently be trialled and tested to reinforce the effectiveness as a robust system [9]. There are disadvantages to certifying an organisation against the standard. Firstly, it requires a lot of work which can be gruelling to a team and organisation, potentially requiring years to implement, depending on the size of the organisation [10]. By having a large team with realistic project deadlines for the implementation, it could ensure a faster integration of the ISMS. Start-up organisations may feel disadvantaged when deploying an ISMS as they don’t possess the financial capability of an enterprise [10]. The outcome of this is a potential poor-quality ISMS, or one which has limited scalability if they don’t employ high-level specialists.  
The ISO/IEC 27002:2013 is a standard which was researched due to how closely it integrated within ISO/IEC 27001:2013. The standard has the title of Information technology – Security techniques – Code of practice.  The reason it is closely aligned with ISO/IEC 27001:2013 is because it the ISO/IEC 27002:2013 is a guideline for implementation of an ISMS within a business [2] [11]. As an individual entity, it is a guide but by utilising ISO 27001, they complement each other by providing further context so that a company can then use ISO/IEC 27002:2013. Following this standard progresses an organisation closer to certification. ISO/IEC 27002:2013 details the requirements set out in ISO/IEC 27001:2013 and expands further with examples for a business to adapt them to their unique ISMS [12], and at minimum, will outline the essential control objectives, controls, and security modules that an ISMS should cover [12]. It covers the requirements for areas such as, access control, organising information security and compliance [13]. For example, this would identify that users should only have access to the exact areas of the system that their job is associated with as it minimises risk of vulnerabilities of the system being exposed and if that employee was to leave the company, they should be deleted from the system immediately [2]. The standard also advises that all incidents where the ISMS has had an issue, should be documented thoroughly, and analysed to further improve [2]. 
1.2. [bookmark: _Toc92213568]Information Technology Infrastructure Library 
The information Technology Infrastructure Library, or ITIL, was developed by the UK government [14]. It is a published IT governance framework that encompasses the best practices for continuous improvement of information technology service management, or ITSM. These sources are in the form of books that have been contributed from InfoSec professionals [15] [16]. It provides recommendations and guidelines when managing a service by adopting the best practices to ensure the efficient use for services [17] [18] [19]. Overall, a strong ISMS will result in a stronger ITSM. Certifications can be gained through organisations, such as the British Computer Society [20]. There are three levels of certification: 
1. The Entry Level – a multiple-choice hour-long exam for foundational knowledge [20].  
2. Practitioner Certificate – Focuses on a specific knowledge set within ITIL implementation for applying practical knowledge within the field [20].
3. Manager’s Certificate – For experienced IT professionals, who plan to integrate service management functions [20].
It is adopted through  industries and utilises five dominant components in the framework to overall improve the ITSM of the organisation, the area has a core lifecycle which includes five stages, these are; service strategies, service design, service transitions, service operations and follows these by continual service improvement [14] [21]. A service strategy is the first of the life cycle, this is the initial point where the service would be proposed, confirming things such as the target users, and what services would be developed, what competition they have, etc. Critical success factors (CSFs) are then utilised to measure and review the service strategy [22]. Service design is the point that service strategies are modified and improved further so that they can be deployed [22], this stage may include risk assessments to identify vulnerabilities in the service strategy. The service transition would be the stage in which the organisation deploys their system while testing and consistently improving their systems [22]. Service operation is the point of management in the system’s lifecycle, this would include fulfilling any user requests [22]. The final stage is continuous improvement, this means the system is consistently evaluated to improve any existing weaknesses [22]. Like any implementable system, there are advantages and disadvantages of adopting ITIL within an organisation. Continuous improvement within the system’s cycle ensures that it is robust and will be consistently secure against any ongoing threats to the system as it will be continuously analysed, evaluated, and improved. Structured systems have increased traceability and liability and after implementation, it will also reduce costs for the business which would result in greater profit or being able to focus those resources to improving other areas [14] [16] [18] [21] [22]. There are barriers to ITIL, the first is that, during the integration of ITIL, an increase in expenses can occur so this result as expensive to the business. This could be from hiring specialists, a way to possibly minimise this risk is to certify existing team members to assist in the implementation so the new professionals needed would be minimum [23]. Another disadvantage could be that the company are unable to align with the customer’s needs in time, this is because the transfer to an ITIL system would be a long process so unrealistic set goals to the customers would result in this, it’s why it’s important that clear timeframes are set. 
1.3. [bookmark: _Toc92213569]Payment Card Industry Data Security Standard
The Payment Card Industry Data Security Standard, or PCIDSS. It originated with the Payment Card Industry Security Standards Council, formed by companies, including American Express and MasterCard Worldwide [24]. This standard was created to assist organisations in developing procedures and policies to protect a customer’s card data. It details requirements for security management to protect aspects of an organisation with regards to card data [24]. Ultimately, to prevent card fraud [3] [21]. Although it would naturally ensure customer confidence by having PCIDSS, this standard is an essential to any organisation that stores or processes card data [3]. In the UK, nearly 70% of adults have a credit card so the demand for PCIDSS is clear [25]. Companies can certify against PCIDSS, or they can employ a third-party company to do it, both having cost implications on an organisation [24]. The third party would be a security specialist which would be approved by PCIDSS [26]. There are several certifications which can be obtained from the Security Standards Council, for example, the Qualified Security Assessor, or QSAs and Approved Scanning Vendor, or ASVs. QSAs are certified to assist an organisation in complying to PCIDSS [27] [28]. ASVs then would supply the tools for organisations to use to test their systems for vulnerabilities [28]. There are a few areas which PCIDSS outlines that an organisation should complete. These are to collect and maintain the cardholder’s data safely, to always have a strong, robust, and secure network, through tools such as a well-maintained firewall. The network should be maintained efficiently through monitoring and testing by testing the security mechanisms [28]. Maintenance be performed on the InfoSec policy and the different activities the managers have. There should also be strong access control measures in place [26], such as each user should have a unique profile. An advantage of using PCIDSS is like the previous standards discussed, it maintains customer confidence in securing data by building a strong network to prevent data breaches [27]. By not complying, a company would have to limit the payment methods that can be used due to the compliance not being in place [29].    

[bookmark: _Toc92213570]2.4. Comparison  

[bookmark: _Toc92137364][bookmark: _Toc92212697]Table 1 - Comparison of Data Security Standards [3] [2] [10] [13] [14] [18] [24] [28] [30]
	
	ISO/IEC 27000 Series
	ITIL
	PCIDSS

	Guideline for Implementation
	
	X
	

	Certificate Name [26]
	Certificate of ISO2700 series [26]
	Certificate of ITIL Compliance [26]
	Certificate of PCI-DSS Compliance [26]

	Certification Options 
	
	
	

	Essential Controls
	X
	X
	

	Standards and Components 
	18,500
	8 Main Components
	6 Main Components 

	Continuous Improvement 
	
	
	

	Scope the Standard Covers 
	Full Data Security Compliance
	Service Management
	Security of Cardholder Data

	Globally recognised standard 
	 
	X
	

	Enables Business Continuity
	
	
	

	Full Compliance 
	
	
	

	Originated from 
	Various Countries
	United Kingdom
	Visa Card, MasterCard and American Express

	Applicable to any size organisation
	
	
	

	Year Started
	1947
	1980s
	2004


2. [bookmark: _Toc92213571]Task 2 – IDEAII Framework
Task 2 will identify a new framework/standard which has been designed to meet the business requirements of the CoffeeBlue organisation. It’s imperative that an organisation’s assets are protected to the highest standard [31]. For this framework, there will be core components in the framework that should be followed for a robust ISMS. 
2.1. [bookmark: _Toc92213572]Initialize
Initialize is the first component. At this stage, the project is prepared for implementation. 
2.1.1. [bookmark: _Toc92213573]Scope
The InfoSec team need to outline the scope of the project, and how it effects the staff in the company along with the polices they’d like to set within the organisation. Please see following points (2.1.2, 2.1.3, 2.1.4, 2.1.5, 2.1.6) for expansion.
2.1.2. [bookmark: _Toc92213574]Organisation
This outlines the structure of the team that are instructed with implementing this framework. This allows the organisation to understand who has the rights to make the decisions that are needed regarding the security of the business. For example, if there was an incident reported to the Chief Information Officer, they would then delegate the work between the staff to resolve this.
2.1.3. [bookmark: _Toc92213575]Assets
The assets of an organisation must be identified as one of the aims of the framework is to maintain protection over those assets. For example, these could be various devices. CoffeeBlue wouldn’t have as many assets as a company that isn’t using the cloud as their infrastructure would be predominantly online. A service level agreement would be agreed with the cloud service provider so that control over the system is clearly defined [32]
2.1.4. [bookmark: _Toc92213576]Risk Assessment
A risk assessment would be performed to identify all potential risks that threaten the organisation. Appropriate measures would be implemented and maintained. For example, a firewall to protect the organisation’s private network. 
2.1.5. [bookmark: _Toc92213577]People
Every employee should be identified through an employee number and job role. They should be educated on the business regularly. Educating staff will be explored in further detail later in the document. 
2.1.6. [bookmark: _Toc92213578]Law 
The organisation should identify laws that they should follow to comply to not only their own policies and ethical standard but the overall law of the country in which the organisation operates. For example, the general data protection regulation (GDPR) [33] and the Threats to Computers act to detail the counter threats to computer related offences [34]. 
2.2. [bookmark: _Toc92213579]Defend
This is the second component. It entails methods the organisation should strive to achieve to ensure security over the assets. This is the point that should be consistently iterated, the system should always be secured.
2.2.1. [bookmark: _Toc92213580]Access Control and Authentication
The organisation should have access rights so that no employee has more access than they would need. The employees that are in higher grade positions naturally have more rights but not access to everything. Each system should use two-factor authentication, this could be in the form of a text to their phone once they’ve entered their username to clarify it’s them. Implementing network access controls ensures the devices have more protection when operating remotely on the organisation’s network. A Virtual Private Network, or VPN should also be utilised during organisational use of devices to ensure a higher level of protection [35].  
2.2.2. [bookmark: _Toc92213581]Secure Network Messaging
A measure in place to encrypt messages such as emails that pass through the organisation network [36]. Encryption is a good method over wireless networks [35]. 
2.2.3. [bookmark: _Toc92213582]Physical/Environmental Protection  
This details the protection the assets that the organisation has. For example, each room that has devices would need to be air conditioned to minimise overheating to the devices, with security to the rooms, such as key card access doors for authorised personnel. 
2.3. [bookmark: _Toc92213583]Educate
The third component aims to educate the employees on the proper use of assets within the organisation. 
2.3.1. [bookmark: _Toc92213584]Proper use of Technology
This would detail the way in which employees should use their technology, whether it is company owned or personal devices connected to the organisation network. For example, it should detail the proper use of email, and what is deemed as unacceptable use of business email account. This is because when integrating a Bring Your Own Devices policy within an organisation, that device could have confidential organisation information if the mobile phone was stolen. To minimise this risk, data encryption would be implemented [36]. 
2.3.2. [bookmark: _Toc92213585]Policy Education
Staff to be given compulsory trainer courses every four months to re-iterate what the organisation expects of them in how they operate when at work. To ensure that the risk is minimised for any policies being broken. They should also be made aware of the disciplinary action that can follow, should they not comply.  
2.4. [bookmark: _Toc92213586]Analyse 
The third component is to analyse the existing system to identify any vulnerabilities to be rectified. 
2.4.1. [bookmark: _Toc92213587]Maintenance
This organisation should always have the latest updated version of the software they utilise. They should have updated protection, reviewed on a weekly basis unless threat arises. A defence mechanism should be stress tested, internally and externally to ensure the strength of it. The system should also be consistently backed up too, in the event of a disaster, it can be recovered from the last backup stage. 
2.4.2. [bookmark: _Toc92213588]Monitor
The devices would also be monitored when they are logged into the organisation network from a personal device. The team would do assessments to analyse and identify vulnerabilities, these should be logged and fixed with the highest urgency. Monitor performance of systems to ensure efficient running [32].  
2.5. [bookmark: _Toc92213589]Improve and Integrate 
The fifth component is to integrate any new solutions that were identified in the analysis stage. 
2.5.1. [bookmark: _Toc92213590]Resilience 
The organisation should strive to operate normally during the stage of improve and integrate, due to a consistent flow of improvement, the system should be worked from the latest point up until the new updated version is deployable. 
2.5.2. [bookmark: _Toc92213591]Implement New System
After the new system is deployable, the updated version should be released to then operate from
2.5.3. [bookmark: _Toc92213592]Backup New System 
This details that, after deployment, the new system should have a backup deploying the “3-2-1” backup rule [37]. 
3. [bookmark: _Toc92213593]Conclusion
In conclusion, there are many aspects to consider during the implementation of an ISMS. Firstly, an optimal method for a successful implementation would be to compare, contrast different standards and frameworks to form an ISMS, incorporating all the most effective components to increase the probability of maintaining the confidentiality, integrity, and availability of an organisation’s information. Another conclusion that has been drawn is that it wouldn’t be considered good practice to only follow one standard/framework but to use several, for example, it is important to integrate ISO/IEC 27001/27002 but also PCIDSS to protect cardholder data. This was further emphasised during task 2 where a framework was proposed successfully. This was inspired by not only the extensively researched standards, but others detailed in the appendix to build a stronger framework. 
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[bookmark: _Toc92137365][bookmark: _Toc92212698]Table 2 - 12 Categories of Threat
	No. 
	Category of Threat
	Common Example

	1
	Compromises to Intellectual Property [34]	
	Piracy to software the organisation provides [34].

	2
	Deviations in Quality of Service from Service Providers [34]
	A power surge causing a fault in the system [34].

	3
	Espionage or Trespass [34]
	Unauthorised access [34].

	4
	Forces of Nature [34]
	Flood or Lightning [34].

	5
	Human Error or Failure [34]
	Failure to follow policy [34].

	6
	Information Extortion [34]
	Disclosing information wrongly [34].

	7
	Sabotage or Vandalism [34]
	Damage to the devices or systems the organisation maintains [34].

	8
	Software Attacks [34]
	Virus or the systems being hacked [34]

	9
	Technical Hardware Failures or Errors [34]
	Hardware fails, for example, RAM can’t run the software [34].

	10
	Technical Software Failures or Errors [34]
	Bugs in the code, leading to downtime [34].

	11
	Technological Obsolescence [34]
	Software or hardware hasn’t been updated [34].

	12
	Theft [34]
	The hardware is stolen from the organisation [34].
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[bookmark: _Toc92212699]Table 3 - Information Security Roles
	Job Title
	Description 

	Chief Information Security Officer (CISO) [34]
	Responsible for the management and implementation of a security program [34]

	Chief Security Officer (CSO) [34]
	A similar role, to the CISO [34].  

	Security Administrator [34]
	[38] A hybrid role compiling the roles of a security manager and security technician [34]. 

	Security Analyst [34]
	A specialized security admin who is responsible for performing activities in the lifecycle of the security system [34]. 

	Security Manager [34]
	In some organisations, there would be a manager who would report to the CISO/CSO [34]. 

	Security Technician [34]
	Responsible for implementation and administration of security related technology [34].

	Security Watchstander [34]
	An entry level InfoSec professional. Also known as the security staffer [34]. 



[bookmark: _Toc92137367][bookmark: _Toc92212700]Table 4 - ISO27000 Series Standards
	Standard
	Description 

	ISO/IEC 27003:2010 [5]:2010
	Information security management system implementation guidance [5]

	ISO/IEC 27004:2009 [5]
	Information security management - Measurement [5]

	ISO/IEC 27005:2011 [5]
	Information security risk management [5]

	ISO/IEC 27009:2016 [5]
	Sector-specific application of ISO/IEC 27001 - Requirements [5]

	ISO/IEC 20717:2015 [5]
	Code of practice for information security controls based on ISO/IEC 27002 for cloud services [5]
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[bookmark: _Toc92213598]ISO/IEC 27017:2015 – Additional Controls for the Cloud
This standard is an addition to the ISO/IEC 27001:2013 but would be highly relevant to the brief as it specifies for the cloud which is how CoffeeBlue operates. This is in the form of requirements and details measures that can be adhered to, to be secure within the cloud. Additional controls mentioned, for example, organisations should monitor their cloud services and should have security for the virtual cloud network [38]. 
Information Assurance for Small and Medium Enterprises Consortium
More commonly abbreviated to IASME. They are a standard that was developed as an affordable alternative to develop a resilient ISMS to be compliant. They offer various certifications, including Internet of Things, Counter Fraud Fundamentals [39]. The standard focuses on the confidentiality, integrity, and availability of the data. IASME focus on the smaller and medium enterprises due to there being as high as risk for data breaches and the inability for those smaller organisations to afford certification of another standard such as the ISO/IEC 27001:2013 [40]. It is divided into a few key components and through following these, a business can become compliant [40]. 
[bookmark: _Toc92213601]C. Policy Example
[bookmark: _Toc92213602]Proper Use of Email Example
[bookmark: _Toc92212701]Table 5 - Policy Example [41]
	Policy 
	Proper Use of Email

	1. Overview 
	Email is a vital method to the organisation to communicate across the business between staff members. The improper use of email poses a threat to the organisation CoffeeBlue. It is of vital importance that staff understand the ways in which they are enabled to utilise their company email. 


	2. Purpose
	The purpose of this email proposes to staff how they should utilise their email when working. This identifies best practices and improper use of their email as a form of communication.


	3. Scope
	This will outline the proper use of any out-going email from any employers employed under CoffeeBlue. 


	4. Policy
	4.1 CoffeeBlue retain the right to monitor any, and all emails sent from any employee’s work email accounts

4.2 ach email should align with the policies and procedures of CoffeeBlue and the ethical standard that is expected as a CoffeeBlue employee.

4.3 The business email account should be utilised for operations related to CoffeeBlue. Personal emails can be deemed acceptable but within reason (See 4.5). 
4.4 Any data sent through an email must be secured through the appropriate laws. For example, Data Protection Act 2018.

4.5 Emails should only be stored if they are related to a business situation and there is reason to store the hypothetical information.

4.6 Emails sent from work accounts should not contain confidential information and should not promote. or distribute any offensive content, including any form of bullying based on race, gender, disability, sexual orientation or personal beliefs. These emails, if received should immediately be reported for review by the InfoSec department.

4.7 Forwarding of emails are also disallowed to any third parties (exterior of the business).  


	5. Compliance 
	5.1. The InfoSec team will monitor to ensure full compliance from employees of CoffeeBlue. Training will be done every four months to ensure compliance and understanding of this policy. 

5.2. Not complying to this policy can result in disciplinary action, with possible outcome of being terminated from the job role at CoffeeBlue




[bookmark: _Toc92213603]D. IDEAII Framework

Figure 2 shows a diagram of the flow of the IDEAII lifecycle. 
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Figure 2 - IDEAII Framework
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