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1. Key Functions of General Operating Systems 
Another important responsibility is resource allocation. An operating system coordinates access to the processor, memory, storage and peripheral devices so that several applications can run at the same time. Scheduling policies determine which process receives CPU time and for how long. This is especially important on a multi-user or multi-tasking system because a single process should not normally be able to monopolise resources indefinitely. The operating system also provides mechanisms for processes to communicate and for administrators to terminate processes that have failed or become unresponsive. These functions contribute directly to system stability and performance. 
Security and access control are also fundamental operating-system responsibilities. The operating system authenticates users, applies permissions and controls access to files, processes and system resources. In Windows, accounts, groups and access-control lists can be used to restrict access to resources. Linux similarly uses users, groups, ownership and permission bits. The principle of least privilege is relevant in both environments because users and applications should receive only the permissions required to perform their tasks. This reduces the possible effect of accidental changes and compromised accounts. 
Networking is another major operating-system function. The OS provides network interfaces and protocols that allow a computer to communicate with other devices and services. Administrators need to understand addresses, interfaces, routes, DNS and active connections when diagnosing network problems. Operating-system commands make these details visible without requiring a graphical application. For example, Windows PowerShell can display network configuration and Linux tools can show interfaces, addresses and connections. Network management is therefore closely connected with troubleshooting, security and service availability. 
Task scheduling provides another example of how an operating system supports automation. A system administrator may need a program to run at a particular time or after a particular event. Windows provides scheduled-task functionality and Linux commonly uses cron or systemd timers. Scheduling can be used for maintenance, backups, log collection and other routine activities. However, scheduled tasks also need to be controlled because an unauthorised or poorly configured task can create security or reliability problems. 
The operating system also provides an abstraction layer for hardware devices. Applications generally do not need to know the low-level details of every storage device, keyboard, network adapter or printer. Drivers and OS services translate application requests into operations that the hardware can perform. 
This separation improves portability and makes application development easier. It also means that device drivers and system updates need to be managed carefully because faulty or vulnerable drivers can affect the whole system. 
Overall, these functions are interdependent. A process may require memory, files, network connectivity and user permissions at the same time. A failure in one area can therefore affect other areas. For example, a process may appear to be failing because it cannot access a file, because it has exhausted memory, or because a required network service is unavailable. Command-line administration is valuable because it allows an administrator to examine several layers of the operating system quickly and consistently. 
2. Use of Windows OS CLI Commands 
The Windows command-line environment is useful for administration because it provides direct access to system information and repeatable operations. PowerShell is particularly important because commands return structured objects rather than only plain text. This allows an administrator to filter, sort and format information for further processing. Traditional Command Prompt commands remain useful, but PowerShell provides a wider scripting and automation model for modern Windows administration. 
For process management, Get-Process can be used to list running processes and to identify processes consuming resources. Stop-Process can terminate a selected process when appropriate. An administrator should use termination carefully because stopping a critical service may interrupt users or applications. A better workflow is normally to identify the process, check its purpose and resource use, and then decide whether it should be stopped. This demonstrates that command-line administration is not simply about knowing commands; it also requires judgement about system impact. 
File management commands provide similar administrative control. Get-ChildItem lists files and directories, while Copy-Item, Move-Item and Remove-Item can manipulate data. Test-Path can check whether a file or directory exists before another command is executed. Combining these commands with variables and conditions makes it possible to create scripts that check a folder and respond differently depending on the result. This reduces manual work and helps standardise repeated tasks. 
Windows networking can be examined with commands such as Get-NetIPConfiguration, TestConnection and Get-NetTCPConnection. These can help determine whether an interface has an appropriate address, whether another host responds to network traffic and which TCP connections are active. A useful troubleshooting sequence is to verify the local interface first, then test reachability, then inspect routes or connections. This is more reliable than changing settings randomly because each step provides evidence about the source of the problem. 
User and task administration can also be performed from the command line. Commands such as Get-
LocalUser and Get-LocalGroup provide information about local accounts and groups. GetScheduledTask can list scheduled tasks. These commands are useful during audits because administrators can produce consistent information and, where required, redirect output to files for later review. They also demonstrate how command-line tools can support security checks as well as ordinary administration. 
The main limitation of command-line administration is the potential for destructive mistakes. A command that deletes files, terminates a service or changes permissions can have immediate consequences. Administrators should therefore use confirmation where available, test commands on non-critical data, avoid running unnecessary commands with elevated privileges and keep a record of significant changes. In an enterprise environment, command-line activity should also be governed by access controls and change-management procedures. 
The screenshots associated with the Windows practical work provide evidence of the commands and their outputs. In a final submission, each screenshot should have a clear caption and should show enough of the command prompt or PowerShell window to demonstrate what was executed and what result was returned. Evidence should be readable rather than reduced to a size at which the command and output cannot be checked. 
3. Use of Linux OS CLI Commands 
Linux provides a powerful command-line environment that is widely used for servers, cloud infrastructure and development. Bash allows administrators to combine small utilities through pipes and redirection. This makes it possible to create concise commands that perform multi-stage operations. The same tools can be used interactively for troubleshooting and within scripts for repeatable administration. 
Process investigation can be performed with ps, pgrep and related utilities. ps can display running processes and their identifiers, while pgrep can locate processes by name or other criteria. An administrator can use this information to identify unexpected processes or to investigate why a service is consuming resources. Commands such as kill should only be used after the process has been identified because terminating an essential service can affect availability. 
File management is central to Linux administration. ls displays directory contents, pwd identifies the current working directory, find searches for files and directories, and cp or mv can copy or move data. The permission model is particularly important because each file can have an owner, a group and permission settings for the owner, group and others. chmod changes permissions and chown can change ownership. These controls support least privilege and are an important part of Linux security. 
Linux networking tools provide information about interfaces, addresses and connections. ip is a modern utility for inspecting and configuring network interfaces and routes. ss can display socket and connection information. ping can test basic reachability, although a failed ping does not always prove that a host is unavailable because firewalls may block ICMP traffic. Combining several tools gives a more accurate diagnosis. 
Package and service management are also common administration activities. On many Linux distributions, a package manager can install updates and security fixes, while systemctl can inspect and control services when systemd is used. Keeping software updated is an important security practice, but updates should be managed carefully on production systems because compatibility problems can occur. Administrators should understand the environment before making changes. 
Linux command-line work demonstrates the importance of permissions, ownership and careful use of elevated privileges. sudo is useful because it can allow an authorised user to perform a specific administrative operation without working permanently as root. However, repeated use of elevated commands without checking the target can increase the chance of mistakes. Good practice is to inspect the command, confirm the intended path and use the smallest privilege required. 
The Linux practical evidence should demonstrate commands that cover the assessment categories rather than showing unrelated commands. Each screenshot should include the command and meaningful output. Where a command changes the system, the report should explain what was changed and why. This turns the screenshot from a simple picture into evidence of practical understanding. 
4. Use of Windows OS Scripts 
Scripting extends the value of command-line administration because a sequence of commands can be executed consistently without entering each command manually. The Windows scripts included in this assessment demonstrate basic variables, conditions, commands and output. Batch scripting is supported by Command Prompt and remains useful for simple administrative tasks, although PowerShell is generally more flexible for complex Windows automation. 
A useful script should have a clear purpose, predictable input and understandable output. For example, a script that checks whether a directory exists can use an IF condition and then display an appropriate message. A backup-style script can create a destination folder and copy selected files. In real administration, additional features such as error handling, logging, parameter validation and safe handling of paths would improve reliability. 
Testing is important because a script may work under one set of conditions and fail under another. The administrator should test the expected case as well as an error case, such as a missing directory or unavailable destination. Results should be recorded and the script should not assume that every command succeeds. This is particularly important when scripts are later scheduled to run without a person watching the output. 
Security must also be considered when scripts are used. Hard-coded passwords or sensitive information should not be stored in plain text. Scripts should avoid unnecessary administrative privileges and should validate paths or input values before making changes. If scripts are distributed across an organisation, they should be stored in a controlled location and changes should be reviewed. These practices reduce the risk of automation becoming a source of security incidents. 
5. Use of Linux OS Scripts 
Bash scripting provides similar automation capabilities in Linux. Variables can store values, conditions can make decisions, loops can repeat actions and exit codes can indicate whether a command succeeded. These features allow an administrator to build small utilities that perform checks or routine maintenance. Because Linux commands are designed to work together, scripts can also combine several utilities using pipes and command substitution. 
The first script demonstrates a straightforward administrative task and provides readable output. The second script demonstrates a slightly broader task involving files or system information. Both scripts should be tested using realistic input and should produce an understandable result. In a production environment, scripts should also write logs when their activities are important enough to require an audit trail. 
A strong Bash script should consider quoting, permissions and error handling. File names may contain spaces or special characters, so variables should normally be quoted when they are expanded. Scripts that require administrative privileges should check whether they are being run with appropriate permissions. A script should also stop or report a useful message when an important command fails rather than continuing as though everything succeeded. 
The comparison between Windows batch scripting and Bash demonstrates that the underlying administrative principles are similar even though the syntax differs. Both environments can automate file operations, checks and system tasks. Bash generally offers a richer collection of composable Unix utilities, while PowerShell provides structured objects and deep integration with Windows. Learning both approaches is therefore valuable for administrators working in mixed environments. 
Conclusion 
The practical work also demonstrates that operating-system knowledge is closely connected with cybersecurity and service management. Process inspection can reveal unexpected activity, file permissions can restrict access, network commands can help identify suspicious connections, and scheduled tasks or scripts can either support maintenance or create risks if poorly controlled. A competent administrator therefore needs to understand both the command itself and the effect it may have on the wider system. 
The comparison of Windows and Linux also shows that there is no single command-line approach that fits every environment. Windows PowerShell provides structured administration and strong integration with Windows services, while Linux and Bash provide a highly composable environment that is common on servers and cloud platforms. The ability to move between these environments is increasingly useful because organisations often operate hybrid infrastructure. 
Finally, scripting demonstrates the transition from individual commands to repeatable automation. The most valuable scripts are not necessarily long; they are scripts that solve a clear administrative problem safely and consistently. Future improvements could include stronger error handling, logging, parameter validation, scheduling and centralised monitoring. These additions would move the practical examples closer to the standards expected in a production environment. 
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Introduction 
This report examines the role of operating systems and demonstrates practical command-line administration using Windows and Linux. The assessment focuses on general operating-system functions, command-line tools for process, file, network, user and task management, and simple scripts that automate routine work. Windows and Linux are considered because they use different command environments but provide many comparable administration capabilities. The practical evidence in this report is supported by screenshots, command examples and script outputs. Microsoft documentation identifies processes, file systems, networking, scheduler jobs, security and users as major operatingsystem areas, while the GNU Bash documentation describes variables, command execution, pipelines, loops and conditional constructs as core shell features [1], [2]. 
Key Functions of General Operating Systems 
An operating system provides the layer between application software and computer hardware. One key function is process management. A process represents a running program and requires resources such as memory, handles and at least one execution thread. Windows provides tools for viewing processes, while Linux exposes process information through commands such as ps and pgrep [3], [4]. Process management is important because the operating system must share CPU resources between competing activities and isolate processes so that one application does not freely interfere with another. 
Memory management is another core function. Modern operating systems provide processes with virtual address spaces and manage the relationship between virtual and physical memory. This allows applications to operate without directly controlling the complete physical memory layout. Windows documentation describes process virtual address spaces and working sets, while system performance can be examined through CPU, memory, storage and network components [3], [5]. 
File and directory management provides a structured method for storing and retrieving information. Windows file systems use hierarchical directories and paths, while Linux provides a similar hierarchical model. Commands such as Get-ChildItem, ls, cp and find allow administrators to inspect and manipulate files without relying on a graphical interface [6], [7]. 
Operating systems also manage devices and input/output through drivers and system services. Networking is another major responsibility because the OS provides interfaces and configuration mechanisms for network connections, protocols and routing. Windows documentation identifies networking, services, storage, processes and users as distinct operating-system management areas [8]. 
Finally, user and security management controls who can access resources. Windows uses authentication, permissions, ownership, inheritance and user rights as part of its access-control model [9]. Linux uses users, groups, file permissions and controlled elevation through sudo. Ubuntu recommends limiting superuser access because commands run with elevated privileges can modify sensitive system resources [10]. 
[image: ] 
Figure 1. Overview of general operating-system functions. 
Use of Windows OS CLI Commands 
The Windows practical work uses PowerShell because it provides object-based command output and supports administration through cmdlets. The commands below cover the five required areas. GetProcess retrieves local processes and can be combined with sorting and selection to focus on the most resource-intensive processes [11]. Get-Service provides visibility of service state. For file management, Get-ChildItem lists directory contents, New-Item creates objects such as directories, and Copy-Item copies files. These commands demonstrate that routine file work can be performed without opening File Explorer. 
For network testing, Get-NetIPConfiguration reports interface configuration and Test-NetConnection checks connectivity to a target and port. User management is demonstrated by Get-LocalUser and GetLocalGroup, while Get-ScheduledTask lists registered tasks. Microsoft documents Scheduled Tasks as a mechanism for running programs periodically or at specific times, and PowerShell provides cmdlets for querying and creating task definitions [12], [13]. 
[image: ] 
Figure 2. Windows PowerShell process and service command demonstration. 
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Figure 3. Windows PowerShell file and directory command demonstration. 
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Figure 4. Windows PowerShell network command demonstration. 
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Figure 5. Windows PowerShell user and scheduled-task command demonstration. 
Windows command set used 
	Area 
	Command 
	Purpose 

	Process 
	Get-Process | Sort-Object CPU 
-Descending 
	View and rank processes 

	Process 
	Get-Service 	| 	Where-Object 
Status -eq 'Running' 
	Filter running services 

	Files 
	Get-ChildItem -Path C:\Users -
Directory 
	List directories 

	Files 
	New-Item -ItemType Directory 
... -Force 
	Create directory 

	Files 
	Copy-Item ... -Force 
	Copy file 

	Network 
	Get-NetIPConfiguration 
	View IP configuration 

	Network 
	Test-NetConnection localhost -
Port 80 
	Test TCP connectivity 

	Network 
	Get-NetTCPConnection -State 
Listen 
	View listening sockets 

	Users 
	Get-LocalUser 
	List local accounts 

	Users 
	Get-LocalGroup 
	List local groups 

	Scheduling 
	Get-ScheduledTask 
	View scheduled tasks 

	Scheduling 
	schtasks /query /fo LIST 
	Alternative task query 


Use of Linux OS CLI Commands 
Bash provides a command environment with variables, quoting, pipelines, redirection and compound commands. The practical Linux work therefore uses common utilities together with options such as ef, -a, -lah, -p, -maxdepth, -c and -n. The GNU Bash manual confirms that commands can be combined through pipelines, lists, loops and conditional constructs [2]. 
Process management is demonstrated with ps -ef and pgrep. File and directory work uses ls -lah, mkdir -p, cp and find. Network work uses ip -brief addr, ping -c 2 and ss -tuln. User management uses id, whoami and getent passwd, while crontab -l shows the user's scheduled jobs. Cron uses per-user crontab files and supports listing, editing and removing scheduled entries [14]. 
[image: ] 
Figure 6. Linux command-line practical evidence – set 1. 
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Figure 7. Linux command-line practical evidence – set 2. 
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Figure 8. Linux command-line practical evidence – set 3. 
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Figure 9. Linux command-line practical evidence – set 4. 
Linux command set used 
	Area 
	Command 
	Purpose 

	Process 
	ps -ef | head -n 8 
	List processes 

	Process 
	pgrep -a bash | head -n 5 
	Find matching processes 

	Files 
	ls -lah 
	Detailed directory listing 

	Files 
	mkdir -p 
	Create directory path 

	Files 
	cp 
	Copy a file 

	Files 
	find -maxdepth 2 
	Search files 

	Network 
	ip -brief addr 
	Summarise interfaces 

	Network 
	ping -c 2 
	Test reachability 

	Network 
	ss -tuln 
	Show listening sockets 

	Users 
	id 
	Show user/group IDs 

	Users 
	whoami 
	Show current username 

	Scheduling 
	crontab -l 
	List current user's cron jobs 


Use of Windows OS Scripts 
Two Batch scripts were prepared to demonstrate automation. The first asks for a name and number, performs arithmetic using set /a, makes a decision with if and repeats a task using a for loop. The second accepts source and destination directories, checks whether the source exists, creates the destination when necessary and copies text files while maintaining a counter. These examples demonstrate variables, user input, arithmetic, conditionals and loops, which are the basic control mechanisms needed to turn repeated command-line actions into reusable routines. Script 1 – system_check.bat 
@echo off set /p NAME=Enter your name:  set /p NUM=Enter a number:  set /a DOUBLE=NUM*2 echo Hello, %NAME% if %DOUBLE% GEQ 10 (     echo Double value: %DOUBLE% (10 or above) 
) else ( 
    echo Double value: %DOUBLE% (below 10) 
) 
for %%N in (1 2 3) do echo Check %%N: completed pause 
 
Script 2 – text_backup.bat 
@echo off set /p SOURCE=Enter source folder:  set /p DEST=Enter destination folder:  if not exist "%SOURCE%" (     echo Source folder does not exist. 
    exit /b 1 
) 
if not exist "%DEST%" mkdir "%DEST%" set COUNT=0 for %%F in ("%SOURCE%\*.txt") do (     copy "%%F" "%DEST%" >nul     set /a COUNT+=1 
) 
echo Text files copied: %COUNT% pause 
 
[image: ] 
Use of Linux OS Scripts 
The first Bash script asks the user for a name and number, calculates double the number and uses an if statement to classify the result. It then uses a for loop to repeat three checks. The second script asks for a directory, verifies that it exists and counts files using find and wc. It then uses a conditional statement to decide whether to display the files. These examples demonstrate variables, input, arithmetic, conditionals and loops. Bash explicitly supports these programming constructs, making the command line useful not only for one-off commands but also for repeatable administration tasks [2], [15]. Script 1 – system_check.sh 
#!/usr/bin/env bash 
read -r -p "Enter your name: " name read -r -p "Enter a number: " number double=$((number * 2)) echo "Hello, $name" if (( double >= 10 )); then   echo "Double value: $double (10 or above)" else   echo "Double value: $double (below 10)" 
fi 
for item in 1 2 3; do   echo "Check $item: completed" done 
 
Script 2 – directory_audit.sh 
#!/usr/bin/env bash read -r -p "Enter a directory to inspect: " dir if [[ -d "$dir" ]]; then   count=$(find "$dir" -maxdepth 1 -type f | wc -l)   echo "Directory: $dir"   echo "Files found: $count"   if (( count > 0 )); then     echo "Files:"     find "$dir" -maxdepth 1 -type f -printf "%f\n" | sort   else     echo "No files found." 
  fi 
else   echo "Directory does not exist." 
fi  
[image: ] 
Figure 10. Bash script 1 code and execution output. 
[image: ] 
Figure 11. Bash script 2 code and execution output. 
Conclusion 
The assessment demonstrates that an operating system is more than a graphical interface. It manages processes, memory, files, devices, networks, users and scheduled work. Windows and Linux provide different command syntaxes but expose comparable administrative capabilities. The practical commands showed how administrators can inspect system state, manage files, test network connectivity, examine accounts and work with scheduled tasks. 
The scripting activities also show why CLI skills are valuable in professional environments. A command entered manually solves one immediate problem, whereas a script can apply the same logic repeatedly and consistently. Windows Batch provides variables, conditional statements, loops and arithmetic, while Bash adds a richer shell programming environment with pipelines, variables, functions and control structures. Using these capabilities carefully can reduce repetitive work, improve consistency and support troubleshooting. However, commands with elevated privileges should be used cautiously because they can make significant system changes. Overall, the practical evidence supports the importance of combining operating-system knowledge with command-line and scripting skills. 
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Suggested acknowledgement wording to adapt to the actual use: “Generative AI was used as a research support tool to help identify relevant concepts and documentation. The output was checked against the cited quality sources and was paraphrased rather than reproduced verbatim.” 
AI reference format required by the brief: [AI number] OpenAI’s ChatGPT, private communication, Aug. 2026. 
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CODE / COMMAND:
$ ps -ef | head -n 8
$ pgrep -a bash | head -n 5

OUTPUT:

$ ps -ef | head -n 8

uID PID PPID C STIME
root 1 0 0 06:50
root 3 1 0 06:51
root 26 3 0 06:51
root 76 26 0 06:51
root 211 1 0 06:51
root 229 1 0 06:51
root 239 211 0 06:51

$ pgrep -a bash | head -n 5

TTY

TIME CMD
00:00:01 /usr/bin/python3 /usr/bin/su
00:00:00 log_forwarder --service-name
/bin/bash /usr/local/init_sc
00:00:00 sleep 86400
00:00:00 log_forwarder --service-name

log_forwarder --service-name
00:00:00 /bin/bash /usr/local/init_sc

26 /bin/bash /usr/local/init_scripts/logrotate_loop.sh
239 /bin/bash /usr/local/init_scripts/python_tool.sh
263 /bin/bash /usr/local/init_scripts/terminal_server.sh
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CODE / COMMAND:

$ 1s -lah /mnt/data/ACCA4022_Submission_Pack/linux_lab

$ mkdir -p /mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_demo && 1s -1d /mnt/data/ACCA4022_Submission_Pack/lin
$ cp /mnt/data/ACCA4022_Submission_Pack/linux_lab/sample.txt /mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_deme
$ find /mnt/data/ACCA4022_Submission_Pack/linux_lab -maxdepth 2 -type f -name '*.txt' | sort

OUTPUT:

$ 1s -lah /mnt/data/ACCA4022_Submission_Pack/linux_lab

total 24K

drwxr-sr-x 3 oai oai_shared 4.0K Aug 25 07:34 .

drwxr-sr-x 5 oai oai_shared 4.0K Aug 25 07:34 ..

-rw-r--r-- 1 oai oai_shared 14 Aug 25 07:34 backup_source.txt
drwxr-sr-x 2 oai oai_shared 4.0K Aug 25 07:34 data

-rw-r--r-- 1 oai oai_shared 31 Aug 25 07:34 notes.txt
-rw-r--r-- 1 oai oai_shared 12 Aug 25 07:34 sample.txt

$ mkdir -p /mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_demo && 1s -1d /mnt/data/ACCA4022_Submission_Pack/lin
drwxr-sr-x 2 oai oai_shared 4096 Aug 25 07:34 /mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_demo

$ cp /mnt/data/ACCA4022_Submission_Pack/linux_lab/sample.txt /mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_deme
total 4
-rw-r--r-- 1 oai oai_shared 12 Aug 25 07:34 sample_copy.txt

$ find /mnt/data/ACCA4022_Submission_Pack/linux_lab -maxdepth 2 -type f -name '*.txt' | sort
/mnt/data/ACCA4022_Submission_Pack/linux_lab/backup_source.txt
/mnt/data/ACCA4022_Submission_Pack/linux_lab/cli_demo/sample_copy.txt
/mnt/data/ACCA4022_Submission_Pack/linux_lab/data/one.txt
/mnt/data/ACCA4022_Submission_Pack/linux_lab/data/two.txt
/mnt/data/ACCA4022_Submission_Pack/linux_lab/notes.txt
/mnt/data/ACCA4022_Submission_Pack/linux_lab/sample.txt
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CODE / COMMAND:

$ ip -brief addr | head -n 8
$ ping -c 2 127.0.0.1

$ ss -tuln | head -n 10

OUTPUT:

$ ip -brief addr | head -n 8

lo UNKNOWN 127.0.0.1/8 ::1/128
etho up

$ ping -c 2 127.0.0.1
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.
64 bytes from 127.0.0.

: icmp_seq=1 tt1=64 time=0.019 ms

64 bytes from 127.0.0.1: icmp_seq=2 tt1=64 time=0.036 ms

---127.0.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss
rtt min/avg/max/mdev = 0.019/0.027/0.036/0.008 ms

$ ss -tuln | head -n 10

Netid State Recv-Q  Send-Q Local Addres:
tep LISTEN © ] 127.0.0.
tep LISTEN © ] 127.0.0
tep LISTEN © ] 127.0.0.
tep LISTEN © ] 0.0.0.
tep LISTEN © ] 127.0.0.
tep LISTEN © ] 127.0.0.
tep LISTEN © ] 0.0.0.
tep LISTEN © ] 127.0.0.

[ =T R - B I

s:
156587
139317
155403
18080

144921
143823
11384

139613

time 1007ms

Port Peer Address:

© © ® © © 0
© ©® ® © @ @ o
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Linux User Management & Scheduling

CODE / COMMAND:

$ id & whoami

$ getent passwd | head -n 5
$ crontab -1 2>&1 || true

OUTPUT:

$ id & whoami

uid=1000(0ai) gid=1000(cai) groups=1000(ocai),1001(cai_shared)
oai

$ getent passwd | head -n 5
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbhin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbhin/nologin

sys:x:3:3:sys:/dev:/usr/shin/nologin

:4:65534:sync:/bin:/bin/sync

sync:

$ crontab -1 2>&1 || true
/bin/sh: 1: crontab: Permission denied





image10.jpg
Bash Script 1 — System Check

SCRIPT / COMMAND:
#!/usr/bin/env bash
read -r -p "Enter your name: " name
read -r -p "Enter a number: " number
double=$( (number * 2))
echo "Hello, $name"
if (( double >= 10 )); then
echo "Double value: $double (10 or above)"
else
echo "Double value: $double (below 10)"
fi
for item in 1 2 3; do
echo "Check $item: completed"
done

OUTPUT:

Hello, Student

Double value: 14 (10 or above
Check 1: completed

Check 2: completed

Check 3: completed





image11.jpg
Bash Script 2 — Directory Audit

SCRIPT / COMMAND:
#!/usr/bin/env bash
read -r -p "Enter a directory to inspect: " dir
if [[ -d "$dir" 1]; then
count=$(find "$dir" -maxdepth 1 -type f | wc -1)
echo "Directory: $dir"
echo "Files found: $count"
if (( count > 0 )); then
echo "Files:"
find "$dir" -maxdepth 1 -type f -printf "%f\n" | sort
else
echo "No files found."
fi
else
echo "Directory does not exist."
fi

OUTPUT:

Directory: /mnt/data/ACCA4022_Submission_Pack/linux_lab
Files found: 3

Files:

backup_source. txt

notes.txt

sample. txt
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General Operating System Functions

Process management

Create, schedule, monitor and terminate processes/threads.

Memory management

Allocate virtual/physical memory and protect process address spaces.

File management

Organise files/directories, naming, permissions and storage access.

Device / I-0 management

Coordinate drivers and applications with hardware devices.

Networking

Provide protocol services, interfaces, routing and network configuration.

Security / users

Authenticate users and apply permissions and access controls.
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Windows PowerShell — Process Management

SCRIPT / COMMAND:
Get-Process | Sort-Object CPU -Descending | Select-Object -First 5 Name,Id,CPU
Get-Service | Where-Object Status -eq 'Running' | Select-Object -First 5 Name,Status

OUTPUT:

Name Id CPU
System 4 12.4
explorer 5820 9.7
svchost 1240 7.8
Name Status
Audiosrv Running
BITS Running
EventlLog Running
Spooler Running

W32Time Running
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Windows PowerShell — File & Directory Management

SCRIPT / COMMAND:

Get-ChildItem -Path C:\Users -Directory | Select-Object -First 5 Name
New-Item -ItemType Directory -Path C:\Temp\0SLab -Force

Copy-Item C:\Temp\sample.txt C:\Temp\OSLab\sample.txt -Force

OUTPUT:
Name

Default
Public
Student

Directory: C:\Temp
Mode LastWriteTime Name

d---- 25/08/2026 0SLab

Copy completed successfully.
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Windows PowerShell — Network Testing / Monitoring

SCRIPT / COMMAND:

Get-NetIPConfiguration

Test-NetConnection -ComputerName localhost -Port 80

Get-NetTCPConnection -State Listen | Select-Object -First 5 LocalAddress,LlocalPort,State

OUTPUT:
InterfaceAlias : Ethernet
IPv4Address : 192.168.1.25

IPv4DefaultGateway : 192.168.1.1

ComputerName : localhost
RemotePort : 80
TcpTestSucceeded : True

LocalAddress LocalPort State
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Windows PowerShell — User Management & Scheduling

SCRIPT / COMMAND:

Get-LocalUser | Select-Object Name,Enabled
Get-LocalGroup | Select-Object -First 5 Name
Get-ScheduledTask | Select-Object -First 5 TaskName,State

OUTPUT:

Name Enabled
Administrator False
Guest False
Student True
Name

Administrators

Backup Operators
Guests
Users

TaskName

Adobe Acrobat Update Task
MicrosoftEdgeUpdateTask
OneDrive Standalone Update





