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Abstract
AeroLink Logistics (ALL) is a multinational logistics organisation whose activities rely on cloud technologies, Internet of Things (IoT) trackers and analytics using artificial intelligence (AI). Massive outsourcing, lack of control over remote access, past breaches of personally identifiable information (PII), ineffective accountability in hiring of vendors, and inadequate and underdeveloped governance intensify its vulnerability. COBIT 2019, ISO/IEC 27001 and 27002, the NIST Cybersecurity Framework (CSF) 2.0, NIST Zero Trust Architecture, ITIL-based incident management, ISO 22301 and ISO/IEC 42001 are critical areas examined in this report. It also suggests a combined model whereby the governance and accountability is established by COBIT, the management system is organized by ISO/IEC 27001, the security outcomes are organized by NIST CSF, the distributed access is secured by Zero Trust, the operational response supported by ITIL and the business continuity and AI by specialist ISO standards. Characteristics of the design focus on centralised risk management, data protection, IoT protection, vendor assurance, incident preparedness and continuous improvement that is measurable. It also believes that regulations and standards should be re-examined constantly since threats, technologies as well as world compliance requirements change swiftly.


[bookmark: _96mso9pw0pqp]
1. Introduction
The AeroLink Logistics uses cloud-based platforms, IoT sensors and AI analytics to provide real-time follow-up, as well as warehousing and distribution services. It has an outsourced infrastructural percentage of about 88 with an Infrastructure-as-a-Service and Software-as-a-Service strategies and unmanaged-devices access to internal systems by its workers, suppliers and partners in logistic arrangements. Past incidents of unauthorised access to shipment information, as well as customer PII indicate that the current control environment, is insufficient. Lack of a single security structure, systemic risk management procedure, formal audit of compliance and proper responsibility assignment is another indicator that weaknesses of ALL are both organisational and technical.
Governance, risk and compliance needs to be viewed as a management discipline as opposed to being technical, legal and audit activities (Edwards and Weaver, 2024). In this report, it is assumed that the analysis relies on some assumptions, which are first presented, followed by the critical comparison of the relevant security and governance frameworks. It further suggests a comprehensive strategy that touches on the governance, policies, risk, access control, data protection, IoT and AI security, vendor management, incident response, business continuity and compliance. Lastly, it determines priorities of implementation and necessity to keep the regulations and standards constantly updated.
[bookmark: _2nkevodwm9a3]2. Assumptions
The situation lacks complete information concerning the size of ALL, its budget, location or architecture in place. The recommendations thus become feasible and clear with the help of the following assumptions.
Table 1: Assumptions used in the analysis
	Area
	Assumption

	Organisational scale
	ALL is a large multinational enterprise operating continuously across several jurisdictions.

	Regulatory scope
	ALL processes EU and UK customer, employee and partner data and may fall within GDPR, NIS2 and AI-related obligations.

	Technology
	ALL uses multiple IaaS and SaaS providers, thousands of IoT sensors and several legacy applications.

	Security maturity
	Current security and compliance maturity is low to moderate.

	Budget and sponsorship
	A phased security-improvement budget and board-level sponsorship are available.

	Vendor cooperation
	Critical vendors can provide assurance evidence, contractual commitments and security telemetry.


These assumptions assist in a gradual improvement programme and not sweeping away all technologies and suppliers.
[bookmark: _savovomqgq1g]3. Critical Review and Comparison of Frameworks
[bookmark: _kvf5mik6ncj2]3.1 COBIT 2019
COBIT 2019 is most applicable at the enterprise-governance level as it isolates governance and management and relates the technology-decision to the value of stakeholders, risk and resource optimisation (ISACA, 2018). Board oversight, decision rights, accountability and performance reporting can be determined by COBIT in the case of ALL. This goes directly to the fact that there is no coordination and ownership that remains uncertain. Cloud-governance studies indicate that proper governance must be in the form of coordinated institutional functions, guarantee and mutual accountability and not technical solitude (Choi, Seo and Kwon, 2024). COBIT however is general and can be bureaucratic in case all the objectives are equally implemented. It must thus be suit-fitted to the most important risks of ALL.
[bookmark: _bn6vbhk13a4i]3.2 ISO/IEC 27001 and ISO/IEC 27002
An Information Security Management System is based on ISO/IEC 27001:2022, which consists of leadership, risk treatment, documented controls, performance evaluation and continual improvement (International Organization for Standardization, 2022a). The ISO/IEC 27002:2022 provides a more organised, people, physical and technology control provisions (International Organization for Standardization, 2022b). To ALL, these standards would establish a uniform policy framework, formalised risk ownership and audit trail. They are limited by the fact that certification may foster a documentation-based compliance. Studies of ISO/IEC 27001 point to the fact that it is the fulfillment of the actual stakeholder security expectations and not just formal conformance that contributes to legitimacy (Kamil, Lund and Islam, 2023). The use of automated audit tools may enhance evidence gathering, and residual risk and control effectiveness needs human judgement (Islam et al., 2026).
[bookmark: _npqihktq4s97]3.3 NIST Cybersecurity Framework 2.0
The NIST CSF 2.0 groups cybersecurity results into Govern, Identify, Protect, Detect, Respond and Recover (National Institute of Standards and Technology, 2024). Its role of Govern is particularly applicable to the high level of fragmented accountability at ALL. Current-state and target-state profiles may aid in setting priorities on improvement and informing top management of maturity status. However, NIST CSF is not a certifiable management system nor does it recommend one method of implementation. Studies endorse the integration of frameworks as none of the models incorporate all three facets governance, human factor and their contribution to technical security and resilience (Figueroa et al., 2025).
[bookmark: _ms6bviu1of0c]3.4 Zero Trust, ITIL, ISO 22301 and ISO/IEC 42001
NIST Zero Trust Architecture eliminates implicit trust on the network location, and explicit but ongoing access determinations (National Institute of Standards and Technology, 2020). It is appropriate for ALL’s remote users, suppliers and unmanaged devices. Zero Trust studies highlight identity, least privilege, and the position of devices, micro-segmentation and continuous verification in IoT landscape (Azad et al., 2024). Nonetheless, in legacy systems and resource-constrained devices, it can be excessively expensive and arduous to implement it. IoT monitoring can be enhanced with the AI-based detection, but the issues of interoperability and computational power are still present (Laghari et al., 2025). ITIL-based practices are an addition to security frameworks in terms of incident, problem, change, supplier and service-level management. ITIL in clouds can bridge the gap between detection and service restoration, and root-cause analysis (Dhanabal, 2025). The systematic method of business continuity and recovery testing is offered by ISO 22301 (International Organization for Standardization, 2019) and the responsible AI governance, risk management and continual improvement are supported by ISO/IEC 42001 (International Organization for Standardization, 2023).
Table 2: Comparative evaluation of selected frameworks
	Framework
	Main strength
	Main limitation
	Role for ALL

	COBIT 2019
	Governance, accountability and strategic alignment
	Broad and potentially bureaucratic
	Board oversight and decision rights

	ISO/IEC 27001 and 27002
	Formal ISMS and detailed controls
	Risk of documentation-led compliance
	Core management system and control baseline

	NIST CSF 2.0
	Flexible cybersecurity outcome structure
	Not certifiable
	Capability assessment and operational reporting

	NIST Zero Trust
	Strong distributed-access model
	Legacy and implementation complexity
	Remote, vendor and IoT access

	ITIL
	Operational incident and service management
	Not a complete security framework
	Response, restoration and supplier processes

	ISO 22301
	Continuity and resilience
	Requires regular testing and investment
	Business continuity and disaster recovery

	ISO/IEC 42001
	AI governance and accountability
	Newer and less mature in adoption
	AI analytics oversight


A collective framework ecosystem is thus the system of choice as opposed to a single standard. COBIT ought to create governance, ISO/IEC 27001 ought to administer security programme, NIST CSF ought to organize functioning results, Zero Trust ought to control accessibility, ITIL ought to supervise the service processes, and ISO 22301 and ISO/IEC 42001 ought to consider continuity and AI.
[bookmark: _8fjzk0fyzxt9]4. Proposed AeroLink Security, Governance and Compliance Model
[bookmark: _jou189u8hy77]4.1 Governance and responsibilities
Security risk appetite and strategic priorities and accountability must be approved by the board. The ISMS should be managed by a Chief Information Security Officer and a Security, Privacy and Resilience Committee should consist of IT, operations, legal, procurement, data protection, business continuity and AI owners. There should be a RACI model with the board held responsible for oversight and the CISO charged with the responsibility of security delivery, business owners charged to accountable to service and data risks, procurement charged to control vendors, and internal audit charged to provide independent assurance. This goes straight to the lack of coordination and responsibility in security that ALL had.
[bookmark: _a6yhazhb89m]4.2 Security policies and risk management
ALL needs to have policies that all entail access control, cryptography, remote working, IoT, vulnerability management, incident response, vendor security, data retention, business continuity and AI. Every policy ought to be owned, reviewed and contain an exception process and quantifiable controls. An enterprise risk register must be centrally maintained as an asset listing, a listing of threats, a listing of vulnerabilities, an inherent risk list, a listing of existing controls, a list of treatment actions, a list of owners, a deadline list and remaining risk list. Prior Arbitrage situations involve breached cloud services, ransomware, API IoT drugging, SaaS downtime, insecure application program interfaces, misuse of insiders, vendor breaches, illegal data transfer and AI data poisoning. Traditional approaches to risks might not be reliable enough to define AI-specific risks like model evasion, poisoning, opacities and lifecycle dependencies (Agathangelos-Ioannou and Tsohou, 2026). Enterprise register should then have the AI risks registered separately but ultimately connected to the enterprise register.
[bookmark: _8w0bwmh76t6y]4.3 Zero Trust, identity and access controls
ALL must implement identity-based security by using single sign-on, phishing-resistant multifactor authentication, privileged-access management, conditional access and quarterly access recertification. To make decisions based on identity, device health, location, behaviour and data sensitivity should be taken into account in access decisions. The unmanaged devices would then be required to utilize browser isolation or virtual desktops and must not keep restricted data on them (Azad et al., 2024). The IoT devices are supposed to possess distinct identities, signed software, a secured configuration, worldly counterparts authentication governed by certificates, limited communication and network segmentation with a corporate network. Continuous telemetry should feed a security information and event management platform. These controls are the operationalisation of the Zero Trust and understanding of the limitations of IoT systems (Laghari et al., 2025).
[bookmark: _u8pgyap3ixe2]4.4 Data protection, encryption and ethical governance
ALL is expected to categorize data into three groups, such as; public, internal, confidential or restricted data. Authentication secrets and commercially sensitive shipment information, customer PII should be limited. The encryption must be provided both in transit and rest, with key management being centrally managed, not being integrated with cloud data, but being regularly rotated. Should be instilled in processes: pseudonymisation, data minimisation, content retention and secure deletions. ALL will be required to demonstrate the suitability of its processing, restrictions on purpose, truthfulness, security and responsibility under the GDPR (European Parliament and Council of the European Union, 2016). The high-risk tracking, monitoring and AI uses should be required to create data protection impact assessments. Ethical governance must not just be limited to minimum legal compliance, but must also reflect on the proportionality of surveillance, bias, dignity of employees, transparency and responsible use of data (Balboni and Francis, 2025).
[bookmark: _grk1fmpmzs6l]4.5 Vendor and SLA management
The governance of vendors is important since by outsourcing the responsibility, not the activity is transferred. Some of the factors which the vendors should be categorized on include the criticality of service, the sensitivity of the data, the substitutability and concentration risk. Due diligence ought to examine security architecture, certifications, incident history, subprocessors, locations of data, recovery capability and financial stability.
Contracts and service-level agreements should specify:
· encryption and key-management requirements;
· logging and monitoring responsibilities;
· vulnerability and patch-management deadlines;
· breach-notification times;
· audit and evidence-access rights;
· recovery time and recovery point objectives;
· secure deletion and data-return requirements;
· exit and transition support.
Systemic risk can occur when numerous services rely on a limited number of providers by concentrating them in the cloud (Kun, 2024). Collaborative sensing, preparation, response and reconfiguration across organisational boundaries is also crucial to the resilience of the supply-chain (Herburger, Wieland and Hochstrasser, 2024).
[bookmark: _bir5r0sfmmg0]4.6 Incident response and security monitoring
An identity, cloud, endpoint, application and IoT logs monitoring central security operations capability should be in place. The incident-response plan must establish that there are severity levels, the command authority, legal escalation, containment, forensic evidence, communications and recovery. Information technology (ITIL processes) is required to link security-event triage and incidents restoration, problem management and controlled change (Dhanabal, 2025). Among exercises, there should be ransomware, cloud-region failure, tracking devices and vendor PII breach compromises. Lessons acquired should then be put down as due corrective measures. This transforms incident management into a responsive technical activity, into an organisational learning process.
[bookmark: _cuoe7i9vsgm3]4.7 Business continuity and disaster recovery
ALL ought to do a business-impact analysis in order to find out critical services, dependencies and acceptable down time. Business owners ought to approve recovery time and recovery point objectives. The immutable backups, geographically separate recoverability, alternative communications, manual processes of shipment processing, alternatives of the suppliers and failover testing should also be part of the controls. Continuity governance, exercises as well as continuous improvement should be led by ISO 22301 (International Organization for Standardization, 2019). Furthermore, since cyber incidents impact the informational, financial and physical flows, it is essential that the resilience is coordinated with critical suppliers as well (Herburger, Wieland and Hochstrasser, 2024).
[bookmark: _m0fmx06zzej5]4.8 AI governance and compliance
The management of AI analytics is to be approached by an inventory of models, owners, valid uses, data provenance, validation, human supervision, drift checking and safe retirement. The ISMS should not be used in isolation of ISO/IEC 42001 but should be combined with it (International Organization for Standardization, 2023). The EU Artificial Intelligence Act establishes a risk-based regime, which does not substitute but supplements data-protection law (European Parliament and Council of the European Union, 2024; Hohmann and Kollár, 2025). This can also guide the applicability of the NIS2 Directive based on the services of ALL, size and national implementation. The proposed model is supported by its focus on the responsibility of management, incident reporting, risk measures and supply-chain security (European Parliament and Council of the European Union, 2022).
[bookmark: _t4tttxiymnfe]5. Implementation Roadmap and Performance Measurement
It should be done in three stages. During the initial six months, ALL is expected to identify owners, scope the ISMS, catalog the assets and suppliers and close high-risk points in the identity, as well as set up incident response procedures and complete a GDPR baseline audit. It is expected to have privileged-access control, IoT control, centralized logging, vendor-contract remediation, business-impact analysis and recovery, between the sixth and the eighth months and the recovery testing in the 18th month. Its maturity in time should be between months eighteen to thirty, marking up continual confirmation, AI regulations and pondering ISO/IEC 27001 certification.
Table 3: Phased implementation roadmap
	Phase
	Priority actions
	Main outputs

	0–6 months
	Governance appointments, asset and vendor inventory, MFA, risk register and incident plan
	Clear ownership and immediate risk reduction

	6–18 months
	PAM, IoT segmentation, SIEM, SLA remediation and continuity testing
	Stronger operational control and resilience

	18–30 months
	Continuous assurance, AI governance and certification readiness
	Sustainable compliance and measurable maturity


Key indicators should include:
· multifactor-authentication coverage;
· privileged-account review completion;
· critical-vulnerability remediation time;
· percentage of critical vendors assessed;
· mean time to detect and contain incidents;
· recovery-test success;
· overdue risk treatments;
· policy exceptions and audit findings.
Timeliness can be enhanced with automated evidence but the dashboards have to stop qualitative analysis of the control effectiveness (Islam et al., 2026).
[bookmark: _o7ky7xtjk81d]6. Critical Analysis of Continuous Regulatory and Standards Updating
The constant updating is needed since cloud services, AI models, IoT devices, and attackers and legal interpretations evolve post-approval of the controls. Currently, AI risk studies have already uncovered gaps in the traditional practice of measuring risks, such as newer threats that are absent (Agathangelos-Ioannou and Tsohou, 2026). Standards should thus be modified to be relevant to the new technologies and evolving attack techniques. The works of ALL also present various legal regimes due to global operations. The EU AI act, GDPR and NIS2 are intended to achieve different things, scope and responsibility. Even internal policies staying the same, a static compliance programme could thus become obsolete. ALL is supposed to keep a regulatory-watch process, annual review of frameworks, review control quarterly threatened and reviewing events after significant incidents, acquisitions or changes in technology. Nevertheless, constant updating poses risks, as well. Too much change would add the cost and would result in compliance fatigue and overburden smaller vendors. Diverse rules can lead to different interpretations, whereas excessively attending to documentation can lead to false security. The cybersecurity regulation itself may pose an undetectable danger, as organisations start to focus more on formal compliance rather than effective resilience (Kianpour and Raza, 2024). Constant uncontrolled change is however, not the right course, but risk-based updating, that is disciplined. They should make changes based on the order of priority of the business performance based on the threat intelligence, business impact, legal applicability, audit evidence and control performance. ALL must uphold a control-Mapping register of linking both the legal requirements, ISO controls, NIST outcomes, policies, evidence, and responsible owners. These would minimize unnecessary audits and spot loopholes that may be missed by only one certification. Constant updating is meant to assist in making improved risk decisions, rather than merely generate additional policies.
[bookmark: _t2nok5myskw1]7. Conclusion
The failures and lack of compliance in AeroLink can be attributed to the ineffective governance system, too much implicit trust, dependence on vendors and underdeveloped assurance. None of the frameworks can respond to these issues. COBIT 2019 ought to set strategic direction and responsibility; ISO/IEC 27001 and 27002 ought to provide the administration system and the control foundation; NIST CSF ought to organize cybersecurity result; Zero Trust ought to secure spread access; ITIL ought to assist with incident and service management; ISO 22301 ought to govern continuity; and ISO/IEC 42001 ought to govern AI. The proposed integrated model is the combination of board oversight, central risk management, identity-centred protection, data governance and vendor accountability, incident preparedness and measurable improvement. Its success hinges not on certification-gathering, but on ownership, testing and learning control, response to incidents and change of requirements with emerging threats, emerging technologies and global requirements.
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