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Future Trends: Evolution and possibilities 


Report Summary

This report will conduct research into the Internet of Things (IoT). The report will explore the current uses of the technology, both in the workplace and home/consumer use. The scalability of IoT technology will be evaluated including aspects of performance, implementation, and maintainability. The security issues faced by IoT technology will also be examined including workplace and home/consumer use.

	The future potential of IoT will be evaluated, taking into the account the issues mentioned previously (Future uses, scalability, performance, implementation, maintainability, and security issues). The potential obstacles that may form the future directions and trends of the technology will be explored.

	The limitations and necessary requirements that may influence the growth and evolution of IoT technology will also be considered. The trends of IoT and how they affect both business and home use will be kept in mind while looking into the various issues faced when adapting to IoT technology.
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Figure 1: Globally connected IoT device projection [5]

Introduction 

Many businesses and homes around the world are experiencing the quality of life and technological capabilities of utilising an IoT system. Businesses are implementing industry changing IoT systems to allow easier, more accurate and potentially cheaper production processes. The use of IoT can allow full or semi automation of business operations at a fraction of cost and at error/risk levels much lower than that of previous manually performed tasks. [1,2] 

	Internet of Things (IoT) is a technology system that allows numerous devices across networks of various sizes to communicate data such as user inputs, sensor data and environmental information. IoT systems are allowing businesses to implement seamless wireless connectivity, incorporating sensors that can be used to provide users/machines with data. This sensor data can be forwarded to other devices which can then perform actions based on this data. The data may also be monitored remotely. The cost of one control room that monitors the IoT environmental/production sensory data of multiple sites would be much less than the cost of installing the required hardware and employees on each site. [1,2]

Below are some of the aspects of a workplace that can be improved with the use of IoT systems: [1,2]

· Efficiency and productivity gains
· Efficient energy usage/management
· Waste reduction
· Reduced costs
· Quality of life improvements

	Home users are being enabled to control various aspects of their life and home through the use of their voice, this can be seen in devices such as the Amazon Echo or Google Home. These features are even more valuable to home users who find it difficult or may be unable to interact physically with such devices [3]

These devices allow basic control of home systems such as: [3]

· Per-room lighting
· Heating/cooling
· Security systems (View cameras, activate alarms)
· Music systems
· Smart locks
· Garage doors/gates
· Smart TVs
· Kitchen Appliances

	These benefits are currently being experienced by business and home users globally. With breakthroughs in IoT technology, these benefits may be further improved or new benefits may be added to the list. 

This document will critically evaluate the future potential of IoT as well as the potential limitations and necessary requirements for IoT to continue to evolve as a technology.
Research into Internet of Things (IoT) 

Internet of Things (IoS) is a very broad term that encompasses any system or device that has the capability to connect to the internet and either be controlled remotely, or record/create sensory data that is communicated across the network to either control rooms or other connected devices that perform actions based on this data. There are currently around 22 billion devices connected to the internet, expected to reach almost 40 billion by 2025. [4,5]

	The capabilities of IoT systems have been and continue to pave the way for business and home users alike. The benefits to businesses in almost all areas of business operations are ground-breaking. Some of the most impacted areas of IoT use in businesses are:

· Manufacturing
· Efficiency in office environments
· Coordinating projects
· Reducing energy usage/costs
· Supply chain management

	 	
Manufacturing

Using IoT technology, a business can improve their OEE (overall equipment effectiveness). This provides increased performance in various metrics of the manufacturing process such as uptime, reliability, manual input, and energy output. [6-8]

	The abundance of data available from an IoT manufacturing system can itself lead to improvements in the production process. Using an IoT system, a business can trial different production methods and use the resulting product quality control data along with metrics throughout the process to eventually improve the product itself or improve the process to reach the final product. Overall creating an overall more efficient, potentially cheaper and more consistent manufacturing method. [6-8]

	Data retrieved from an IoT manufacturing process can allow for much more accurate consistent production. Human error can be minimised by the fact that aspects of the manufacturing process are controlled by highly accurate sensors. The level of optimisation that an IoT manufacturing system can achieve is much higher than previously attainable in non IoT manufacturing systems. [6-8]

	The automation of an IoT system results in a consistent product along with fine control of all aspects of the process. Modifications can also be performed remotely reducing the need of highly qualified personnel to be on-site or spend time traveling between sites. [6-8]

	Overall IoT provides businesses the ability to construct a streamlined, consistent, efficient, and cost effective method of controlling and running the manufacturing process from start to finish. The monitoring capabilities allow employees to single out and target point of failures or faults faster than previous methods. This results in lower downtimes and increased overall productivity. [6-8]

Efficiency in office environments

IoT technology can provide a business a range of systems to improve efficiency in an office environment. Similar to a house user, office environments can benefit from an IoT controlled lighting and temperature system. IoT controlled lighting/temperature can result in more efficient energy usage for example, predetermined office temperature throughout a building, and lighting that can be adjusted, empty rooms that do not require lighting/heating/cooling can be automatically turned off to save electricity. Rooms can be pre-heated where required for example if a meeting is scheduled at 10:00 AM, the heating can be activated at the desired temperature 30 mins before the meeting. [9-11]

	The automation of such a system results in an overall more efficient system where wasted energy is reduced to a minimum, without human interaction due to the use of IoT sensors. Less energy wasted means less cost to the business, as well as a lower carbon footprint which is a positive for all businesses in the current climate. [9-11]


Coordinating projects 

Any time saved by automating menial tasks such as controlling temperature, lighting and other environmental aspects can improve productivity for a business and its employees. The time spent on such tasks can build up especially in large buildings and can sometimes be an annoyance. [9-11]

	The use of IoT systems can provide employees a streamlined project coordination system, where all employees benefit from real-time room access or booking, ease of use of certain systems such as video chatting between teams, fast communication of data between teams and leaders, as well as recordings from meetings. All this data can be accessed at any time within the IoT system in order to improve accuracy and ensure a project is meeting its projected milestones when necessary. [9-11]

	An IoT system can ensure that office space if utilised efficiently, for example assigning meeting groups to appropriately sized rooms with the required hardware/software. Office space optimisation helps the overall efficiency of other IoT systems for example, it would be wasteful to heat a room with a capacity of 40 employees when only 5 employees are using the room, so it would be more efficient to assign this small group to a small meeting room instead. [9-11]

	Overall an IoT system provides employees with real time solutions to normal business operations, with minimal clashes leading to less cancelled meetings, more productive meetings, and an overall higher completion rate of projects. Productivity should be increased massively due to such a system. [9-11]


Reducing energy use and wastage

Energy usage and waste has become a sensitive topic over the last decade. Almost all businesses are becoming more energy conscious in an attempt to reduce the carbon footprint of normal business operations. [12-14]

	IoT sensors can use very little electricity, allowing important data to be communicated across the network at a low energy cost. While energy is essentially being spent to monitor certain values, the actions of other devices based on the data of from IoT sensors results in an overall reduction of energy costs and usage. [12-14]

	 For example, spending <£10 in electricity a month to run a sensor system which monitors the presence in each room of a 50 room office building, can potentially save £50+ a month in lighting/heating bills. A calibrated IoT system will always operate at near maximum efficiency barring broken/faulty sensors which can be identified quickly. This results in an IoT system guaranteeing more efficient energy usage within a business or home. [12-14]

Supply chain management

The use of an IoT system within a business has revolutionized supply chain management systems. Goods can be tracked in real time using capacity sensors, allowing critical materials to be ordered when required to prevent running out, which would cause downtime in production. Ordered goods can also be tracked in real time using GPS tracking, allowing even more accurate control of supplies in and out of the business. [15-16]

	If a business can gather accurate information on order times and delivery times, it is possible to minimize the time that inventory is “dead”, meaning materials are delivered in time for use, are used as soon as they are delivered due to carefully planned delivery times, and finished products are shipped out when completed. The time from delivery of goods, to finished product can be fine tuned due to the vast amount of data gathered by IoT systems. This ensures that a business is not sitting on potentially £1000s of material waiting for it to be processed and an overall streamlined process due to the integration of an IoT system. [15-16]

	IoT tracking can also provide more accurate delivery times, resulting in happier customers/clients due to receiving the goods on time and with accurate delivery expectations. IoT tracking of goods can also be used to plan more efficient delivery of goods using different routes, for example traveling 50 miles in 1 hour as opposed to 30 miles in 1 hour 30 minutes due to traffic conditions at certain times of the day. All of this IoT tracking data can be sued to form more efficient movement of goods. This can result in overall less usage of fuel due to more efficient routes, as well as less wear and tear on delivery vehicles. [15-16]
	



Future potential of Internet of Things (IoT)

Over the last few decades world has already experienced massive gains in productivity and quality of life, with accelerated performance and capabilities over the most recent decade due to natural progression and implementation of such technology. There are currently close to 22 billion devices connected to the internet, expected to increase to nearly 40 billion by 2025. [5,17]
[image: ]


	IoT as a whole cannot sit idle while its user base increases year on year. Steps must be taken or new technology must be utilised to support such growth and extend the technology into different industries. [17]

	Due to the ease of use of some IoT systems, particularly home systems, it is essential that security is addressed as an issue. Home users are setting up IoT systems in their homes without much technical knowledge. While these systems may be installed and work “off the self” this does not always result in a secure system, and often times these are the targets that malicious hackers go for due to the lacking security configuration. [17]

	Some devices that have been targeted have been turned into “Botnet zombies” where the owner may be unaware that their device can or has been used in DDoS attacks by hackers. Hackers can recruit vulnerable targeted devices into their botnet. While proper security configuration of devices or the networks that these devices reside in can prevent such things happening, this is not always the case as a majority of home users simply do not understand the risks. The majority of home users are simply happy that their IoT system is functioning, they simply carry on with their life without realising the potential risks to their home network due to vulnerable misconfigured IoT devices..  [17]

	A “Near-Future” addition to IoT systems is 5G wireless communication. While IoT is a proven technology before the release of 5G, 5G wireless offers ground-breaking performance to the capabilities of an IoT system. Many industries such as health, transport, banking, farming, security, and education will benefit massively from the partnership of 5G with IoT functionality. [18]

	5G can reach wireless speeds of 1Gbps with latency of less than 1ms, compared to the 30Mbps speed and 50ms latency of 4G. These metrics display a huge jump in performance between the wireless technologies. With the early adoption of 5G and rolling out of the service across the world, global coverage is inevitable. [18]

	The increased speeds and latency with 5G could lend itself to more critical operations such as healthcare machinery, as seen in robot assisted surgery, where connectivity between surgeon and robotic tools are critical for success. The increased data speeds can allow more intricate data to be monitored and sent to control rooms, allowing more accurate monitoring of IoT systems. [18]

	While IoT has already established itself globally, creating 5G IoT systems may be restricted to areas that have already adopted 5G and installed the infrastructure to allow a fully 5G supported IoT system. Cloud computing combined with IoT systems and 5G will be a huge driving force for vehicle network systems that are becoming more and more available on newer car models. [18]

	Due to the nature of IoT, data transported around the network originating from various sensors can include data in the form of images or voice. This voice or image data can include sensitive or confidential information. It is essential that both vendors and consumers of IoT equipment take the necessary steps to secure IoT devices and the networks that they are installed on. [19]

	IoT data is especially important in IoT devices which may contain credit card info or personal info as seen in home devices such as the Amazon Echo or Google Home. It is possible to order items through amazon or other sites with these devices using attached credit cards. A hacker may be able to hijack an unsecure home IoT device and intercept conversations in the vicinity of the device, leading to leaking of personal conversations or sensitive information. Sensitive production info may also be captured such as specific temperatures to best produce materials that could be stolen and sold/used in rival businesses. [19]

	Software defined networking software such as OpenFlow can allow network devices to be programmable. APIs (application programming interface) uses backend calls and requests to resolve interactions. SDN is the means of controlling and configuring IoT devices remotely. [19]

	Portable and wearable network connected devices are also a form of IoT. Smart watches, smart phones and fitness trackers all connect to the internet to convey data in some way. Smart watches can track steps walked, heart rate and other metrics which can be stored or communicated to other devices. [20]

	


Limitations and necessary requirements for growth of Internet of Things (IoT)

As mentioned previously with 5G IoT being in the close to near-future, there are still some limitations to be considered before full rollout of 5g IoT services in businesses and homes:

· Real World Performance
· Resource Allocation
· Security issues
· Global adoption

Real World Performance

While the expected performance of IoT with 5G dwarfs current 4G performance levels, it will be some time before some reliable real world usage performance metrics become available. Due to the claimed low latency of 5G IoT, critical uses that require low latency will be discouraged by latency spikes or extreme requirements to reach such low latency levels. [18-21]

	If 5G IoT does not live up to expectations, the growth of IoT in the future could be stunted, at least until 5G improves to meet the original expectations. Businesses will be apprehensive in adopting the new technology without proven performance in the industry. [18-21]

Resource Allocation

The high standards set out for 5G IoT performance may be hard to meet in real world conditions. It is essential that all possible steps are taken to allow for the technology to reach its high expectations. This means that power consumption, bandwidth, data transfer speeds and processing speeds must be reliable and available to allow the technology to perform as expected. [18-21]

	To ensure seamless wireless connectivity, it is a requirement that adequate coverage be provided for 5G in target areas. Current rollouts may include densely populated cities and industrial areas. But for the product to really take off, the range and coverage should include larger areas to ensure businesses of all sizes and locations are able to utilise it. [18-21]

Security Issues

There is a wide range of attacks that are a threat to an IoT system, and specifically a 5G IoT system. Due to the nature of an IoT system dealing with important potentially sensitive sensor data, the potential of hackers to steal/forge/intercept this data can be devastating. All steps must be taken to secure an IoT system to protect the integrity of the business or home user and its data. [18-21]

	In order for IoT to progress to the next level, it is essential that all efforts are made to ensure a secure system. With increasing pressure on businesses to be more and more data conscious in its operations, no business is going to want to invest in the next new technology if it is not as secure as it can possible be. [18-21]
	As a security precaution, the UK government has announced plans to exclude Chinese telecom company Huawei from their 5G network infrastructure due to the belief that the Chinese company could compromise national security. This process may delay the eventual installation and rollout of 5G in the UK, however it is said to be in the best interests of the country and its resident’s personal data privacy. [22]

Global Adoption

The growth and global implementation of 5G relies heavily on early usage/performance results of current 5G adoption. Cities around the world are not going to want to spend money and resources to implement 5G if other countries or businesses are having early troubles with the service. Businesses are not going to want to invest in the 5G service until it had proven itself as the true successor to 4G. 5G is currently being trialled in select areas of various countries with either partial or full availability from certain carriers. In the UK for example, Three is the main carrier with EE, O2 and Vodafone slowly catching up. [18-21]

Limitations

A limitation of the growth of IoT could be the ease of configuration and setup. As the technology grows, it may become increasingly complicated to configure and/or implement. This would mean retraining employees to be more familiar with the new methods, or hiring new, higher salaried workers to deal with the increased difficulty jobs. This will cost a business time and money. However, with the more complicated configuration and setup may come highly increased functionality, security, and more in depth features. It is up to businesses to decide if the extra costs and time is worth the upgrade to the newer technology on a case by case basis. [18-21]

	Privacy is a huge issue worldwide when considering new technology. Recent laws such as GDPR have placed businesses under pressure to meet these guidelines in order to do business with countries inside the EU in any capacity. Data storage and transportation must be secured against attackers to protect users and companies’ data. If new IoT technology is seen to be insecure, then businesses would not want to risk putting their businesses’ and its employees/client’s data in danger or receive hefty fines for breeched systems. [18-21]

Requirements

It is a requirement that any advances in IoT technology do not exceed the requirements of the hardware/software used in IoT. Battery life is a huge factor in IoT devices as sensors may be required to be in obscure locations requiring long life batteries to function. This requires low power usage devices to be able to function at the level needed to perform its task, for the intended time. Businesses do not want to be sending workers out to remote locations to replace batteries every month, so it is essential that improvements do not impede the devices primary functions by being a detriment to battery life or other performance factors such as latency. [18-21]

	It is also essential that advances in IoT do not result in a product that is no longer suitable for the IoT systems goals. For example, a device that is twice as fast as current IoT devices but requires components 5 times the size of current devices and 3 times the power consumption. This would result in a product that no longer fits the requirements or needs of current IoT systems. [18-21] 
Conclusion 

IoT is currently already displaying extremely valuable characteristics which the majority of business and home users are experiencing. The benefits to various stages of business operations is allowing businesses to reduce waste, cut costs, and increase overall productivity through the implementation of IoT systems.

	While IoT has already established its place in the technology world, the future growth and/or expansion of IoT relies partially on a successful implementation of 5G globally. 5G offers vastly superior wireless performance over the previous 4G. Many industries could benefit massively from the implementation of 5G to deal with the increased demand on hardware/software to provide for increased users, an increased demand for higher speeds and lower latency.

	While there are some compatibility issues and potential security vulnerabilities, these issues are likely to be overcome as the services are more widely used and have performed in a larger range of environments that will push the technology to its limits, which will result in progression and more wide spread acceptance of the technology. 

	Data security must be considered when implementing IoT systems across the world, as can be seen in the UK delaying of 5G to ensure data security. The UK has enacted plans to phase out Chinese telecom company Huawei’s devices involvement in the UK’s 5G infrastructure. This is to ensure no Chinese “spyware” may potentially access or steal any data pertaining to UK residents that are using these 5G services. While this plan will inevitably delay and increase costs of the rollout of 5G in the UK, it is in the best interest of the safety and security concerning the data of the country and its residents.
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Figure 1, Globally connected IoT device projection. [5]





