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1. Introduction
Cybersecurity is a critical concern for modern organisations due to the increasing reliance on interconnected digital systems and distributed network architectures. Businesses must constantly monitor and secure the increased attack surface that results from expanding their activities across several geographical regions. Identity management systems, remote access services, and centralised infrastructure components are increasingly being targeted by attackers because they frequently offer high-impact entry points into organisational networks.

Microsoft Active Directory is one of the most popular identity and access management systems used in business settings. Organisations can effectively manage people, machines, and resources thanks to Active Directory's centralised authentication, authorisation, and policy enforcement features. But because of its centralisation, Active Directory is also a major target for hackers. When a Domain Controller is compromised, the entire domain may be taken over, giving attackers the ability to pose as users, obtain private information, and persist over time.
nted by the SWANSEA.ACCA network, where Active Directory is implemented across several sites connected by a site-to-site Virtual Private Network (VPN). Cross-platform integration inside a domain environment is demonstrated by the network's Windows and Linux systems. Although these architectures offer operational flexibility, they also create new security issues with regard to network segmentation, trust boundaries, and remote connectivity.
A thorough security evaluation of the SWANSEA.ACCA network is included in this portfolio. In order to provide a fair assessment of the network's security posture, the assessment takes into account both Blue Team and Red Team viewpoints. Finding vulnerabilities, verifying current defensive measures, and suggesting mitigation techniques are the main priorities from a Blue Team standpoint. From a Red Team standpoint, ethical hacking methods are used to mimic hostile activity and evaluate the possible consequences of a successful exploitation.
The National Institute of Standards and Technology (NIST) Cybersecurity Framework is in line with the methods used in this evaluation. The five main tasks of this framework—Identify, Protect, Detect, Respond, and Recover—offer an organised method for handling cybersecurity risk. The portfolio guarantees a methodical and consistent approach to security evaluation by connecting assessment activities to these functions.
 [1].
The portfolio is divided into multiple areas. An overview of the organisational environment and network architecture is given in Section 2. In order to provide a trustworthy baseline, Task 1 focusses on network verification. Task 2 uses Nmap to present a vulnerability assessment. Task 3 assesses post-exploitation factors and ethical hacking attempts. Task 4 describes the hardening procedures and security measures put in place to lessen hazards that have been identified. The results and learning objectives are then summarised in a critical assessment and conclusion.


2. Network Architecture and Organisational Context
The SWANSEA.ACCA network is built to mimic an actual business setting that facilitates secure remote connectivity, multi-site operations, and centralised identity management. Swansea and London are the organization's two main locations. Critical servers and client systems that are connected to a shared Active Directory domain are housed at each location.
The main Domain Controller (S-DC) at the Swansea location runs Windows Server 2022 and offers essential domain functions like DNS, Group Policy management, authorisation, and authentication. Additionally, there is a Windows 10 client system, which is a standard domain-joined workstation used by end users.
A Debian client system and a Debian-based domain member server (L-CD) are hosted at the London location. Cross-platform domain integration, which is becoming more and more prevalent in contemporary businesses, is demonstrated by these technologies. A site-to-site VPN facilitates communication between the two locations, guaranteeing the integrity and security of inter-site communications.
This architecture creates several attack surfaces from a security standpoint. These include file-sharing protocols like SMB, remote access services like RDP, VPN infrastructure, and authentication services like Kerberos and LDAP. In order to contextualise the vulnerability assessment and ethical hacking operations carried out in later tasks, it is imperative to comprehend this architecture.











3. Task 1: Network Test and Verification
By confirming network configuration and connectivity across all systems inside the SWANSEA.ACCA network, Task 1 sought to provide a trustworthy baseline. Since misconfigurations can result in wrong conclusions during vulnerability scanning and exploitation efforts, accurate network verification is an essential precondition for any security assessment.
IP address assignment, subnet mask, default gateway, and DNS server configuration were among the network configuration details that were verified on the Swansea Domain Controller (S-DC) using the IPCONFIG /ALL command. Since many domain services rely on DNS for service discovery and authentication, proper DNS configuration is especially crucial in Active Directory systems.
Ping tests using ICMP were conducted from the Domain Controller to both local and distant hosts. Correct routing and VPN configuration were verified by successful ping answers. When ping answers were stopped, this activity was examined as a protective strategy rather than a flaw, reflecting actual business security procedures.
To confirm interface configuration and routing on Linux-based systems, commands like ping, ip address, and ip route were utilised. These tests verified that routing tables represented the anticipated network paths and that systems were properly setup inside their respective subnets.
[image: SDC 1 Configuration]]
Figure 1 illustrates the IP configuration of the Domain Controller, confirming that the system is correctly configured according to the provided network topology.
[image: sdc ping 192.168.1.10]]
Figure 2 demonstrates successful connectivity tests from the Domain Controller to internal hosts, verifying correct routing within the Swansea site.
[image: sdc ping 192.168.2.1]Figure 3 confirms connectivity across the site-to-site VPN, demonstrating that inter-site communication is functioning as intended.
[image: LCD IP]Figure 4 shows the network interface configuration on the London Domain Client, confirming correct IP addressing and subnet assignment.
[image: LCD ping 192.168.1.1]
Ping 192.168.1.1
[image: LCD ping 192.168.2.10]
Ping 192.168.2.10

4. Task 2: Network Security Assessment (Nmap-Based)
After network verification was finished, Nmap was used to do a thorough vulnerability assessment. Security experts frequently use Nmap, a network scanning program, to find open ports, exposed services, and other vulnerabilities. [2].
The Domain Controller was given top priority in the evaluation because of its vital position in the network. If this system were compromised, attackers would have complete control over the domain, allowing for persistence, lateral movement, and credential theft.
Numerous Nmap scanning methods were used, such as vulnerability script execution, host discovery scans, TCP connect scans, and service and version identification. These methods revealed information about the configuration of exposed services and the attack surface of the network.
A combination of asset criticality and service exposure led to the identification of high severity vulnerabilities. Because SMB (TCP 445) was linked to ransomware propagation, pass-the-hash methods, and credential relay attacks, it was categorised as a high-risk discovery. Similarly, if authentication rules are lax, RDP (TCP 3389) exposure raises the risk of brute-force assaults and unauthorised remote access
[3].
The disclosure of Active Directory-related services including LDAP, Kerberos, and RPC was one of the medium-severity vulnerabilities. Although these services are necessary for the operation of the domain, attackers may utilise them for user enumeration, reconnaissance, and attack planning. Additionally, few reactions to automated vulnerability scripts were noted, suggesting the existence of host-based security protections.
Blocked ICMP echo requests and restricted service banner information disclosure were examples of low-severity vulnerabilities. When paired with other information sources, these problems can nonetheless help an attacker comprehend the network environment even when they present little direct risk.
[image: basic connectivity check kali]Figure 5 presents the results of an Nmap host discovery scan, identifying active hosts within the Swansea network.
[image: ports and server sacn]
[image: RDP exposure]Figure 6 highlights exposed services identified on the Domain Controller, including SMB and RDP.
[image: Aggresive scan]
Figure 7 demonstrates the output of Nmap vulnerability scripts, illustrating restricted responses due to host-based security controls.


5. Task 3: Ethical Hacking and Post-Exploitation Analysis
The goal of the ethical hacking phase was to confirm whether vulnerabilities could be successfully exploited to obtain unauthorised access. Every action was carried out within the approved parameters of the evaluation and in accordance with accepted ethical standards [4].
Attempts at exploitation concentrated on high-value services like RDP and SMB. Exploitation efforts using Nmap verified that firewall rules prevented unauthorised remote access by limiting RDP access. Attempts to enumerate SMBs showed that secure setups and authentication requirements protected administrative shares.
Subsequent investigation showed that SMB message signing was mandated, successfully thwarting frequent attacks including SMB relay and man-in-the-middle exploits. This result emphasises how crucial secure protocol configuration is in business settings.
Post-exploitation actions including privilege escalation, lateral movement, and persistence could not be carried out as exploitation attempts failed. Nonetheless, a theoretical post-exploitation analysis was carried out to evaluate the possible consequences in the absence of such safeguards, highlighting the need of defense-in-depth tactics.
[image: RDP exposure] RDP exploitation attempt output]
[image: Nmap enumeration of SD-C]SMB enumeration attempt output
[image: firewall service protection]  
[image: smb hydra attack]SMB security mode validation output


6. Task 4: Network Security Measures and Hardening
To reduce detected risks and improve the security posture of the SWANSEA.ACCA network, a number of security measures were put in place based on the results of the vulnerability assessment and ethical hacking phases. These precautions are in line with accepted security standards and industry best practices [5].
Enforcing SMBv2 message signing, turning off legacy SMBv1 protocols, limiting RDP access via firewall rules, and using network segmentation to reduce lateral movement opportunities were some of the important hardening steps.
While monitoring and logging methods were activated to enhance detection and response capabilities, host-based firewalls were set up to minimise needless service exposure. Verification scans verified that the controls in place were successful in lowering the attack surface.
[image: firewall service protection]
Firewall configuration rules
[image: post-exploitation acces] Verification Nmap scan results


7. Critical Evaluation and Lessons Learned
This evaluation made clear how crucial it is to use a methodical approach when assessing enterprise network security. The use of both Red Team and Blue Team viewpoints offered insightful information about offensive and defensive security issues.
The incapacity to effectively exploit vulnerabilities that have been uncovered highlights the efficacy of defense-in-depth tactics. But it also highlights the necessity of ongoing observation and frequent reevaluation to deal with new risks.



8. Conclusion
To sum up, this portfolio showed a thorough and systematic approach to SWANSEA.ACCA network security. The assessment offered a thorough analysis of the network's security posture through network verification, vulnerability assessment, ethical hacking, and security measure installation.
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dev enps3 proto kernel scope link src
dev enpesio proto kernel scope link src
Londonloginal -0b: s ping 192.166.1.1

.168.1.1 (192.168.1.1) 56(84) bytes of data.
from 192.168.1. . 075 ms
from 192.168.1. - .045 ms
from 192.168.1.1: _seq= K =0.100 ms
from 192.168.1. - .038 ms
from 192.168.1. - .046 ms
from 192.168.1. - .053 ms
from 192.168.1. - .029 ms
from 132.168.1.1: icmp_seq= ttl=64 tine=0.056 ms
from 192.168.1.1: icmp_seq=3 ttl=64 time=0.067 ms
from 192.168.1.1: icmp_seq=10 ti .032 ms
from 192.168.1.1: icmp_seg=1l tt 072 ms
from 192.168.1.1: icmp_seq=12 tt1=64 time=0.060 ms
from 192.168.1.1: icmp_seq=13 ttl=64 time=0.048 ms
from 192.168.1.1: icmp_seq=14 ttl=64 time=0.052 ms
from 192.168.1.1: icmp_seq=15 tt1=64 time=0.067 ms
from 192.168.1.1: icmp_seq=16 ttl=64 time=0.056 ms
from 192.168.1.1: icmp_seq=17 ttl=64 time=0.104 ms
from 192.168.1.1: icmp_seq=18 ttl=64 time=0.033 ms
from 192.168.1.1: icmp_seq=19 ttl=64 time=0.051 ms
from 192.168.1.1: icmp_seq=2@ ttl=64 time=0.107 ms
from 192.168.1.1: icmp_seq=2l ttl=64 time=0.038 ms
from 192.168.1.1: icmp_seq=22 ttl=64 time=0.060 ms
from 192.168.1.1: icmp_seq=23 ttl=64 time=0.044 ms
from 192.168.1.1: icmp_seq=24 ttl=64 time=0.634 ms
from 192.168.1.1: icmp_seq=25 ttl=64 time=0.091 ms
from 192.168.1.1: icmp_seq=26 ttl=64 time=0.043 ms
from 192.168.1.1: icmp_seq=27 ttl=64 time=0.104 ms
from 192.168.1.1: icmp_seq=28 ttl=64 time=0.674 ms
from 192.168.1.1: icmp_seq=29 ttl=64 time=0.038 ms
from 192.168.1.1: icmp_seq=30 ttl=64 time=0.038 ms
from 192.168.1.1: icmp_seq=31 tt1=64 time=0.028 ms
from 192.168.1.1: icmp_seq=32 ttl=64 time=0.043 ms
from 192.168.1.1: icmp_seq=33 ttl=64 time=0.041 ms
from 192.168.1.1: icmp_seq=34 ttl=64 time=0.0687 ms
from 192.168.1.1: icmp_seq=35 ttl=64 time=0.042 ms
from 192.168.1.1: icmp_seq=36 ttl=64 time=0.038 ms
from 192.168.1.1: icmp_seq=37 ttl=64 time=0.095 ms
from 192.168.1.1: icmp_seq=38 ttl=64 time=0.036 ms
from 192.168.1.1: icmp_seq=39 ttl=64 time=0.045 ms
from 192.168.1.1: icmp_seq=d@ ttl=64 time=0.050 ms

192.168.1.1: icmp_seq=41 ttl=64 time=0.042 ms

-1 ping statistics ---
41 packets transmitted, 41 received, 8% packet loss, time 4181ims
rtt min/ave/max/mdey = 0.028/0.057/0.107/0.023 ms
londonlozingl_co:
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192.168.2.10: icmn_ser
192.168.2.10: icmn_ser

192.168.2.10: icmp_seq=6 ttl=64
192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser

192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmp_sen=13 ttl=64 time=4.
192.168.2.10: icmn_ser tt1=64 time=2.
192.168.2.10: icmn_ser

192.168.2.10: icmn_ser tt1=64 time=4.
192.168.2.10: icmn_ser tt1=64 time=5
192.168.2.10: icmn_ser

192.168.2.10: icmn_ser tt1=64 time=d.
192.168.2.10: icmn_ser tt1=64 time=4.
192.168.2.10: icmn_ser tt1=64 time=3.
192.168.2.10: ttl=64 time=1.
192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmn_ser ttl=64 time=2.
192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmp_seq=32 ttl=64 time=1
192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmn_ser tt1=64 time=3.
192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmn_ser tt1=64 time=2
192.168.2.10: icmn_ser tt1=64 time=2.
192.168.2.10: icmn_ser tt1=64 time=1.
192.168.2.10: icmn_ser tt1=64 time=d.
192.168.2.10: icmn_ser tt1=64 time=5.
192.168.2.10: ttl=64 time=q.
192.168.2.10: icmn_ser tt1=64 time=2.
192.168.2.10: icmn_ser tt1=64 time=d.
192.168.2.10: icmn_ser tt1=64 time=3.
192.168.2.10: icmp_seq=45 tt1=64 time=5.
192.168.

192.168.

192.168.

.10 ping statistics ---
48 packets transmitted, 48 received, 8% packet loss, time 6321ims
It min/avg/max/mdev = 1.127/2.337/10.066/1.701 ms
londonlozingl c0:"s
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root@osboxes: ~

File Edit View Search Terminal Help
root@osboxes:~# nmap -sn 192.168.1.0/24

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 19:19 EST
Nmap scan report for 192.168.1.10

Host is up (0.00033s latency).

MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC
Nmap scan report for 192.168.1.52

Host is up (0.0011s latency).

MAC Address: 08:00:27:77:53:8E (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.1.53

Host is up.

Nmap done: 256 IP addresses (3 hosts up) scanned in 27.93 seconds
root@osboxes:~#

d s a 00:20
o 14/12/2025
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i) ~NG®m ez

root@osboxes: ~

File Edit ch Terminal Help
88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-12-14 00:5 [d
87)
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea
acca®., Site: Default-First-Site-Name)
443/tcp open ssl/http Microsoft IIS httpd 10.0
445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (wo
rkgroup: SWANSEA)
464/tcp open kpasswds?
515/tcp open printer
593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open ldapssl?
3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea
acca0., Site: Default-First-Site-Name)
3269/tcp open globalcatLDAPss1?
1 service unrecognized despite returning data. If you know the service/version, please su
bmit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi?new-service :
SF-Port53-TCP:V=7.80%I=7%D=12/13%Time=693E032A%P=x86_64-pc-Linux-gnu%sr(DNS
SF:VersionBindReqTCP, 20, "\8\x1e\0\x06\xB1\x04\0\x01\0\0\0\0\0\0\x07version
SF:\x04bind\0\0\X10\0\x03") ;
MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC
No exact 0S matches for host (If you know what 05 is running on it, see https://nmap.org/
submit/ ).
TCP/IP fingerprin
SCAN (V=7 BO%E=4%D=12/13%0T=7%CT=1%CU=44221%PV=Y%DS=1%DC=D%G: 80027%T
:M=693E03C6%P=x86_64-pc-Linux-gnu)SEQ (SP=103%GCD=1%ISR=10B%TT=T%CI=T%IT=T
%55=5%TS=A) OPS (01=M5B4NWBST11%02=M5B4NWBST11%03=M5BANWENNT11%04=M5B4NWES
T11%05=M5BANWBST11%06=M5B4ST11) WIN (W1=FFFF%W2=FFFFW3=FFFFW4=F FFF2W!
FF%W6=FFDC) ECN (R=Y%D FFFF%0=M5BANWSNNSSCC=Y%Q=) T1 (R=Y%D
0%5=0%A=5+%] “DF: 5W=0%S:

Network Distance: 1 hop
Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection performed. Please report any incorrect results at https://nmap.o
rg/submit/

Nmap done: 1 IP address (1 host up) scanned in 183.@3 seconds

root@oshoxes:~# |

00:25
14/12/2025
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root@osboxes: ~

File Edit
root@osboxes:~# nmap -sT -p 3389 192.168.1.10

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 20:10 EST
Nmap scan report for 192.168.1.10

Host is up (0.0027s latency).

PORT STATE  SERVICE
3389/tcp closed ms-wbt-server
MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds
root@osboxes:~# |

o O 105%

01:10
14/12/2025
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Applications ¥ Places ~ i Sat 19:35
root@osboxe:

File Edit Vie rch Terminal Help
05:11%05=M5B4NW8ST11%06=M5B4ST11) WIN (W1=FFFF%W2=FFFF%W3=FFFFoW4=FFFF3W5=FFF
%W6=FFDC) ECN (R=Y%DF=Y%T=80%W=F FFF%0=M5B4NWBNNS%CC=Y>(
+%F=AS%RD=0%0=) T2 (R=Y%D!

Network Distance: 1 hop
Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

|_clock-skew: mean: 2h10m31s, deviation: 3h34m46s, median: 34m30s

| _nbstat: NetBIOS name: S-DC, NetBTOS user: <unknown>, NetBIOS MAC: ©8:00:27:1a:80:9d (Or
acle virtualBox virtual NIC)

| smb-os-discovery

| 0S: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
|  Computer name: S-DC

|  NetBIOS computer name: S-DC\x00
| Domain name: swansea.acca
| Forest name: swansea.acca
|  FQDN: S-DC.swansea.acca

|_ System time: 2025-12-13T17:06:36-08:00
| “smb-security-mode:

| account used: guest

| authentication level: user
|

I

|

|

J

|

|

1=

challenge response: supported

message_signing: required
smb2-security-mode:

2.02:

Message signing enabled and required

smb2-time:

date: 2025-12-14T01:06:36

start_date: N/A

> O =M

TRACEROUTE
HOP RTT ADDRESS
1 5.31 ms 192.168.1.10

0S and Service detection performed. Please report any incorrect results at https://nmap.o
rg/submit/

Nmap done: 1 IP address (1 host up) scanned in 236.07 seconds
root@sboxes:~# |

00:36

. o )
P &C Clear O %00
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root@osboxe:

File Edit ch Term
root@osboxes:~# nmap -sV -0 192.168.1.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-06 11:40 EST

Nmap scan report for 192.168.1.1

Host is up (0.0019s latency).

Not shown: 997 filtered ports

PORT  STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: bridge

Running: Oracle Virtualbox

05 CPE: cpe:/o:oracle:virtualbox

05 details: Oracle Virtualbox

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds
root@osboxes:~# |

*riz0  ONF

q
|
o ™ e i . = g 2 q0c Mostly cloudy A~ & ® 7z < 06/1162:;121025 o

#] Right Ctrl
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Applications ~  Places ~ Terminal ~ Sat 21:02

©  Automatic suspend
Fil Computer will suspend very soon because of inactivity.
ro0t@oshoxes:~# NMap ->1 -p 2205 132.100.1.10

Starting Nmap 7.8 ( https://nmap.org ) at 2025-12-13 20:10 EST
Nmap scan report for 192.168.1.10

Host is up (©.0027s latency).

PORT STATE  SERVICE
3389/tcp closed ms-wbt-server
MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds
root@osboxes:~# smbclient -L //192.168.1.10 -N

Sharename Type Comment

o ADMING Disk Remote Admin
[ Disk pefault share
= PC$ 1PC Remote IPC
. NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
Vshare Disk
M Reconnecting with SMB1 for workgroup listing.
do_connect: Connection to 192.168.1.10 failed (Error NT_STATUS RESOURCE NAME NOT FOUND)
Failed to connect with SMB1 -- no workgroup available
B root@oshoxes:~# nmap -ST -p 445,3389 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 21:01 EST
© "map scan report for 192.168.1.10
Host is up (0.0021s latency).

PORT STATE SERVICE
445/tcp open  microsoft-ds
3389/tcp closed ms-wbt-server
MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.18 seconds
root@oshoxes:~# |

02:02

A~
‘l Temps to plummet & = 7z J 14/12/2025
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root@osboxe:

File Edit \ ch Term

root@osboxes:~# nmap -sV -0 192.168.1.1

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-06 11:40 EST
Nmap scan report for 192.168.1.1

Host is up (0.0019s latency).

Not shown: 997 filtered ports

PORT  STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: bridge

Running: Oracle Virtualbox

05 CPE: cpe:/o:oracle:virtualbox

05 details: Oracle Virtualbox

Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds

root@osboxes:~# smbclient -L //192.168.1.1 -N

session setup failed: NT_STATUS ACCESS DENIED

root@osboxes:~# hydra -1 administrator -P /usr/share/wordlists/rockyou.txt smb://192.168.1.1

Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

hydra: invalid option -- '1

root@osboxes:~# gzip -d /usr/share/wordlists/rockyou.txt.gz

root@osboxes:~# hydra -1 administrator -P /usr/share/wordlists/rockyou.txt smb://192.168.1.1

Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

hydra: invalid option -- '1
root@osboxes:~# hydra -1 administrator -P /usr/share/wordlists/rockyou.txt smb://192.168.1.1
Hydra v9.0 (c) 2019 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes

riRz0D  ONF

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-12-06 11:53:46

[INFO] Reduced number of tasks to 1 (smb does not like parallel connections)

[DATA] max 1 task per 1 server, overall 1 task, 14344399 login tries (1:1/p:14344399), ~14344399 tries per task
[DATA] attacking smb://192.168.1.1:445/

[ERROR] invalid reply from target smb://192.168.1.1:445/

root@osboxes:~# |

3
1
O ™ e i . = g ‘ 10°C Mostly cloudy A~ & &3 7z < 06/1162:/5;)25 o

Right Ctrl

ot

A Type here to search





image14.jpeg
Applications ¥ Places ~ Terminal ~ Sat20:14

root@osboxe:

File Edit rch Terminal Help

root@osboxes:~# nmap -sT -p 3389 192.168.1.10

Starting Nmap 7.80 ( https://nmap.org ) at 2025-12-13 20:10 EST
Nmap scan report for 192.168.1.10

Host is up (0.0027s latency).

PORT STATE  SERVICE
3389/tcp closed ms-wbt-server
MAC Address: 08:00:27:1A:80:9D (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds
root@osboxes:~# smbclient -L //192.168.1.10 -N

Sharename Type Comment

ADMINS, Disk Remote Admin

(=3 Disk Default share

1PC$ 1PC Remote IPC
NETLOGON Disk Logon server share
SYSVOL Disk Logon server share
Vshare Disk

Reconnecting with SMB1 for workgroup listing

do_connect: Connection to 192.168.1.10 failed (Error NT_STATUS RESOURCE_NAME _NOT_FOUND)
Failed to connect with SMB1 -- no workgroup available

root@osboxes:~# |
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c: \Users\Adninistrators
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indows TP Configuration

Host Name . s5-DC
Primary Dns Suffix’ : swansea.acca
Node Type . Hybrid

Ip Routing Enabled.
WINS Proxy Enabled. B
DNS Suffix Search List. . . . . . : swansea.acca

Ethernet adapter Internet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled.
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPV6 TAID .

DHCPV6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.

: Intel(R) PRO/1606 MT Desktop Adapter
8-60-27-1A-80-9D

147:b674:2231:8284%7 (Preferred)
192.168.1.16(Preferred)
: 255.255.255.6

101187623
: 00-01-00-01-30-66-31-06-08-00-27-1A-80-9D
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Enabled
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Londonloginel -c0: "% ip a
3 <LDOPBACK, UP, LOKER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1008
ink/loopback brd
inet /8 scope host lo
valid_Lft forever preferred_lft forever
inet6 /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
fp: enpos3: <BROADCAST,MULTICAST,UP,LOKER_UP> mtu 1568 gdisc fo_codel state UP group default glen 1008
Link/ether brd
altname enx0800272768C3
inet 1.177/16 brd 1 scope global noprefixroute enpas3
valid_Lft forever preferred_lft forever
inete /64 scope link
valid_Lft forever preferred_lft forever
j: enposs: <BROADCAST,MULTICAST,UP,LOER_UP> mtu 1568 gdisc fo_codel state UP group default glen 1008
Link/ether brd
altname enxes0e272cacf
inet /24 brd scope global enpass
valid_Lft forever preferred_lft forever
inete /64 scope link proto kernel 11
valid_Ift forever preferred_lft forever
Londonloginel-co: s
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