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[bookmark: _Toc219451176]1. Introduction
Modern enterprise networks face a wide range of cyber threats that are increasingly sophisticated, frequent, and damaging. Organizations rely heavily on interconnected systems, cloud services, remote access technologies, and digital data to support business operations. While these technologies improve efficiency and scalability, they also significantly expand the attack surface available to potential attackers. As a result, network security has become a critical operational requirement rather than an optional enhancement
Some of the most common threats facing enterprise networks include unauthorized access, where attackers exploit weak authentication mechanisms, misconfigured services, or exposed network ports to enter internal systems. Malware and ransomware attacks continue to pose serious risks by disrupting operations, encrypting critical systems, or stealing sensitive data for financial gain. Credential theft through phishing, social engineering, and keylogging techniques is frequently used to facilitate lateral movement within networks and escalate privileges. In addition, data exfiltration remains a major concern, as sensitive organizational information may be transferred outside the enterprise without authorization, often without immediate detection. Denial of Service (DoS) attacks further threaten availability by overwhelming network resources and disrupting critical services. Collectively, these threats directly impact the confidentiality, integrity, and availability of enterprise systems.
To mitigate these risks, enterprises must deploy robust, centrally managed security solutions capable of preventing, detecting, and responding to attacks in real time. This includes the use of enterprise firewalls, centralized management platforms, continuous monitoring, and advanced threat prevention technologies that provide both preventative and detective security controls.
This coursework addresses these challenges by designing and implementing an enterprise network security solution using Check Point Gaia appliances. Building on the network deployment completed in Part One, a centralized security architecture is implemented using a Check Point Security Management Server (A-SMS), a Check Point Security Gateway (A-GW), and the SmartConsole management platform. The solution enforces structured firewall access control policies based on the principle of least privilege, validates allowed and blocked traffic through controlled testing and log analysis, and enhances protection through the deployment of an Intrusion Prevention System (IPS). This report documents the configuration process, security validation, and technical justification for each implementation decision, supported by timestamped screenshots and practical testing evidence, and serves as preparation for the live demonstration of the secured enterprise network.
[bookmark: _Toc219451177]2. Check Point Infrastructure Works

2.1 SmartConsole Access from A-GUI (Management Workstation)
This screenshot demonstrates the successful launch of the Check Point SmartConsole application from the A-GUI (Windows management workstation). SmartConsole version R81.20 is used to centrally manage the Check Point Security Management Server (A-SMS).
The SmartConsole login interface shows the management server IP address configured as 10.1.1.101, which corresponds to the deployed A-SMS within the enterprise network. The administrator account cpadmin is used for authentication, following Check Point best practices for privileged access.
At this stage, the connection is prepared but not yet authenticated, confirming that the management workstation can correctly reach the Security Management Server over the network. The visible system date and time provide timestamped evidence of the configuration activity.
This step verifies successful connectivity between the A-GUI and A-SMS, which is a prerequisite for centralized security policy management, monitoring, and configuration.
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Figure 1: SmartConsole Login Screen (A-GUI to A-SMS Connection)
[bookmark: _Toc219451178]2.2 Successful SmartConsole Login and Management Dashboard
This screenshot confirms a successful authentication to the Check Point Security Management Server (A-SMS) using the SmartConsole application from the A-GUI management workstation. After logging in with the administrator account cpadmin, the SmartConsole dashboard fully loads, indicating that secure management connectivity has been established.
The Gateways & Servers view displays the configured security components, including the A-GW (10.1.1.1) and A-SMS (10.1.1.101), both running Gaia OS version R81.20. This confirms correct object creation and recognition of the deployed Check Point appliances within the management environment.
Successful access to this dashboard enables centralized policy management, monitoring, and logging, which are core principles of enterprise network security management. The visible system date and time provide timestamped evidence of the completed login process.
[image: A computer screen with a lion

AI-generated content may be incorrect.]
Figure 2: SmartConsole Dashboard Showing A-GW and A-SMS Objects
[bookmark: _Toc219451179]2.3 Secure Internal Communication (SIC) Between A-GW and A-SMS
This screenshot demonstrates the successful establishment of Secure Internal Communication (SIC) between the Check Point Security Gateway (A-GW) and the Security Management Server (A-SMS). SIC is a certificate based trust mechanism that enables secure and authenticated communication between Check Point components.
Within the Gateways & Servers configuration, the A-GW object was opened and the Trusted Communication section accessed. The Test SIC Status function confirms that the SIC status is “Communicating”, with the certificate state marked as Trust established.
This confirms that the A-GW is securely registered with the A-SMS and can receive security policies, send logs, and participate in centralized management. Establishing SIC is a mandatory requirement in enterprise Check Point deployments and is essential for secure policy enforcement and monitoring.
The successful SIC communication validates the integrity of the management plane within the enterprise network.
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Figure 3: Secure Internal Communication (SIC) Status Between A-GW and A-SMS
[bookmark: _Toc219451180]2.4 A-GW Network Interface Configuration and Topology
This screenshot provides evidence of the network interface configuration on the Check Point Security Gateway (A-GW) using the Gaia Web Portal. The interface layout reflects a segmented enterprise firewall topology with clear separation between management, internal, and external networks.
The eth0 interface is configured with the IP address 10.1.1.1, which is used for management and secure communication with the Security Management Server. The eth1 interface is assigned 192.168.1.254, serving as the gateway for the internal LAN and protected network segment. The eth2 interface is configured with 20.0.0.1, representing the external or WAN facing interface used for outbound and inbound traffic control.
This multi interface configuration enables the enforcement of security policies based on traffic direction and zone separation, which is a fundamental enterprise security best practice. The configuration supports controlled access, inspection of traffic flows, and effective perimeter defence.
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Figure 4: A-GW Network Interface Configuration in Gaia Portal
[bookmark: _Toc219451181]2.5 Licensing Status of the Security Management Server (A-SMS)
This screenshot provides evidence of the successful licensing of the Check Point Security Management Server (A-SMS) within the enterprise network. The license is correctly attached to the management server, with no activation warnings present, confirming compliance with Check Point licensing requirements.
The licensing information includes the license type and expiry date, verifying that the Security Management Server is authorized to manage security policies, gateways, and logging functions. Proper licensing is a mandatory requirement for enterprise deployments, as unlicensed systems may experience restricted functionality.
The active license ensures uninterrupted centralized management, policy installation, monitoring, and reporting across the secured network environment.
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Figure 5: Security Management Server (A-SMS) Device Status in SmartConsole
[bookmark: _Toc219451182]2.6 Licensing Status of the Security Gateway (A-GW)
This screenshot provides evidence of the successful licensing of the Check Point Security Gateway (A-GW) using the SmartUpdate management utility. The Licenses & Contracts repository shows that valid licenses are correctly attached to the A-GW, with clearly visible expiry dates.
The licensing information confirms that the gateway is authorized to operate with full firewall functionality and associated security blades. No activation errors or warnings are present, indicating that the licensing configuration is valid and compliant with Check Point requirements.
Proper licensing ensures that the A-GW can enforce security policies, process traffic inspection, and maintain enterprise-grade protection without functional limitations.
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Figure 6: License and Contract Status for A-SMS and A-GW in SmartUpdate
[bookmark: _Toc219451183]2.7 Topology Configuration of the Swansea Internal Network
This screenshot shows the topology configuration of the internal Swansea network as defined on the Check Point Security Gateway (A-GW) using SmartConsole. The internal interface eth1 is configured with the IPv4 address 192.168.1.1/24, representing the protected internal LAN segment.
The topology setting identifies the network behind this interface as This Network (Internal), and the interface is mapped to the InternalZone security zone. Anti spoofing is enabled with the action set to Detect and Log, which helps prevent IP address spoofing attacks originating from the internal network.
Defining the internal topology correctly is critical for accurate policy enforcement, traffic inspection, and zone based security control. This configuration ensures that internal traffic is trusted appropriately while still being monitored according to enterprise security best practices.
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Figure 7: Internal Network Topology Configuration Behind A-GW (Swansea_LAN)
[bookmark: _Toc219451184]3. Firewall Rules & Traffic Control
[bookmark: _Toc219451185]3.1 Firewall Access Control Policy and Rule Order
This screenshot shows the Access Control Policy configured on the Check Point Security Gateway (A-GW) using SmartConsole. The rule base is designed according to enterprise firewall best practices, with explicit allow rules, a defined inbound blocking rule, and a final cleanup rule.
Outbound access from the internal Swansea_LAN network is permitted for essential services such as HTTP/HTTPS, FTP, and ICMP, enabling controlled user access to external resources. An explicit block rule is implemented to deny any inbound traffic originating from the internet towards the internal network, providing strong perimeter protection.
Administrative access to the gateway is restricted through a dedicated SSH allow rule, permitting secure management traffic only from the trusted internal network. A final cleanup rule is placed at the bottom of the policy to drop any unmatched traffic, ensuring a default deny security posture.
The rule order is intentionally structured to ensure correct rule matching and to prevent unauthorized access, demonstrating adherence to the principle of least privilege.
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Figure 8: Firewall Access Control Policy Rule Base on A-GW
[bookmark: _Toc219451186]3.2 Publishing and Installing the Security Policy on A-GW
This screenshot provides evidence of the successful publication and installation of the firewall security policy on the Check Point Security Gateway (A-GW). After finalizing the Access Control rule base, the policy changes were published to the Security Management Server to make them active.
The Install Policy process was then initiated using the Standard policy package, with the A-GW gateway selected as the enforcement point. The Recent Tasks panel confirms that the policy installation completed successfully, with no errors reported.
Successful policy installation verifies that Secure Internal Communication (SIC) between the A-SMS and A-GW is functioning correctly and that the gateway is actively enforcing the configured security rules. This step is critical in enterprise environments to ensure that security controls are operational and consistently applied.
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Figure 9: Successful Installation of Firewall Security Policy on A-GW
[bookmark: _Toc219451187]3.3 Validation of Allowed ICMP Traffic (Outbound Connectivity Test)
This screenshot demonstrates successful outbound ICMP connectivity from an internal host within the Swansea_LAN network. A ping test was performed to the public IP address 8.8.8.8, and all ICMP echo requests received replies with 0% packet loss.
This confirms that the configured firewall rule permitting ICMP traffic from the internal network to the internet is functioning correctly. Allowing controlled ICMP traffic enables essential network diagnostics and connectivity testing while maintaining security controls.
The successful test validates that outbound traffic policies are correctly enforced by the Check Point Security Gateway (A-GW) and that the network has functional internet access through the firewall.
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Figure 10: Successful ICMP Connectivity Test from Internal Host to Internet
[bookmark: _Toc219451188]3.4 Validation of Allowed HTTP/HTTPS Web Access
This screenshot demonstrates successful outbound web access from an internal host within the Swansea_LAN network. A web browser was used to access the secure website https://www.google.com, which loaded successfully over HTTPS.
This confirms that the firewall rule permitting HTTP and HTTPS traffic from the internal network to the internet is functioning as intended. Secure web access is a critical requirement in enterprise environments and restricting it through explicit allow rules ensures controlled and monitored connectivity.
The successful connection validates that the Check Point Security Gateway (A-GW) is correctly enforcing outbound web traffic policies while maintaining a secure perimeter.
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Figure 11: Successful HTTPS Web Access from Internal Network (Google Access Test)
[bookmark: _Toc219451189]3.5 Validation of Blocked Traffic (Telnet Denial Test)
This screenshot demonstrates the enforcement of blocked traffic rules on the Check Point Security Gateway (A-GW). An attempt was made from an internal host to establish a Telnet connection to the external IP address 8.8.8.8 on port 23.
The connection attempt failed, confirming that Telnet traffic is not permitted by the firewall policy. Telnet is an insecure protocol that transmits data in clear text and is commonly blocked in enterprise environments to reduce security risks.
This test validates that only explicitly allowed services are permitted through the firewall and that all other traffic is denied by default. The result demonstrates adherence to the principle of least privilege and confirms the effectiveness of the configured Access Control policy.
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Figure 12: Validation of Blocked Traffic Using Telnet Connection Test
[bookmark: _Toc219451190]3.6 Firewall Traffic Logs – Allowed and Blocked Traffic Validation
This screenshot shows live traffic logs captured in SmartConsole → Logs & Monitor, providing evidence of both allowed and blocked traffic processed by the Check Point Security Gateway (A-GW).
Green (Accept) log entries confirm that permitted services such as ICMP (echo-request) and DNS traffic are successfully allowed from internal clients within the Swansea_LAN network. These logs validate the correct operation of the configured allow rules for outbound connectivity and network diagnostics.
Red (Drop) log entries indicate that traffic not explicitly permitted by the security policy is being blocked by the firewall. This demonstrates the effectiveness of the cleanup rule and the enforcement of a default deny security posture.
The presence of both accepted and dropped traffic logs confirms that the firewall rules are correctly enforced and that the gateway is actively monitoring, filtering, and logging network traffic in accordance with enterprise security best practices.
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Figure 13: Firewall Traffic Logs Showing Allowed and Blocked Connections
[bookmark: _Toc219451191]4. Additional Security Features – Intrusion Prevention System (IPS)
[bookmark: _Toc219451192]4.1 Additional Security Feature – Intrusion Prevention System (IPS)
This screenshot demonstrates the implementation of an additional security feature using the Check Point Threat Prevention framework. The Intrusion Prevention System (IPS) blade is enabled within the Threat Prevention policy on the Security Gateway (A-GW).
The Threat Prevention policy is applied with a broad protected scope, ensuring that network traffic is inspected for known vulnerabilities, exploits, and attack signatures. The summary panel confirms that IPS is active, alongside other Threat Prevention blades, operating under a recommended configuration suitable for enterprise environments.
Enabling IPS enhances the security posture of the network by providing deep packet inspection and real time protection against network based attacks. This additional control complements the firewall access control rules and aligns with industry best practices for layered defence.
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Figure 14: Intrusion Prevention System (IPS) Enabled in Threat Prevention Policy
[bookmark: _Toc219451193]4.2 Deployment of IPS Policy on the Security Gateway
This screenshot confirms the successful installation of the Threat Prevention policy, including the Intrusion Prevention System (IPS) blade, on the Check Point Security Gateway (A-GW). The Recent Tasks panel shows multiple successful policy installations, verifying that the IPS configuration has been applied and is actively enforced.
Installing the Threat Prevention policy ensures that network traffic passing through the gateway is inspected for known vulnerabilities and attack signatures in real time. This step validates that the additional security controls are operational and integrated with the existing firewall rule base.
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Figure 15: Successful Installation of IPS Threat Prevention Policy on A-GW
[bookmark: _Toc219451194]5. Conclusion
This coursework successfully demonstrates the design, implementation, and validation of an enterprise network security solution using Check Point Gaia appliances. Building upon the network deployment completed in Part One, a centralized security architecture was implemented using a Check Point Security Management Server (A-SMS), a Check Point Security Gateway (A-GW), and the SmartConsole management platform. The solution was designed to address modern enterprise security challenges while adhering to industry best practices.
Centralized management was achieved through SmartConsole, enabling consistent policy configuration, monitoring, and logging across the security infrastructure. Secure Internal Communication (SIC) was successfully established between the management server and the security gateway, ensuring trusted, encrypted communication and secure policy deployment. Proper licensing of both the Security Management Server and the Security Gateway was verified, confirming compliance with vendor requirements and ensuring full operational functionality.
A structured firewall access control policy was implemented based on the principle of least privilege, explicitly permitting only required services while denying all other traffic by default. The firewall policy was successfully published and installed on the Security Gateway, and its effectiveness was validated through controlled testing. Allowed traffic, including ICMP and HTTPS web access, was confirmed to function correctly, while unauthorized traffic such as Telnet was effectively blocked. Real time firewall logs further validated correct policy enforcement by demonstrating both accepted and dropped traffic.

To enhance the overall security posture of the enterprise network, an Intrusion Prevention System (IPS) was enabled and deployed using the Check Point Threat Prevention framework. The successful installation of the IPS policy confirmed that traffic is now subject to deep packet inspection and protection against known vulnerabilities and attack signatures. This additional security layer complements the firewall rules and aligns with a layered defence strategy commonly adopted in enterprise environments.
Overall, the implemented solution provides a robust, centrally managed, and scalable enterprise firewall architecture. The configuration, validation, and monitoring processes demonstrate both technical competence and professional security awareness. The coursework objectives have been fully achieved, and the deployed solution is suitable for demonstration in a real world enterprise context.
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