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During this report, the writer will overall cover what a BYOD network is, this report will cover the following;
· A brief introduction to what a BYOD is, and what purpose it has.
· 3 different types of polices; a user policy, device management policy and a security policy.
· A flowchart showcasing how a user will connect their personal devices to a BYOD.
· A discussion on what mobile device management software the writer would use for their network.
· A discussion on advantages and disadvantages of a BYOD network.
· A discussion on the writer’s design that he implemented. 
· Results and findings.
· Conclusion
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This report is overall about how to keep a Bring Your Own Device (BYOD) safe through methods including network security, security software, and company polices. Morgan has created a BYOD network on cisco packet tracer. A BYOD network allows users to connect their own private wireless devices, such as laptops and mobile phones, to the network. This brings many benefits as well as drawbacks, for example causing security concerns for the business. Also, a mobile device management software must be considered to ensure employees devices are up to date with software that would otherwise allow a potential threat to gain access to the network and the company’s data. Also, certain polices need to be considered, examples of polices for this certain network type include; User Polices, Device Management Policy and finally a security. These need to be considered for reasons being that without certain guide lines for employees to follow, the company would be risking a danger to their data which could then result in loss of profit.
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Having a strong user policy will ensure that all the company’s employees are following a guide of rules that they cannot break with penalties. If guide lines are not followed or abided by, action will be take, possible termination could occur depending on what guidelines the employers are not following.
· Employees must not use social media, for example; Facebook, YouTube, Twitter, Reddit, etc. 
· Employees are blocked from certain websites that are considered as distractions by the company, when connected to the network. 
· Devices will not be used on company network to harass, engage in activities that are not in consideration to the company, storage of illicit materials (e.g. pornography), sharing of illicit materials when connected to the network, storage and sharing of information which belongs to other organisations. 
·  Employees are permitted to use their mobile phones to access company resources, for example; email, documents and calendars. 
· No data should be saved on the employee’s devices, all company related data should be saved on the back-up server on site. 
All this information was taken from the writer’s own knowledge as well as websites and a website document. These websites include; “BYOD Policy Template” by “IT Manager Daily” and “The Thomas Hardye School’s” “Bring your own device to school” pdf. [1] [2]
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A strong device management policy is important for a BYOD network, this is because all devices need to be able to connect to the network meaning they all need to have certain specifications just encase the employee’s devices aren’t combatable with the network. This policy will state what devices can be used. 
· Devices will not be supplied to employees; all employees are responsible for their own devices. If devices are damaged the company will contribute to repair of devices. 
· Smartphone brands; iPhone and Android are permitted to be used.
· Tablet brands; iPad and Android are permitted to be used.
· Operating systems; Windows 7, Windows 10 are permitted to be used. 
· All devices are to be seen by IT help desk before allowing access to network. This is to ensure all devices have correct security tools.
All this information came from the writer’s own knowledge as well a website, “BYOD Policy Template” by “IT Manager Daily”. [1]
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A strong Security Policy is extremely important when considering a BYOD network.  
· All employee’s devices must have suitable anti malware/ virus software, this software is supplied by the company.
· Employee’s devices need have firmware patched and updated regularly.
· All Employee’s devices, including; laptops, smartphones and tablets need all have screen lock password protection with a strong password.
· A strong password will include at least 8 characters long. At least 1 number. At least 1 symbol. The password will need to be changed on a monthly basis. The same password cannot be used more than once. 
· Devices are to be locked after 5 attempts of logging in. If user has forgotten password speak with IT helpdesk.
· All employee’s data will need to be separated into two categories, personal and corporate. 
· All corporate data needs to be encrypted. 
· Compromised devices (jailbroken/rooted) devices will not be allowed access to the network. 
· Access to network is limited based on employee, employee will only have access in which they need to do their job.
This information was taken from the writers own knowledge, as well websites, these include; “BYOD Policy Template” by “IT Manager Daily” and “The Cyber Source Blog” by “Comtact”. [3] [1]
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The mobile device management software the writer has decided to use to protect the BYOD network he has designed is “Cisco Meraki”. Cisco Meraki is considered to be a very powerful MDM software in which has strong capabilities to check on devices within a network. A website, “Finances Online” state that “Cisco Meraki Systems Manager is a cloud-based enterprise mobility management software that offers multiple solutions which include mobile device management, mobile application management, mobile content management, and mobile identity management solutions.” [4] The writer sees this as a strong MDM for his framework. 
Below is a list of all of the features that come with the Cisco Meraki MDM Software;
· Robust Security Policy Enforcement
· Enforce Restrictions and Deploy Network Settings
· Rapid Provision Devices
· Tagging Mobile Devices
· Remotely Deploy Apps and Software
· Scalable Endpoint Configuration
· Analyse Network Activity
· Unified Multi-Platform Device Management
· Asset and Inventory Management 
· Enterprise Connectivity 
This list was taken off the “Finances Online” website. [4]
From viewing all these different functions and features the writer believes this would be a good choice for MDM. This is also due to the devices it supports; the MDM software supports all devices that have been stated in the polices above which makes it a good choice as all devices in the network can be affected by the MDM. This MDM software is also suitable for medium to large business which “Hyper-Fort” could be. 
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BYOD has its advantages, as well as its disadvantages these include;
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One advantage of is finance related, if a company was to implement a BYOD network then cost of devices would lower tremendously. This is due to a company not needing to spend on systems that usually without the BYOD network they would need to. This will save the company a lot of money which could then be used on different aspects of the business. 
Employees being able to bring whichever device they wished could also increase productivity and satisfaction. This is due to employees being able to choose devices that they are comfortable with using, and have been using for some time. If an employee was comfortable with the devices they are using then they are unlikely to find any hardware or software issues that are caused due to inexperience of said device. 
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However, with all of these advantages there are also disadvantages, for example; having a BYOD network where an employee is able to bring their own devices into work could increase the potential of being distracted. This is due to employees having their personal devices with them, which could have video games, music and videos downloaded onto them. Due to the nature of this network the employers is unable to stop employees from viewing these different types of media as it is all on their personal devices. Whereas if devices where company owned then all this could be avoided as restrictions can be implemented on the network to stop employees from internet surfing these types of Medias. 
A lack of security with sensitive data can become a problem with BYOD networks. This is due to again the company not having any control of the devices that are being brought in, so there aren’t any security measures, past the access point’s passwords, that are protecting the employee’s computers. This could lead to cyber criminals stealing sensitive data from the employee’s devices. Most user’s device will not have a great deal of security on them, this is a prime target for these cyber criminals to jump in and steal sensitive information that only the company should have access to. 
Another issue for BYOD networks is that of the IT help desk. When a company allows their employees to bring their own devices it causes a massive problem for the IT help desk. With networks that incorporate the companies own devices and systems, the IT department have a chance to get familiar with the devices that the company had provided. Although with a BYOD a company’s IT department will not have the chance to become familiar with all of the employees devices. This could also then lead to the company needing more staff in the IT department so they can support with the various devices that the network will now have, this is because all these devices could have various operating systems that not all IT staff will understand, thus needing more support from more employees. Finally BYOD network can cause issues for when trying to download new software and security patches on all the various devices.

This information was taken from the writers own knowledge, as well the websites “The Advantages and Disadvantages of BYOD” By “RTI” and “Brief Introduction: Bring Your Own Device (BYOD)” by “Univention”. [5] [6]
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The version of packet tracer used is 7.2.1.
The writers design of the BYOD consists of 3 main rooms, the “Server Room”, “Office Room” and the “Café”. The server room consists of three servers, these include the “Back-up Sever”, “Web Server” and the “Email Server” These three servers are essentials for any organisation to have. A back-up server is needed to ensure all data the employees have on their own devices can be uploaded to and saved. The web server is important for access to the web, and finally an email server for all employees to keep communicating through the organisation. All servers are connected to a switch, which is then connected to router. 
The office room includes a place for employees to bring their own devices, there is a private access point here for the use of employees only. To access the access points there is a password, “Cisco123” which will need to be entered when connecting the company’s network. This access point then connects to a switch, which leads back to the server room. A firewall is then blocking any unwanted or malicious data from getting into the server room. This provides a level of protection against any virus’ that may have found their way into the employee’s devices that may prove harmful to the rest of the network.
That switch is then also connecting to the café, where outside users can connect to the connect, however they will not have access to the company’s data. The public access point is just a place for users to connect to the internet. The café also has a firewall blocking again unwanted or malicious data from going into the main organisations network. 
All routers have been configured with a password and secret class passwords to ensure no unauthorised personnel can connect to the routers and switches to change any administrative settings. Also, a MOTD banner has been configured to send a message to unauthorised personnel to stay away from accessing this part of the network. 
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There are couple of threats that could occur to a network, firstly, when an employee’s device is connected to the network then all data is retained. When connected to a company’s network all employees must follow the polices that are stated above. If polices are not followed this could lead to data being misused and data act would be broken.
When an employee leaves the office there is a risk of a data leakage, this can become a problem when sensitive data is leaked outside of the office. A policy has been spoken about above that all business-related data not to be saved directly onto the personal devices, data instead will be saved on the back-up server of the network. 
Another threat that could occur is that of organisational and personal data could be blended causing issues for employees and employers. A policy has also been created for this above stating that all corporate and personal data needs to be kept separate. 
A policy has also been create stating which different brands of devices and operating systems are compatible with this network and the MDM software. This is important because if an employee brought a device that wasn’t compatible with the network and MDM software then they would be unable to be given access to the network as their devices wouldn’t be protected. 
Again, in the polices, a list of applications that are prohibited for use have been stated, this is to reduce risk of being distracted from certain types of social media. Certain applications can also come with malware and virus’, this policy can reduce the chance of receiving any malicious data from these applications if the employees are unable to access them from the beginning. 
When an employee leaves the place of work permanently, their device would need to give to the IT help desk to unsure all data that belongs to the business is to be transferred onto the business’ server and wipe the employee’s device of all data belonging to the business. If an employee device is lost or stolen, then the device will need to be automatically reported to the IT help desk when the IT team can disable and wipe the device so no outside users can gain access to the company’s business. Finally, if a device is to fail, it would be up to the company to fix the device. This is due to no outside company’s would be able to work on the machine as this means they could have access to the data that’s the device contains. 
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In conclusion, although the BYOD network is rather useful and effective, it had made the writer think considerably about how to keep data and employees safe while using the network. Through different policies like the user policy, device management and security policy it is clear that there is much to consider when creating these policies for a BYOD network, as well would be the case for any network the writer would imagine. While deciding what MDM software to use the writer took a lot of consideration into what MDM would be best for the BYOD network. Finally, making sure all devices are safe and malware free is extremely important for any network, especially the case for a BYOD network, this is due to devices not being directly managed from the IT help desk. Although the IT team do greatly influence the devices it is mostly down to the users to keep the companies data safe and secure while connected to the network. 
During the creation of the report, the writer had learnt a lot about a certain number of things. For example, the writer had done a lot of research for the policies. The writer become rather interested in the amount of policies that could be declared for a BYOD network. The writer will be doing further reading for the different types of policies that could be declared when considering a BYOD network. 
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