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Advanced Cybersecurity (ACCB6000)
Activity 2 — Information Gathering
Authorised reconnaissance, evidence collection and interpretation

	Module
	Activity
	Recommended timing
	Prerequisite

	ACCB6000 Advanced Cybersecurity
	2
	Week 2 / as scheduled
	Previous activities completed


LAB ENVIRONMENT ONLY — Use only designated ACCB6000 virtual lab systems and authorised training resources. Do not probe, scan, harvest data from, or test public, university production, employer, home, or third-party systems without explicit written authorisation and agreed scope.
1. Learning Outcomes
Distinguish passive-source research from active network interaction and explain why the distinction matters.
Gather authorised network information using DNS, connectivity and route-analysis tools.
Interpret ping, traceroute, nslookup/dig and related output as evidence rather than as automatic proof of vulnerability.
Record the source, method, result, limitation and security relevance of gathered information.
Develop an evidence-based target/network profile to support Activity 3 scanning and enumeration.
2. Before You Begin
☐ Activity 1 is complete and a known-good VM snapshot exists.
☐ Kali Linux and the designated lab VMs are operational.
☐ You know the authorised ACCB6000 lab subnet and target systems.
☐ You have created an evidence folder for screenshots and text output.
3. Passive vs Active Information Gathering
Passive information gathering relies on information already available from sources without deliberately probing the target system. Active information gathering sends queries or probes that may reach target infrastructure and may therefore be logged or detected.
	Method
	Typical classification
	Why / caveat

	Public documentation / supplied scenario data
	Passive
	Uses existing information rather than probing a target.

	DNS lookup (nslookup/dig)
	Active query
	Generates a DNS query; the resolver or authoritative infrastructure may record it.

	Ping
	Active
	Sends ICMP or related probes to determine reachability/response behaviour.

	Traceroute
	Active
	Sends probes with changing TTL/hop-limit values to infer a route.

	Packet observation of existing traffic
	Passive observation
	No deliberate probe is required if merely observing authorised existing traffic.


Professional point: the important question is not simply which label a tool has, but what traffic the technique generates, where that traffic goes, and what evidence or detection it may create.
4. Record Your Lab Scope
	System / network
	Hostname
	IP / subnet
	Authorised purpose

	Kali
	
	
	

	Target 1
	
	
	

	Target 2
	
	
	

	Lab subnet
	
	
	


5. Part A — Connectivity and Reachability
Use only your designated lab target. Record the command, response and what the result does and does not allow you to conclude.
ping -c 4 <TARGET-IP>
	Observation
	Your evidence

	Target responded?
	

	Round-trip time / loss
	

	What does this suggest?
	

	What can you NOT conclude from ping alone?
	


6. Part B — Route Analysis
traceroute <TARGET-IP>
tracepath <TARGET-IP>
	Question
	Your response

	How many hops were visible?
	

	Did any hop fail to reply?
	

	Does a missing hop mean the router is down? Explain.
	

	What useful network information can route analysis provide?
	


7. Part C — DNS Information
nslookup <LAB-HOSTNAME>
dig <LAB-HOSTNAME>
dig -x <TARGET-IP>
	Evidence item
	Result
	Security / operational relevance

	Forward lookup
	
	

	Reverse lookup
	
	

	DNS server used
	
	

	Record type(s) observed
	
	


Do not interpret the presence of a DNS record as a vulnerability. Explain what the record reveals and whether that information meaningfully changes the attack surface or defensive understanding.
8. Part D — MTU and Packet Behaviour
Where supported by the lab, explore packet size/fragmentation behaviour using controlled ping options. Keep packet counts small.
ping -c 3 -M do -s <SIZE> <TARGET-IP>
	Packet size tested
	Result
	Interpretation / limitation

	
	
	

	
	
	

	
	
	


9. Part E — Build an Information-Gathering Profile
	Finding
	Method/source
	Evidence
	Confidence
	Why it matters for Activity 3

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


10. Extension — Selected Annexure Techniques
The inherited annexure contains several additional tools and exercises. Use them selectively. The objective is not to accumulate tools but to understand what each technique reveals, what traffic it generates and how reliable the result is.
	Technique
	Use only if available/authorised
	Evidence question

	Email-header analysis
	Use a supplied/dummy header
	Which hops, timestamps or mail infrastructure details are evidenced?

	TCPView / local connection viewer
	Designated Windows VM
	Which processes and endpoints are communicating?

	Subdomain research
	Training/supplied target only
	What additional naming/infrastructure information is exposed?

	Recon-ng or similar framework
	Training dataset/authorised target only
	What does automation add, and what verification is still required?


11. Evidence to Capture
☐ Authorised target/subnet recorded.
☐ Ping/connectivity evidence with interpretation.
☐ Traceroute/route evidence with interpretation.
☐ DNS query evidence with interpretation.
☐ At least one example where a result is ambiguous or incomplete.
☐ Information-gathering profile completed.
☐ Screenshots/output are labelled and discussed rather than pasted without explanation.
12. Troubleshooting Record
	Problem
	Evidence/error
	Likely cause
	Action taken
	Outcome

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


13. Professional Evidence Record
	Finding
	Evidence
	Technique/tool
	Security significance
	Next step

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


14. Level 6 Reflection
	Reflection question
	Your response

	Why is calling ping/traceroute 'passive reconnaissance' potentially misleading?
	

	Give one example where no response does not prove that a host/service is absent.
	

	Which information gathered here would most influence your Activity 3 scanning plan, and why?
	

	What information would a defender be able to observe about your information-gathering activity?
	

	How would you verify a finding before including it in a professional report?
	


15. Completion Checkpoint
☐ I remained within authorised lab scope.
☐ I distinguished passive-source research from active probing.
☐ I interpreted evidence and limitations.
☐ I created an information profile for Activity 3.
☐ I completed the Professional Evidence Record and reflection.
16. Lecturer Notes
Avoid public-target exercises in delivery. Where a legacy task names an external site, substitute a designated ACCB6000 training target or supplied dataset.
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