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Chapter 1
[bookmark: _Toc498005270]Abstract

The title of my project “Cloud computing challenges, privacy concern, security mechanism and security management” came about understanding the concept of cloud computing. 

[bookmark: _Toc498005271]1.2 Aims and Objectives:
[bookmark: _Toc498005272]1.2.1 Aims: 
“ the aim of this report is to rpovide a fundamental understanding of cloud computing, learning about the advantages and disadvantages, policies and guideline rules that follow the growth of cloud computing. Also, to identify the concerns and vulnerabilities of cloud computing”.
[bookmark: _Toc498005273]1.2.2 Objectives:
1) Learning the main body of cloud computing and how it has emerged to the improvement of the ICT ecosystem.
2) Learning about the approach of businesses migrating to the Cloud.
3) Understanding the role of network security and relationship to cloud computing technology. 
4) Learning about the concept of hacking, attacks and network intrusion. 






[bookmark: _Toc498005274]CHAPTER 2
Literature review

[bookmark: _Toc498005275]2.2 INTRODUCTION TO CLOUD COMPUTING:
The internet environment has grown to be an essential means of interaction, either for a business activity or social networking. Introducing newly improved logic of social networking such as Facebook, Twitter, Spotify, etc., at a rate which information can transport are increasingly high, and storage facilities will be consumed at large data. Also, the rapid growth of this development on social networking has created a means universal access in various countries and location. [1] it is acknowledged that the best way for these significant enterprises to manage their IT infrastructure is through cloud computing technology. Also, the thesis of this report that will be proven based on the research will be elaborated from every chapter and section. Chapter 1 describes the background of cloud computing, chapter 2 illustrates further to the advantages and disadvantages of the report, chapter 3 discusses the privacy and security that is required for the design of a cloud service. Chapter 4, 5, and 6 discusses the security, privacy and risk management approach to cloud computing.
[bookmark: _Toc498005276]2.3 BACKGROUND OF CLOUD COMPUTING:
Cloud computing can be explained in different terms, but at simplest, cloud computing is an efficient process of delivering computing resources or building up an infrastructure as a service over the internet. [2] cloud computing technology has increasingly transformed the area of information technology from recent years until date. However, the word cloud was a generic way of describing an aspect of services provided to the consumer by acting as service providers. Mainly, cloud computing was designed to provide a scalable access to applications and a straightforward process of utilising computing resources [3]
Furthermore, the central aspect of introducing cloud technologies to the modern society of today was to substitute the idea of having powerful computing components and replacing them with an existing online database to execute tasks. 

[bookmark: _Toc498005277]2.3.1 JOURNEY THROUGH THE GROWTH OF CLOUD COMPUTING:
Cloud computing which is set to be the most significant development to the ITC organisation in the coming years is believed to have started from somewhere. Briefly, in this figure, the development idea, and progress of cloud computing will be elaborated. 
The foretold story of cloud computing began decades ago according to John McCarthy in 1961, he said; 
“Rely on the future; then computing may someday be organised as a public utility just as the telephone system is a public utility... The computer utility could become the basis of a new and essential industry." [4]
however, it is not inevitably clear if John was the mastermind of cloud computing just as bill gates was to Microsoft or Steve jobs to apple, but the dream that came reality started from the type of vision John had. 
By 1970s, the rapid implementation of having a virtualised and symmetric system that could process multiple tasks at a time was a breakthrough in the computing world. Users no longer relied on the mainframe of a utility computing infrastructure which also brought about a further research made by scholars, researchers, and organisations for a progressive invention. (5). Although through the progress, there was a significant concern that was worrying on investing in higher cost computing efficiency at most of the times, the computing system was said to be unproductive and was a poor investment. This concern developed an idea for organisations to introduce what was called "renting time" which was a means of renting available IT infrastructure to clients/users.
It was through this idea and first glance of technology that later introduced a concept REMOTE JOB ENTRY in the 1950s, shared and dedicated web hosting which is a means of virtual web hosting, and was created between 1995 to 1997. In the late 1990s, the grid computing system was implemented by most organisations [5]. The grid computing resources are regarded as a middleware that acts as a distributed computing system, which supports an organisation to transparently integrate and share different pools of servers, host, storage data and network to a single utility system. [6] 
Because of the comprehensive invention of offering a distributed service over the internet, salesforce is highlighted as the very first company to engage in this mode of business. What Salesforce did was to involve clients to host on a server platform directly, and this gave an opportunity to run applications on their platform but in a flexible way [7]. 
The progress of marketing services over the internet was anticipated as a new trend in the world of computing which in the year 2000, the concept software-as-a-service was well renowned for business utility. Moreover, due to the growth of the internet and application infrastructure, favourite IT companies such as Microsoft, Amazon, and IBM offered services and utility for business purpose or individual commercial use [8]. Bringing about an on-demand service and security for data in a virtualised environment which has become a significant outburst until recent years for global industries. 
[bookmark: _Toc498005278]2.4 WHAT IS VIRTUALISATION?
In this section of this report, an explanation of how virtualisation is seen to be the primary linking point of cloud computing technology will be discussed. 
Virtualization is a method of processing multiple independent OS on a single hardware computer. The term virtualise has been broadly expanded to vast meaning with the linking of computing technology and the internet over the past years. However, virtualisation in computing can often be referred to a method of replacing hardware components from a physical computer into an existing logical object [8]. For example, the LAN (local area network), when virtualised it is called the VLAN (Virtual local area network) which provides an efficient and reliable network with an improved security standard.  Virtualised components are classified as an improved system with the benefit of functioning much more reliable than a non-virtualised device. 
However, servers emerge as the backbone operator of cloud computing technology because, without the servers, no connection can be linked to the client/users or the service providers.

[bookmark: _Toc498005279]2.5 WHAT ARE THE ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING?
In cloud computing technology, they are five types of essential characteristics of cloud computing. They are listed below as follows; 
1. On-demand self-service. 
2. Broad network access. 
3. Resource pooling. 
4. Measured services; and 
5. Rapid elasticity.
[bookmark: _Toc498005280]2.5.1 ON-DEMAND SELF SERVICES:
Traditionally looking at decades ago, where customers had to make an interactive communication with their service vendor in other to have their desired network service or data storage. However, through cloud computing tech. Consumers now have access to directly purchase the type of service needed without the requirement of a manual assistance. It has been significant benefits where services are instantly available at any pointing time or location. [10]
[bookmark: _Toc498005281]2.5.2 BROAD ACCESS NETWORK:
what cloud computing has offered mostly is to allow users to access various cloud platforms, provided there be a means of IP networking at any location. The prevailing situation of communicating to the cloud from a specific environment has been improved. Where access is made available through a network using a standard heterogeneous thin or thick mechanisms or platform, such as mobile phones, laptops, and PDA's. 
[bookmark: _Toc498005282]2.5.3 RESOURCES POOLING:
Traditionally, computing resources for example; storages, network, and processors are usually acquired in an element of hardware or physical components to attend the needs of consumers.  However, cloud computing has addressed this range of resources by providing these resources under the platform of the vendors, which allows consumers to use virtual resources or multi-tenant model to pool resources. [11]

[bookmark: _Toc498005283]2.5.4 MEASURED SERVICES:
cloud computing has provided an improved service for businesses and clients globally that have transferred to cloud infrastructure. An aspect of transparency for the clients and provider is made available, to monitor, control and report resources for the benefit of Quality of Services. (storage, bandwidth, processors) Are examples of resources that can be measured [12]. Measured services allow consumers to measure the resources which they purchase on a (pay-per-use) option, to recognise some resources needed.
[bookmark: _Toc498005284]2.6 CLOUD COMPUTING DEPLOYMENT MODELS.
The cloud deployment models simply illustrate methods on how the cloud services are made available or implemented for customers. Furthermore, key areas that have expanded cloud computing technology will be explained and compared. The guidelines show they are four types of deployment models, which are public clouds, private clouds, community and hybrid clouds. 
[bookmark: _Toc498005285]2.6.1 PRIVATE CLOUD SERVICES:
The private cloud deployment is majorly used by organisations for they do not have open access to all to give a single environment for the operation of the cloud services. Also, the main benefits of implementing a private cloud are that authorisation is permitted for a third party to manage on or off premises and the aid of security and privacy purposes. Moreover, while the public cloud serves the outcome of individuals and organisations, the private cloud infrastructure was designed for organisation use.
[bookmark: _Toc498005286]2.6.2 PUBLIC CLOUD SERVICES:
They are quite the opposite of the private cloud model; hence it is a cloud infrastructure that is widely openly used by the public. One of the pros of having to initiate a public cloud is that the essence of an upfront cost is not required for the consumers. This model that offers platforms to public consumers is mainly owned by significant cloud vendors such as; Microsoft, Amazon, and Google to meet the needs of quality services. Besides the benefits of this model, they lack a total control over the data, network and security setting which can dim the infrastructure to the public service. 
[bookmark: _Toc498005287]2.6.3 COMMUNITY CLOUD SERVICES:
The community cloud deployment model is not the most prominent of all four types of cloud services, but they are commonly shared by a group of organisations to underpin community concerns beneath cloud technologies. Likely they can be managed by a third-party organisation while they can be operated on and off premises. 
[bookmark: _Toc498005288]2.6.4 HYBRID CLOUD SERVICES:
The hybrid cloud infrastructure is a combination of 2 or 3 cloud model services (public, private and community) to generate a unique platform of cloud services for consumers. This technique of cloud development is usually bounded together by a powerful and stabilised technology to support the flow of data and quality of services. 
[bookmark: _Toc498005289]2.7 CLOUD COMPUTING MODELS:
At this point of illustrating about cloud computing, the cloud service models stand for the mechanisms that can be used to sustain an efficient cloud infrastructure. However, this means of platform creates an interface for consumers to interact with the type of cloud services that match their demands. They are three recognised type of cloud service models which are listed below; 
1. Infrastructure-as-a-service (IaaS).
2. Platform-as-a-service (PaaS).
3. Software-as-a-service (SaaS).
[bookmark: _Toc498005290]2.7.1 INFRASTRUCTURE AS A SERVICE (IAAS):
Through virtualisation, this type of service can offer a wide range of featured infrastructural resources such as storage, processors, networks, firewalls, load balancers and other forms of computing resources in other to assemble a virtualised system for the consumer needs. IaaS cloud providers operate on a large scale of on-demand services, which are available from their extensive pool of resources available [13]. Also, the customer can manage & control the IaaS when it is deployed, creating an opportunity to install and maintain their operating system and application software around the cloud. An example of industries that offers this type of service are;
1. "Amazon – Amazon elastic compute cloud (EC2) and Amazon Cloud Formation".
2. "Google – Google computes engine." 
[bookmark: _Toc498005291]2.7.2 PLATFORM AS A SERVICE (PAAS):
an improvement of cloud computing has grown to the marketing of cloud services to customers in the way of a build-up model. This concept of PaaS enables developers or IT users to build their applications or custom web-service on a platform rather than the installation of an operating system. Due to the transparency of this model, every required facility to aid build up the application are done from the internet, meaning the purpose of a high bandwidth connection is required. The idea of developing this model was derived from the SaaS cloud model, and Examples of platform-based cloud models are; 
1. Microsoft Azure.
2. Salesforce.
3. Amazon Elastic Beanstalk. 
4. Heroku. 
5. Cloud Foundry.
6. The Cloud.
[bookmark: _Toc498005292]2.7.3 SOFTWARE AS A SERVICE (SAAS):
The SaaS cloud service is prominent to be the most commonly used cloud services developed for delivering services through an installed application base. Online applications are installed on the personal computer on a pay-as-you-go tariff, where it can be directly hosted by vendors or service providers for the quality of service [14]. This approach of development initialises no upfront cost and has increasingly been popular globally for industrial and personal usage. An example of a SaaS service is;
1. Google's Gmail Apps. 
2.8 [bookmark: _Toc498005293]ADVANTAGES AND DISADVANTAGES OF CLOUD COMPUTING:
[bookmark: _Toc498005294]2.8.1 INTRODUCTION:
Following the definition of cloud computing and discussing the deployment types and service models, this section lists out the benefits of migrating to the cloud services. Moreover, an entirely important note to take is that cloud computing technology was mainly introduced for the growth and development of business IT infrastructure. Creating a foundation that can enhance the communication, demands, and QoS for companies around the world. 
Cloud computing tech. Has created a next blooming trend that is the most prominent utility for businesses and individual means of data sharing. Presently, education systems such as colleges, schools, and universities have adopted the wireless network as a means of connecting to students and sharing of information. Due to high demands from these sources, cloud computing is identified as a potential solution to such pressure erupted from the new development of software and applications in the IT world. Paving the way for the significant amount of emails, data and other learning resources to be transferred over the internet. 
In this section, how cloud computing has benefited the public sector, and individual utilities will be explained.
[bookmark: _Toc498005295]2.8.2 THE BENEFITS OF COST REDUCTION:
Public sectors or organisations have indirectly or directly sought for a way to manage cost and save revenue income. Moreover, cloud computing will illustrate how it works for businesses.
[bookmark: _Toc498005296]2.8.2.1 FACILITIES CONSOLIDATION:
CCT Promotes a significant area of data centre facilities consolidation, saving cost for organisations and public sectors by pooling resources such as; network bandwidth, storage, processors and memory over cloud services. Businesses no longer require any implementation of new hardware devices to adopt new technology but instead migrating to the Cloud can benefit businesses and reduce cost. 
[bookmark: _Toc498005297]2.8.2.2 MEASURED SERVICES:
Cloud implementation can automatically provide an update on increased or decreased resources from a monitored service. This procedure makes it accessible for businesses to manage their expenses and control resources based on what they require. Also, an on-demand service is provided, creating a format to pay based on several services consumed. 
[bookmark: _Toc498005298]2.8.2.3 LABOUR OPTIMIZATION:
The deployment of a cloud service does not require many provisions of IT technicians, software developments or maintenance compared to a virtualised server farm. Also, Cloud services offer an operational maintenance to critical problems with an advanced cloud expertise available to troubleshoot problems.  
[bookmark: _Toc498005299]2.8.3 BENEFITS OF AGILITY AND ADAPTABILITY IN CLOUD COMPUTING
Due to the increased pace of computing, cloud computing has introduced a less expensive infrastructure which has given IT specialists a more comfortable and more efficient method to manage network solutions. 
[bookmark: _Toc498005300]2.8.3.1 EASY TO DEPLOY:
Traditionally, software installations and configuration settings which tend to be important when implementing a hardware server house may not be necessarily crucial for cloud service deployment. The reason is that cloud vendor are increasingly providing a preinstalled software or applications on virtualised machines for businesses.
[bookmark: _Toc498005301]2.8.3.2 INCREASINGLY FLEXIBLE FOR USERS:
They are different reasons that attract the public sectors to cloud computing. For example, businesses allocate their services using the hybrid cloud service because of beneficiary features the private and public cloud services. Also, provides a different range of flexibility for businesses, and through CCT, the user can share data from any location at any time provided there be a means of an online connection. 
[bookmark: _Toc498005302]2.8.3.3 VIRTUALISED RESOURCES:
to focus on the future enhancements, cloud computing add-on virtualised resources to the operation for an improved agility and multi-transparent options for users. Although virtualisation develops complexity, public organisations benefit as workloads are shared from any location through virtual machines that can migrate to physical devices.
[bookmark: _Toc498005303]2.8.3.4 BROADER REACH:
The CC. platforms provides a wide range of access to the client from abroad or any location, creating an extensive measure with no limited access. Through securities, a VPN network is shared with any third party, and this system makes it more efficient for the public sector and community.
[bookmark: _Toc498005304]2.8.3.5 EFFECTIVE RISK MITIGATION:
Security is a significant concern for public and private sectors when sharing or saving data. However, cloud computing technology is not said to be a perfect method of securing data, but the risk is reportedly low. 
[bookmark: _Toc498005305]2.8.3.6 ROBUST RESILIENCY:
In a cloud environment, it is easier to recover information when misplaced because of the resources that are consolidated. Moreover, backup failover is an important technique that should be considered in a public sector to restore lost data. Some organisations practice the use of a private cloud as an alternative to a public cloud during failover for back-up or recovery. Moreover, this process improves resiliency for businesses that migrate to cloud services.
[bookmark: _Toc498005306]2.8.3.7 AN ASSURANCE OF SERVICE MODELS:
Cloud computing gives consumers an opportunity to allocate the type of service and resources to meet up their demands. For example, an organisation will operate on the private cloud service because the security level is set to be managed individually compared to the public cloud service. The importance of consulting a cloud specialist is vital for the implementation of a cloud infrastructure.
[bookmark: _Toc498005307]2.9 Disadvantages of cloud computing:
Although cloud computing is represented as one of the elite inventions in the ICT environment, with some out listed benefits, they are still concerns that follow up this invention. Most of these cons that affect public sectors, or the ICT environment are; 
[bookmark: _Toc498005308]2.9.1 Control measures:
Due to the publicity of data that deployed over the cloud, organisations are restricted from the point of ownership.  Develops uncertainty for the public sectors that implement the CCT to their ICT environment for some of them want to have full authority and manage their cloud service. 
[bookmark: _Toc498005309]2.9.2 Standards of Cloud Computing:
Referencing the fact that CCT is recognised as a new technology, the best methods and organisational standards are still developing. However, not all organisations will have a clear understanding of how the cloud service operates. 
[bookmark: _Toc498005310]2.9.3 Connectivity Risks:
Connecting to the cloud services requires a reliable internet access which can enable clients to perform tasks over the cloud. However, some areas globally may not have the best internet connectivity which will be identified as a setback for most industrial companies abroad. For example, Africa as a continent does not have a robust ICT infrastructure to accommodate a high-speed bandwidth; this can limit organisations that intend to make interactions from Africa. 
[bookmark: _Toc498005311]2.9.4 Maintainability:
A critical concern is narrowed to cloud services, which points out that the consistency and quality of service should not be negotiated. Also, the service-level agreement (SLA) between both parties, i.e. the client and vendors is maintained. 
[bookmark: _Toc498005312]2.9.5 Security Risk:
It is increasingly important to safeguard the information of the companies at all cost using the necessary mechanisms of security to avoid intrusions to the network. Implementing firewalls and reliable network security should be recommended for organisations that deploy the cloud services. Examples of attacks that can breach through are (man-in-the-middle-attack, DDOS attacks). 
Reviewing the Pros and Cons of CCT, the importance of this technology will only revolutionise public sectors and improve the communications to the community. In this way, the organisation will no longer need to depend on sole Hardware Tech. Implementations or physical changes to their ICT environment. However, migrating to CCT will only improve and custom the needs of this public sectors in an advanced manner. Furthermore, Security and privacy issues are apparently significant questions for companies that operate their infrastructures over the cloud. The following topics will be looking at the security challenges, preventions and policies on how to safeguard information over the cloud.







CHAPTER 3
PRIVACY IN CLOUD COMPUTING TECHNOLOGY.	
[bookmark: _Toc498005313]3.1 OVERVIEW
Cloud computing has emerged to be one of the new leading technology that can promote businesses ICT infrastructure, and from the outnumbered benefits cloud computing is undoubtedly an adaptive operation. Although they are seen to be the next big thing, companies or users are doubtfully interested in abandoning the conventional computing system and migrating to the cloud computing [15]. Mainly this is because of the vulnerabilities and security threats that are attached to the implementation of cloud computing. In fact, the fear and risk of trusting data or valuable resources to the hands have cloud providers still not believed to be trusted.
In other to Evaluate the central concept of safeguarding information over the cloud, this section will be talking about the security threats, methods of privacies and policies and rules to respect data. 
[bookmark: _Toc498005314]3.2 Privacy:
The extensive use of cloud services has introduced various privacy concerns to both individual users and organisations. In other to address these concerns such as data encryption and data handling, a constitutional agreement is reached between the clients and the vendor to ensure that the Personal Identification Information (PII) stored in the is dealt with correctly. However, governing the privacy of data which does not relate to private cloud owners, the usage of cloud involves delivering control from the organisation to the service providers. The PII illustrates that; 
1) Information can be used to identify the PII principal to whom such information is related to.
2) Any form of information that could be indirectly linked or directly linked to the PII principal. [16]
Also, they are some characters of a PII that needs to be described to enhance further understanding of cloud privacy. They are; 
1) PII principal: This is a person who is directly related to the PII data in the cloud. 
2) PII controller: They are the private stakeholders who control the movement and management of data in the cloud.
3) PII Processor: This is personnel is someone who processes data based on the instructions given by the PII controllers. They are known to be the cloud service providers.

Following the breakdown of the PII characters, the responsibility of a PII processor is to process the data of a PII controller according to the constitutional law that governs the body. Also, for assurance the PII processors safely handle information. One static approach is for PII data to be encrypted when transferring to the cloud and only to be decrypted when received. Through this mechanism, the cloud providers will be blocked out from taking actions on the PII data but will only store or process the data in the cloud [17]. Encryption is imperative to the transfer of data to the cloud, and one of the best practice of encryption is the Homomorphic Encryption technique. The primary objective of this technique is to enable the cloud service provider to process or store data without knowing anything about the information. [18]
[image: ]
(Figure 1, A projected image of homomorphic encryption tech.). [19]
Explaining from the Figure 1 above, entity unknown insists on storing data in the cloud, while m represents the data and PK are being indicated as the public key to the cloud. Through an encrypted technique, the data arrives at the cloud and f shows the action taken on the data (stored or processed). Homomorphic is a best practice for the privacy of PII and data security over the cloud. 
In this section, privacy issues will be discussed and highlighted to the best understanding that some organisation face this privacy issues which is why cloud computing is yet to overcome the ICT marketplace. Existing privacy issues that will be discussed are; lack of user controls, lack of expertise, potential unauthorised secondary usage, the regulatory complexity of compliance and litigation. 
[bookmark: _Toc498005315]3.2.1 Lack of user controls:
The desire to control personal information owned by users or organisations over the cloud has been a privacy concern for CCT. It is very common that trust is very vital to uploading data and information over the cloud. However, in some scenarios, making changes in privacy policies can create trust issues between the provider and the client. However, some of the providers want to know what type of data they are processing or storing under their shell, but this can harmfully create concerns for public sectors. The point of not having full ownership and access to data in the cloud is apparently a privacy concern. [20]
[bookmark: _Toc498005316]3.2.2 Lack of expertise:
implementing a standard management in a cloud environment is essential to the privacy of data. Across the world, the increasing desire of cloud computing may pressurise some cloud vendors on hiring a less skilled person to maintain the cloud. There could be an example where an unskilled employee can leave an unencrypted data exposed or display sensitive information for public access which is indeed a breach of privacy and blunder. [21] looking closely at situations like this, they are undoubtedly concerns which are evaluated by organisations. A few ideal ways to avoid such risk in the cloud is by providing adequate training for newly employed candidates or hiring qualified and skilled personnel. 
[bookmark: _Toc498005317]3.2.3 A potential unauthorised secondary usage:
Common public organisations that act as service providers for public sectors have a boost increase in revenue through the effectiveness of authorised secondary usage. However, some errors can lead to the lack of information protection falling into the hands of unauthorised users, which is likely to put the privacy of data at risk. However, it is necessary for business clients and service providers to go into a formal agreement which is legally bound on how data is protected to avoid privacy and security risks. 
[bookmark: _Toc498005318]3.2.4 The regulatory complexity of compliance:
the involvement of legal laws, acts and obligation are possibly known to be a very vital activity in cloud computing, which enhances the strength of data privacy. Although the introduction of compliance to CCT is arguably essential, they are roles whereby it has impacted on the CCT creating complexity. As we know, information is stored directly in the cloud and also shared from a different location, but some geographical scopes do not comply with a generalised legal compliance. Most laws that are passed across in respect to privacy risks may not abide or benefit the pattern at will information are stored in the cloud by providers. However, they are two recognised properties that are likely to complicate the rules of regulatory compliance, and they are; Dynamic provisioning and data proliferation. More or less, restrictions on data flow can lead to privacy concerns In CCT. 
[bookmark: _Toc498005319]3.2.5 Litigation:
Crucially, litigation is an aspect that has influenced the trade of CCT between clients and the cloud service providers. The main talking point of litigation drives to how data disclosure to any government legal demands or third-party organisation can generate trust and privacy issues for the clients. The circumstances of handling data for a lawful act based on the government demand sometimes without the consent of the data owner can violate CCT privacy strategy [22]. Now in other to avoid such involvement with government bodies, a contentual agreement needs to be taken between the service providers and the client, to enable secure data and not create a means for privacy concerns for both parties. 









CHAPTER 4
SECURITY
In this section, cloud computing security will be discussed following the risk to businesses and public sectors. Also, the foundation concepts of data security will be explained and related to the implementation of CCT. And under the perspective of CCT, types of vulnerabilities and attacks mechanisms will be reviewed.
[bookmark: _Toc498005320]4.1 Introduction:
Security is established to be a fundamental topic to avoid a threat to the business sector under the internet and creating an unsafe environment for data transfer from one point to another. Security challenges have emerged in cloud computing, which has scared off the interest of business that intends to migrate from physical applied systems to the cloud. However, from the previous topic of types of service models explained, the common factor of this models is that they share a standard way of operating which is retrieving resources by pooling. Moreover, in CCT, enterprises not possess a complete right over their data when dealing with a cloud vendor, where it is likely security concerns can spawn about the data. Although businesses and core IT service providers benefit from CCT and virtualisation services, by helping them to achieve and build a relationship with users without the physical bonds of technology. Security threats are still a steady situation that can dim the chances of the public sector from profiting in this new computing model. 
[bookmark: _Toc498005321]4.2 Fundamentals of cloud computing securities:
Generally, security is solely about the protection of data and assets. In correspondence of the process by which data are kept secure in the cloud, they are vital factors that necessarily needs to be put under considerations. The aid of these factors is to understand the ideology of data security in cloud computing technology. 
Security fundamental contains the following aspect; 
1. Confidentiality.
2. Integrity of data and 
3. Availability. 
[bookmark: _Toc498005322]4.2.1 Confidentiality:
information privacy and secrecy are directly related to IT infrastructure, a method of preventing an unauthorised personnel from accessing sensitive data. Through the stem of security under cloud computing, the value of data needs to be treated with respect and followed by protocol if the information is not to be disclosed to an unauthorised person. Also, confidentiality under cloud services is linked to,
1. Data Encryption.
2. Interference.
3. traffic analysis.
4. Intellectual property rights. 
5. Covert channels.
[23].
[bookmark: _Toc498005323]4.2.2 Integrity:
In cloud computing, the purpose of the integrity of data is to guarantee that any form of an unauthorised data modification that is likely to lead to company loss is prevented. In addition, they are three ethics of integrity that fully complies with any data that is being stored in the cloud, and they are;
1. Modification of data is not to be made by unauthorised personnel. 
2. Data should be internally and externally consistent through transmission process over the cloud. 
3. To ensure that the reputation of data is protected when dealing with a trusted provider. 
[bookmark: _Toc498005324]4.2.3 Availability:
From the definition given in ISO 7498-2 [24].
“availability – the property of being accessible and usable upon demand by an authorised entry”. 
Availability is classified to be significant under the standards of data security and protection. Through the reliability of the service provider over the cloud, an authorised personnel will be required data at any time or location without delays and uncertainty. However, the ongoing reports of cloud services threats by malicious attacks or service providers operational disappointment should not threaten the access of data from a certified source. Also, an example of an attack that can affect availability is the DoS attack and the DDoS attack. 
[bookmark: _Toc498005325]4.2.4 Authentication:
authentication is explained as the means of examining an authorised entry by the use of the User identity for verification. Dealing with the cloud resources or services, the need to access the cloud will require an identity, to allocate the necessary account to the right entity. The importance of authentication is very crucial which includes the implementation of a unique username interface and a secure password. For organisations that operating using the cloud will be required for an authentication procedure. 
[bookmark: _Toc498005326]4.2.5 Accountability:
The process of providing a justified evidence for every activity and logs that are being operated by the users is claimed to be accountability. The process of accountability is to monitor the behaviour of every particular cloud user by keeping of records and analysing static events taken on the cloud service. Moreover, models such as PaaS and SaaS offered by cloud vendors require accountability for the security of data.

[bookmark: _Toc498005327]4.3 Types of vulnerabilities and Attacks that affect cloud computing:
in this section, the different types of vulnerabilities attacks and description will be discussed from the cloud model perspective to the standard environmental attacks.

	Type of attack/ vulnerabilities
	Description of attack.

	Data Loss
	Without having a sufficient security technique in the cloud, information is likely to be lost due to a malicious attack and penetration to the service.

	Data Breaching
	Illustrates that a malicious attacker or unauthorised access can breach  into a network and commit the confidentiality of data which is as a result of weak security endpoint.

	Account hijacking
	Stolen credentials or information can lead to an unauthorised intruder exploiting an account and manipulating transactions, modifying of data and inserting false information.

	Insured API
	APIs are regarded as the most vulnerable software of the cloud system interfaces, they can be exploited by lack of sufficient security and can affect the cloud through scalability, access controls, confidentiality, integrity, and availability of data.

	DDoS/DoS attacks
	Specialised attacks that are initialised by malicious attackers to prevent users from accessing cloud applications or retrieving data from the cloud.

	Shared technology and Virtual shared system.
	Under the infrastructural resources such as platforms, applications and the virtual environment is given by cloud service providers, users are allocated under this infrastructure as chains. The vulnerability can affect an entity on the chain, and this can spread widely and distress the following information or entity on the chain.

	Cloud abuses
	Because of weak security strategy, resources can be misused in the cloud exposing the models to malicious attacks and destruction to the service.

	Data location
	Data are stored in the cloud with no definition of where the virtualized data centre is located at. This scenario can place data stored to an untrusted cloud provider at risk. 



[bookmark: _Toc498005328]4.4 Attack and vulnerabilities Mechanisms for cloud computing:
moving on to the next section of security in the cloud system, Potential threats and vulnerabilities are listed. The importance of securing data in the cloud is said to be crucial for cloud vendors globally, to build a trust between their clients/consumers and ensuring that whatever data that is under their possession is secured safely. 
Whereas the challenges are drawn to affect the cloud, in this section the mechanisms and solutions will be discussed to ensure a secured cloud for all. 
[bookmark: _Toc498005329]4.4.1 Encryption technique:
this mechanism is considered a vital mechanism for cloud computing system, which ensures that data which are transmitted through the network into plaintext (cleartext) are transformed into ciphertexts. By using a secure encryption technique, data are unlikely to be modified or altered when stored in the cloud, given the data integrity and security for the consumers [25]. Implementing an end-to-end point method for encryption and decryption of data stored in the cloud makes it undesirable for any malicious intruder to make an effect on data in the cloud or network.
[bookmark: _Toc498005330]4.4.2 Access controls:
Another mechanism that can be used to improve the cloud security is by providing a network or resources permission for users or process based on their specified functions. Also, authentication and authorisation will need to be completed for any client to operate over the cloud, whereby an unrecognized identity will be forced and declined to avoid security risks [26]. To explain further about the process of having a secure authentication for the cloud, password control is identified to be secretly protected using the best form of mechanisms to improve the authentication level. For example; 
1. Password strength.
2. Password History. 
3. The complexity and filters of passwords.
4. Minimum and maximum password age.
Also, using the right authentication framework such as; IP security and Secure Shell (SSH) to secure the network channels which are means for users to communicate to the cloud can also be considered as a good option of security. 
[bookmark: _Toc498005331]4.4.3 Security management:
examining a large number of dependencies on the cloud service, it is quite essential to produce the best practice of security that will improve the efficiency of service in the cloud. For vendors providing services to the consumers, security requirements, security controls, and security policies with proper legal compliances should be delivered to clients for a better rapport. [27]




[bookmark: _Toc498005332]4.5 Conclusion:
To conclude, the benefits of cloud computing has set a standard in the IT environment , but just as the pros and cons of CCT are mentioned in the following topis above, they are still areas that need to be strengthened for the newly developed technology. However, privacy and security are literally essential concerns for clients migrating to the cloud. Confidentiality, integrity and availability of data which are seen as the fundamental theory of CCT security can be illustrated as the best way of proving the trusts of data stored in the cloud. Furthermore, challenges were recognised, and mechanisms to these challenges were explained which authentication and authorisation for users is apparently an important role. 
















CHAPTER 5
Risk management & analysis
[bookmark: _Toc498005333]5.1 Introduction to Risk management:
The importance of security has proven to supply adequate benefits for cloud service users and providers, with a timeless response, quality of services and scalability. However, the goal is to deliver organisations that run an IT infrastructure a means of securing their network and avoiding common risks that can profoundly alter damages to the confidentiality, integrity, availability and accountability of information. An additional characteristic to network security involves risk management, where risk is defined as a situation or action that is exposed to danger. Risk management contains a method of managing the causes of risk by identifying the risks and acting upon them which can positively see a better opportunity for business.

[image: ]
[bookmark: _Hlk498002537](Figure 2.  A survey addressing the statistics of crime loss in ICT.)
In other to protect information assets or sensitive data of an organisation, security measures are to be suggested to maintain a standard which can be legally accompanied by high authorities and bodies. Although threats are commonly identified by cyber-attacks and malicious contents, according to figure 1 above, the result analysed by computer security institute (CSI) reveals that significant errors are likely caused within an organisation and not computer crime attacks.
Organising a clarified security responsibility in an organisation is seen to be essential in a way where every individual fully understands their duty managing an ICT infrastructure or data. The approach of reducing an open exposure to risk in an organisation is defined as risk management.
furthermore, the main achievements of applying the risk management techniques in cloud computing will be discussed more.
[bookmark: _Toc498005334]5.1.1 Risk Classification System:
To act accurately on the risk that is identified, the classification of risk which is the descriptive context of what type of risk has been discovered is apparently crucial for an organisation. Below are listed aspects of risks which are; [28]
1) What is the nature of the risk?
2) What is the scope of the risk?
3) How do you evaluate the risk?
4) Who are the stakeholders responsible for the risk management?
5) What is the risk tolerance/magnitude?
6) What are the risk response and controls?
7) Potentials for risk improvements for an organisation?
8) Strategy and policy development?
[bookmark: _Toc498005335]5.1.2 Accessing the Risks:
conducting a SWOT analysis issues the necessary steps to detect the uncertainties that are likely to hinder the progress on achieving a mutual objective internally or externally in an ICT environment. The importance of management prevents these uncertainties classified as risks to improve the opportunities for businesses. The proposed steps need to be taken into consideration for a successful analysis; 
1) Process mapping.
2) Having a business impact analysis report (BIAR).
3) Reviewing of documents/Auditing.
4) Historical experiences/ Internal generated data. 
5) Brainstorming for ethical solutions.
6) Marketing research and related published research.
7) Specialists expert judgments.  

[bookmark: _Toc498005336]5.1.3 Cloud Security Alliance (CSA):
The following alliance below are certified process that needs to be put into consideration to achieve a secured cloud service;
1. Auditing assurance & compliance.
2. Application and interface security.
3. Data-centre security.
4. Business continuity management & operational resiliency.
5. Encryption & key management.
6. Human resources.
7. Governance and Risk management.
8. Mobility security.
9. Identification & access management.
10. Threat & vulnerability management.
11. Supply chain, accountability & transparency management.
12. Infrastructural & virtualisation security.
13. Change control & configuration management.

5.2 [bookmark: _Toc498005337]Risk analysis:
[bookmark: _Toc498005338]5.2.1 Methods of evaluating Risks:
The two types of methods that are commonly recognized under risk management are the;
1) Qualitative analysis. 
2) Quantitative analysis.
[bookmark: _Toc498005339]5.2.1.1 Qualitative analysis: 
This approach of analysis can be used in an instance where an exact historical data is unidentified but logically calculate the scale of the risk and probabilities cannot be identified. Moreover, this type of analysis measures risks exposure by using a pattern of LOW-MEDIUM-HIGH to evaluate the risk, and the result can sometimes be inaccurate and prone to be very subjective. This approach depends on the type of risk management the company intends to present within their environment. 
[bookmark: _Toc498005340]5.2.1.2 Quantitative Analysis:
Quantitative analytical approach involves the use of variables, numeric figures and calculations to finalise the extent of risk exposure. Quantitative analysis is a logical technique which can rarely be implemented by professionals, and the reason could be due to insufficient historical information used to evaluate the risk. To compare between qualitative analysis which involves theoretical methods to evaluate risks, the outcome of the quantitative analysis is understood to be reliable in terms of accuracy for the risk evaluations. 
[bookmark: _Toc498005341]5.2.2 Auditing analysis:
The aspect of auditing in cloud computing has proven to be a central area to designing a secured cloud services over the internet. Introducing auditing to cloud computing is to ensure that every activity and actions that are implemented over the cloud are recorded for the aid of data protection. Moreover, keeping tabs of information through a formally documented process makes it easier to pinpoint risks and trace sporadic attacks that can limit the quality of the cloud services. 
[bookmark: _Toc498005342]5.2.3 Cloud audit/A6:
The Cloud audit/A6 are a collective cloud service audit group, that ensure the standards of audit and compliance regulations are addressed for cloud services. After uniting with CSA in 2011, their aim to CCT is to present an audit function for cloud service providers who offer infrastructures out of any kind of service models to consumers [29].
Also, the Cloud Auditing group focused on an objective to bring about the practice of analysis and transparency, which is; 
“A provision to mapping control from any platform, which would enable consumers to perform an audit on their remote infrastructure through a mutual interface.”
Invitations are also given to visiting their website forum to cloud service vendors, consumers and auditors, in other to contribute to the development of standards/compliance to auditing in cloud computing.
[bookmark: _Toc498005343]5.3 Conclusion:
To conclude, the importance of risk management underlines the importance of security for the cloud service, ensuring that data are protected, and risk are detected to avoid malicious intents. The aim of implementing a risk management to the infrastructure of a network is too robust the security models and improve the compliance regulator, setting a standard that will benefit the likes of cloud service providers and consumers. 
Also, understanding the content of risks and evaluating risk is prone to be vital under risk management and analysis. As mentioned, the two types of evaluating risk are; quantitative and qualitative analysis, which function and calculate risks on different terms. Auditing can also be classified essential for the standardization of security design in cloud computing. The importance of these critical areas will bring along less complexity to CCT and trust assurance for consumers migrating to the cloud infrastructure. 
However, security is also an important aspect to discuss, and how the cloud can be affected by cyber criminals and attacks. in the next chapter of this report, Cybersecurity will be touched alongside other contents. 









CHAPTER 6
Network Security
[bookmark: _Toc498005344]6.1 The internet:
What is the internet? From a standard definition, the internet is described as a worldwide computing network that interconnects multiple traditional computing appliances (PC, servers, mobile phones, UNIX workstations) enabling information to be transmitted from a hosted endpoint to the end user. 
The evolution of the internet of today has broadly developed into a global communication infrastructure, where a considerable number of businesses and individuals operate and connects within the world. The internet has created an opportunity for business that relies on using the internet for a day-to-day action, increasing the number of benefits and attractiveness of the internet. 
[bookmark: _Toc498005345]6.2 The internet of things:
The internet of things is described as devices that are used to connect to our daily activities over the internet. The world is presumed to be renovated into the use of smart devices that will improve the efficiency of communication on the internet. 
Examples of devices that signifies the internet of things are; [30]
1. Smart appliances/devices – smart electrical gadgets and smart mobile phone technologies.
2. Smart computing devices – Laptops, iPad etc.
3. Smart home – The use of smart devices for security. 
4. Smart transportation – cars, trains, aeroplanes, buses and ships. 
[bookmark: _Toc498005346]6.3 What is an attack? 
An attack implies the act performing an offensive action on a network security system, which is usually driven by a talented threat deliberately to disrupt the policy of a network system. As systems are interconnected between themselves through the aid of the internet connection, attacks are prone to occur. It is very likely to experience an attack from a weaken operating system, creating an occasion for the attack to evade through the vulnerabilities. As such, they are two types of attacks that are being implemented in a different method to reveal a different result, they are;
1. Passive attacks.
2. Active attacks.
[bookmark: _Toc498005347]6.3.1 Passive Attack:
Just as most attacks that affect the outcomes of data, a passive attack does have the privilege to modify the confidentiality of data that is transmitted. The attack which is commonly infested by an intruder, only threaten ownership of data if information that flow from the host to the other is not entirely encrypted. [31] In such condition, the data is left exposed for the attacker, but no modification to the data can be made. An example of this attack is the; Eavesdropping Attack.
[bookmark: _Toc498005348]6.3.2 Active Attack:
likewise the passive attack, the aim of an active attack is to jeopardise the integrity and availability of information that is transmitted through a connection path. An intruder performing an active attack can also modify, alter, destroy data which is a loss of ownership. The active attack is often accomplished because of insufficient protection for the internal TCP/IP operating system. An example of these attacks is; 
1. A denial of service attack. 
2. Man in the middle attack.
[bookmark: _Toc498005349]6.3.2.1 Denial of service attack:
The denial of service attack is recorded as the most distressing attack which can cause a huge failure of computing devices and resources. This form of attack is designed to prevent the authorisation of computing resources and an immense delay to vital real-time operations. In most scenarios, a DOS attack can be implemented on a victim network if the attacker has an extreme amount of bandwidth than the victim, this can cause the intruder taking control of the service. This type of active attack inducts a maximised amount of threat to the availability of data and occasionally the integrity of information. [31]
The process of this attack is caused when an overflooding of commands are targeted to the server, if continuously these commands are flooded to the server, it will result to disability and low space or memory to respond back to the sender.
[image: ]
(Figure 3; A client and server connection affected by a man in the middle.)
[bookmark: _Toc498005350]6.3.2.2 Man in the Middle Attack:
Although this form of active attack is not detailed to be destructive as the DOS attack; the MITM attack affects the passage of data from the client to the victim. What an intruder does in this attack, is to exploit and intercept the packet/data/information that is transmitted. Illustrating from Figure 3, the Intruder who is recognised as the hacker in the image implements a MAC address spoofing, which releases authority to modify and alter data flowing from both ways [32].

[image: ]
[bookmark: _Hlk498002554]Figure 3.1, An ARP packet spoofing in the practical aspect of this project. 
Citing from the appendix of this report, Figure 16; this is an example of an ARP MAC address that is spoofed from the attacker. Through this process, the attacker has intercepted the connection between the victim and server illustrated in figure 1. 

[image: ]
[bookmark: _Hlk498002573]Figure 3.2; 
The image figure 1.2 drawn from the appendix Figure 17, displays a successful attack 





CHAPTER 7
[bookmark: _Toc498005351]7.1 Evaluation:
To evaluate the progress of this project, the accomplishment, strength and weakness. Through the journey of this project proposal, there have been quite a lot of challenges and accomplishments that have helped me as a student to understand the concept of hard work.
In this section, the challenges and accomplishment will be pinpointed out and illustrated.
[bookmark: _Toc498005352]7.1.1 Challenges:
1) The first challenge I faced through the time of the proposal was to pick a topic for my report. To do something which was unique and challenging created a non-feasible environment. However, through the counterparts of deciding what to do, I could direct my mind and knowledge to know what really defines Cloud computing technology.
2) Researching and formally documented citations which is indeed very vital for the course of my project relapsed on the time management. Although I had a time plan as a guideline from the project start date to the time of finalisation, I found difficult preparing the right ingredients for the report. Cloud computing was a widely illustrated subject with a variety of content beyond my understanding and knowledge; this was a challenge because the doubt of taking the right path hovered around my mind. 
3) In a few areas of my project, there was a limited knowledge that was provided which was an environmental setback for the past 4 months to the project preparation. However, this dimmed the interest and drove to focus on the project finalisation, and making further independent learning.
4) Materials and tools were also another challenge which I encountered, the incapability to meet up to the demands of the project affected the progress and rows to make further implementations. The reason was due to financial helplessness and unable to afford the cost of materials.
[bookmark: _Toc498005353]7.1.2 Accomplishments/Solutions:
1) Although the balance of knowledge and research was required for the completion of the project, time management was the key to having the right mentally on finalising the project. The idea of focusing majority of my project to cloud computing is to fully give that unknown understanding of what cloud computing defines in the ICT environment. Moreover, CCT is cited as an existing developing trend that can increase the opportunity of becoming employable for tomorrow. 
2) Also, during the research proposal for this project, identification of quantitative a qualitative research was derived from the use of internet of things and library facilities to embark my report. All management procedures were all absorbed by the time management, and I believe through this management, I could increase my time management skill which can be of help for my future work.
3) Through the support of the lecturer, the project specification and plan were developed and having a continuous assessment of the report helped acknowledge the importance of having a well-structured report.
4) In a situation where the tools for the practical aspect of my project required, through the aid of organisational skill, I could distribute task within the time available for the project. 

Future works:
for future works and reference, the author of this project intends to continue the self-development and plan to learn more about Cloud computing fundamentals. Also, to enhance the opportunity in future, I intend to further online course that educates about Network security and cyber hacking, to increase my employability prospect. 
In addition, Master degree in cloud computing technology and security will be part of my future in the latter years after studying. Basically, learning on how cloud computing can benefit the world in the next decade and also being part of that revolution will be a dream.
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@8 Command Prompt

Connection-specific DNS Suffix
Link-local TPu6 Address £080: :a411:7d5a:FhF 41497210
IPud Address 192.168.126.6

Subnet Mask 255.255.255.0

Default Gateway

Tunnel adapter isatap.<51BD4905-FSFE-4252-97C8-F1AFOE4DB6CD) :

Media State Media disconnected
Connect ion-spe

C:\Users\nicheal>ping 192.168.126.4

[Pinging 192.168.126.4 with 32 hytes of data:
ot .
out .
out .
out

[Ping statistics for 192.168.126.4:
Packets: Sent = 4, Received = @, Lost = 4 <1807 lose),

l:\Usersinicheal>

ubuntu - MITM - VICTIM [Running]
Machine Input Dy

¥1MG 192.168.126.6 (192.168. 126. 5) 56(84) bytes of data.
bytes from 192.168.126.6: icmp_seq=' tine=0.436 ns
bytes from 192.168.126.6: icmp_se ns
bytes from 192.168.126.6: icmp_se 1 ns
bytes from 192.168.126.6: icmp_se 1 ns
bytes from 192.168.126.6: icmp_se i ns
bytes from 192.168.126.6: icmp_se 1 ns
bytes from 192.168.126.6: icmp_se 1 ns
bytes from 192.168.126.6: icmp_seq=8 = time=0.731 ms
bytes from 192.168.126.6: icmp_se time=0.552 ms
bytes from 192.168.126.6: icmp_se i .469 ms
bytes from 192.168.126.6: icmp_seq=11 tt1=128 time=0.704 ms

K bytes from 192.168.126.6: 1 = i .438 ms

AC64 bytes from 192.168.126.6: icmp_seq=13 ttl=128 time=0.365 ms

AC

--- 192.168.126.6 ping statistics ---

13 packets transmitted, 13 received, 0% packet loss, time 12000ms

rtt min/avg/max/mdev = ©.365/0.581/0.826/0.152 ms

@ nicheal@micheal-VirtualBox:~$ ping 192.168.126.6
PING 192.168.126.6 (192.168.126.6) 56(84) bytes of data.
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