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Introduction 

Freshers Connect a is partnership project that is being undertaken Swansea with the aim of developing an interactive app that enhances efficiency and communication for Tertiary students in the City of Swansea  and the business community. It is however critical to carry out a due diligence assessment in evaluating challenges  that the Freshers app development project may have on success of the app. The challenges would include the risk, sustainability, ethical, and legal issues  and quality assurance.  All are critical variables in the setting of standards and creating an awareness framework for the project team towards achieving the set deliverables. The World has indeed become a global village, where communication has improved greatly through technology, but in its achievements the demands for vigilance and awareness has increased to guard against infringement of rights and distortion of people’s liberties. It is therefore important to undertake projects that do not lead to an increase in Carbon footprint in the quest to advance and help humanity.  It is necessary for Freshers connect to develop an app that is cognisant with the requirements of GDPR( General Data Protection Regulations) as enshrined within the European Union Charter of fundamental rights that relates to users having the right to protect their personal data. In a quest to ensure conformity to International standards freshers connect will use the framework and requirements is provided for by ISO 9000:200. The freshers connect app is being designed with the user’s mental health and well-being in context.
2.0  Risk Management.
Project risk management is a process that involves the identification, analysis and restriction of problems that may negate on progress of set projects. As a necessity risk assessment are undertaken to aide in solving any uncertainties that may occur during the project`s life cycle. The failure to identify risks and put in place mitigatory parameters may lead to undesirable outcomes of the project. Necessary to risk management is the prioritisation of the risks and the identified possible risks with Swansea Freshers connect Project are:
R1-Personnel Shortfall- The human resources base required to undertake the project is quite thin as the Project is being deployed as a Partnership. There is a possibility of straining and overworking the staff and proposed solution will be administering changes to tasks and product designs to enable scaling down on activities that may be time consuming.
R2-Personnel absences and sickness- An identified risk of personnel sickness and absences putting a constraint on group communication and tasks, the group has a backup solution of utilising a shared google drive were real time updates can be done on project documentation and utilise video conferencing platforms such as skype for continuity.
R3-Skills Shortage- The skill sets of the group members is more biased towards Computer networking and cyber security, with the group requiring expertise in software development, Web and Game. Swansea Freshers connect may have to rely on app development platforms such as PhoneGap to bridge the gap in skills shortage.
R4-Project Time Projection- There is a probability of missing on the projected time for project completion, as there are other assignments for different University modules  that are running concurrently with the project, the group hopes to utilise the Gannt chart in time management and request for time extension if need be.
R5-Cost Fluctuation- There is an identified risk of cost spiral that may lead to increment in completion time of the project .The project is expected to be wholly funded by UWTSD and there may be a delay in the funding approval or unavailability of funds to match the project needs. Freshers Connect will have to strip off certain designs that are costly and detrimental to project completion, the app developers have a list of project funding organisations that can be used if the need arises that can be registered on Third sector support Wales.
R6-Programme Code Errors- There is a possibility of risks arising of errors with the code, that may cause functionality issues, the group will have to utilise debugging tools to identify and rectify any errors that may be embedded within the code.
R7-Developing wrong interface- there is a risk of developing an interface that may not be user friendly and may lead to product failure. The risk can be mitigated through user involvement of the target market for feedback and ideas on improvement through ratings and electronic questionnaires.
R8-Copywrite/trade name infringement -App developers and competitors may copy/steal the app development code or trading name of Swansea Freshers Connect, there is need to copywrite the code and patent the app design. Swansea freshers Connect need to officially trademark and register the trading name and have it listed on the Company House UK. 
R9-Security Risk- There is security risk to the project information through spyware, computer virus, all prototype information must be encrypted, and use back up storage to guard against losses of information that may compromise user’s personal data.
R10-Changes in GDPR- With UK leaving the European Union there may there is a risk of the UK not officially recognising the Data Protection Act as enshrined in the EU code of contact hence requiring changes and adjustments on the Freshers connect Terms and conditions the option will be to use dummy data sets.
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2.1 Code of practice: Sustainability 
In projection of sustainability issues the App will present first, second and third order impacts that will need to be considered. 
First Order Impact-  These are the negative direct impacts that the app development has to the environment. There is a marked  increase in power usage as apps do consume a lot of battery power. In the development phase a sever is required for hosting and development purposes hence a higher proportion of heat is emitted. There is an increase in carbon footprint as group members are compelled to travel for scheduled group meetings through the use of cars or buses as they reside in different area. 
Second order impact-These are the direct positive immediate effects realised in the short term and these include reduced travel for students as single van can handle delivery for multitude of students effectively reducing the carbon footprint.  Effective marketing of products through better identification of consumer needs and guaranteed and 24/7 availability of online shopping to students effectively reducing wastage through purchase of unwanted product. The app will lead to storage efficiency as retailers will stock ordered products only, reducing cost and power usage of storage. 
Third order impact- These are long term effects the project has in the unforeseeable future. The app may lead to a reduction in the number of  high street shops and loss of employment for retail personnel as students become more reliant on online shopping. It may lead to an increase in the issues of obesity as students will choose to have products delivered to their doorstep and these will include food take-aways  hence putting a strain on  National Health Services. There will be reduced social interaction and weakening of interaction skills amongst the students and this can impact negatively on the mental health.

2.2 Code of practice: Ethical & Legal.
Swansea Freshers Connect in affirming its commitment to business transparency and non-prejudice to our App users, we shall sign and bound ourselves (Freshers Connect) to British Society Code of Conduct (BSC) as the app will be UK domiciled. The membership provisions for University Students and Start up Tech Companies. They render professional support in legal matters, discounted professional indemnity Insurance ,and training discounts and all these are handy requirements for  Swansea Freshers Connect project progression. The BCS has 4 principles  that sustain the code will applied as follows and these are :
You make IT for Everyone. In utilisation of this principle it entails that the app shall have due regard to public health and be non-intrusive as a requisite of GDPR. Freshers Connect will make it a priority in provision of a secure platform that guards against infringement of rights through creation of equal access to all Students and Business community in Swansea     
Show what you know, learn what you don’t.  The ethos of professional integrity and competency is/will be the bedrock to Freshers Connect app. The design and capabilities of the app on completion will be shaped to meet the technical skill set of the personnel of Freshers Connect. Assistance in aiding areas of skill shortage will be sought to ensure seamless user experience of the app. Where deemed by legislation to be Freshers Connect responsibility, Freshers connect will ensure adherence and compliance to legislative requirements of GDPR in discharge of their professional responsibilities.
Respect the Organisation and Individual you work for. In developing the app Freshers Connect will have duty of care and responsibility of exercising due diligence in accordance with the British and EU laws. All the information and data collected shall not be used for any other purposes other than for business purposes related to the app. The information regards performance of the app shall be availed as and when required for purposes of integrity and IT development 
 Keep It real. Keep IT professional .Pass IT on. The app developers shall cooperate with other likeminded individuals and organisations in pursuit of perfection in areas of app development and maintenance and upholding sustained developmental needs of the IT Field.
To adhere to the GDPR (General Data Protection Regulation) Freshers connect endeavoured in its app development to incorporate the European Commission Privacy code of conduct on mobile health apps, with the areas of focus being Data retention that would guard against keeping the user data longer than necessary. The users have rights to access their personal data regards to information correction inclusive of withdrawal of further processing. Freshers connect have designed the forms that has an age restriction as a safeguard to dealing with minors and by default most of the tertiary institute students are normally over 18 years. As precautionary measure Freshers connect will adhere to and use checklist in instances of personal data breach with a less than 24 hour turn around notification, as an obligation to data protection authority. The user consent for the processing of personal data, specific and informed  consent needs to be obtained for the processing of health data. The data as a purpose of limitation and data minimisation data will only be processed for specific and legitimate purpose only. The App shall have to be security compliant in meeting the general requirements of being confidential Availability and integrity. As third-party disclosure may occur app users’ consent will have to be granted before such occurs , the use of data for secondary  purposes needs to be compatible with the original purpose as any secondary processing for non-compatible purposes would require new consent 
2.3 Code of Practice Quality Assurance 
It is of vital importance to apply and ensure quality in the development of the app. As an effective quality management plan quality metrics shall/have been utilised in development of Freshers  connect app to ensure that intended target market will receive a product deemed acceptable. Quality is the product features summation that influences need satisfaction. Quality of the app is determined by several attributes that include app appearance, app reliability, app design  and app conformity to specifications. The ultimate app quality may be affected by factors such as labour/personnel, cost management and Environment.
The app development life cycle will progress and be assessed using the generic quality metrics for digital design.
 Cost- The costs are fundamental on the of the appearances as accessing certain features for the front-end of the app need to be paid for. The process error of elimination may be minimised through thorough product(app) testing but due to limitation in funding Freshers connect may have to rely on peer to peer validation and these must be done 3 weeks before app launch with amendment cost of more than £300 not acceptable.   
 Functionality- This quality metric is there to ensure that the app functions in the expected way inclusive of compatibility with other features of the mobile devices such as camera thus meeting the interactive, overall visual appeal, colour scheme and stylistic consistency. All the functionality factors will be measured through feedback and rating by users , with a rating of <60% acceptable as approval anything less would need a 2 week turn around period to rectify.  
Performance -network errors may occur that may cause app performance issues triggering API latency and end to end application latency and these would have  direct hinderance on the operation of the app, causing delay in accessing required information and high probability of the app crushing 
Security- It is critical quality metric that ensure safety of user`s personal data hence the need for Penetration- testing to identify any security vulnerabilities with a red result classified as critical requiring a 3 day ratification, Orange result will be non-critical with a ratification period of 3 months. Sign on authentication- a password and possible biometric authentication with an acceptable error rate of >10 %  of the given sample anything <10% will need 3-day ratification. Time out/log out if user is inactive for 5 minutes, allowing them to relog on return .Signup Dual confirmation – with user having to authenticate their email, if unauthenticated in 12-hour time period user has to redo the sign-up process.


Conclusion
Critical to the success of a project is the management and that requires planning, leading, organising and controlling of the resources. Proactive scanning of the environment is a necessity that minimises the risk threat to success of the project, hence the protocols of environmental scanning must be undertaken in ensuring a seamless deployment of the Project. The deployment and success of a project is dependent on the successful management of the intertwined activities and procedures before deployment. If all the discussed critical variables are perfectly satisfied, it therefore entails the set project meets its expected set quotas of time projection for project completion, the allocated financial budgets, adherence to the ethical compliance and governing laws such as GDPR. 
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