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[bookmark: _Toc38027937][bookmark: _Hlk38015163]Introduction
Bring your own technology is a way for an organisation to allow its employees to use their own device in work, these can be smartphones, laptops or tablets. There is an increase in organisations adopting a BYOT policy for many different reasons, there are both advantages and disadvantages which come with this, many companies have very strict policies that the employee must follow such as what they can and cannot use the device for, there may be a block on certain apps or websites.
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[bookmark: _Toc38027939]What is Bring Your Own Technology?
Bring Your Own Technology is a system that allows employees to use their own devices and technology in work for work related reasons. This allows employees to use devices which they are most familiar with which can increase productivity, however if a proper policy isn’t in place which employees follow it can cause issues ranging from personal recreation to security threats to the organisation. There are both advantages and disadvantages for an organisation, some of the advantages include saving the company money, allowing the organisation to get the latest technology and increasing productivity. However, there are also some disadvantages which can potentially seriously harm the organisation such as leaks of sensitive information [1].
[bookmark: _Toc38027940]Advantages and disadvantages of BYOT 
The organisation can save a lot of money since most BYOT is paid for by the user and not the company, this cost can vary depending on the hardware needed and what device the employee owns. Smartphones are the most popular BYOD and on average the employee spends $965 (£773) for the device [2] this benefits the company from both cost and also allowing them to have access to cutting edge technology since the user is more likely going to buy a device which has more to offer compared to a more basic phone which the IT department might give to the employees [3]. Another benefit from implementing Bring Your Own Technology into an organisation is the increase in productivity, the results from a study done by Cisco IBSG in 2013 found that regardless of what type of BYOD policy they have , implementing a more comprehensive policy is linked with a greater increase in productivity [2].  
The disadvantages of BYOT is most notably the security risk involved of employees having potentially sensitive data on their own device, if the employee doesn’t have a secure device or downloads stuff from an unsecure website then that can open up their device to potential hackers which may have access to sensitive company data. There are ways to come around this such as putting a block on unsecure websites and scanning for viruses whenever something is downloaded.
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Mobile Device Management software allows a company to have access to remote devices in once place, this software is available to all operating systems, these include Windows, Linux and Mac. This allows the employer to gain remote access a wide range of devices [4]. Mobile Management Software allows employers to safely manage devices connected to the company network which are not owned by the company. It allows employees to use their own device at work safely while giving the employer remote access to ensure the device is following the company policies. 
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Some of the advantages to Mobile Device Management are that it allows remote management to the devices from the IT department, remote management is necessary as it allows the devices to be controlled if they have any issues. MDM can also improve the security of the device it is managing, if a device is lost or stollen it allows the IT department of the company to be able to remotely wipe the device to ensure that the data contained on the device doesn’t get stollen. Using MDM software can also allow the IT department to control and monitor the software which the user is trying to download, this can prevent any software from being downloaded which the company doesn’t allow on the device. MDM allows the IT department to encrypt any company data which is stored on the device.
Some of the disadvantages to Mobile Device Management are, that the software only protects the devices and the company if the software is being used properly by the IT department. The IT department must thoroughly test all software which they are allowing onto the device for any security issues, if these tests are not doesn’t properly then the entire company’s network can be vulnerable to security threats. The IT department must also keep ensuring that the device is being used properly as stated in the company policy to prevent security issues [5].
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[image: ]ManageEngine Mobile Device Manager Plus is the software, which is recommended for CoffeeCapulus, this software was chosen because it allows the CoffeeCapulus to manage a range of different devices on a range of different operating systems. This software is available on a range of devices, smartphones, laptops, tablets and desktops. It also allows for different operating systems, iOS, Android, Windows, macOS and Chrome OS [6].	Comment by Carlene Campbell: 
Number and name your figures and refer to them in your discussion.
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The IT department can easily enrol new devices onto the ManageEngine software to allow them to have instant access on the device. One man feature from ManageEngine is that it allows all devices to be handled from one device regardless of what the devices operating system is running. The software allows the IT department to have a mix of different company and personal devices connected, it allows them to set different policies for different devices which makes for better managing of the network. The software contains the company software separately from the user’s personal data, this helps the IT department manage company data without interfering with the user’s personal data. It allows for better management of company apps, it does this by allowing the IT admin to download apps which aren’t available for public download or on the internet [6].
[bookmark: _Toc38027946]Implementation of BYOT management
This data flow diagram below shows the process of an employee requesting access to the company network on their personal device. The employee will first need to fill out the BYOT form , this form lets the IT department understand what type of device the user would like to use, it also includes the company policy of using BYOT on the company network. Once the form is completed it will need to be handed into the department manager, they will then decide whether to continue the application or to refuse access for the device. If the user is not allowed access on the company network, then they have the option to fill out a new form with  different device that meets the criteria. If the device is approved the IT department will then begin the process of security checks and installing related software such as the Mobile device Management software. Once the device meets the company standards the IT department will then allow the device to have access to the company network.
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CoffeeCapulus grants its employees the right to bring and use their own device to work for their convenience if their device is suitable. CoffeeCapulus retains the right to remove this privilege from any user who does not follow the policies and procedures listed below.
This policy is designed to clearly outline what CoffeeCapulus deems acceptable use of using your own device at work. All employees who wish to be able to connect their device to the company network must fill out a BYOD form and hand it into management, employees must agree to the terms and conditions set within this policy before connecting to the network.
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Acceptable use is defined as activities which directly or in-directly support the business of CoffeeCapulus.
The company does NOT allow the use of non-company work to be done while on company time this includes, personal phone calls and recreation activities such as reading or games. 
Device are NOT allowed to; be used to store or transmit illegal material , store data belonging to another company, harass others.
Applications which do not have appropriate security measures are NOT allowed to be downloaded onto the device.
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· All devices which are to be connected to the company network must be given to the IT department for a full configuration of apps which are needed for company work, these include Microsoft Office, Mobile Management software, and other security tools. This configuration must be completed before the device is connected to the network.
· Any smartphone, tablet or laptop may be used to  connect to the company network if it meets the security criteria, a full inspection will be needed to be carried out by the IT department before the device is connected.
· All connectivity issues are supported by the IT department.
· Employees should first contact the IT department if they encounter any hardware or software related issues before going to the device manufacturer.
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· The device MUST have a suitable and secure password to prevent unauthorised access, the following is a list of criterial which the password must have:
· Needs to be at least 8 characters long with both upper- and lower-case letters.
· Needs to have at least one special character or number.
· Must NOT be easily guessed such as birthday or home address.
· Password must be changed at least every 90 days.
· Must NOT reuse an old password when changing. 
· The device must be set to lock itself if the device is left idle for any  longer than 6 minutes.
· The device must lock itself if there have been 3 failed login attempts, The IT department must then unlock the device.
· Users are prevented from downloading applications which haven’t been approved by the IT department.
· Devices which have not been approved by the IT department are not allowed access onto the company network.
· Users access to the company’s data is limited by the IT department, users must not attempt to gain access to unauthorised data.
· The user’s device may be remotely wiped if:
· The device is lost or stollen.
· The employee has their employment terminated.
· The IT department detects a policy breach or virus. 
· Users are NOT to attempt to change any of the security settings which have been implemented by the IT department.
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· The company reserves the right to remove any device from thee company network without the permission or notification to the device owner.
· Any lost or stollen device must be reported to the IT department immediately.
· All employees must use their device in a suitable and ethical manner to avoid being removed from the company network.
· CoffeeCapulus reserves the right to discipline any employee who does not follow the company policy, this includes terminating the employees’ contract with CoffeeCapulus. 
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In conclusion, CoffeeCapulus should introduce Bring Your Own Technology into the company using a strong BYOT policy. The benefits of doing so will greatly improve the productivity of the staff while continuing to have a secure network protecting the data held by CoffeeCapulus. CoffeeCapulus should follow a carefully written policy similar to the one discussed in Section 5 of this document, if the policy is followed properly then all devices connected to the network will keep the data stored on them secure, protecting the property of CoffeeCapulus.
Mobile Device Management software should be installed on all devices that wish to connect to the Company Network, this allows for greater control of the devices from CoffeeCapulus IT department. This software can help ensure that sensitive data never leaves the control of CoffeeCapulus if for some reason the device is lost, stolen or the employee terminates their contract. The Mobile Device Management software recommended to CoffeeCapulus is ManageEngine Manager Plus, this was chosen as it best suits the needs of the company. It allows for a range of different devices to be connected on different operating Systems. This software allows CoffeeCapulus to also have much greater control of the devices and the data stored on them. All company data is stored in a separate container on the device which ensures that personal and company data do not get mixed together. CoffeeCapulus will need to ensure that the network is secure from threats. A strong and maintained network will ensure that no hackers can gain access from outside of the company.
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                 MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Engagement with Literature Skills	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
You have used only websites/online referencing and did not engaged with any academic peer review article to make your work credible. Websites require careful consideration.  Key concept considered.  (Grade mark: 50.00%)	15	7.5
		
2. Knowledge and Understanding Skills	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated the underlying understanding and knowledge.   See comment above. You have used the IEEE format to written up your report.  (Grade mark: 53.33%)	15	8
		
3. Cognitive and Intellectual Skills	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
Your report discuss all the relevant areas for this assignment; policy, DFD, security, etc. Very good conclusion.  (Grade mark: 67.50%)	40	27
		
4. Practical Application Skills	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
Though you discuss security you have not done a design. (Grade mark: 0.00%)	20	0
		
5. Transferable Skills for Life and Professional Practice	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your work is professional done with minor error. (Grade mark: 90.00%)	10	9
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	52%
	Up to four weeks late		
	First Attempt?		
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