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[bookmark: _Toc237423642]Abstract 
Zero Trust Architecture (ZTA) is a modern security approach that removes automatic trust from computer systems. It works by assuming that any user, device, or application could be unsafe, so every access request must be checked and verified each time. This paper explains the main ideas of Zero Trust, the problems organisations face when trying to use it, and how well it works compared to older security methods that depend on a strong network perimeter. 
The paper uses information from academic studies and industry reports to show how Zero Trust helps organisations protect data, find threats quickly, and respond automatically in cloud and hybrid environments. The results show that Zero Trust can make security stronger and improve compliance, but it needs good leadership, strong identity controls, and a mature organisation to be successful.
[bookmark: _Toc237423643]Introduction
Modern organisations face new cybersecurity challenges because employees now work from home, use cloud services, and access data from many different locations. The old security method, called perimeter security, assumed that everything inside the company network was safe. Today, this is no longer true. Attackers can enter through stolen passwords, cloud mistakes, or weak remote access systems. Studies show that traditional perimeter security cannot protect modern digital environments. [1]
Zero Trust Architecture (ZTA) was created to solve these problems. Zero Trust follows the idea of “never trust, always verify.” This means every user, device, and application must be checked each time it tries to access data. Research shows that identity‑based security and continuous verification reduce the chance of attackers moving inside the network   [2].
The need for Zero Trust became stronger after several major cyber‑attacks, including the SolarWinds incident, where attackers used trusted software updates to enter internal company networks. This showed that traditional security models cannot stop attackers once they gain initial access. Reports from ENISA and other security researchers confirm that supply‑chain attacks, cloud‑based threats, and identity‑related breaches are increasing every year, which makes Zero Trust an essential model for modern organisations  [3] .
 Zero Trust also supports today’s hybrid working environments, where employees use personal devices (BYOD), home Wi‑Fi, and cloud applications. Traditional VPNs give broad access once a user logs in, which creates a high risk of over‑privileged access. In contrast, Zero Trust Network Access (ZTNA) checks every request and only allows access to specific applications. Studies show that ZTNA provides stronger protection for remote workers and reduces the chance of attackers moving inside the network  [1]
Because of these changes, organisations are now focusing on identity‑based security, continuous monitoring, and strict access controls. Zero Trust helps companies protect sensitive data, detect unusual behaviour quickly, and respond automatically to threats using tools such as SIEM and SOAR. This paper explains the main principles of Zero Trust, compares it with traditional perimeter‑based security, and discusses the practical challenges organisations face when trying to adopt Zero Trust in real environments. It also highlights how Zero Trust supports modern regulations such as GDPR, NIS2, and DORA, which require stronger protection for personal data and critical infrastructure.
[bookmark: _Toc237423644]The Need for a New Security Model
	Modern organisations no longer operate inside one protected network. Today, employees work from home, use cloud services, connect through mobile devices, and rely on third‑party applications. Because of this, the old perimeter‑based security model is no longer effective. Perimeter security assumes that everything inside the company network is safe, and only the outside world is dangerous. This idea worked when all systems were inside one building, but it does not work in modern environments where data and users move across many locations. Research shows that attackers often enter networks through weak cloud settings, stolen passwords, or remote access tools, which traditional perimeter security cannot stop  [2].
Cyber‑attacks have also become more advanced. Major incidents such as SolarWinds proved that attackers can use trusted software updates to enter internal systems. This means that even “safe” or “approved” tools can be used to break into networks. Reports from ENISA (European Union Agency for Cybersecurity) show that supply‑chain attacks, cloud‑based attacks, and identity‑related breaches are increasing every year, which makes the traditional security model even weaker  [4].
Another problem is lateral movement. Once attackers enter a network, they can move from one system to another without being detected. Perimeter security does not monitor internal movement closely, so attackers can stay inside the network for weeks or months. Studies show that many breaches happen because attackers move freely inside trusted networks  [2].
Modern work environments also create new risks. Many organisations now use hybrid work, where employees connect from home networks and personal devices (BYOD). Traditional VPNs give broad access once a user logs in, which increases the risk of over‑privileged access. If an attacker steals a VPN password, they may gain access to many internal systems. Research shows that Zero Trust Network Access (ZTNA) provides stronger protection because it checks every access request and only allows users to reach specific applications  [1].
Because of these challenges, organisations need a new security model that does not rely on trust based on network location. Zero Trust solves this by verifying identity, device health, and behaviour every time access is requested. It also uses continuous monitoring, segmentation, and automated response to reduce the impact of attacks. Zero Trust is now recommended by NIST, ENISA, and many industry experts as the modern approach for protecting cloud systems, remote workers, and critical infrastructure.
[bookmark: _Toc237423645]Traditional Perimeter Security: Strengths and Limitations
Traditional perimeter security is the older method organisations used to protect their networks. It is based on the idea that everything inside the company network is safe, and everything outside is dangerous. This model uses tools such as firewalls, VPNs, and network gateways to create a strong boundary around internal systems. For many years, this approach worked well because employees worked inside the office, used company devices, and accessed local servers.
[bookmark: _Toc237423646]Strengths of Perimeter Security
· It is simple to understand and easy to set up.
· Firewalls and VPNs provide a clear boundary between internal and external networks.
· It works well when all users and systems are located inside one physical building.
· It has low initial cost and requires fewer advanced tools.
[bookmark: _Toc237423647]Limitations of Perimeter Security
However, modern organisations no longer operate inside one protected network. Employees now work from home, use cloud services, and access data from many different locations. Because of this, perimeter security has several weaknesses:
· It assumes internal users are trustworthy, which is no longer true.
· If attackers enter the network, they can move freely (lateral movement).
· VPNs give too much access once a user logs in.
· It cannot protect cloud applications or SaaS platforms.
· It does not monitor identity, device health, or user behaviour.
· It is weak against supply‑chain attacks and remote access threats.
Research shows that perimeter‑based security cannot protect modern digital environments because attackers often enter through stolen passwords, cloud misconfigurations, or compromised third‑party tools [2]. Studies also show that lateral movement is one of the main reasons attackers stay inside networks for long periods without being detected  [1].
Because of these limitations, organisations are moving towards Zero Trust, which does not rely on network location. Instead, Zero Trust checks identity, device health, and behaviour every time access is requested. It also uses segmentation and continuous monitoring to reduce the impact of attacks.
[bookmark: _Toc237423648]Zero Trust Principles
Zero Trust Architecture is based on several core principles that help organisations protect modern digital environments. These principles remove the idea of “trusted internal networks” and require continuous verification of every user, device, and application. Research shows that Zero Trust reduces lateral movement, limits over‑privileged access, and improves protection for cloud systems and remote workers  [1].
[bookmark: _Toc237423649] Verify Explicitly
Zero Trust requires organisations to verify identity, device health, and context before granting access. Verification includes checking authentication strength, device security posture, and user behaviour. Studies show that continuous verification reduces account compromise and improves access security  [2]. This principle supports identity security and prevents attackers from using stolen credentials.
[bookmark: _Toc237423650]Least‑Privilege Access
Users should only receive the minimum access needed to perform their tasks. Least‑privilege access reduces the impact of compromised accounts and limits the ability of attackers to move inside the network. Research confirms that least‑privilege policies reduce insider threats and external attack damage  [2]. This principle supports access control and helps organisations reduce unnecessary permissions. [5]
[bookmark: _Toc237423651]Assume Breach
Zero Trust works with the idea that attackers may already be inside the network. Because of this, systems must be designed to detect unusual behaviour and limit movement. Studies show that assuming breach improves detection speed and reduces attack impact  [1]. This principle supports threat detection and encourages continuous monitoring.
[bookmark: _Toc237423652]Micro‑Segmentation
Micro‑segmentation divides the network into small, isolated zones. Even if an attacker enters one zone, they cannot reach others. Research shows that micro‑segmentation reduces lateral movement and helps contain attacks  [6]. This principle supports network segmentation and improves internal security.
[bookmark: _Toc237423653] Continuous Monitoring and Analytics
Zero Trust requires continuous monitoring of user behaviour, device activity, and network traffic. Tools such as SIEM and SOAR help detect unusual activity and respond automatically. Studies show that continuous monitoring reduces attacker dwell time and improves incident response  [7]. This principle supports security monitoring and enables faster detection of threats.
[bookmark: _Toc237423654]Strong Identity and Device Management
Zero Trust depends on strong identity controls such as Multi‑Factor Authentication (MFA), conditional access, and identity governance. It also requires checking device health before granting access. Research shows that identity and device management are essential for preventing modern cyber‑attacks  [2]. This principle supports device compliance and ensures only secure devices can access sensitive data.
These principles form the foundation of Zero Trust Architecture and help organisations protect cloud environments, hybrid workforces, and critical systems.
[bookmark: _Toc237423655] Zero Trust as an Identity‑Centred Architecture
Zero Trust Architecture (ZTA) focuses on identity instead of the network. In older security models, users were trusted once they connected to the company network, usually through a VPN. Zero Trust changes this by checking identity, device health, and behaviour every time someone tries to access data  [1]. This means users must prove who they are using strong methods like Multi‑Factor Authentication (MFA) and conditional access. Zero Trust also uses least‑privilege access, which gives users only the permissions they need. This reduces the damage if an account is hacked [2]. Device security is also linked to identity, so only safe and compliant devices can connect. Tools like Endpoint Detection and Response (EDR) help block risky devices before they cause harm [1] .
Zero Trust relies heavily on Identity and Access Management (IAM) systems to apply these rules across cloud and hybrid environments. IAM helps organisations control who can access what and ensures consistent security policies  [2]. Behaviour analytics add another layer of protection by spotting unusual activity, such as strange login times or abnormal data access. If something looks suspicious, Zero Trust can restrict or re‑check access automatically  [1]. Overall, Zero Trust removes automatic trust and replaces it with continuous checking, making identity the foundation of modern cybersecurity.
[image: Zero Trust Architecture diagram with IAM hub connected to six security pillars: Identity Verification, Device Security, Network Segmentation, Data Protection, Continuous Monitoring, and Least Privilege Access]
                      Figure 1: Zero Trust Architecture Framework (Identity‑Centric Security Model)

                 This diagram illustrates the core components of Zero Trust Architecture, emphasising Identity & Access Management (IAM) as the central control element supported by Identity Verification, Device Security, Network Segmentation, Data Protection, Continuous Monitoring, and Least Privilege principles [8].

[bookmark: _Toc237423656]Enabling Technologies and Operational Controls
Zero Trust security is supported by a combination of technical mechanisms and operational controls that work together to maintain continuous verification and restricted access. The technologies enable identity validation, device assessment, and ongoing monitoring, while the controls define how access is granted and how threats are managed. This integrated approach strengthens organisational security by ensuring that trust is never assumed and must be continuously confirmed [1].
[bookmark: _Toc237423657]Enabling Technologies
	Technology / Control
	Explanation
	Zero Trust Role
	Benefit to Security

	Identity and Access Management (IAM)
	IAM controls user accounts and permissions so only approved users can access systems.
	Provides identity‑based access control by verifying users before granting access.
	Stops unauthorised access [2].

	Multi‑Factor Authentication (MFA)
	MFA adds extra login checks like OTP or biometrics to make accounts harder to break into.
	Enhances authentication by requiring multiple proofs of identity.
	Prevents account hacking [2].

	Zero Trust Network Access (ZTNA)
	ZTNA gives access only to specific apps instead of the whole network, replacing traditional VPNs.
	Limits lateral movement by granting access only to specific authorised applications.
	Reduces attack paths [1].

	Secure Access Service Edge (SASE)
	SASE provides cloud‑based security for remote users and cloud apps.
	Secures access from any location through unified cloud‑based controls.
	Protects remote work consistently [1] [2]

	Endpoint Detection and Response (EDR)
	EDR checks devices for malware and blocks unsafe or infected endpoints.
	Ensures device safety by detecting and responding to endpoint threats
	Stops risky devices entering the network [2].

	Security Information and Event Management (SIEM)
	SIEM collects logs and detects unusual or suspicious activity.
	Centralises monitoring by analysing events and detecting anomalies.
	Finds threats early [2] .

	Security Orchestration, Automation and Response (SOAR)
	SOAR automates actions like isolating devices or disabling accounts during incidents [2].
	Speeds up response by automating security workflows and actions.
	Reduces reaction time [2].

	Data Loss Prevention (DLP)
	DLP stops sensitive data from leaking through email, cloud or USB.
	Protects important data. Protects critical data by monitoring and controlling data movement.
	Prevents data loss [1].

	Micro‑Segmentation
	Breaks the network into small sections to stop attackers moving freely.
	Contains breaches by isolating workloads and limiting lateral movement.
	Limits damage from attacks [2].


Table 1: Enabling Technologies in Zero Trust Architecture and Their Security Impact

[bookmark: _Toc237423658]Operational Controls:
	Operational Control
	Explanation
	Zero Trust Role
	Benefit to Security

	Continuous Monitoring
	Continuously tracks user activity, device behaviour, and network events to detect suspicious actions.
	Provides ongoing verification by continuously validating users, devices, and network behaviour.
	Identifies threats early [2].

	Least‑Privilege Access
	Users receive only the minimum access required to perform their tasks.
	Enforces minimal access rights, ensuring users only access what they strictly need.
	Reduces impact if accounts are compromised [2].

	Policy Enforcement Points (PEPs)
	PEPs verify identity, device health, and risk signals before granting access.
	Acts as decision checkpoints that validate identity, device status, and risk before allowing access.
	Ensures consistent and secure access decisions [1].

	Risk‑Based Access
	Access changes dynamically based on behaviour, location, or detected risk.
	Applies adaptive access control, adjusting permissions based on real‑time risk signals.
	Adds extra protection during abnormal or risky activity [2].

	Device Compliance Checks
	Devices must meet security requirements (patching, antivirus, encryption) before connecting.
	Ensures device trustworthiness by validating compliance before granting access.
	Blocks unsafe or outdated devices [2].

	Automated Response Playbooks
	SOAR playbooks automatically isolate devices or disable accounts during incidents.
	Provides automated incident response, executing rapid actions without human delay.
	Minimises damage by reacting immediately [2].


Table 2: Operational Controls Supporting Zero Trust Architecture and Their Security Contributions
[bookmark: _Toc237423659]Critical Comparison with Traditional Models 
Traditional perimeter security assumes that anything inside the network is safe. Once a user passes the firewall or logs in through a VPN, they often receive wide access. Research shows this model is weak today because attackers frequently enter through stolen passwords, cloud mistakes, or compromised third‑party tools, allowing them to move inside the network without being detected  [2]. This approach also struggles with cloud systems and remote work, where the network boundary is no longer fixed  [1].
Zero Trust removes this idea of automatic internal trust. Instead, it checks identity, device health, and behaviour every time access is requested. Techniques such as least‑privilege access, micro‑segmentation, and continuous monitoring limit how far attackers can move if they get in [6]. Studies show that Zero Trust reduces attacker dwell time and improves detection of unusual activity compared to traditional perimeter models  [1] [2].
Overall, Zero Trust is more suitable for modern organisations because it focuses on continuous verification rather than trusting network location. This makes it stronger for cloud environments, hybrid workforces, and identity‑related threats.
[bookmark: _Toc237423660]Governance, Compliance and Business Continuity
Good governance is important for making Zero Trust work properly. Governance means having clear rules, leadership support, and defined responsibilities for security teams. Research shows that Zero Trust needs strong identity checks, regular monitoring, and consistent policy enforcement to stay effective  [1]. Without good governance, organisations may apply Zero Trust controls unevenly, which creates gaps attackers can use.
Compliance is also a major part of Zero Trust. Modern laws such as the General Data Protection Regulation (GDPR), the Network and Information Systems Directive 2 (NIS2), and the Digital Operational Resilience Act (DORA) require organisations to protect personal data, monitor systems, and report breaches quickly. Zero Trust helps meet these requirements by checking every access request, limiting permissions, and keeping detailed logs of user activity. Studies show that identity‑based controls and segmentation reduce unauthorised access and support regulatory audits  [4].
Zero Trust also improves business continuity. Because Zero Trust assumes that breaches can happen, it uses continuous monitoring and automated responses to stop attacks early. Tools like SOAR can isolate risky devices or disable compromised accounts before the problem spreads [2]. This helps organisations keep important services running even during security incidents. Overall, Zero Trust strengthens governance, supports compliance, and improves resilience by creating a security model that is initiative-taking and always verifying.
[bookmark: _Toc237423661]Implementation Challenges and Limits
Zero Trust can be hard to implement because many organisations still use old systems that do not support strong identity checks or continuous monitoring. Research shows that legacy applications often lack modern security features, making it difficult to apply Zero Trust rules everywhere  [1]. Another challenge is asset visibility. Many organisations do not have a complete list of all users, devices, and applications, which makes it harder to enforce Zero Trust controls consistently  [2].
Zero Trust also requires mature identity management, such as Multi‑Factor Authentication (MFA), conditional access, and centralised IAM. These tools improve security but can be difficult to deploy in large or complex environments. Some organisations also face cost and staffing challenges because Zero Trust needs tools like ZTNA, EDR, SIEM, and SOAR, which require skilled security teams to manage  [2]. Finally, Zero Trust can affect user experience if policies are too strict, so organisations must balance security with usability. Studies show that Zero Trust is effective, but it must be treated as a long‑term strategy rather than a quick fix  [4].
[bookmark: _Toc237423662]Recommended Implementation Roadmap
A Zero Trust roadmap helps organisations introduce security controls step‑by‑step. The first step is improving identity security by enabling Multi‑Factor Authentication (MFA), using centralised Identity and Access Management (IAM), and applying least‑privilege access. Research shows that Zero Trust works best when identity protection is strengthened first because it is the core of all access decisions  [1].
The next step is securing devices and networks. Organisations should check device health before allowing access and start using micro‑segmentation to limit lateral movement. Tools like Zero Trust Network Access (ZTNA) and Endpoint Detection and Response (EDR) help ensure only safe devices and authorised applications are used [2]. After this, continuous monitoring should be added using SIEM and automated response tools such as SOAR to detect unusual behaviour quickly  [4].
The final step is ongoing improvement. Zero Trust is not a one‑time project; it requires regular updates, policy reviews, and continuous monitoring. Research shows that organisations that treat Zero Trust as a long‑term strategy achieve stronger protection and better compliance with regulations such as GDPR, NIS2, and DORA  [4].
[bookmark: _Toc237423663]Conclusion
	From this assessment, I learned that traditional perimeter security is no longer enough for modern organisations because people now work remotely, use cloud services, and connect from many different devices. I understood that Zero Trust is a better approach because it does not automatically trust anyone. Instead, it checks identity, device health, and behaviour every time someone tries to access a system.
I also learned how important identity, least‑privilege access, segmentation, and continuous monitoring are for reducing cyber risks. Zero Trust requires strong governance, clear policies, and ongoing improvements, not just one‑time changes. Overall, this task helped me understand why Zero Trust is becoming the standard security model and how it helps organisations stay secure, compliant, and resilient in today’s digital environment.


[bookmark: _Toc237423664]Task2
[bookmark: _Toc237423665]Abstract
Here I am researched how the 201 Equifax breach happened because a known Apache Struts vulnerability was not patched, allowing attackers to access sensitive personal data for more than two months. This case shows clear failures in governance, accountability, patch management, monitoring, and risk oversight. It also highlights the need for strong identity‑centric controls, least‑privilege access, continuous monitoring, segmentation, and secure development practices. These researched security principles demonstrate why organisations must adopt structured and proactive cybersecurity measures to reduce attack surfaces and prevent long‑term unauthorised access.
[bookmark: _Toc237423666]Introduction
	The Equifax breach showed how attackers can take advantage of weak security practices inside a company. A single unpatched software flaw allowed them to enter the system and stay hidden for a long time. This revealed problems such as unclear responsibilities, slow updates, and limited visibility over important systems.
Because of this, organisations need clearer security roles, better patching routines, and stronger monitoring. Using identity controls, segmentation, and secure development practices helps reduce the chances of attackers moving through the network. These simple but important steps support safer operations and make it harder for threats to stay inside systems unnoticed.
Here I discussed how this security needs connect to the lessons learned from the Equifax breach and why organisations must strengthen their internal processes to reduce long‑term risks and improve overall resilience.
[bookmark: _Toc237423667]Strategic Objectives and Design Principles
The main goal is to create a secure environment that protects important data and reduces the chance of attackers staying inside systems for a long time. The Equifax breach showed how weak oversight, slow patching, and unclear responsibilities can lead to serious security failures [9]. A strong security strategy must improve visibility, accountability, and timely updates to avoid similar problems.

Zero Trust design principles support this by removing automatic trust and requiring continuous checks on users and devices. Research shows that identity‑based access, segmentation, and active monitoring help reduce attacker movement and strengthen overall governance [10]. By following these principles, organisations can build a practical security framework that supports daily operations while keeping systems protected.
[bookmark: _Toc237423668]Organisational Structure & Accountability
A clear governance and reporting structure is essential for preventing accountability failures like those seen in the Equifax breach. The incident showed that when leadership visibility is weak and operational roles are not clearly defined, important security tasks such as patching, monitoring, and secure development oversight can be delayed or missed [9]. To avoid these issues, the organisation must establish a structure where responsibilities are clearly assigned, and security decisions are supported at the executive level.
The organisation should appoint an executive‑level security leader, such as a Chief Information Security Officer (CISO), who reports directly to senior management or the board. This ensures that security risks, patching delays, and system weaknesses receive proper attention at the highest level. Board visibility also helps confirm that security performance is regularly reviewed, and that leadership is accountable for maintaining strong protection measures.
Operational roles must also be clearly defined. A security architect should oversee system design, identity controls, segmentation, and secure development practices. A secure development lead should ensure that applications follow secure coding standards and that vulnerabilities are addressed quickly. Additional roles may include monitoring analysts, patch management coordinators, and incident response leads. Each role should have specific duties and clear reporting lines so that tasks such as log reviews, access management, and vulnerability remediation are completed on time.
Research on Zero Trust governance shows that strong leadership support and clearly defined responsibilities are essential for maintaining effective security practices and reducing internal weaknesses [10]. By allocating roles carefully and establishing direct reporting to senior leadership, the organisation can build a governance structure that improves accountability, reduces long‑term risks, and supports secure operations.
[bookmark: _Toc237423669]Policies and Procedures
The organisation needs clear and enforceable policies to reduce security risks and prevent failures like those seen in the Equifax breach. Weak patching routines, poor vulnerability management, and limited monitoring allowed attackers to stay inside systems for months [9]. Formal policies make security tasks consistent, measurable, and aligned with enterprise risk.

Vulnerability management policies should define how weaknesses are found, prioritised, and fixed. Regular scanning, risk‑based ranking, and deadlines for high‑risk issues make the process auditable and ensure leadership visibility.
Patch management policies must set update schedules, emergency patch steps, and verification checks. Clear timelines help prevent delays and reduce the chance of incidents caused by known vulnerabilities [9].
Secure SDLC policies should require secure coding, code reviews, dependency checks, and security testing before deployment. Zero Trust research shows that secure development and continuous verification reduce internal weaknesses [10].
Asset visibility policies must ensure the organisation keeps an updated inventory of devices, applications, cloud services, and data stores. Full visibility supports accurate risk assessment and helps apply controls consistently.
Monitoring policies should define log collection, alert handling, and escalation rules. Continuous monitoring is a core Zero Trust requirement and helps detect abnormal behaviour early [5].
Data protection policies must enforce encryption, access controls, data classification, and secure storage. Regular audits confirm compliance and protect sensitive information. NIST guidance emphasises that data protection must be measurable and tied to enterprise risk [3].
By creating measurable and auditable policies across vulnerability management, patching, secure development, asset visibility, monitoring, and data protection, the organisation builds a consistent and accountable security environment aligned with enterprise risk.
[bookmark: _Toc237423670]Governance and Strategic Alignment

	Effective governance ensures that cybersecurity supports organisational goals and prevents failures like those seen in the Equifax breach. Weak oversight and poor strategic direction contributed to patching delays and monitoring gaps [9]. To avoid similar issues, the organisation should align its cybersecurity strategy with a recognised framework such as the NIST Cybersecurity Framework (CSF) 2.0.
NIST CSF 2.0 provides five core functions—Identify, Protect, Detect, Respond, and Recover—which help link technical controls to business needs. These functions support business continuity by ensuring risks are identified early, protections are applied consistently, and recovery processes maintain service availability. This alignment also strengthens organisational trust by showing that security decisions follow a structured and measurable framework.
Leadership involvement is essential. A CISO or equivalent executive should oversee cybersecurity strategy and ensure it supports organisational objectives such as customer trust, regulatory compliance, and long‑term resilience. Research shows that strong governance improves the application of Zero Trust principles, including least‑privilege access, segmentation, and continuous verification [10].
Zero Trust further supports strategic alignment by reducing attack surface, limiting lateral movement, and improving visibility across systems. Studies highlight that Zero Trust strengthens resilience through continuous monitoring and strict access controls [5]. NIST Zero Trust Architecture (SP 800‑20) also emphasises linking technical controls to enterprise‑level risk and continuity goals [3].
By aligning cybersecurity strategy with NIST CSF 2.0 and Zero Trust principles, the organisation builds a governance model that supports business continuity, enhances trust, and improves long‑term resilience.
[bookmark: _Toc237423671]Risk Management and Assessment
	A high‑level risk assessment helps the organisation understand the main weaknesses that allowed the Equifax breach to occur. The case showed failures in identifying exposed systems, applying patches, managing third‑party risks, and controlling movement inside the network [9]. The assessment must therefore focus on internet‑facing assets, patch gaps, supply‑chain exposure, and segmentation weaknesses.
Internet‑facing assets are the highest‑risk systems because attackers can reach them directly. In the Equifax breach, the Apache Struts system was public‑facing and unpatched. Regular scanning and updated asset lists help identify these systems early and reduce exposure.
Patch gaps occur when important updates are not applied on time. The Struts vulnerability had a patch available, but it was not installed. Research shows that strong governance and continuous verification reduce patch delays and prevent attackers from exploiting known weaknesses [10].
Supply‑chain exposure includes risks from third‑party software, external services, and cloud components. Weaknesses in external systems can create indirect vulnerabilities. Zero Trust studies show that strict access controls and continuous monitoring help reduce supply‑chain risks [5].
Segmentation weaknesses allow attackers to move freely inside the network once they gain access. Poor segmentation made the Equifax breach more severe. NIST Zero Trust Architecture recommends strong segmentation and least‑privilege access to limit movement and reduce impact [3].
After identifying these risks, the organisation should prioritise them based on likelihood and impact. High‑risk items—such as unpatched public systems and weak segmentation—should be addressed first. Mitigation actions include timely patching, stronger segmentation, continuous monitoring, improved authentication, and better asset visibility. This structured risk assessment reduces attack surface, limits attacker movement, and supports long‑term resilience.


[bookmark: _Toc237423672]Compliance, Incident Response, and Protection Controls
	The organisation needs strong compliance and incident response processes to reduce the impact of cyber-attacks. In the Equifax breach, attackers stayed inside the network for more than two months because detection and reporting were slow [9].
[bookmark: _Toc237423673]Regulatory alignment and breach notification
The organisation must follow legal rules for reporting security incidents. Clear procedures should explain:
· When a breach must be reported – Clear timelines ensure incidents are reported quickly and meet legal requirements, reducing penalties and improving transparency [9].
· Who is responsible for reporting – A defined role, such as the CISO or incident response lead, ensures accountability and prevents delays in notifying regulators and customers [9].
· What information must be shared – Reporting rules must specify what details (impact, affected systems, data exposure) are required to maintain trust and comply with regulatory expectations [3].
This helps avoid legal penalties and protects customer trust.
[bookmark: _Toc237423674]Incident response and disaster recovery planning
Incident response planning sets out the steps to follow when an attack happens. It defines:
· Roles and responsibilities – Clear duties help teams respond quickly and coordinate actions during an attack [9].
· Communication steps – Structured communication channels ensure accurate updates and reduce confusion during incidents [9].
· Technical actions to contain the attack – Defined steps such as isolating systems or blocking accounts help stop the attack from spreading [9].
· Backups and alternative systems – Recovery plans with backups and secondary systems reduce downtime and support business continuity [9].
Disaster recovery planning ensures the organisation can continue operating after an incident. This includes backups, alternative systems, and clear recovery steps. Good recovery planning reduces downtime and supports business continuity.
[bookmark: _Toc237423675]Technical safeguards
The organisation must use strong technical controls to detect and block attacks early. These include:
· Continuous monitoring – Detects unusual behaviour early, helping identify attackers before they move deeper into the network [5].
· Automated vulnerability scanning – Finds weaknesses quickly so patches can be applied before attackers exploit them [5].
· Endpoint Detection and Response (EDR) – Alerts the organisation when devices behave abnormally, enabling fast containment [5].
· Encryption – Protects sensitive data so attackers cannot read or use it even if they gain access [3].
· Strong authentication – Prevents unauthorised access by requiring secure login methods such as MFA [5].
· Segmentation and verification – Zero Trust recommend dividing the network and verifying every request to prevent lateral movement and reduce breach impact [3].
Research shows that these controls reduce attacker movement inside the network and limit the scale of breaches [5]. NIST Zero Trust guidance also recommends segmentation and verification to reduce organisational impact [3].
[bookmark: _Toc237423676]How these controls reduce dwell time and impact
These controls help reduce dwell time (the amount of time an attacker stays inside the network without being detected) by finding threats earlier, blocking unauthorised access, and preventing attackers from moving deeper into systems. Shorter dwell time means less data loss, less disruption, and faster recovery, which limits the overall impact on the organisation [11].
How these controls reduce dwell time
Detecting attackers sooner: Continuous monitoring and EDR identify abnormal behaviour early, allowing security teams to detect intrusions before attackers can hide or expand their access [11].
Blocking unauthorised access: Strong authentication and least‑privilege access prevent attackers from using stolen credentials or reaching sensitive systems, reducing the time they can remain inside the network [5].
Stopping attackers from moving around the network: Segmentation and identity‑based controls limit lateral movement, making it harder for attackers to move between systems and increasing the chance of early detection [5].
How these controls limit organisational impact
Protecting sensitive data: Encryption and strict access controls ensure attackers cannot read or use stolen information, reducing the severity of the breach [3].
Reducing service downtime: Clear incident response and recovery steps allow faster containment and restoration, meaning fewer systems are affected and downtime stays low [11].
Supporting faster recovery: Backups, alternative systems, and structured recovery processes help restore operations quickly, especially when attackers are detected early and cause less damage [3].	



[bookmark: _Toc237423677]Conclusion
I learned that the Equifax breach demonstrates how a single missed patch, unclear responsibilities, and weak monitoring can create long‑term exposure inside an organisation. Studying this case helped me understand why strong governance, defined accountability, and measurable policies are essential for preventing similar failures. Designing the security programme showed me how important it is to maintain accurate asset visibility, enforce secure development practices, and apply timely updates. These elements work together to reduce internal weaknesses and ensure that critical systems receive the attention they need before attackers can exploit them.
I also learned how Zero Trust Architecture strengthens resilience by removing automatic trust and requiring continuous verification across users, devices, and applications. Applying Zero Trust principles made it clear why segmentation, least‑privilege access, and continuous monitoring are necessary to limit attacker movement and reduce dwell time. The task helped me see how governance, risk assessment, compliance processes, and technical safeguards must operate together as one system. Overall, this work improved my understanding of how structured cybersecurity planning supports early detection, faster response, and long‑term organisational protection.
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