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Surveillance can be seen as a technology of governance, viewed as an integral feature of social control, for use of disciplinary power and modern subjectivities (Foucault, 1977, 1991; Cohen, 1985; Rose, 1999). This assignment will include the ideology of surveillance - albeit technological and digital, why it is used, the effectiveness of it, and whether it benefits society or becomes too unethical to be favoured. It will explore criminological cases such as Sarah Everard in 2021 and the murder of Stephen Lawrence in 1993. Also, the rights of society under governing political power, and whether surveillance is used as a method of control or for safety of all. It will explore the rights of individuals within society, under the umbrella of The Equality Act (2010) and The Human Rights Act (1998). 
Under the umbrella of criminology, social scientists describe ‘surveillance’ in a few different ways. There are a variety of sub-categories under the term surveillance, although most are technological, which can be defined as, ‘video surveillance and virtual surveillance’ Amoore, L et al., (2006). ‘To be under surveillance means having information about one’s movements and activities recorded by technologies, on behalf of the organisations and governments that structure our society’ Amoore, L et al., (2006).  Lyon, D (2007) defines surveillance as the study of ‘seeing things’, but more in particular, it’s about seeing people. Lyon, D (2007) also suggests that everyone within society is involved in the implications of surveillance – whether that be the ‘watchers’ or as ‘the watched’. Does this mean that everyone in society plays a part (coherent or not) in the questionably ‘unethical’ surveillance? As stated above by Amoore, L et al., (2006), the most common way of surveillance for ‘humans’ is through technology and ‘digitisation’. It has been made apparent that ‘early innovations’ of electronic surveillance are being used to improve the outbreak of biologic terrorism and other causes (Henning, K 2004).  The UK Parliament, (2024) notes that there are two broad types of surveillance: mass surveillance and targeted surveillance. An example of mass surveillance would be any kind of CCTV being used, which would be seen as a neutral, with no indication of intendancy. An example of targeted surveillance would be any kind of surveillance or watchfulness with intendancies to find an individual that has broken the law or a missing person. According to the UK Parliament (2024), technological surveillance is being conducted for the purposes of: ‘crime prevention – in the case of AI materials, mobility, identification and tracing, surveillance and sensing, analytics, and communications and interconnectivity. It is said that since 2016, the government has made the use of these technologies more ‘straightforward, accessible and efficient’ and that the HM Courts and Tribunal Service (2024) are able to make better use of online services; for example, bringing hearings to online in 2024 (UK Parliament, 2024; HM Courts and Tribunal Service, 2024). As it has been proven through research, most surveillance is being used to capture individuals that have broken the law. Although, some of which can be used in public health and things like ring doorbells and shopping centre CCTV. Using surveillance to find individuals that have broken the law makes it a lot easier for police, as they will have on-going footage of real life without having to travel to see for themselves. Some pop culture has been used in a metaphoric sense to give academic analysis of government surveillance. Marx, G (2000) describes the song ‘Every breath you take’ by The Police (1977) as a depiction of how surveillance is used and the ‘rationalisation of crime control’. ‘“Every breath” you take refers to the breath analyser; “every move” made to the motion detector; “every bond” broken to the polygraph; “every step” taken to the electronic anklet; “every single day” implies continuous monitoring; “every word” spoken refers to bugs, wiretaps, and mikes; “every night you stay” implies infrared devices; “every vow” broken, voice stress analysis; “every smile” faked, brain wave analysis; “every claim” made suggests computer matching. In totality for the singer these mean ‘I’ll be watching you.”’ (Marx, G 2000).
It has been established that criminals are at the forefront of surveillance, and it is of importance that society can distinguish what a crime or a ‘criminal’ is. The Cambridge Dictionary (2025) has defined ‘crime’ as ‘an illegal act’ or as ‘illegal activities’. The Law Dictionary (2025) has defined ‘crime’ as ‘an act committed or omitted, in violation of a public law, either forbidding or commanding it’. It is clear from these two definitions that a crime is suggested to take place when an individual breaks the law, or doesn’t follow the rules established by the Government, essentially. Social norms and values help shape what a crime is within society. Although, this doesn’t seem to be politics based and that it is in in fact the way that society is constructed (The Scottish Centre for Crime and Justice Research, 2019). Even though this may be the case, the fact of surveillance being used hasn’t really made much of an impact on catching a criminal a study suggests (Gill, M and Spriggs, A 2005, cited in Amoore, L et al., 2006). It is a common phenomenon within society about the etiology of crime, and what causes individuals to commit crimes. Klimczuk, A (2015) suggests that there are four primary categories as to why individuals will commit crimes: biological, sociological, psychological and economic. Crimes can also be the summit of political ideologies, as to which individuals within power, i.e. the Government, are able to explain why these crimes take place using criminal theories to achieve a good political position. It is also understood that crimes can take place due to the ‘consequence’ of instability within the cultic group of the political party in power at the time (Klimczuk, 2015). 
Surveillance has been used over a few decades, albeit now being the most up to date from a technological stance. Michel Foucault (1926-1984) was a philosopher, psychologist and a historian. From a Marxist stance, he argued that power wasn’t something that institutions possess and use oppressively. Moreover, he believed that ‘power is more of a strategy than something in which you can possess’ Mambrol, N (2017). The Panopticon (1977) deriving from Jeremy Bentham’s design in 1995, was suggestively described by Foucault (1926-1984) in an interview as ‘the eye of power’ Balan, S (2010). The Panopticon (1977), even though never built, was a template for modern advances of power, which reshaped individuals through consistent monitorisation and observation. The idea of the Panopticon (1977) was to consistently watch prisoners and assume that they will not perform any acts of crime whilst constantly being monitored. It is presumed that the notion of CCTV cameras in shopping centres and in vast social settings would be a deterrent for criminals to partake in their usual activities, and therefore positively direct social behaviours; although, a study suggests that only one crime is solved by every 1000 CCTV cameras (BBC, 2009). 
Applying the Panopticon (1977) to the modern world is very easy some would argue; one study suggests that a series of psychiatric units within New Zealand are still using constant surveillance, and that the individuals of which are institutionalised are still subject to this due to the Corrections Regulations (2005) prohibiting the use of privacy screening (Anna, S no date). Trachsel, M (2019) states that individuals in psychiatric units need to use CCTV due to the security for staff members and themselves, including prevention and quick intervention from staff. It is said that CCTV needs to document behaviours from patients for the safety of themselves and others and that the benefit must outweigh the loss of privacy involved. Vartiainen and Hakola (1994) also studied the use of CCTV in forensic wards and found that there was a 18% drop in violence whilst using surveillance. In comparison to the use of surveillance within a healthcare setting proves of use in attempting to combat violence and maintain safety for patients and staff; and that these individuals deemed to lack safety for themselves and others. It is imperative to use CCTV surveillance in these instances, and that the safety of the patient and staff outweighs the ethical implications, research suggests. Following the tragic case of Sarah Everard in 2021, research suggests how panoptic ideologies can be applied to the modern world and can work effectively when used in the right parameters. Police officers at the time were able to collect CCTV footage from doorbell cameras and dash cameras, also from traditional sources such as supermarkets and shopping centres. It is suggested that without any of this footage, the likelihood of the crime being solved was very slim. (Hale, R no date). It has been established so far that the use of CCTV can be seen as a good way to protect individuals from risk of potential harm, and that this outweighs the ideology of unethical surveillance. Another example, the Stephen Lawrence case in 1993. Stephen was a young black male that was murdered in an ‘unprovoked knife attack’ in London of 1993. The said unprovoked attack was of racial nature and was also an act of discrimination and ‘racial prejudice’ towards his friend and family afterwards (UK Parliament, 2021). Therefore, through research above, it can be acknowledged that Stephen Lawrence was a victim. It has been established that the murder of Stephen Lawrence was classed as a racial in terms of the unprovoked knife attack, although, it is important to note how the police were able to obtain the information of which they needed to convict the young white youths involved. Police were able to obtain evidence that the crime happened through the means of CCTV surveillance and the use of ‘bugging’. Even though they were neglectful and racially discriminatory, without the surveillance, they wouldn’t have been able to potentially be witness to the crime, regardless of how neglectfully the case was handled.
In many cases, surveillance is considered unethical and contests the question of whether society are victims of invasion of privacy. According to the Law Dictionary (2025), a victim is ‘a person harmed by criminal acts’. Through research conducted above, the government have suggested that surveillance is needed for ‘crime prevention’. Does that mean it is necessary to continue the use of surveillance ‘just in case’ a crime occurs? Do ethics come into consideration here? And what if society doesn’t want to be watched – does this make a difference? So, The Regulation of Investigatory Powers Act (2000) was put into place to allow the appropriately concerned bodies to access/record phone conversations for the purpose of detecting or preventing serious crime; also, have been granted access of following people if detecting or preventing serious crime, using undercover police and ‘bugging’ vehicles if deemed necessary. The UK Government (2025) states that within The Human Rights Act (1998) most of the rights are deemed as absolute, although, some can be overruled if ‘certain conditions are satisfied’. The Amended Surveillance Camera Code of Practice (2021) states that the way in which technology is used could be seen as intrusive rather than the technology itself, therefore when using this technology, it is imperative to ensure that the reasonings are presented clearly and concisely, whilst also being documented to state the purpose of why it is being used. The code also states that whilst recording/viewing private material, even though the purpose has been disclosed, it will still need to be reviewed regularly to justify the reasonings. 
To conclude, it has been established through research what surveillance is and how it is used mostly for crime prevention and to help assist with criminal investigations. Surveillance is also used within the health and social care sector, and it has been established through research that the security and safety of staff and patients outweighs the ethical limitations of privacy. It has been deemed more important under The Equality Act (2010) that a vulnerable individual is cared for, their wellbeing is considered and not being ‘discriminated against’ and The Human Rights Act (1998) that a person’s safety comes under the ‘right to life’ and the ‘right to freedom’. Although, it has also been established that the police or professional Governing bodies have the right to overrule some of The Human Rights Act (1998) if ‘conditions deem necessary’. Within the stalker case of Sarah Everard in 2021, the perpetrator would not have been caught if the use of CCTV wasn’t an option. For example, the use of a dash camera and the use of CCTV in supermarkets and shopping centres. In the murder case of Stephen Lawrence in 1993, even though the unethical use of ‘bugging’ was used, the police were able to gain the evidence of which they needed to convict two of the perpetrators. The covert surveillance methods used were questionable and considered unethical and the Macpherson Report (2021) doesn’t address this. Although, the Metropolitan Black Police Association (no date) states that they are unsure as to why this hasn’t been addressed in the report and that they will be looking to call a public enquiry as to why. It is evident through research that the use of surveillance, specifically in the digital and technological form, has been of good use; within the health and social care sector to keep staff and patients safe, and under the umbrella of crime to prevent and to assist in criminal investigations. It is clear that the scope of surveillance needs to be known, and from research it has been established that surveillance can be great for achieving the above but can also be a form of control from higher powers.
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