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[bookmark: _Toc7374091]ABSTRACT
Virtualisation has established its self as a core component within IT infrastructure. It provides resource consolidation and cost savings. However, virtualisation performance is yet to equal physical host performance.
The overall aim of this project is to formulate an optimisation framework to improve and tune the performance of Microsoft Hyper-V. The objectives include a critical literature review of related material; the development and implementation of an optimisation framework for Hyper-V; and the evaluation of the framework using established benchmarking tools.
A systematic method is used, conducting a baseline benchmark and then implementing each optimisation method from the framework and benchmarking the results. PowerShell is used to trigger the benchmarks and save the results.
The major findings from this project include evidence that recommendations presented in the literature review improve the performance of Hyper-V. However, it was also found that not every method improved performance. The project successfully delivers an optimisation framework for Hyper-V. It also demonstrates a testing methodology that can be used to optimise a different Hyper-V deployment. 
The conclusions that can be drawn from this project include, significant performance benefits can be gained from modification of Hyper-V settings. However, the recommendations from this project will likely not always apply to different deployments. It is recommended to conduct further research by implementing the framework on different Hyper-V configurations to compare the results. Further research is also needed into the interactions between different optimisation methods.
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[bookmark: _Toc7374095]Introduction
[bookmark: _Hlk528420676]Virtualisation has established itself as an important part of IT for most enterprises, with 80% of server workloads virtualised [1]. This is due to the numerous cost savings it can bring via the consolidation of often under-utilised server hardware boxes. Virtualisation at scale is realised using a Type 1 Hypervisor, the core technology behind the consolidation of multiple workloads onto a single system. However, despite savings in rack space, cooling, power and maintenance, virtualisation is unable to equal the performance of a non-virtualised system [2], [3]. The performance penalty that virtualisation incurs can range from 10-40% [4]–[6]. This has led to considerable interest from the global academic community, industry experts and online communities into areas of optimisation and tuning. The area of optimisation is also diverse due to the many vendors and hypervisors available. 
VMware and Microsoft are the market leaders in x86 Server Virtualisation Infrastructure. They continue to optimise and bring new features to their flagship type 1 hypervisors, VMware ESXi and Microsoft Hyper-V 2016. Microsoft has also continued to improve and expand their virtualisation offering to great success, to the point of encroaching on VMware’s market dominance [1].  
This project plans to test practical optimisation techniques and features of Microsoft Hyper-V (an increasingly favoured choice of the small enterprise [1]). This will be delivered in the form of a consolidated framework of optimisation recommendations. Implementation of the optimisation framework should significantly improve performance of a Hyper-V cluster. The framework also plans to bring quantifiable evidence of a technique’s effectiveness, which has generally been omitted in optimisation and best practice guides to-date.
[bookmark: _Toc7374096][bookmark: _Hlk4240657]Aim
The main aim of this report is 
to formulate a comprehensive framework on how to optimise Microsoft Hyper-V in a failover cluster environment.
[bookmark: _Toc7374097][bookmark: _Hlk4239368]Objectives
The objectives are to:
· [bookmark: _Hlk4769001]provide a critical literature review of type 1 hypervisor benchmarking and optimisation strategies, including Microsoft (MS) Hyper-V specific technologies and best practices;
· develop a framework of optimisation recommendations, applicable to MS Hyper-V;
· implement the framework recommendations on a test MS Hyper-V cluster;
· evaluate the effectiveness of the framework implementations using established benchmarking tools, elicited in the literature review.
[bookmark: _Toc7374098]Structure of the Report
This project will comprise of three main parts. Firstly, the literature review that will introduce the area of type 1 hypervisor benchmarking and optimisation. The technologies, features and best-practices’ of Hyper-V are also explored which will inform the framework formulation. The second part will comprise of the optimisation framework and the collection of experimental benchmark data. Lastly, the third part will detail the findings of the collected benchmark results and ultimately evaluate the effectiveness of the optimisation framework.


[bookmark: _Toc7374099]Research and Review of Literature
The following literature review will be composed of two sections. The first section will outline the background of academic research concerning type 1 hypervisor performance, as well as the benchmarking of virtualised environments. The benchmarking of specific components and operations such as the central processing unit (CPU) and input/output (I/O) operations (including disk, memory, graphics processing unit (GPU) and network) in the context of virtualisation will be reviewed. Virtualisation technologies (e.g. paravirtualisation, hardware-assisted virtualisation, SR-IOV and RDMA) will also be examined. The second section will be a compilation of practical advice and suggestions for optimising and tuning a Microsoft Hyper-V environment. The goal of this section is to highlight the consensus of what practical steps can be taken to optimise Hyper-V to improve performance. This section will ultimately help derive the methods and optimisation strategies used during the project.
[bookmark: _Toc7374100]Academic Background
[bookmark: _Hlk511231397]Many studies have been conducted to evaluate the performance of different type 1 hypervisors. Fayyad et al. [7] benchmarked the performance of Microsoft (MS) Hyper-V server, VMware ESXi and Xen Hypervisors using the Time Stamp Counter (TSC). It was found that paravirtualisation with hardware-assistance (HW-assisted) outperformed full virtualisation (HW-assisted). Xen was found to have performance close to a non-virtualised machine. Bottlenecks were also identified on a symmetric multiprocessor (SMP) system with shared memory bus when running multiple VMs. Similar performance studies that increase the number of concurrent VMs in various hypervisor setups have been conducted by Hwang et al. [3], Soriga and Barbulescu [8] and Li et al. [9]. The results from these studies present similar conclusions. There is no perfect hypervisor. This is because different workloads and applications perform differently on different hypervisors. CPU bound benchmarks do not highlight any significant underlying issues in virtualised environments. However, disk I/O intensive workloads present difficulties in hypervisors causing bottlenecks [3], [8], [9].
Morabito et al. [10] compared the performance of container-based virtualisation and hypervisor-based virtualisation. Many benchmarking tools were used such as Y-cruncher and NBENCH for CPU performance, Bonie++ for disk I/O performance and Netperf for network I/O performance. It was discovered that disk I/O was a bottleneck in hypervisors. Container-based virtualisation also outperformed hypervisor-based virtualisation in many of the tests. 
Several studies have conducted benchmarking using virtualisation tailored benchmarks, rather than more traditional tools used for non-virtualised system benchmarking. Soundararajan et al. [11] proposed an end-to-end method for evaluating virtualisation platforms. It was argued that benchmarking a virtualisation platform requires a different approach compared to benchmarking a physical system. This is because of the complexity of the virtualisation stack and resource contention that happens with increasing numbers of VMs. Soundararajan et al. used three benchmarks to test all areas of the virtualisation stack. VMark was used to measure consolidation performance; Viewplanner to measure the interactive performance of desktop applications and VCBench to measure the performance of the management layer. It was identified that the virtualisation support in hardware has improved end-to-end performance. It was also identified that such hardware changes may introduce overhead when managing densely-packed hosts. Bakhshayeshi and Akbari [12] studied the performance of virtualised environments using the high-performance computing (HPC) Challenge Benchmark Suite [13]. It was found that VMware ESXi had the best overall performance out of Kernal-based Virtual Machine (KVM) and Xen. However, network performance highlighted a possible bottleneck in ESXi.
Hu et al. [14] conducted a comparative study of VM live migration on KVM, XenServer, VMware and Hyper-V. The study demonstrated hands-on experimentation and testing of live migration using an automated testing framework. The results provided an insight into total migration time and down time of different hypervisors. For example, with memory migration KVM had the least amount of down time at 0.18 seconds, followed by VMware at 0.59, Hyper-V at 0.72 and XenServer at 4.64. Total memory migration time was 6.71 seconds for VMware, 12.45 for KVM, 23.71 for Hyper-V and 29.17 for XenServer. The reason that KVM and VMware migration times were quicker is due to only in-use memory being transferred, as opposed to configured memory which was the case for Hyper-V and XenServer. It was also discovered that memory writes and disk reads affect memory migration substantially. Noshy et al. [15] surveyed the current approaches to live memory migration optimisation. These include compression, deduplication and checkpointing. The main research directions relating to migration (e.g. optimisation, migration over WAN, power consumption and security) were discussed along with potential issues.
Smith and Sebastian’s white paper [16] presented a benchmarking framework called Transaction Processing Performance Council Virtual Measurement Single System (TPC-VMS). TPC-VMS provides a guide on how to use the existing TPC-C, TPC-E, TPC-H and TPC-DS benchmarks to measure database performance in virtualised environments. It was highlighted that TPC-VMS provides a large workload benchmark that may require multiple processor cores. This sets the benchmark apart from other virtualisation benchmarks such as VMmark and SPECvirt_sc2010 [16].
There has been extensive research in areas of optimisation in type 1 hypervisor setups. It is now well excepted that virtualised environments suffer from significant overhead ranging from 10-40% when performing I/O operations (e.g. disk, network and GPU) [4]–[6]. This has mainly been accredited to the numerous VM-exits that occur when the hypervisor conducts processing relating to a VM [6], [17]. 
The main focus of improving I/O performance has been in the area of networking for the Xen and KVM hypervisors. Liao et al. [18] proposed software techniques to enhance the Virtual Machine Monitor (VMM) scheduler to improve performance. Optimisation improvements were also proposed by designing a simple bridge for improved packet processing, as well as the adaptation of the transmit (TX) queue length in the driver domain. The techniques resulted in a 96% increase in bandwidth in the 10-Gigabit Ethernet (10GE) setting and a 36% saving in core utilisation per gigabit. Gordon et al. [6] proposed a different software approach that handles all interrupts within the guest VM, thus shortening the interrupt handling path by removing host involvement. The proposed Exit-Less Interrupts (ELI) approach improved throughput and latency by 1.3x-1.6x for unmodified, untrusted guest VMs. Jian et al. [19] optimised the interrupt delivery path and shortened the network I/O route. Network throughput was increased by 50% and reduced CPU overhead by 70%. Bourguiba et al. [20] proposed a packet aggregation strategy to reduce memory communication when transferring packets from the driver domain to the guest VM. The approach significantly improved network performance, however, there was a trade-off between increased delay and throughput. Ning et al. [21] proposed yet another approach by developing a new network socket library. This used Hypercalls and shared memory for data transmission. Significant improvements were seen in both throughput and latency. 
Disk [4], GPU [22]–[28], CPU [29] and Memory [30], [31] have also seen attention in various scenarios for optimisation in virtualised systems. Li et al. [4] proposed a method to improve disk I/O performance in Xen. They proposed a bypass mechanism to eliminate the I/O scheduler layer and generic block layer in the guest VM, as well as a static buffer pool between the driver domain and guest VM. These techniques improved disk I/O performance by 15.6%-36.6%. 
GPU virtualisation and optimisation techniques (to reduce overhead) have become a popular area of interest. This is due to the complexity to virtualise, the advent of cloud gaming and use of GPUs for high-performance tasks [24], [25]. Vu et al. [25] proposed the use of forwarding application programming interface (API) calls from a guest VM to appliance VM for VMware ESXi. This successfully allowed support for the sharing of GPU resources with VMs. Zhang et al. [24] proposed a GPU resource scheduling mechanism harnessing paravirtualisation for cloud gaming and delivered successful results, however, overhead was seen. Suzuki et al. [26] proposed an open architecture for GPU virtualisation and resource management for full and paravirtualisation. Successful results were seen but overhead was introduced.
Viitkar’s thesis [32] explored memory optimisation algorithms and reclamation tools in ESXi, Hyper-V, KVM and Xen. The monitoring tool Zabbix was used to collect data for analysis. The results found that Hyper-V was the most effective at reclaiming and optimising memory followed by ESXi and KVM, with Xen failing to meet testing criteria.
Zhao et al. [33] proposed a VM resource management framework based on fuzzy modelling and cross-host-guest optimisation. The approach allowed the VM host and guest layers to be aware of one another and cooperate to improve application performance and deliver desired Quality of Service (QoS). TPC-H workloads saw a 33.5% performance improvement and map image quality improved by 40% for TerraFly workloads. 
Despite cutting edge experimental optimisation methods, there are also more commercially implemented techniques. One such technique is paravirtualisation. This is a virtualisation technique that utilises special drivers on a guest VM to simplify communication from the guest VM to the host and hardware [34]. Paravirtualisation has become a known strategy to optimise I/O performance in virtualised environments [21]. Motika and Weiss [34] analysed the performance of the well-known paravirtualisation network driver ‘Virtio’ in KVM [35]. The driver increases throughput and reduces overhead by eliminating VM exits for network access. Virtio increased network throughput by 50% and reduced latency by 25% [34]. Fayyad-Kazan et al. [36] performed a performance comparison between Enlightenment (Microsoft’s paravirtualisation technique) and hardware emulation in MS Hyper-V server 2012. The TSC was used to measure performance. It was found that an Enlightened VM brought a 2x performance improvement over a hardware emulated VM. However, the performance of an Enlightened VM was still low compared to that of a non-virtualised machine. Torbic et al.’s [37] comparison between Hyper-V with Enlightenment (paravirtualisation) and ESXi using full hardware emulation (no paravirtualisation) revealed paravirtualisation’s superior sequential disk performance. Random access read and write performance using the HD Tune benchmark were similar for both hypervisors. Sequential read and write performance highlighted better performance for Hyper-V. However, the ATTO Disk benchmark demonstrated over 50% better sequential read and write performance for Hyper-V, with block sizes larger than 8 KB when reading and 32 KB when writing. Thus, highlighting paravirtualisation’s superior performance when transferring large amounts of data.
Virtualisation performance has been improved over the years due to hardware support with the introduction of Intel Virtualization Technology (Intel VT) [38] and AMD Virtualization (AMD-V) [39]. This advance in hardware to support virtualisation has been named Hardware-assisted (HW-assisted) virtualisation [8]. Adams and Agesen [40] conducted a study to compare HW-assisted virtualisation to regular software-only techniques. The results were mixed with HW-assisted virtualisation’s underwhelming performance linked to its lack of support for memory management unit (MMU) virtualisation. However, developments in hardware have vastly progressed since the time of this study. This has been due to the introduction of Intel VT for Direct I/O (Intel VT-d) [38], [41], [42] and AMD-V for I/O (AMD-Vi) technologies that provide MMU support [28]. Studies by Zhang and Dong [43] and Fayyad et al. [7] highlight the improvements of HW-assisted virtualisation.
Single root I/O virtualization (SR-IOV) is a standard that allows a supported Peripheral Component Interconnect Express (PCIe) device to appear as multiple virtual devices. This allows a VM to have a dedicated virtual device and communicate with hardware directly. Thus, reducing overhead from VMM involvement and extra memory copies. However, disadvantages include special hardware support and increased complexity for VM tasks such as migration [44]. Liu [44] conducted a performance study on 10GE network interface cards (NICs) with SR-IOV support. It was found that SR-IOV achieved a close to line rate of 9.3 Gigabits per second (Gbps). However, CPU utilisation was greater compared to a non-virtualised system. Dong et al. [45] conducted a similar study but also introduced a dynamic network interface switching technique. This solved the migration issues linked to SR-IOV. The results were complementary to Liu’s [44]; a line rate of 9.48 Gbps was achieved with scaling potential up to 60 VMs and minimal CPU overhead introduced per VM.
Remote Direct Memory Access (RDMA) is a network technology that allows data transfer from one computer to another. It bypasses the involvement of CPU, OS and related copying into memory buffers (that occurs as data is sent and received over the TCP/IP stack) [46]–[48]. This results in increased throughput and decreased latency [46]–[48]. RDMA is the foundation to high performance proprietary interconnects such as InfiniBand, Myrinet and Quadrics [49], [50]. RDMA is supported over Ethernet networks with RDMA over Converged Ethernet (RoCE) protocol and Internet Wide Area RDMA Protocol (iWARP) [51]. Numerous studies have explored the possibilities of RDMA for improved network efficiency. An early study by Subramoni et al. [52] conducted a performance evaluation of RDMA over Ethernet (RDMAoE [now RoCE]), Native InfiniBand (IB), IP over InfiniBand (IPoIB) and regular TCP/IP. It was found that IB had consistently better performance with the highest throughput (especially with large message sizes) and the lowest latency. However, RDMAoE performed with similar levels of low latency. Throughput had a 25-30% degradation compared to IB. IPoIB and TCP/IP had considerably worse performance. Although CPU utilisation for RDMAoE was poor at 12% compared to all other technologies. Huang et al. [53] demonstrated the merits of RDMA for VM migration in Xen using IB. The use of IB reduced total migration time by up to 80% and application downtime by up to 77%. Recent studies by Guo et al. [54] and Mittal et al. [51] highlight the complexity of the specially architected environment needed to support RoCE and the numerous problems it introduces. Both studies successfully demonstrate solutions, however, it raises the question as the whether such effort is worth it in non-datacentre production environments.
[bookmark: _Toc7374101]Microsoft Hyper-V Optimisation
Numerous best practice guides, online articles and blog posts exist claiming tips and tricks for optimising and tuning the performance of type 1 hypervisors and VMs. In terms of a Hyper-V environment Microsoft provides extensive official documentation addressing performance tuning of Hyper-V server. Steele et al. [55] (regular contributors on Microsoft’s new open source documentation service ‘https://docs.microsoft.com’ [56]) firstly highlights the importance of hardware selection. Systems that will host Hyper-V require more resources than non-virtualised systems. The CPU should have sufficient logical processors and requires Second Level Address Translation (SLAT) support. Hyper-V benefits from a large processor cache and sufficient memory to be allocated to the root and child partitions. Storage hardware should have enough capacity and bandwidth to handle the needs of VMs and the physical host, with disks placed in a suitable Redundant Array of Independent Disks (RAID) configuration. VMs should be placed on different physical disks if they have intensive disk I/O workloads. Power plan considerations are mentioned with the High Performance power plan noted for its low response latency in VMs, at the cost of greater power consumption. Microsoft recommends the Hyper-V server role be installed in Windows Server with the Core installation option, which offers a minimal Command Line Interface (CLI) environment. Siron [57] presented the advantages and disadvantages of the three server deployment options for Hyper-V; Hyper-V Server (free distribution), Windows Server Core and Windows Server with Graphical User Interface (GUI). The memory consumption of each deployment mode was comparable when the systems were logged off with their being less than 85MB difference between Core and GUI versions. It was concluded that performance, attack surface and patch frequency did not present any significant advantages to any one deployment option; leaving the deployment decision to the discretion of the administrator. 
Microsoft [55] recommends that Hyper-V be installed as the dedicated server role on a system with very limited additional software installed. This is because running additional server roles and software can hamper the performance of Hyper-V, resulting in degraded VM performance. 
Steele et al. [58] discuss methods to improve Hyper-V processor performance. These include enabling the (latest version of) Virtual Machine Integration Services which include the Hyper-V I/O devices enlightened drivers. The Hyper-V specific I/O devices require significantly less CPU overhead compared to emulated devices. Care should be taken when assigning the number of required virtual processors (e.g. non-CPU intensive VMs should be assigned only one virtual processor). This is due to the increased overhead caused by scheduling and synchronisation of the logical processor(s) for multiple virtual processors. Various best practices to reduce background activity in idle VMs are presented (e.g. removing unused devices, closing Server Manager etc.). The aim is to free CPU resources for other VMs. The Virtual Non-Uniform Memory Access (NUMA) technology is discussed. Physical NUMA is a system architecture that relates to how system memory and processors are interconnected in a multi-core processor. Memory is connected to different processors resulting in some memory regions having greater access latency. NUMA architecture groups memory and processors into groups (NUMA nodes) allowing processors in a NUMA node to have faster access to memory that is within its node. Virtual NUMA presents a virtual NUMA topology to guest VMs allowing NUMA aware applications to take advantage of reduced memory latency [59].
Hyper-V memory performance is the next section explored by Steele et al. [60]. Correct sizing of child partitions is important as a lack of memory will increase CPU and I/O usage as well as response times. The Dynamic Memory feature can be used to provision memory automatically. Sufficient memory is needed by the root partition for I/O virtualisation and management functions to support child partitions. Memory related performance monitoring counters are presented with suggested thresholds to indicate the burden on child partition memory (e.g. the average memory pages over a 1-hour period should be less than 10).
Steele et al. [61] explores Hyper-V storage I/O by discussing the various storage options available to VMs. In terms of virtual storage controllers, Small Computer System Interface (SCSI) and Virtual Fibre Channel Host Bus Adapters (HBAs) should be preferred over the Integrated Drive Electronics (IDE) controllers. There are two virtual hard disk formats, VHD and VHDX. VHDX is the newest and preferred virtual hard disk format with several performance benefits. These include alignment improvements to work well on large sector disks; 4 KB logical sector virtual disks that can improve performance for applications and improved efficiency in representing data, resulting in smaller file sizes. There are different virtual hard disk types which include fixed and dynamic virtual hard disks. Fixed disks require the lowest CPU overhead and are recommended when a VMs storage requirements are not expected to grow significantly. Dynamic disks can grow in size automatically to meet changing storage requirements. The VHDX format is recommended for dynamic disks, however, due to their dynamic nature there is a slight increase in CPU and disk I/O overhead which may impact performance. The documentation highlights that Snapshots of VMs can noticeably affect performance if not carefully implemented. 
Microsoft provides a guide to network subsystem performance tuning, which is relevant to Hyper-V. Short et al. [62] highlights the importance of purchasing modern high-performance network adapters that support various performance enhancing technologies. Network adapters can support numerous offload capabilities, whereby the network adapter can reduce CPU usage by processing network related tasks that would normally be handled by the CPU. These tasks include checksum calculations and packet segmentation. Virtual Machine Queue (VMQ) is a driver technology that can be supported by network adapters [63], [64]. 
[image: ]
[bookmark: _Toc7374124]Figure 1. VMQ architecture [64]
VMQ utilises hardware queues on a NIC, where each queue corresponds to a VM or the host, as can be seen in fig. 1. This allows for scalability as traffic is distributed to the relevant queue instead of one single queue. This increases performance by simplifying the routing function with direct memory access (DMA) which reduces CPU overhead and latency. VMQ is also important for scalability as each queue can be distributed among multiple processing cores, as opposed to all networking traffic being handled by a single core (which would be the case without VMQ) [63], [64]. It is noted that VMQ is the virtualised equivalent to Receive Side Scaling (RSS) which also distributes incoming network traffic among physical processing cores. However, RSS load balances related streams of UDP and TCP packets as opposed to VMs [62], [64]. Virtual Receive Side Scaling (vRSS) is another related technology that load balances traffic for a virtual NIC, in a VM among virtual or logical processors [65]. However, it is only recommended in certain circumstances [66]. 
[image: ]
[bookmark: _Toc7374125]Figure 2. SR-IOV architecture [67]
Hyper-V supports SR-IOV capable hardware, as previously mentioned SR-IOV is a technology that allows a VM to directly access the NIC hardware via a PCIe Virtual Function (VF) [68]. In Hyper-V the software-based layer-2 Ethernet Virtual Switch (vSwitch) is bypassed when SR-IOV is used; this is highlighted when fig. 1 and 2 are compared. This results in reduced network I/O overhead and achieves comparable performance to a non-virtualised system [68], [69]. A virtualised environment using SR-IOV can also take advantage of Receive Segment Coalescing (RSC). This technology can group together packets to reduce the number of IP headers that need to be processed when receiving data. RSC allows up to 64 KB of traffic to be grouped into a single large packet before passing to the TCP/IP stack. This will increase network throughput at the cost of increased latency [62], [70]. 
NIC Teaming is an important feature introduced in Windows Server 2012, which allows multiple physical NICs to be grouped into one or more virtual adapters (called team NICs [tNICs]). This provides bandwidth aggregation and fault tolerance if a NIC fails [71], [72]. NIC teaming is fully compatible with Hyper-V and virtualised network environments. It is also noted that NIC teaming and VMQ work well together. This is due to load distribution algorithms that can distribute queues among members of the tNIC [72]. It is also possible to team NICs in VMs. This is useful to bring redundancy to SR-IOV. This is because such adapters cannot be protected by a regular NIC team as it bypasses the vSwitch [73].
NIC teaming and the link aggregation it provides does not necessarily improve performance. This is because a team will load balance individual TCP/IP streams. Thus, if a file is transferred from one computer to another the full team bandwidth will not be used. Microsoft Multipath I/O (MPIO) is an architecture that provides dynamic multipathing for iSCSI traffic. MPIO allows a single stream of traffic to take multiple paths to and from a destination, taking advantage of the full bandwidth of multiple connections. It also provides high availability and load balancing for Windows Server to Storage Area Networks (SANs) [74].
Server Message Block (SMB) is a network file sharing protocol that allows computers to request services, as well as read and write files from remote servers. SMB 3.0 is the latest iteration of the protocol, which brings new features and performance optimisations that can be harnessed by Hyper-V [75]. SMB 3.0 can provide a storage solution for VHD(X) files etc. by using scale-out file shares on clustered file servers [75], [76]. SMB Multichannel and SMB Direct are two of the many new powerful features that make SMB storage an enterprise ready solution [75], [77]. The former feature is much like MPIO, providing aggregated network bandwidth and fault tolerance via multiple pathways [75], [78], [79]. The latter takes advantage of RDMA capable NICs to increase throughput to line speeds, reduce latency and CPU utilisation [80]. Zhang [2] discussed the pros and cons of SMB and iSCSI storage, as well as conducted a basic performance benchmark. An SMB file share using SMB Direct consistently beats iSCSI in terms of throughput (by 8%), 4KB random IOPS (read) (by 409%) and average latency (by 409%).
Steele and Poggemeyer [81] suggest hints on how to detect bottlenecks in a virtualised environment. These include using Performance Monitor to detect CPU, Memory, Network and Storage bottlenecks. Ohlinger and Cai [82] provide additional detailed documentation on analysing Hyper-V host and VM performance. For example the ‘\Logical Disk(*)\Avg. Disk sec/Write’ performance monitor counter can be used to assess Hyper-V host disk latency, where 1-15ms is healthy. The ‘\Memory\Pages/sec’ counter can be used to detect low memory, when there are 500+ pages a second. Network utilisation on the Hyper-V host can be assessed using ‘\Network Interface(*)\Bytes Total/sec’, where greater than 65% is indicative of a problem. Processor performance can also be measured with ‘Hyper-V Hypervisor Logical Processor(_Total)% Total Run Time’ and ‘\Hyper-V Hypervisor Virtual Processor(*)\%Guest Run Time’ counters. Ohlinger and Cai [83] provide a follow up checklist for optimising performance of Hyper-V when running a BizTalk Server, which maybe relevant more generally. Ohlinger and Cai [5] also provide a technical guide addressing the system resource costs of running Hyper-V and its virtualisation processes. The CPU overhead of Hyper-V is claimed to be 9-12%. Memory overhead is more complex as Ohlinger and Cai’s advice is likely outdated. According to Finn [84] and Posey [85] Hyper-V dynamically allocates its memory host reserve; 2 GB is needed for the management OS and 2.5+ GB for a host reserve. Clear official documentation addressing Hyper-V’s memory overhead is hard to find, other than an error symptom [86]. Hyper-V network overhead is minimal and disk overhead for a passthrough disk is claimed to be 6-8% [5]. However, passthrough disks are no longer a recommended configuration [61].
Osborne [87] provides one of the most consolidated checklists  of Windows Server 2012 R2 Hyper-V best practices. The aim of the checklist was to provide an easy to follow list that addresses all areas that should be considered for optimal performance. The checklist also includes links to more detailed Microsoft documentation. Some noteworthy tips that were mentioned include: setting Hyper-V host Antivirus exclusions; use of the Performance Analysis of Logs (PAL) tool for Performance Monitor analysis templates; using Jumbo frames to increase network throughput; recommended network configuration for a cluster and recommended live migration settings. 
Outside of Microsoft Docs, Technet and the Microsoft Developer Network, numerous independent authors have written Hyper-V optimisation articles and guides. Siron [88] suggests a number of hardware tweaks to increase Hyper-V performance. System upgrades should be considered if budget is available and hardware is slow. BIOS settings can be tuned, for example disabling C States, power management, SCSI BIOSs and BIOS-set VLAN IDs on physical NICs. The Hyper-V storage configuration and settings should be carefully considered and optimised, with the consideration that hard disks are inherently slow. Solid State Drives (SSDs) or a large Redundant Array of Independent Disks (RAID) 10 configuration (of hard disks) are recommended. Read caches should be enabled and write caching considered based on the set-up and potential risks. A few arrays with many disks are preferred over many arrays with few disks. The management OS does not require fast storage as the hypervisor will remain in the memory. The iSCSI/SMB networks should be on a separate network free from other traffic and use jumbo frames if supported. MPIO and SMB multi-channel are also faster and more efficient than a NIC team. Memory cannot be optimised by a significant amount. Recommendations include using multi-channel memory, not over-allocating memory to VMs and using Dynamic Memory. For network settings Siron [88] claims that VMQ causes more problems than it solves and recommends it should be disabled on NICs and tNICs. vRSS is not a setting to be worried about. One vSwitch should be used to prevent additional processing overhead. The whole Hyper-V environment should also be monitored and maintained once deployed. Various performance baselines should be taken under different load levels to assess performance and hardware drivers kept up-to-date.
Siron [89] wrote a more comprehensive optimisation guide called ‘95 Best Practices for Optimizing Hyper-V Performance’. This document contains many recommendations previously mentioned but also brings attention to areas neglected by other authors. For example, the Microsoft Assessment and Planning Toolkit is recommended for sizing an environment. Remote management is preferred rather than to log on to the management OS. Containers can be utilised within VMs to reduce VM density. This is because a high-density of VMs results in poorer performance due to numerous context switches and scheduling of resources. Little can be done to tune CPU performance other than to not over allocate vCPUs to VMs. VMs that will perform memory intensive work loads should use Fixed Memory rather than Dynamic. A network utilisation monitor should be set up to know how much bandwidth is being used. Care should also be taken in IP addressing so that a router is not required to reach a virtual adapter on the same host. Storage is likely to be the slowest component in a Hyper-V setup. Formatting disks with a 64-kilobyte allocation unit may potentially yield performance benefits. VM configuration guidance includes using checkpoints rarely and keeping Hyper-V guest services up-to-date. 
Network design for Hyper-V is a complex topic that has limited quality documentation. Siron [90], [91] again has vital documentation addressing this subject area along with Edwards [92]. The design and implementation of the networks for a Hyper-V cluster will have a big impact on network performance [89]–[91]. This is because there are different architectural approaches that depend on hardware specifications and whether 1GE or 10GE NICs are being used [90]–[92]. There are also many different traffic types that require correct segmentation into networks [90], [91]. The different traffic types include, management, cluster communication (e.g. ‘heartbeat’ and Cluster Shared Volumes [CSV]), live migration, VM and storage traffic (e.g. iSCSI) [90], [91]. A typical 1GE network design would consist of 2-3 teamed physical NICs [90]. Creation of virtual NICs (vNICs) should be considered for Management OS for management, cluster communication and live migration traffic [91], [93], [94]. Two unteamed NICs configured with MPIO is recommended for connecting to iSCSI storage. It should be noted that additional vNICs will be created for use by VMs [91].  
A typical 10GE network design would consist of two teamed physical NICs, with vNICs created for management, cluster communication, live migration, VMs and storage (with MPIO). This design would be fully converged [90], [91]. Note that a vNIC will connect to the vSwitch [93], [94]. Edward’s collection of articles [92] recommends a similar approach for 10GE networking and explores more complex designs.
There are numerous industry experts and independent authors that have written about Hyper-V. Nemnom [95] recommends moving a VM’s Paging file (a system file used for crash dumps, a store for infrequently accessed modified pages removed from physical memory and to act as a reserve to extend system committed memory [96]) to another Virtual Disk to improve disk performance. Posey [97]–[99] has discussed performance tuning of Windows VMs and troubleshooting poorly performing storage solutions. Kaniski  [100], Sharma [101], Lee [102], Avoyan [103], Finn [104], Burk [105] and Schnackenburg [106] all have written best practice/performance tuning articles. The content and recommendations are also more or less the same as stated by Microsoft’s documentation and Siron.
[bookmark: _Toc7374102]Conclusion
To conclude, there has been considerable research into the areas of benchmarking and optimisation of virtualised environments hosted on type 1 hypervisors. Benchmarking has highlighted various overheads and bottlenecks that can occur in virtualised environments, especially in terms of I/O performance. The global research community has proposed many solutions to reduce overheads and improve performance. A common theme has been low-level system optimisation and path shortening strategies in virtualised architectures. Paravirtualisation, HW-assisted virtualisation, hardware-based SR-IOV and RDMA are also significant contributions to improving performance in virtualised environments.
The academic research provides a solid grounding to the underpinning theory and drawbacks of virtualisation. It also introduces cutting-edge optimisation strategies and techniques proposed by the global research community. As good as this research is, it lacks practicality and is difficult to recreate for those other than industry leading specialists. This ultimately means that the majority of research will remain ‘a proof of concept’ and never see real-world use in a production environment. For these reasons it has been decided to pursue practical experimentation into existing technologies and features of a Hyper-V environment. This will allow systems administrators and engineers to safely tune and optimise their Hyper-V based environment with ease.
The Hyper-V optimisation section highlights real-world advice recommended by vendors, industry and experts. The section has raised awareness of optimisation technologies and features of Hyper-V and Windows Server. These technologies and features will become the foundation of this study. This is because other than anecdotal evidence there are few optimisation recommendations backed by experimental evidence. This project aims to justify settings and configuration choices for all areas of Hyper-V. Thus, the project will ultimately bring credibility and validity to Microsoft’s and others best practice recommendations.

[bookmark: _Toc7374103]Research Methodology
This project is an experiment and will focus on quantitative observation of benchmark data (that has been collected in a repeatable manner). The purpose of the experiment is to develop an optimisation framework and test its effectiveness. Successful completion of the project will deliver an optimisation framework, experimental benchmark data and documentation analysing the results. 
The credibility of the research findings will likely be high. This is because the obtained benchmark results will be reliable due to the use of established benchmarking tools and repetition. The project has been designed in a way to provide the best possible validity. This includes the use of multiple benchmarking tools and careful analysis of the collected results. However, it may not always be possible to ascertain whether obtained results are linked to what they appear to be about. Lastly, the project will be generalisable in the IT industry due to the prevalent use of virtualisation in the enterprise. However, the project is vendor specific and not generalisable outside of the IT industry [107].
[bookmark: _Toc7374104]Methodology
The research methodology is as follows, firstly, the literature review will be consulted and used to derive the optimisation framework. A virtualised test environment will be constructed consisting of 3 benchmark VMs. The benchmarks will be run within these three VMs simultaneously to simulate intensive workloads, as well as induce hypervisor overhead caused by context switching. Three VMs have been chosen as it is a manageable number of VMs to work with.
Each optimisation method from the framework will be tested with the corresponding benchmark(s) for the area that is being optimised. The process of testing the optimisation framework will be to run each benchmark in 3 VMs simultaneously before and after optimisation. PowerShell will be used to invoke the benchmarks simultaneously on the 3 VMs. The benchmarks that will be used include; y-cruncher and Linpack for CPU; STREAM for Memory; Iozone and Iometer for Disk and Netperf and Iometer for Network. The results from the benchmark software and Microsoft Performance Monitor will be compared before and after optimisation, to assess if the change in settings/configuration has influenced performance. All results will be documented.
The final stage of the experiment will be to enable all optimisation methods at once (omitting methods that degraded performance). This aims to test the optimisation framework as a whole. Iometer will be run on each of the 3 VMs and will emulate CPU, memory load, network and disk I/O operations. Iometer has been chosen due to its ability to control resource demand. The previous benchmarks were synthetic and stressed the allocated VM resources to maximum load. This stage of the experiment aims to emulate a real-world workload. This is because the VMs will not be stressed to maximum load. 
All benchmarks will be repeated three times or more to ensure the reliability of the results, with all benchmark and Performance Monitor data recorded. The collected benchmark data can then be analysed, and conclusions drawn.

[bookmark: _Toc7374105]Design and Implementation
[bookmark: _Toc7374106]Cluster Implementation
This project will utilise a clustered server environment with an iSCSI SAN, as can be seen in fig. 3.
[image: ]
[bookmark: _Toc7374126]Figure 3. Project cluster topology
The cluster topology shown in fig. 3 has some level of redundancy, including the ability to withstand a single host failure, multiple NIC/cable failures and multiple hard disk failures (due to RAID 10). However, the switch, SAN unit and uplink are single points of failure. The choice of connecting the SAN directly to the host was a conscious design decision to remove the entry-level Dell switch from the path. The aim was to attain the best host to SAN performance and eliminate any switch related performance issues. It should also be noted that NIC teaming is not officially supported by the Dell PowerVault MD3220i despite it functioning [108]. This cluster design can certainly be improved, however, due to time, budget and expertise constraints it is not possible at the time of writing. An example of a more refined industry standard cluster design can be seen in fig.4. It should be noted that normally there would be a redundant SAN server. However, as this is a SQL Server cluster, SQL Server Replication will likely be implemented to address storage availability concerns [109].
[image: ]
[bookmark: _Toc7374127]Figure 4. An example of a Highly Available cluster architecture [110]
The implementation and process of benchmarking multiple VMs simultaneously can be seen in fig. 5. The reason for benchmarking VMs simultaneously is to stress the hardware with multiple instances. Context switching (and its resulting overhead) by the VMM will also be introduced as it schedules resources to the VMs. Simultaneous activation of multiple benchmarks will be achieved with PowerShell scripts utilising the ‘Invoke-Command’ from a separate VM. This will trigger the benchmarks. However, due to netperf and Iozone’s dependency on the POSIX C runtime library, Cygwin will be required middleware [111], [112]. A bash script can then be triggered to execute the benchmarks. 
[image: ]
[bookmark: _Toc7374128]Figure 5. Project benchmark execution diagram
It is also worth noting the need for three additional VMs on the Babbage host of the cluster. These VMs will be used to host the network daemons ‘netserver’ and ‘Dynamo’ required by netperf and Iometer. The network daemons will allow data to be sent and received over the cluster network between VMs. Thus, allowing network benchmarking to take place.
[bookmark: _Toc7374107]Software
[bookmark: _Toc7374108]Benchmarking Tools
Numerous benchmarking tools will be used during the project, as can be seen in table 1. This is to make sure that all hardware components (i.e. CPU, Memory, Disk and Network) used by Hyper-V are benchmarked adequately.
[bookmark: _Toc7374134]Table 1. Benchmarking tools
	Benchmark Tool
	Component tested
	Unit of measurement

	y-cruncher
	CPU – y-cruncher is a benchmark program that can calculate Pi and other constants to trillions of digits. It is compatible with multi-threaded systems [113]. It should be noted that y-cruncher is not a deterministic benchmarking program, therefore it cannot be used to determine Mflop/s.
	Total time to complete (seconds)

	Linpack
	CPU – Linpack is a benchmarking program that solves a dense system of linear equations. It is compatible with multi-threaded systems [114].
	[bookmark: _GoBack]Billions of floating point operations per second (Gflop/s)

	STREAM
	Memory – STREAM is a benchmark program that measures memory bandwidth and the computation rate for simple vector kernels [115].
	Megabytes per second (MB/s)

	Netperf
	Network – Netperf is a benchmark program that provides numerous benchmarks to test networking performance. This project will focus on streamed throughput and end-to-end latency tests [116]. 
	Megabits per second (Mb/s) and Transaction rate per second

	Iozone
	Disk – Iozone is a filesystem benchmark program. A broad range of different types of operations can be tested. This project will focus on read, write, random read and random write performance [112]. 
	Kilobytes per second (KB/s)

	Iometer
	Network & Disk – Iometer is an I/O subsystem measurement program for single and clustered systems. Various network and disk operations can be tested. This project will focus on disk read, write and I/O latency performance, as well as network throughput and latency [117].
	MB/s and I/O response time (ms)



[bookmark: _Toc7374109]Microsoft Performance Monitor
In addition to benchmarking tools Microsoft Performance Monitor will be used to monitor the overall performance of the host (Vonneumann) and some important aspects of the VMs. The Performance Counters that will be used can be seen in table 2. These aim to track performance over time from the start of the benchmark until the end. The Performance Counters have been chosen based on recommendations from the literature review, as well as counters the author deemed interesting. It is likely that most of the counters will not be analysed as part of the benchmarking due to time constraints. However, the data will still be collected and available on request.
[bookmark: _Toc7374135]Table 2. Microsoft Performance Counters
	Benchmark
	Test
	MS Performance Counters

	[bookmark: _Hlk532052343]y-cruncher
	Calculation of Pi (total time in seconds)
	Hyper-V Hypervisor Logical Processor(_Total)\% Total Run Time

Hyper-V Hypervisor Virtual Processor(VM Name:VP x)\% Total Run Time

Hyper-V Logical Processor(_Total)\Context Switches/sec

\Cache\Copy Read Hits %

\Memory\Available Mbytes

\Memory\Pages/sec

\LogicalDisk(*)\Avg. Disk sec/Read

\LogicalDisk(*)\Avg. Disk sec/Write

\Hyper-V Virtual Storage Device(VM VHDX)\Latency

\Hyper-V Virtual Storage Device(VM VHDX)\Normalised Throughput

\Hyper-V Virtual Storage Device(VM VHDX)\Queue Length

\Hyper-V Virtual Storage Device(VM VHDX)\Read Operations/Sec

\Hyper-V Virtual Storage Device(VM VHDX)\Write Operations/Sec

\Hyper-V Virtual Network Adapter(VM Network Adapter)\Packets Received/sec

\Hyper-V Virtual Network Adapter(VM Network Adapter)\Packets Sent/sec

\Network Interface(*)\Output Queue Length

	Linpack
	Calculation of linear equations (Mflops)
	

	 STREAM
	Memory bandwidth (MB/s)
	

	Netperf
	TCP throughput (Mb/s)
	

	
	End-to-end latency (Transaction rate per second)
	

	Iozone
	Disk read (KB/s)
	

	
	Disk write (KB/s)
	

	
	Disk random read (KB/s)
	

	
	Disk random write (KB/s)
	

	Iometer
	Disk read (MB/s)
	

	
	Disk write (MB/s)
	

	
	Average disk latency (ms)
	

	
	Network throughput (MB/s)
	

	
	Average network Latency (ms)
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[bookmark: _Toc7374110]Optimisation Framework
The following table presents the optimisation framework divided into three sections. Physical hardware optimisation relates to optimisation of the physical hardware and how it interacts with VMs. Cluster optimisation relates to optimisation of cluster operation (which also relies on the physical hardware). Lastly, non-testable additional best practice guidelines are listed at the end.
	[bookmark: _Hlk4933194]Physical Hardware Optimisation

	Optimisation method
	Notes
	Viable
	Area of optimisation
	Benchmark*

	Sign out of the Management OS
	All unnecessary application windows should be closed (including Hyper-V Manager) and the user signed out of the Management OS when configurations have been completed.
	✓
	CPU
	y-cruncher
Linpack










	Optimal vCPU allocation
	VMs should be allocated vCPU sparingly and appropriate to the VMs workload. The number of vCPUs should not exceed the number of physical cores per CPU socket.
	✓
	
	

	Enable High-Performance Power Plan
	N/A
	✓
	
	

	Update BIOS
	N/A
	✓
	
	

	Install Low latency/System Management Interrupt (SMI) Free BIOS
	No low latency BIOS available for Dell PowerEdge R720 
	✕
	
	

	BIOS settings optimisation
	This includes:
· Disabling C States
· Disabling power management
· Disabling SCSI BIOSs
· Disabling BIOS-set VLAN IDs on NICs
	✓
	
	

	Optimise guest VM OSs
	Stop unnecessary processes and services – this should include:
· Removal of unused devices from VMs (e.g. CD-ROM and COM ports)
· Removal of emulated network adapters
· Disabling the screen saver
· Disabling SuperFetch and Windows Search
· Disabling default defrag job
· Disabling visual effects via systempropertiesadvanced.exe
· Adjusting processor scheduling for best performance of programs
· A review of scheduled tasks and running services
	✓
	
	

	Configure separate VHDXs for VM Paging files
	N/A
	✓
	
	

	Configure Static Memory
	Aims to compare the performance of static and dynamic memory allocation.
	✓
	CPU/Memory
	STREAM

	Enable VMQ
	N/A
	✓
	Network
	Netperf

	Enable RSS
	N/A
	✓
	
	

	Enable vRSS
	N/A
	✓
	
	

	Add additional adapter(s) to NIC team
	N/A
	✓
	
	

	Enable NIC Offload features 
	TCP Chimney Offload and IPsec Task Offload are deprecated technologies and should not be used.
	✓
	
	

	Increase NIC resources
	If the network adapter allows manual configuration:
· Increase receive and transmit buffers
	✓
	
	

	TCP Receive Window Auto-Tuning
	Experiment with this setting to find an optimal configuration. 
	✓
	
	

	Disable network adapter power management
	N/A
	✓
	
	

	Enable RDMA
	NICs not RDMA compatible
	✕
	
	

	Enable Jumbo frames on the Dell PowerConnect 5524 switch
	N/A
	✓
	
	

	Disable all network protocols from the vSwitch and SAN NIC team other than IPv4 and any Manufacture protocols
	Aims to eliminate any nonessential traffic on the NICs
	✓
	
	

	Format disks with a 64 KB allocation unit (block size)
	Block size is set at 128 KB. This optimisation method is not viable due to time constraints. Reformatting the disks of the SAN is also likely not possible due to other users also using the cluster.
	✕
	Disk
	Iozone

	Configure Fixed VHDXs
	Aims to compare the performance of Fixed and Dynamic virtual hard disk provisioning.
	✓
	
	

	Format VHDXs with a 4 KB logical sector size
	N/A
	✓
	
	

	Enable Read cache on SAN
	N/A
	✓
	
	

	Enable Write cache on SAN
	Only recommended if the SAN has a battery backup to safely flush the cache during a power outage.
	✓
	
	

	Use of multiple unteamed NICs to connect to the SAN
	MPIO should be utilised
	✓
	
	

	Enable NIC Interrupt Moderation
	Experiment with this setting to find an optimal configuration. There is a trade-off between CPU resource savings and latency.
	✓
	CPU
Network
	y-cruncher
Linpack
Netperf

	Enable Receive Segment Coalescing (RSC) in the vSwitch
	Only supported in Windows Server 2019. A new feature that groups multiple TCP segments into larger segments. Aims to reduce host CPU utilisation and VM network throughput [118].
	✕
	
	

	Update Drivers and Firmware
	Update drivers/firmware on the following items:
· The Dell PowerEdge R270 hosts
· The Dell PowerVault MD32220i SAN
· The NICs
	✓
	CPU
Memory
Network
Disk
	y-cruncher
Linpack
STREAM
Iozone
Netperf

	Enable VM Integration Services on all VMs
	N/A
	✓
	
	

	Cluster Optimisation

	Optimisation method
	Notes
	Viable
	Area of optimisation
	Benchmark*

	Optimal vNIC configuration
	Segment the following traffic types into separate vNICs/NICs, these include:
· Management
· CSV/Heartbeat
· Live Migration
· VMs
· iSCSI (physical NICs)
	✓
	Network
	Netperf
Timing of the Live Migration process (sec)

	Optimal Cluster network properties
	Benchmark the Live Migration process, with the following recommended settings:
· Allow cluster network communication on this network + Allow clients to connect through this network – Should be enabled for the Management network
· Allow cluster network communication on this network ONLY – Should be enabled for the CSV/Heartbeat network
· Do not allow cluster network communication on this network – Should be enabled for the Storage network(s)
	✓
	
	

	Optimal Live Migration settings
	Storage networks should not be used for live migration.
	✓
	
	

	Enable CSV cache
	Should not be too large
	✓
	Disk
	Iozone

	[bookmark: _Hlk530586818]Additional Best Practice Guidelines

	Method
	Notes
	Viable
	Area of optimisation
	Benchmark*

	Removal of unnecessary software, features and roles in Management OS
	The only roles installed should be:
· Hyper-V
· Remote Desktop Services (if VDI will be used)

The only features installed should be:
· Failover Cluster Manager
· Multipath I/O

Software exceptions include:
· Anti-virus (correct exclusions should be used)
	✓
	CPU
Disk
	N/A

	Configuration of NUMA topology
	Recommended for the NUMA topology to match the hosts hardware topology. For such a small number of VMs there is no reason to change the default settings.
	✓
	CPU
	Linpack
y-cruncher

	Configure optimal vSwitch settings
	This includes: 
· Having only one vSwitch
· Unchecking ‘Allow management operating system to share this network adapter’ in the Virtual Switch Manager
	✓
	Network
	N/A

	Disable VLAN filtering on teamed NICs
	The vSwitch shall do this function
	✓
	Network
	N/A

	Automatic Stop Action – Turn off VM
	Recommended setting when using Integration Services. Aims to reduce shutdown time.
	✓
	N/A
	N/A

	Disable RDP Printer Mapping on hosts
	Recommended to avoid host instability issues caused by a printer driver.
	✓
	N/A
	N/A

	Run the Microsoft Assessment and Planning Toolkit (MAP)
	Document and act on any recommendations discovered by the MAP tool.
	✓
	N/A
	N/A

	

	Key
	

	
	= Successfully benchmarked

	
	= Would have been benchmarked if not for technical issues and time constraints

	
	= Methods that were unlikely to be benchmarked due to access issues and time constraints

	
	= Method not supported

	* All benchmarks will be monitored with MS Performance Monitor counters





[bookmark: _Toc7374111]Optimisation Framework Testing
The testing of the optimisation framework has been split into two tables. The framework reference number should be used to reference the configuration to the relating results.
[bookmark: _Toc7374112]Optimisation Framework Configuration
	[bookmark: _Hlk3908815][bookmark: _Hlk4934328]Framework Reference Number
	Optimisation test
	Modified Configuration*

	1.01
	None – Base configuration
	N/A

	2.01
	Enable High Performance Power Plan
	High Performance Power Plan has been enabled on the Vonneumann host and the Yorktown, Enterprise and Hornet VMs.

	2.02
	Sign out of the Management OS
	All open and minimised windows have been closed and the user signed out of the Vonneumann host.

	2.03
	Allocate increased VPs to VMs
	Increase VPs to 12 for each VM via Hyper-V Manager.

	2.031
	Allocate the maximum number of VPs to VMs
	Increase VPs to 24 for each VM via Hyper-V Manager.

	2.04
	Optimise VMs
	· Close all programs/windows and sign out
· In advancedsystempropertise.exe, disable all visual effects and adjust processor scheduling to optimise programs.
· Disable defrag scheduling

	2.05
	Integration Services (disable Integration Services to see if it has any effect on performance)
	Disable all Integration Services from each VM via Hyper-V Manager.

	2.06
	Configure separate VHDXs for VM Paging files
	Follow Nemnom’s [95] instructions, however, the newly created VHDXs will be 12 GBs (1.5x the VM’s RAM). The VHDXs will need to be brought online and initialised with a new volume created. The Virtual Memory custom size will be set to 12201 MBs. There is a separate VHDX for each VM on Vonneumann.

	3.01
	Static Memory (is already implemented, therefore, Dynamic Memory will be implemented instead to consider its effectiveness)
	In Hyper-V Manager (for each VM on Vonneumann) RAM is set to 2048 MB with dynamic memory enabled, 2048 MB minimum and 8192 MB maximum RAM. All other settings default.

	4.01
	VMQ (is already enabled by default on NIC teams, therefore, the setting will be disabled to consider its effectiveness)
	All VMQ related settings have been disabled from the Multiplexor drivers in advanced settings via Device Manager. VMQ has also been disabled for each VM in the Hyper-V Manager Network Adapter settings (Hardware Acceleration).

	4.02
	RSS (is already enabled by default on NIC teams and the Hyper-V virtual adapter, therefore, the setting will be disabled to consider its effectiveness)
	All RSS related settings have been disabled from the Multiplexer drivers and Hyper-V virtual adapter via Device Manager.

	4.03
	vRSS (is already enabled by default on the vNICs within each VM, therefore, the setting will be disabled to consider its effectiveness)
	RSS is disabled from the vNIC within each VM via Device Manager.  

	4.04
	Disable unnecessary protocols from the Hyper-V virtual adapter and SAN NIC team
	All items are unticked from the Hyper-V virtual adapter properties, excluding ‘Internet Protocol Version 4 (TCP/IPv4)’. All items are unticked from the SAN team adapter properties, excluding ‘Internet Protocol Version 4 (TCP/IPv4)’ and ‘Microsoft Load Balancing/Failover Provider’.

	4.05
	NIC Offload features (are already enabled by default on NICs, NIC teams and the Hyper-V virtual adapter, therefore, the setting will be disabled to consider its effectiveness)
	All offload features are disabled from individual NICs, the Multiplexer drivers and the Hyper-V virtual adapter via Device Manager. The IPsec offload setting for each VM in the Hyper-V Manager Network Adapter settings (Hardware Acceleration) is also disabled.

	4.06
	Disable network adapter power management
	The ‘Allow the computer to turn off this device to save power’ feature is disabled for each individual network adapter via Device Manager.

	4.07
	NIC Interrupt Moderation (is already enabled by default on individual NICs, therefore, the setting will be disabled to consider its effectiveness)
	Interrupt moderation is disabled for each individual network adapter via Device Manager.

	4.08
	Increase NIC Transmit and Receive Buffers
	Set the ‘Receive Buffer’ to Maximum and the ‘Transmit Buffer’ to 600 (maximum) for each individual network adapter via Device Manager.

	4.09
	Receive Window Auto-Tuning Level = disabled
	Enter ‘netsh interface tcp set global autotuning=disabled’ in an evaluated command prompt with Administrative privileges on Vonneumann.

	4.10
	Receive Window Auto-Tuning Level = experimental
	Enter ‘netsh interface tcp set global autotuning=experimental’ in an evaluated command prompt with Administrative privileges on Vonneumann.

	5.01
	Fixed VHDX (the base configuration was already configured with fixed VHDXs, therefore, VMs will be configured with Dynamic VHDXs to consider their effectiveness)
	On Vonneumann use the Edit Disk Action in Hyper-V Manager to convert the fixed VHDXs into Dynamic VHDXs. Then shut down the VMs and assign them the Dynamic VHDXs via the Hyper-V Manager properties. 

	* All configuration changes are conducted on the Vonneumann host and/or the VMs hosted on Vonneumann (Yorktown, Enterprise and Hornet) unless otherwise stated.



[bookmark: _Toc7374113]Optimisation Framework Results
	Base Configuration

	[bookmark: _Hlk532052040]Framework Reference Number
	Benchmark
(no. of repeats)
	VM
	Benchmark Metrics (Average)

	
	
	
	Function
	Best MB/s
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	1.01
	STREAM
(1000)
	Yorktown
	Copy
	9324.3
	14.449

	
	
	
	Scale
	9179.8
	

	
	
	
	Add
	11949.5
	

	
	
	
	Triad
	9800.3
	

	
	
	Enterprise
	Copy
	9438.0
	

	
	
	
	Scale
	9405.5
	

	
	
	
	Add
	12063.6
	

	
	
	
	Triad
	9879.8
	

	
	
	Hornet
	Copy
	8999.6
	

	
	
	
	Scale
	8940.5
	

	
	
	
	Add
	11397.9
	

	
	
	
	Triad
	9640.0
	

	
	Comments
It is worth noting the Intel Xeon Processor E5-2640’s maximum theoretical memory bandwidth of 42.6 GB/s [119]. This equates to the amount of memory that can be accessed by the processor each second. 

1.333 GHz memory clock rate x 8 bytes (64 bit) memory controller data transfer rate x 4 memory controllers (quad channel memory) = 42.656 GB/s

All functions performed by the STREAM sustained memory bandwidth benchmark (on non-cacheable data) have results within 400 MB for each VM. This highlights that the VMs are performing equally as some variation will always be expected. It can also be concluded that on average the CPU is processing memory at a rate of around 9.25 GB/s simultaneously (27.75 GB/s total bandwidth) for the three tested VMs. However, the memory bandwidth from the Add function still only equates to a total of 34.58 GB/s bandwidth out of a 42.656 GB/s maximum rate. This is in fact a good result as McCalpin [120] highlights that STREAM uses 33 % more bandwidth than what is reported for Add and Triad functions and 50 % more for Copy and Scale. Consequently, the Copy total system bandwidth is more likely around 40 GB/s (27.11 x 3/2) and Add close to the maximum. Note, 46.11 GB/s (34.58 x 4/3) is not theoretically possible and it is likely that the additional bandwidth accredited to ‘write allocates’ is less than 33.3% in the conducted benchmark.


	
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	286.40 + 0.03 kernel overhead
	95.47 + 0.01 kernel overhead
	535.923

	
	
	Enterprise
	288.93 + 0.03 kernel overhead
	96.27 + 0.01 kernel overhead
	517.255

	
	
	Hornet
	287.02 + 0.04 kernel overhead
	95.67 + 0.01 kernel overhead
	536.133

	
	[bookmark: _Hlk4508544]Comments
The CPU utilisation and multi-core efficiency are relatively equal across the VMs, with very effective use of the 3 virtual processors (VPs) and very low kernel overhead. Enterprise completes the Pi calculation around 18 seconds faster than Yorktown and Hornet. This difference in timings could be explained by a combination of intelligent CPU scheduling, as well as an odd number of VMs scheduled between two physical CPUs. 
 



	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	238.577
	55.0083

	
	
	Enterprise
	228.136
	57.5248

	
	
	Hornet
	240.221
	54.6336

	
	[bookmark: _Hlk4508580]Comments
The maximum theoretical Gflop/s for the dual-CPU Intel Xeon Processor E5-2640 server:

2.5 GHz (CPU clock speed) x 6 (physical cores) x 8 (instructions per cycle [121]) x 2 (physical CPUs) = 240 Gflop/s

However, the maximum theoretical Gflop/s for each VM would be:

2.5 GHz (CPU clock speed) x 3 (VPs) x 8 (instructions per cycle) = 60 Gflop/s

The benchmark results are very close to the maximum theoretical Gflop/s for each VM. The difference is likely lost in hypervisor overhead. Interestingly, Enterprise again finishes quicker (by 18 seconds) than Yorktown and Hornet. This is probably again due to the previously mentioned CPU scheduling mechanism. It is worth noting that the three VMs theoretically only have the potential to consume up to 75% of the server’s total CPU resources.


	
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	925.88
	8.790 % (total server CPU resources)

	
	
	Enterprise
	934.36
	

	
	
	Hornet
	928.26
	

	
	[bookmark: _Hlk4509117]Comments
These are results testing host-to-host network throughput, as the VMs on Vonneumann are communicating with the NetServer VMs on Babbage. A 3Gb NIC team is utilised for host-to-host communication, therefore, expected results are seen. Each TCP stream from the three VMs is load balanced across a 1Gb link of the team, close to line rate is seen.

	[bookmark: _Hlk2783250]
	
	
	Transaction rate per second

	
	Netperf (3)
	Yorktown
	2351.12

	
	
	Enterprise
	2344.18

	
	
	Hornet
	2343.24

	[bookmark: _Hlk4509146]
	Comments
Transactions per second relate to the exchange of a single request and a single response. This metric can be used to infer round-trip latency. The results seen for each VM are very similar.


	[bookmark: _Hlk3393352]
	
	
	File size (KB)
	Record length (KB)
	Write (KB/s)
	Read (KB/s)
	Random Read (KB/s)
	Random Write (KB/s)

	
	Iozone (3)
	Yorktown
	2048
	64
	753269
	1849640
	3598696
	1560200

	
	
	
	8192
	64
	901305
	1514940
	1487150
	1199377

	
	
	
	8388608
	64
	200032
	50201
	15548
	44261

	
	
	Enterprise
	2048
	64
	728521
	1970626
	3698348
	1584306

	
	
	
	8192
	64
	854026
	1498104
	1467384
	993896

	
	
	
	8388608
	64
	76347
	32359
	17618
	49901

	
	
	Hornet
	2048
	64
	684769
	1928725
	3360915
	1534879

	
	
	
	8192
	64
	835267
	1350030
	1342773
	1028743

	
	
	
	8388608
	64
	97802
	32150
	18941
	49228

	[bookmark: _Hlk4510071]
	Comments
These results highlight the importance of the CPU cache, OS buffer cache [122], [123] and raid controller caches [124] in disk performance. File sizes of 2048 KB fit within the 15 MB Layer-3 shared CPU cache [125] and the 2 GB raid controller cache [124], which explains the superior performance seen in most cases. File sizes of 8192 KB are too large for the CPU cache, however, the file is small enough to be held by the raid controller cache and OS buffer cache. File sizes of 8388608 KB (8 GB) or larger exceed the raid controller’s and OS’s cache, this explains the significant drop in performance.

Random read and write performance is significantly better than sequential read and write at 2048 KB. This is unexpected, as sequential performance should normally perform better than random. This is due to seek time overhead associated with random reads and writes. One explanation is that some form of optimisation is used by the CPU and raid controller cache. Random reads at 8192 KB perform slightly worse than sequential, however, random writes at 8192 KB consistently outperforms sequential writes. At a file size of 8388608 KB random performance is significantly worse than sequential. This strengthens the argument that some form of optimisation is utilised for random reads and writes.

Sequential writes outperform sequential reads at 8388608 KB, this is possibly due to some small optimisation influence from the raid controller or OS.

It should be noted that there is a 4Gb NIC team between the SAN and host, and that observed performance exceeds what would be possible to cross the network. This highlights the possibility of compression of files crossing the network. The RAID controller cache is also likely performing reads and writes locally on the SAN. However, in all cases a read or write of an 8 GB file is less than the NIC team throughput. For example, the combined throughput of a sequential write is 2.85 Gb/s, which does not exceed the 4Gb team.


	
	
	
	CPU Utilisation (%)
	Total Network Throughput (Mb/s)
	Average
Network
Response Time (ms)
	Total Transactions per second
	Total Disk Read (KB/s)
	Total Disk Write (KB/s)
	Average Disk Response Time (ms)

	
	Iometer (3)
	Yorktown
	61.12
	146.446
	1.552
	976
	8352.44
	1538.44
	16.43

	
	
	Enterprise
	30.85
	222.419
	1.506
	1013
	2666.83
	1172.10
	20.91

	
	
	Hornet
	45.70
	837.763
	4.012
	390
	14597.64
	2560.12
	16.01

	[bookmark: _Hlk4510368]
	Comments
It is not expected for the results of each VM to be similar in the Iometer benchmark. This is because each VM is configured with a different disk and network access specification to emulate different real-world disk and network loads. Yorktown has been configured in Iometer to emulate a Web Server. This is characterised by a smaller read/write disk I/Os and network transfer sizes of around 4 KBs, as well as 85:15 read/write ratio and 100% sequential accesses [126], [127].  Enterprise has been configured to emulate an Online Transaction Processing SQL Server. This is characterised by 8-64 KB transactions with a 90:10 read/write and random/sequential ratio [128]. Lastly, Hornet has been configured to emulate an Online Analytical Processing SQL Server. This is characterised by large 64 KB plus transactions with 90:10 read/write ratio and 100% sequential accesses [128].  

The CPU Utilisation highlights that the Web Server configuration is the most complex to process. This is not a surprise as the disk and network access specification are the most complex of the 3 VMs. It also features the largest range of file sizes. 

The Total Network Throughput displays interesting results. It is hard to explain why Yorktown and Enterprise have such a low throughput compared to Hornet. The poor performance may be an indication of ineffective use of the 3Gb NIC team. The complex access specifications could also result in unpredictable traffic flow.  

Average Network Response Time and Total Transactions per second results are hard to interpret. Hornet could have a lower number of transactions per second due to the network being the most saturated.

Total disk read and write performance is very underwhelming compared to the Iozone benchmark. This could be due to the Maximum Disk Size having been set to 16777216 sectors (8 GB). Therefore, all reads and writes will be from a different sector until every sector has been used once [129]. This most likely prevents the effective use of the CPU, raid controller and OS caches resulting in slow performance. The performance is similar to 8 GB file sizes in the Iozone benchmark. The variability in disk performance between VMs is most likely linked to how well the storage subsystem, CPU and various caches can handle the different files sizes specified in the access specification. 

Disk response time is at an acceptable level (below 50 ms) [82]. Enterprise most likely has a greater latency due to it having 50 Outstanding I/Os per target. This equates to the Iometer attempting to make 50 asynchronous I/O operations to the disk simultaneously [117]. This may also be the reason behind the low total disk read performance.


	2.01
	Modified Configuration

	
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	289.26 (+ 1.00 %) + 0.04 kernel overhead
	96.42 (+ 1.00 %) + 0.01 kernel overhead
	538.04 (+ 0.40 %)

	
	
	Enterprise
	287.46 (- 0.51 %) + 0.03 kernel overhead
	95.82 (- 0.47 %) + 0.01 kernel overhead
	516.42 (- 0.16 %)

	
	
	Hornet
	287.65 (+ 0.22 %) + 0.03 kernel overhead 
	95.88 (+ 0.22 %) + 0.01 kernel overhead
	540.05 (- 0.73 %)

	
	Comments
There is an average reduction in performance, however, the change is not significant enough to draw a conclusion and may be variation in the results. Kernel overheads do not experience any significant change.


	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	246.451 (+ 3.30 %)
	53.2551 (- 3.29 %)

	
	
	Enterprise
	226.094 (- 0.90 %)
	58.0442 (+ 0.90 %)

	
	
	Hornet
	245.641 (+ 2.26 %)
	53.4291 (- 2.25 %)

	
	[bookmark: _Hlk4510562]Comments
These results mirror the trend seen in y-cruncher, however, on average the decline has been significant as a result of enabling High Performance Power Plan. The High Performance Power Plan setting disables all power saving and idle features such as hard disk sleep, unparks all CPU cores and fixes the CPU clock rate at maximum [130]. High Performance Power Plan should not have a significant effect on performance. This is because the stress from the benchmark would put the CPU into its highest performing state anyway, yet the performance is harmed. This could be a sign that the power plan settings are poorly optimised for virtualised environments and are best left alone.


	2.02
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	288.59 (+ 0.76 %) + 0.03 kernel overhead
	96.20 (+ 0.76 %) + 0.01 kernel overhead
	523.44 (- 2.38 %)

	
	
	Enterprise
	287.74 (- 0.41 %) + 0.04 kernel overhead
	95.91 (- 0.38 %) + 0.01 kernel overhead
	527.16 (+ 1.91 %)

	
	
	Hornet
	288.40 (+ 0.48 %) + 0.02 kernel overhead
	96.13 (+ 0.48 %) + 0.01 kernel overhead
	498.70 (- 7.51 %)

	
	[bookmark: _Hlk4510681]Comments
There is an overall reduction in the total computation time. This is due to increases in CPU utilisation and multi-core efficiency. This is to be expected, as with all applications closed and the management OS signed out, there are more resources for the benchmark to consume resulting in a reduction in computation time. The Enterprise VM sees a decrease in performance. This is unexplained, however, the overall trend is an increase in performance. It is also worth noting the changes in kernel overhead for Enterprise and Hornet. However, the percentages are very low and are therefore not significant.


	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	228.934 (- 4.21 %)
	57.3255 (+ 4.21 %)

	
	
	Enterprise
	227.902 (- 0.10 %)
	57.5876 (+ 0.11 %)

	
	
	Hornet
	217.537 (- 10.43 %)
	60.3284 (+ 10.42 %)

	
	[bookmark: _Hlk4510733]Comments
There is a significant increase in Gflop/s. This result agrees with y-cruncher and again highlights that the CPU has more resources when the Management OS is signed out.




	2.03
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	1118.09 (+ 290.39 %) + 0.33 (+ 1000.00 %) kernel overhead
	93.17 (- 2.47 %) + 0.03 (+ 200.00 %) kernel overhead
	381.29 (- 40.56%)

	
	
	Enterprise
	1119.02 (- 287.30 %) + 0.35 (+ 1066.67 %) kernel overhead
	93.25 (- 3.24 %) + 0.03 (+ 200.00 %) kernel overhead
	380.99 (- 35.77 %)

	
	
	Hornet
	1122.59 (+ 291.11 %) + 0.30 (+ 650.00 %) kernel overhead
	93.55 (- 2.27 %) + 0.02 (+ 100.00 %) kernel overhead
	258.70 (- 107.24 %)

	
	Comments
The results highlight a very significant reduction in computation time and an increase in CPU utilisation. This is expected as the VMs have access to more CPU resources from the Vonneumann host. However, there is a reduction in multi-core efficiency. This is because with increased VPs the CPU scheduler must schedule more threads from the server. There is also a very significant increase in kernel overheads, this is again linked to the CPU scheduler on the server having a greater workload. 

An interesting observation is the scaling of performance. For example on Hornet, the computation time has been reduced by over half. However, the number of VPs has been increased by a factor of four (from 3 to 12). This highlights that increasing the number of VPs on a VM does not result in multiplied performance. The number of VMs hosted on the server will be an influencing factor, therefore, care must be taken when assigning VPs. It is worth noting that the CPU utilisation is linked to the number of VPs. For example, 1122.59% on Hornet is a percentage out of a possible 1200% (as there are 12 VPs). Therefore, 77.41% of CPU resources are lost to other processes and overhead. The test also highlights that a VP is a thread that is scheduled by the hypervisor. This is because 12 VPs equates to using 50% of the server’s total CPU resources (observed in Hyper-V manager VM properties).


	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	186.246 (- 28.10 %)
	78.2701 (+ 42.29 %)

	
	
	Enterprise
	183.207 (- 24.52 %)
	80.0737 (+ 39.20 %)

	
	
	Hornet
	133.118 (- 80.46 %)
	98.5885 (+ 80.45 %)

	
	[bookmark: _Hlk4593488]Comments
The Linpack results show a significant increase in Gflop/s. However, 2.5 GHz (CPU clock speed) x 12 (VPs) x 8 (instructions per cycle) = 240 Gflop/s. This again highlights the poor scaling of VPs to performance, as quadrupling the VPs only results in a 40-80% increase in performance.

The completion time results are very interesting. It should first be noted that time is the completion time of one run. Therefore, factoring in that the benchmarks are running simultaneously the benchmark should roughly take just under 10 minutes to complete (186.246 x 3). However, Linpack takes 27 minutes to complete. In comparison to the base benchmark (1.01), the benchmark in theory should take around 12 minutes to complete (240.221 x 3), with Linpack taking 14 minutes to complete. This highlights that the hypervisor scheduler is possibly struggling to schedule the Linpack calculations effectively. Linpack may also not be optimised for such a large number of VPs. This benchmark brings attention to a trade-off between increased Gflops and increased completion time.











	2.031
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	2199.51 (+ 667.99 %) + 0.87 (+ 2800.00 %) kernel overhead
	91.65 (- 4.17 %) + 0.04 (+ 300.00 %) kernel overhead
	367.05 (- 46.01 %)

	
	
	Enterprise
	2197.32 (- 660.50 %) + 0.84 (+ 2700.00 %) kernel overhead
	91.55 (- 5.16 %) + 0.03 (+ 200.00 %) kernel overhead
	367.31 (- 40.82 %)

	
	
	Hornet
	2192.21 (+ 663.78 %) + 0.90 (+ 2150.00 %) kernel overhead
	91.34 (- 4.74 %) + 0.04 (+ 300.00 %) kernel overhead
	365.54 (- 46.67 %)

	
	[bookmark: _Hlk4593687]Comments
This test is a very deliberate overallocation of VPs, allowing each VM access to 24 threads on Vonneumann (100% of CPU resources). There is a significant reduction in computation time, however, the decrease in time is very similar to benchmark 2.03. The Hornet VM has seen an increase of over 106 seconds in completion time compared to the 12 VPs test. CPU utilisation highlights that all 24 threads cannot be handled effectively by the hypervisor. For example, CPU utilisation for Yorktown is 2199.51% out of a maximum 2400%. Therefore, on average two threads are not being utilised. This is expected because all three VMs cannot access 100% of the server’s CPU resources simultaneously. This will result in contention for resources and the constant suspending and resuming of threads. There are also significant increases in kernel overheads and reduced multi-core efficiency. This benchmark clearly demonstrates poor VP allocation.








	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	244.430 (+ 2.45 %)
	53.6904 (- 2.45 %)

	
	
	Enterprise
	245.436 (+ 7.58 %)
	53.4705 (- 7.58 %)

	
	
	Hornet
	245.119 (+ 2.04 %)
	53.5402 (- 2.04 %)

	
	[bookmark: _Hlk4593836]Comments
Linpack highlights a significant degradation in CPU performance with the benchmark also taking 58 minutes to complete. This is a much clearer indication that 24 VPs per VM is a poor configuration compared to y-cruncher.


	2.04
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	292.75 (+ 2.22 %) + 0.03 kernel overhead
	97.58 (+ 2.21 %) + 0.01 kernel overhead
	526.77 (- 1.74 %)

	
	
	Enterprise
	292.69 (+ 1.30 %) + 0.03 kernel overhead
	97.56 (- 1.34 %) + 0.01 kernel overhead
	526.53 (+ 1.79 %)

	
	
	Hornet
	291.15 (+ 1.44 %) + 0.03 kernel overhead
	97.05 (- 1.44 %) + 0.01 kernel overhead
	500.44 (- 7.13 %)

	
	[bookmark: _Hlk4594027]Comments
There is an overall increase in CPU performance with the VMs optimised. This has most likely been caused by signing out of the VMs, which has freed CPU resources that can now be used by the y-cruncher benchmark. There is an increase in Enterprise’s computation time. However, this is probably a slight variation in the result.








	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	246.905 (+ 3.49 %)
	53.1530 (- 3.49 %)

	
	
	Enterprise
	241.210 (+ 5.73 %)
	54.4202 (- 5.70 %)

	
	
	Hornet
	218.776 (- 9.80 %)
	59.9862 (+ 9.80 %)

	
	[bookmark: _Hlk4594111]Comments
The results seen are mixed. Overall there is an increase in performance as Hornet’s results outweigh the two negative results. However, the reason for the mixed results is not clear. It may be caused by some unpredictable behaviour from the hypervisor scheduler.  


	2.05
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	287.98 (+ 0.55 %) + 0.04 (+ 33.33 %) kernel overhead
	95.99 (+ 0.54 %) + 0.01 kernel overhead
	541.22 (+ 0.99 %)

	
	
	Enterprise
	288.61 (- 1.11 %) + 0.04 (+ 33.33 %)  kernel overhead
	96.12 (- 0.16 %) + 0.01 kernel overhead
	540.37 (+ 4.47 %)

	
	
	Hornet
	287.85 (+ 0.29 %) + 0.02 (- 100.00 %) kernel overhead
	95.95 (+ 0.29 %) + 0.01 kernel overhead
	506.41 (- 5.87 %)

	
	[bookmark: _Hlk4594216]Comments
The Hyper-V Integration Services enhance VM performance and provide additional features to VMs via communication with the Hyper-V host [131]. The results are mixed and do not show a clear increase or decrease in performance. This is not unexpected as the Integration Services disabled are convenience features. Therefore, these features are best left enabled as they do not seem to affect performance.



	
	
	
	Time (s)
	Gflop/s

	
	Linpack (3)
	Yorktown
	235.78 (- 1.19 %)
	55.6629 (+ 1.19 %)

	
	
	Enterprise
	236.22 (+ 3.54 %)
	55.5575 (- 3.54 %)

	
	
	Hornet
	221.30 (- 8.55 %)
	59.3020 (+ 8.54 %)

	
	[bookmark: _Hlk4594257]Comments
The results observed are again mixed. There is a skew towards improved performance, however, variation may be at play. 


	2.06
	
	
	CPU Utilisation (%)
	Multi-core Efficiency (%)
	Total Computation Time (s)

	
	y-cruncher (3)
	Yorktown
	288.57 (+ 0.76 %) + 0.03 kernel overhead
	96.19 (+ 0.75 %) + 0.01 kernel overhead
	557.95 (+ 4.11 %)

	
	
	Enterprise
	286.71 (- 0.77 %) + 0.03 kernel overhead
	96.02 (- 0.26 %) + 0.01 kernel overhead
	556.51 (+ 7.59 %)

	
	
	Hornet
	288.27 (+ 0.44 %) + 0.02 (- 100.00 %) kernel overhead
	96.09 (+ 0.44 %) + 0.01 kernel overhead
	517.13 (- 3.67 %)

	
	[bookmark: _Hlk4594475]Comments
The results highlight an average reduction in performance. This is possibly due to the separate VHDXs for the VM paging files being stored on the same cluster share volume (with the same spindle speed) as the main VM VHDXs. The separate VHDXs will also likely be using the same raid controller as the main VHDXs (the Dell PowerVault MD3220i SAN has two raid controllers). Therefore, it is possible that the configuration of separate VHDXs has created additional overhead for the CPU and storage subsystem. Note, y-cruncher was chosen because the paging file is utilised by the system during the benchmark.






	
	
	
	Function
	Best MB/s
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	STREAM
(1000)
	Yorktown
	Copy
	8822.6 (- 5.69 %)
	15.878 (+ 9.89 %)

	
	
	
	Scale
	8803.9 (- 4.27 %)
	

	
	
	
	Add
	11268.9 (- 6.04 %)
	

	
	
	
	Triad
	9287.4 (- 5.52 %)
	

	
	
	Enterprise
	Copy
	9118.2 (- 3.51 %)
	

	
	
	
	Scale
	9302.9 (- 1.10 %)
	

	
	
	
	Add
	11902.2 (- 1.36 %)
	

	
	
	
	Triad
	9797.6 (- 0.83 %)
	

	
	
	Hornet
	Copy
	9602.7 (+ 6.70 %)
	

	
	
	
	Scale
	9598.9 (+ 7.36 %)
	

	
	
	
	Add
	12450.9 (+ 9.24 %)
	

	
	
	
	Triad
	10089.9 (+ 4.67 %)
	

	
	[bookmark: _Hlk4594529]Comments
The results are mixed, however, there is a significant increase in CPU utilisation. CPU performance will affect the memory throughput, which explains the reductions in performance. It is unknown why Hornet has improved memory throughput in comparison to the other VMs. Note, STREAM was chosen because the paging file is utilised by the system during the benchmark.








	3.01
	
	
	Function
	Best MB/s
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	STREAM
(1000)
	Yorktown
	Copy
	8934.1 (- 4.37 %)
	15.441 (+ 6.87 %)

	
	
	
	Scale
	8841.5 (- 3.83 %)
	

	
	
	
	Add
	11330.0 (- 5.47 %)
	

	
	
	
	Triad
	9611.0 (- 1.97 %)
	

	
	
	Enterprise
	Copy
	9258.3 (- 1.94 %)
	

	
	
	
	Scale
	9302.9 (- 1.10 %)
	

	
	
	
	Add
	11960.2 (- 0.86 %)
	

	
	
	
	Triad
	9778.0 (- 1.04 %)
	

	
	
	Hornet
	Copy
	9688.7 (+ 7.66 %)
	

	
	
	
	Scale
	9643.9 (+ 7.87 %)
	

	
	
	
	Add
	12518.9 (+ 9.84 %)
	

	
	
	
	Triad
	10123.6 (+ 5.02 %)
	

	
	[bookmark: _Hlk4594796]Comments
Dynamically controlled memory should have a limited effect on memory bandwidth. However, what seems to be an average decline in performance is offset by a significant increase in the memory bandwidth of the Hornet VM (also seen in benchmark 2.06). It should be noted, that in the baseline benchmark (1.01) the Enterprise VM has the highest bandwidth followed by Yorktown and Hornet. This time Hornet has the highest followed by Enterprise and Yorktown. It may just be a coincidence that the highest and lowest performing VMs have switched places (resulting in significant changes in performance). It could be a sign of possible optimisation and priority caused by certain VMs starting the benchmark slightly quicker than others. VMs could also have their VPs in less of an idle state.

The more important indicator of the performance of dynamic memory is CPU utilisation. There has been a significant 6.67% increase in CPU utilisation with dynamic memory. This is the expected result as there will be CPU overhead associated with controlling and scaling the memory allocation. This result supports the recommendation by literature that static memory is most recommended for the best performance.


	4.01
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	924.27 (- 0.17 %)
	8.421 % (- 4.41 %)

	
	
	Enterprise
	932.24 (- 0.23 %)
	

	
	
	Hornet
	925.54 (- 0.29 %)
	

	
	[bookmark: _Hlk4595408]Comments
There is a slight reduction of throughput when VMQ is disabled, however, there is a significant reduction in CPU utilisation. VMQ is designed for optimisation of CPU resources by spreading the workload associated with VM interrupts across multiple cores, as well as decreasing the number of interrupts. However, as there are only 3 VMs and a total throughput potential of 3 Gb/s, it is unlikely for one CPU core to be overwhelmed. Total CPU utilisation of the host should also be similar as there would be no bottleneck in this scenario.  The CPU reduction could be due to system logic or poorly optimised drivers. However, as VMs scale to a large number, VMQ is likely to demonstrate a throughput performance improvement and prevent any CPU bottlenecks.


	4.02
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	927.21 (+ 0.14 %)
	8.537 (- 2.99 %)

	
	
	Enterprise
	934.45 (+ 0.01 %)
	

	
	
	Hornet
	931.41 (+ 0.34 %)
	

	
	[bookmark: _Hlk4595679]Comments
In theory, disabling RSS should not affect performance. This is because the setting is meant to be disabled while VMQ is enabled. However, the setting remains enabled in the driver settings. RSS is an older technology that behaves in a similar way to VMQ but for a non-virtualised environment.

The results highlight a slight increase in throughput and a significant decrease in CPU utilisation, although not as significant as benchmark 4.01. These observed improvements are likely a result of benchmark variation. However, it is possible that RSS is not properly disabled by Hyper-V as the literature suggests. This could possibly have caused some sort of slight performance harming conflict in the baseline benchmark (1.01).


	[bookmark: _Hlk4942076]4.03
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	930.24 (+ 0.47 %)
	7.783 (- 12.96 %)

	
	
	Enterprise
	938.39 (+ 0.43 %)
	

	
	
	Hornet
	931.84 (+ 0.39 %)
	

	[bookmark: _Hlk4598897]
	Comments
vRSS performs a similar function to VMQ but for VPs within a VM. However, this benchmark only uses one TCP session for each VM, therefore, vRSS should have had no effect in the baseline benchmark (1.01). This is because a single TCP session cannot be load balanced across multiple logical processor cores [132].

The obtained results contradict Microsoft’s documentation. This is because there is a significant change in obtained results with vRSS disabled. The throughput is increased by a small amount, however, there is a very significant 13% reduction in CPU utilisation. The reduction in CPU utilisation continues the trend seen when VMQ and RSS were disabled, however, the scale of the CPU resources saved is unexpected.  Investigation of graphs obtained from Performance Monitor highlight interesting mechanics of the VMs’ VPs. Fig 6. demonstrates VP behaviour and utilisation with vRSS disabled, as expected VP core 0 has the highest utilisation for all three VMs. This is because all CPU interrupts and CPU functions related to handling network traffic can only be handled by VP core 0. The peaks and dips show the end and start of each of the six benchmarks (3 throughput runs and 3 latency runs). It should be noted that the network traffic received by the VMs is not overwhelming VP core 0 as the utilisation is below 30%. The light blue line (below 10%) shows the total CPU utilisation for the physical host.

[image: C:\Users\s148812\AppData\Local\Microsoft\Windows\INetCache\Content.Word\4.3.png]
[bookmark: _Toc7374129]Figure 6. Microsoft Performance Monitor graph showing % Total Run Time for VM VP cores and % Total Run Time of the host for benchmark 4.03.

[image: C:\Users\s148812\AppData\Local\Microsoft\Windows\INetCache\Content.Word\base.png]
[bookmark: _Toc7374130]Figure 7. Microsoft Performance Monitor graph showing % Total Run Time for VM VP cores and % Total Run Time of the host for the base benchmark (1.01).

Fig 7. demonstrates VP behaviour and utilisation with vRSS enabled in the base configuration. After each benchmark the VP core passes the responsibility of network traffic handling to a different VP core (for each VM). This behaviour is unexpected and undocumented behaviour of vRSS. However, inconsistent and volatile results are seen. At the end of the first throughput benchmark (~16:57), there is no switch to a different core before starting the latency benchmark. This core switch behaviour is then seen in every repeat after. There is also significant activity on other cores for the three throughput benchmarks. This would be expected behaviour if there were more than one TCP stream being received by each VM.  The utilisation of the most utilised core is also very similar to when vRSS is disabled. This explains the additional CPU overhead seen when vRSS is enabled; the additional cores are adding overhead with no overall reduction of CPU utilisation across all cores.

This brief analysis of vRSS is significant as it highlights that the setting should not be used (especially in this small-scale deployment) unless there is a good reason to do so (e.g. there is evidence of CPU bottlenecking from 10GE networking and/or heavy traffic from multiple TCP streams). vRSS is also on by default and most likely an overlooked setting which makes this find noteworthy. 


	4.04
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	928.92 (+ 0.33 %)
	7.724 (- 13.83 %)

	
	
	Enterprise
	937.17 (+ 0.30 %)
	

	
	
	Hornet
	932.70 (+ 0.48 %)
	

	
	[bookmark: _Hlk4598968]Comments
There is a slight increase in throughput and a significant reduction in CPU utilisation. It is surprising that such a significant reduction in CPU utilisation is seen. The disabled features (on the adapters) must be actively using time on the CPU even if related traffic is not being sent. It should be noted that these features may be needed by some applications, however, if they are not, this is an optimisation method worth implementing.








	4.05
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	926.38 (+ 0.05 %)
	8.843 (+ 0.58 %)

	
	
	Enterprise
	932.16 (- 0.24 %)
	

	
	
	Hornet
	932.60 (+ 0.47 %)
	

	
	[bookmark: _Hlk4599117]Comments
There is no significant decline in performance from disabling NIC offload features. This highlights that the offload features are not being used to a significant degree. It is worth noting that the increase in CPU utilisation is the expected result. This is because the offload features perform the related functions on the NICs’ processor instead of the CPU. 

This benchmark was conducted with only NIC offload features disabled from the Multiplexor drivers and Hyper-V virtual adapter. The offload features were still enabled on individual NICs, these features were going to be disabled in an additional benchmark. However, during the configuration of this additional benchmark, a system crash occurred on the Vonneumann host. After the server rebooted the disabling of offload features were completed, however, after completion of the benchmark it was discovered that the throughput of the NIC team had been disrupted. This ultimately led to network related optimisation testing being cut short. This incident will be discussed in more depth in a later section.


	[bookmark: _Hlk2782299]4.06
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	930.89 (+ 0.54 %)
	8.657 (- 1.56 %)

	
	
	Enterprise
	937.91 (+ 0.38 %)
	

	
	
	Hornet
	936.15 (+ 0.85 %)
	

	
	[bookmark: _Hlk4599159]Comments
There are slight increases in throughput and a reduction of CPU utilisation. However, there is not a significant change. This is expected as the power management setting should not affect performance. This is because the setting relates to how the network adapter is handled when the server enters sleep mode [133]. The setting does however relate to the driver function of the network adapter, which may possibly cause unpredictable behaviour. Disabling power management should be a consideration to avoid any possible conflicts.


	[bookmark: _Hlk2783350]4.07
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	930.41 (+ 0.49 %)
	8.899 (+ 1.22 %)

	
	
	Enterprise
	933.42 (+ 0.10 %)
	

	
	
	Hornet
	933.76 (+ 0.59 %)
	

	
	[bookmark: _Hlk4599280]Comments
Interrupt moderation is designed to reduce CPU utilisation. This is achieved by triggering an interrupt once a batch of packets have been received, as opposed to every packet received triggering an interrupt. The disadvantage is an increase in latency [134]. The results highlight an increase in CPU utilisation, this is to be expected when disabling interrupt moderation.


	
	
	
	Transaction rate per second

	
	Netperf (3)
	Yorktown
	2421.34 (+ 2.99 %)

	
	
	Enterprise
	2415.76 (+ 3.05 %)

	
	
	Hornet
	2475.60 (+ 5.65 %)

	[bookmark: _Hlk4599313]
	Comments
The delay should be reduced with interrupt moderation disabled, however, the transaction rate has deteriorated significantly. This is opposite to the expected behaviour. A possible reason is that interrupt moderation has been implemented in a very smart and efficient way, working with other technologies to improve and reduce latency.







	4.08
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	937.70 (+ 1.28 %)
	8.291 (- 6.04 %)

	
	
	Enterprise
	939.46 (+ 0.55 %)
	

	
	
	Hornet
	938.71 (+ 1.13 %)
	

	
	[bookmark: _Hlk4599426]Comments
The transmit and receive buffers relate to the function of the TCP receive window. The buffers aim to reduce occurrences of the flow control mechanism. Flow control manages data transfer interruptions (e.g. when a host cannot process network traffic fast enough, causing the receive buffer to overflow). However, flow control can increase CPU utilisation and introduce delay [135]. 

Increasing the transmit and receive buffers of the NICs has resulted in an increase in throughput and a significant reduction in CPU utilisation. This result is expected as it will increase the amount of system memory used by the adapters to buffer sent and received packets, as well as prevent influence from the flow control mechanism [135], [136].


	[bookmark: _Hlk3389753]4.09
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	928.20 (+ 0.25 %)
	9.469 (+ 7.70 %)

	
	
	Enterprise
	933.17 (- 0.13 %)
	

	
	
	Hornet
	930.57 (+ 0.25 %)
	

	
	Comments
Receive Window Auto-Tuning is a feature that allows the OS to dynamically scale the TCP receive window to improve data transfer. The optimal receive window is determined by bandwidth, network delay and application delay [137]. When Receive Window Auto-Tuning is disabled the window size will default to 64 KB. This is because the NIC team has a throughput between 100 Mbps and 10 Gbps [138].

The results highlight an insignificant change to throughput, however, there is a significant increase in CPU utilisation. This could be due to the 64 KB TCP receive window being a lot smaller than the value set by Receive Window Auto-Tuning (normal). A smaller TCP receive window would mean that more acknowledgments will be sent to a client after data has been received. This would likely result in increased overhead. It should be noted that it is unknown if the receive window is changing when auto-scaling is enabled. Packet captures would need to be taken to determine this. It is also worth considering that Receive Window Auto-Tuning has only been disabled on the Vonneumann host. The Netperf benchmark is a ‘stream’ test (data is sent and received) [111], therefore, because the setting has only been disabled on Vonneumann only received data will be affected. Further investigation is needed by also changing the setting on the Babbage host. 


	4.10
	
	
	Throughput (Mb/s)
	Performance Monitor
Hyper-V Hypervisor Logical Processor\% Total Run Time

	
	Netperf (3)
	Yorktown
	930.48 (+ 0.50 %)
	9.365 (+ 6.52 %)

	
	
	Enterprise
	932.08 (- 0.24 %)
	

	
	
	Hornet
	931.56 (+ 0.36 %)
	

	
	Comments
Receive Window Auto-Tuning has been set to an experimental setting. This will allow for extreme scaling of the receive window to accommodate every network scenario [138].
The results indicate an increase in CPU utilisation, however, the increase is less than when Receive Window Auto-Tuning was disabled. It is again worth considering that packet captures need to be taken to determine what the receive window is scaling to. Further investigation is also needed by changing the setting on the Babbage host.







	5.01
	
	
	File size (KB)
	Record length (KB)
	Write (KB/s)
	Read (KB/s)
	Random Read (KB/s)
	Random Write (KB/s)

	
	Iozone (3)
	Yorktown
	2048
	64
	683747 
(-10.17 %)
	1678717 
(- 10.18 %)
	3622272 
(+ 0.66 %)
	1523168 
(- 2.43 %)

	
	
	
	8192
	64
	875047 
(- 3.00 %)
	1548335 
(+ 2.20 %)
	1548162 
(+ 4.10 %)
	1180746 
(- 1.58 %)

	
	
	
	8388608
	64
	52209 
(- 283.14 %)
	43156 
(- 16.32 %)
	21101 
(+ 35.72 %)
	47803 
(+ 8.00 %)

	
	
	Enterprise
	2048
	64
	730230 
(+ 0.23 %)
	1992310 
(+ 1.10 %)
	3697256 
(- 0.03 %)
	1399245 
(-13.22 %)

	
	
	
	8192
	64
	677792 
(- 26.00 %)
	1420236 
(- 5.48 %)
	1341831 
(- 9.36 %)
	1107851 
(+ 11.47 %)

	
	
	
	8388608
	64
	75800 
(- 0.72 %)
	44648 
(- 37.98 %)
	20576 
(+ 16.79 %)
	38747 
(- 28.79 %)

	
	
	Hornet
	2048
	64
	760940 
(+ 11.12 %)
	1958415 
(+ 1.54 %)
	3830509 
(+ 13.97 %)
	1509597 
(- 1.67 %)

	
	
	
	8192
	64
	877334 
(+ 5.04 %)
	1520782 
(+ 12.65 %)
	1477363 
(+ 10.02 %)
	1147329 
(+ 11.53 %)

	
	
	
	8388608
	64
	129320 
(+ 32.23 %)
	49267 
(+ 53.24 %)
	21044 
(+ 11.10 %)
	39239 
(- 25.46 %)

	
	Comments
Dynamic VHDXs show mixed and unpredictable results. On average Yorktown and Enterprise see a decline in performance while Hornet experiences improved performance. The decline in performance is not unexpected, as it is likely caused by overhead associated with the VHDXs expanding to accommodate the increasing file sizes. An interesting observation is that on average there is a significant increase in random read performance. This is unexplained and requires further investigation.
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[bookmark: _Toc7374114]Optimisation Framework Results Analysis
Overall, the results obtained from the framework have been predictable and correlate to many recommendations from the literature review. The process of optimisation and benchmarking have also been insightful, with several performance improvements greater than were expected. However, in several cases opposite results were seen. The reason for the unexpected results is not clear. Some possible explanations include, that the optimisation methods are very deployment specific. This is an interesting factor as it is unknown what scale, configurations, use case and hardware Microsoft engineers had in mind when developing, implementing and testing the various optimisation features available in Hyper-V. The complex interaction of different technologies and features have likely been influencing results. Most of the optimisation features are related to each other and have influence over driver settings. This project has not been able to discover the influence of one setting over another. To discover such interactions very thorough and systematic testing would be required, testing every possible combination of related settings and features. It is also not impossible that the optimisation settings and features in Hyper-V have not been tested thoroughly enough, causing unpredictable results in certain configurations. However, it should be noted, that the discovery of these unpredictable results and concerns are very useful to prompt and direct further research.







[bookmark: _Toc7374136]Table 3. Project Optimisation Framework Recommendations
	Framework Reference Number
	Recommended Optimisation Setting

	2.01
	Power Plan – Default

	2.02
	Sign out of the Management OS

	2.03/2.031
	No more than 12 VPs assigned to a VM

	2.04
	Optimise VMs

	2.05
	Integration Services – Default 

	2.06
	Paging file configuration – Default

	3.01
	Static Memory 

	4.01
	VMQ - Disabled

	4.02
	RSS - Disabled

	4.03
	vRSS - Disabled

	4.04
	Unnecessary protocols on the Hyper-V virtual adapter and SAN NIC team – Disabled 

	4.05
	NIC Offload – Default 

	4.06
	NIC Power Management – Disabled 

	4.07
	Interrupt Moderation – Default 

	4.08
	Transmit and Receive buffers – Maximum

	4.09/4.10
	Receive Window Auto-Tuning – Default

	5.01
	Fixed VHDXs

	

	Key
	

	
	= Expected result

	
	= Unexpected result



Table 3 shows a summary of the recommended optimisation configuration for this project’s specific cluster deployment. This recommendation can only be considered preliminary as optimisation setting and feature interactions between one another are unknown. Considering several of the unpredictable results, it is likely that some of these recommendations will not apply to every cluster deployment. 
The optimisation framework testing is not as complete as one would have hoped. During the testing of the optimisation framework, a system crash occurred on the Vonneumann host. After the system had rebooted and benchmarking resumed, it was discovered that the throughput from the NIC team was well below what had been previously obtained prior to the crash. The NIC team between the host and the interconnect is a 3Gb team. It is used for communication to the Babbage host and gateway via a Dell switch. The Netperf benchmark is a streamed network throughput test between Vonneumann and Babbage. 

[image: ]
[bookmark: _Toc7374131]Figure 8. Expected network throughput from the Netperf benchmark for the three VMs 

[image: ]
[bookmark: _Toc7374132]Figure 9. Diminished network throughput from the Netperf benchmark for the three VMs after the crash

The benchmark is run on three VMs simultaneously creating 3 TCP streams. Thus, the throughput for each VM is close to 1 Gbps because the 3 TCP streams are load balanced across the 3Gb NIC team, as can be seen in Fig. 8. However, after the crash the throughput had dropped to around 300 Mbps per VM, as can be seen in Fig. 9.
The crash occurred when disabling offload features from the Microsoft Network Adapter Multiplexor Driver. Examination of the server minidump file (fig. 10) reveals that the cause of the crash was related to Microsoft Failover Cluster Virtual Driver and the NT Kernel & System. A crash caused by the ‘netft.sys’ driver is not uncommon, according to Microsoft [139] ‘this problem occurs because of a race condition between a thread that is freeing the kernel stack and another thread that is allocating memory’. ‘ntoskrnl.exe’ is a core component of the Windows OS and responsible for system processes. 
[image: ]
[bookmark: _Toc7374133]Figure 10. Screen capture of BlueScreenView detailing the contents of the Windows Minidump file
A possible scenario is that disabling offload features from the Multiplexor driver temporarily disabled the NIC team, causing a failover of the cluster (this is normal behaviour). However, during the process of failing over, a race condition occurred causing a crash. This would not normally be a concern. However, it is a possibility that at the time of the crash the OS was in the middle of writing the updated driver configuration (disabling offload features). As a result, a driver configuration file relating to NIC teaming has been corrupted/broken. This would explain the strange behaviour now observed on the NIC team. 
Thorough troubleshooting has been conducted, including experimentation with the driver settings, system reboots, NIC driver updates and the NIC team has been dismantled and rebuilt. The baseline network performance could not be corrected back to 3 Gbps. Therefore, considering time constraints the decision was made to conclude network optimisation tests.
A few interesting points to consider about this issue are as follows:
· Before optimisation testing began there was a similar issue where throughput was around 900 Mbps, 450 Mbps and 450 Mbps (over each link) across the NIC team. Originally thought to be a software configuration related issue with Netperf, it is now not clear how the issue was corrected.
· Disabling Offload features from the Multiplexor driver had already been conducted successfully prior to the crash.
· Seemingly random enabling, disabling and re-enabling Offload features from the Multiplexor driver changed the team behaviour from 300 Mbps, 300 Mbps and 300 Mbps (an approximate total throughput of 1 Gbps) to 900 Mbps, 450 Mbps and 450 Mbps (approximately 2 Gbps) across the NIC team. Close to 2 Gbps total throughput remains the best throughput that can now be achieved from the 3 VMs (observed from Netperf and Iometer benchmarks).
· The Iometer benchmark (baseline benchmark 1.01) saw unpredictable network throughput results. It is possible that this benchmark demonstrates that under certain conditions the NIC team has unpredictable behaviour.  

[bookmark: _Toc7374115]Evaluation, conclusions and recommendations
This project demonstrates valid methods to optimise the performance of Microsoft Hyper-V 2016 Datacentre Edition. The developed framework provides a structured methodology for others to test and optimise their Hyper-V environment. There is also potential that several of the recommended optimisation settings may apply to other Hyper-V deployments. 
As previously mentioned, in general, the obtained benchmarking results agree with literature recommendations. However, not every obtained result was as expected. The reason for unexpected results is likely caused by some optimisation methods favouring certain deployments and behaving unexpectedly on others. It is also very likely that if the framework were to be tested on a different deployment the results would differ from this project.
All objectives for the project were met. A critical literature review was delivered relating to type 1 hypervisor benchmarking/optimisation and Hyper-V optimisation strategies. This successfully introduced type 1 hypervisor benchmarking, performance bottlenecks and optimisation strategies. Optimisation features and technologies were also explored, along with optimisation advice from vendors, industry and experts. An optimisation framework was then developed (based on the literature review) to optimise the performance of Hyper-V. Methods from the framework were then implemented and benchmarked using established tools. Not every optimisation method could be tested due to technical issues (i.e. the server crash and resulting throughput issue), time constraints and difficulties gaining access to the hardware due to university policy. Based on the optimisation methods that were benchmarked, overall, the framework can be considered effective and in agreement with the literature review.
The main aim of this report was to formulate a comprehensive framework on how to optimise Microsoft Hyper-V in a failover cluster environment. This aim was met as the framework has considered all aspects of Hyper-V that could be optimised. The benchmarking also obtained interesting and significant results which justify the research.
If the project were to be conducted again, the author would investigate ways to solve the access issues to the Vonneuman and Babbage servers. Access was made difficult because the servers were located in the university’s server room (that contained core university infrastructure). University policy meant that an authorised member of staff (of which there are only two) had to be present and supervising. This meant that optimisation methods that required physical access to the servers were not attempted. Great caution also had to be taken as if the remote desktop connection were to be lost, there could have been significant delays while arranging access to the server room to recover operation. A solution to the access issues would be to move the servers out of the server room and into a secure cabinet in a classroom. This would keep the servers secure while avoiding strict access requirements.
Another change that would be considered is reducing the scope of the framework to only several areas. This would allow for more detailed analysis of the benchmark results. Time constraints meant that MS Performance Monitor was not used nearly enough as was originally planned. Only the ‘Hyper-V Hypervisor Logical Processor(_Total)\% Total Run Time’ counter was analysed for some of the benchmarks. By reducing the scope of the framework there would be time to use Performance Monitor for deep analysis of data. This would hopefully allow for a more detailed and concrete explanation of what the optimisation method is doing, as opposed to assumed theories.
[bookmark: _Toc7374116]Recommendations for Further Research
The research that has been conducted was very ambitious. Despite the project being a success, it lacks the comprehensive and deep analysis that was originally planned. However, the project is very successful as a proof of concept and a starting point to other research. 
Below is a list of recommendations for further research and development of this project:
· Explore optimisation methods (in this project) that could not be benchmarked due to technical, time and access constraints (see 5. Optimisation Framework Table Key).
· Test different combinations of optimisation methods. This would allow for exploration and analysis of the possible effects one optimisation method has on the effectiveness of another method.
· Make better use of Performance Monitor data collected during the benchmarks. This data would hopefully aid the analysis of benchmark results, as well as help understand the reasons for increased or decreased performance.
· Increase the number of VMs benchmarked. The results can then be compared to this project to see if the optimisation methods behave differently.
· Test the optimisation framework on a Hyper-V deployment which has been configured differently and/or using different hardware. This would test the application of the framework on different Hyper-V environments. It would also confirm which optimisation methods are non-deployment specific and improve performance regardless of configuration. 
In conclusion, there are extensive additional research avenues that can be explored. All the recommended further research has the same common goal, to understand Hyper-V optimisation methods and how different factors affect the achieved performance.


[bookmark: _Toc7374117]Reflection
During the project, I learnt that PowerShell is a very powerful scripting language to simplify administration tasks. It is also very versatile which made it a perfect solution to start my benchmarks simultaneously. I learnt that the optimisation settings tested in this project have a greater impact on performance than I originally thought they would. I also personally enjoyed constructing the PowerShell scripts more than the actual benchmarking.
This research project was my original idea, which was designed to be challenging and outside my area of expertise. This would allow me to gain new skills and knowledge. However, it also made the planning and formulation of the project difficult. This also meant that I encountered numerous oversights (e.g. underestimating the extent of the PowerShell scripting required, underestimating the scale of the project and mistakes during data collection, that meant some benchmarks had to be started again).
I feel that completing most of the literature review during the summer of 2018 was a smart decision. This is because the time saved was used on other areas of the project. The optimisation framework was developed with ease. This was thanks to the thorough literature review. Setting up the VMs and benchmarking tools were relatively straightforward. Development of the PowerShell scripts to remotely trigger the benchmarks was a time-consuming process. Establishing the correct settings for the benchmark tools were also time-consuming and required a lot of trial and error to find appropriate settings. The testing of the framework took the most time and required careful management and storage of results. The benchmarks also had to be conducted quite swiftly as there were a lot of optimisation configurations to test. Numerous factors had to be managed at this stage (e.g. arranging exclusive access to the cluster to conduct benchmarking, careful implementation of the optimisation method and reversal back to the base configuration). During the benchmarking was also when the Vonneumann server crashed, resulting in diminished network performance. This event caused me considerable stress and frustration. This was because I could not correct the issue after extensive troubleshooting. At this stage, it became apparent that access to the servers was going to be difficult. I was also concerned that the benchmarking had to be concluded relatively soon. Instead of letting the technical issue take up considerable time, I decided to finish non-network related tests and then conclude the benchmarking. Tests that required access to the physical servers were also discarded. I still felt I had enough data to analyse and draw conclusions from.
I felt overall the project went well, the scale of the project always meant that I would not have time to complete every test. The networking issue that occurred was very unfortunate. This was because it meant that the originally planned ‘all optimisation methods enabled’ test with Iometer was not completed. However, the project was still completed successfully with some good and interesting results.
Having completed the project I know what to expect if I were to conduct it again. This would include solving access issues and reducing the scope of the framework (see section 6 evaluation, conclusions and recommendations for more details).
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[bookmark: _Toc7374120]Appendices
[bookmark: _Toc7374121]Hardware Specifications
	Dell PowerEdge R270 Server

	Feature
	Specification

	Central Processing Unit (CPU)
	2x Intel Xeon E5-2640 @ 2.50GHz

	Chipset
	Intel C600

	Memory
	192GB (24 x 8GB DDR3 @ 1333MHz)

	Hard Disk Drive (Local)
	2x 300GB (RAID 1)

	RAID controller
	PERC H710

	Ethernet Adapter
	2x Dell Quad Port 1 Gigabit Broadcom 5720

	Operating System (OS)
	Microsoft Windows Server 2016 Datacenter (10.0.14393 Build 14393)



	Dell PowerVault MD3220i

	Feature
	Specification

	Hard Disk Drive (Cluster)
	15x Dell 600GB SAS 10k 2.5" 6G Hard Drive, 7YX58, Seagate ST600MM0006 4053162405059 (1.8 TB CSV - RAID 10, 600 GB Quorum - RAID 1)



[bookmark: _Toc7374122]Virtual Machine Base Configuration
	Virtual Machines 
	[GS]Opti-Yorktown-VM1
[GS]Opti-Enterprise-VM2
[GS]Opti-Hornet-VM3
[GS]Opti-Management-VM1
[GS]Opti-NetServer-VM1
[GS]Opti-NetServer-VM2
[GS]Opti-NetServer-VM3

	Feature
	Status/configuration

	Processor
	3 Virtual processors (1 VP for Management)

	Memory
	8192MB (4096MB for Management and NetServers 1-3)

	Other Hyper-V Management VM Settings
	Default 

	OS
	Microsoft Windows Server 2016 Datacenter

	Windows Updates
	Updated as of 15/02/2019

	Windows Services
	Windows Update and Windows Modules Installer stopped and disabled

	VMs signed out?
	No (Locked)

	Windows open
	Yes – Server Manager (full screen), Network and Sharing Center, Network Connections, Event Viewer and 2x File Explorer (all other windows minimised)



[bookmark: _Toc7374123]Cluster Host Base Configuration
	Servers 
	Vonneumann (signed in - locked)
Babbage (signed out)

	Feature
	Status/configuration

	Windows Updates
	Updated as of 19/02/2019

	Windows Services
	Windows Update and Windows Modules Installer stopped and disabled

	Windows open
	Yes – Hyper-V Manager (full screen), Failover Cluster Manager (full screen), Event Viewer (full screen), Server Manager, PowerShell, Network and Sharing Center, Network Connections, 2x File Explorer and CrystalDiskInfo 8.0.0 Shizuku Edition (all other windows minimised)
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