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Vulnerabilities by Host




192.168.2.1

0
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 57
SEVERITY \cl\3/sos VPRSCORE EPSSSCORE PLUGIN  NAME
8.8 6.7 0.0005 270002 Debian dsa-6023: libtiff-dev - security update
8.6 7.9 0.0003 271367 Debian dsa-6033 : bind9 - security update
7.9 7.4 0.0002 271205 Debian dsa-6030 : intel-microcode - security update
6.5 5.1 0.0003 266357 Debian dsa-6015 : libcrypto3-udeb - security update
3.6 4.0 0.0001 269984 OpenSSH < 10.1/10.1p1 Multiple Vulnerabilities
N/A - - 141394 Apache HTTP Server Installed (Linux)
N/A - - 142640  Apache HTTP Server Site Enumeration
N/A - - 156000  Apache Log4j Installed (Linux / Unix)
N/A - - 34098 BIOS Info (SSH)
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 182774 Curl Installed (Linux / Unix)
N/A - ) 55472 Device Hostname
N/A - - 54615  Device Type
N/A - - 25203 Enumerate IPv4 Interfaces via SSH
N/A - - 25202 Enumerate IPv6 Interfaces via SSH
N/A - - 33276 Enumerate MAC Addresses via SSH
N/A - - 170170 Enumerate the Network Interface configuration via SSH
N/A - - 179200  Enumerate the Network Routing configuration via SSH
N/A - - 168980 Enumerate the PATH Variables
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https://www.tenable.com/plugins/nessus/270002
https://www.tenable.com/plugins/nessus/271361
https://www.tenable.com/plugins/nessus/271205
https://www.tenable.com/plugins/nessus/266357
https://www.tenable.com/plugins/nessus/269984
https://www.tenable.com/plugins/nessus/141394
https://www.tenable.com/plugins/nessus/142640
https://www.tenable.com/plugins/nessus/156000
https://www.tenable.com/plugins/nessus/34098
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/182774
https://www.tenable.com/plugins/nessus/55472
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/25203
https://www.tenable.com/plugins/nessus/25202
https://www.tenable.com/plugins/nessus/33276
https://www.tenable.com/plugins/nessus/170170
https://www.tenable.com/plugins/nessus/179200
https://www.tenable.com/plugins/nessus/168980

N/A 35716 Ethernet Card Manufacturer Detection

N/A 86420  Ethernet MAC Addresses

N/A 171470 1P Assignment Method Detection

N/A 151883 Libgcrypt Installed (Linux/UNIX)

N/A 157358  Linux Mounted Devices

N/A 193143 Linux Time Zone Information

N/A 95928  Linux User List Enumeration

N/A 19506 Nessus Scan Information

N/A 64582 Netstat Connection Information

N/A 14272 Netstat Portscanner (SSH)

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 97993 OS Identification and Installed Software Enumeration over SSt
(Using New SSH Library)

N/A 117887 OS Security Patch Assessment Available

N/A 181418 OpenSSH Detection

N/A 168007 OpensSSL Installed (Linux)

N/A 216936 PHP Scripting Language Installed (Unix)

N/A 179139 Package Manager Packages Report (nix)

N/A 66334 Patch Report

N/A 70657 SSH Algorithms and Languages Supported

N/A 102094 SSH Commands Require Privilege Escalation

N/A 149334 SSH Password Authentication Accepted

N/A 10881  SSH Protocol Versions Supported

N/A 90707 SSH SCP Protocol Detection

N/A 153588  SSH SHA-1 HMAC Algorithms Enabled

192.168.2.1


https://www.tenable.com/plugins/nessus/35716
https://www.tenable.com/plugins/nessus/86420
https://www.tenable.com/plugins/nessus/171410
https://www.tenable.com/plugins/nessus/151883
https://www.tenable.com/plugins/nessus/157358
https://www.tenable.com/plugins/nessus/193143
https://www.tenable.com/plugins/nessus/95928
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/64582
https://www.tenable.com/plugins/nessus/14272
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/97993
https://www.tenable.com/plugins/nessus/117887
https://www.tenable.com/plugins/nessus/181418
https://www.tenable.com/plugins/nessus/168007
https://www.tenable.com/plugins/nessus/216936
https://www.tenable.com/plugins/nessus/179139
https://www.tenable.com/plugins/nessus/66334
https://www.tenable.com/plugins/nessus/70657
https://www.tenable.com/plugins/nessus/102094
https://www.tenable.com/plugins/nessus/149334
https://www.tenable.com/plugins/nessus/10881
https://www.tenable.com/plugins/nessus/90707
https://www.tenable.com/plugins/nessus/153588

N/A 10267 SSH Server Type and Version Information

N/A 22964 Service Detection

N/A 22869  Software Enumeration (SSH)

N/A 25220 TCP/IP Timestamps Supported

N/A 110385 Target Credential Issues by Authentication Protocol - Insufficie
Privilege

N/A 141718 Target Credential Status by Authentication Protocol - Valid
Credentials Provided

N/A 56468  Time of Last System Startup

N/A 10287 Traceroute Information

N/A 192709 Tukaani XZ Utils Installed (Linux / Unix)

N/A 110483 Unix / Linux Running Processes Information

N/A 152743 Unix Software Discovery Commands Not Available

N/A 189731 Vim Installed (Linux)

N/A 182848 libcurl Installed (Linux / Unix)

* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/10267
https://www.tenable.com/plugins/nessus/22964
https://www.tenable.com/plugins/nessus/22869
https://www.tenable.com/plugins/nessus/25220
https://www.tenable.com/plugins/nessus/110385
https://www.tenable.com/plugins/nessus/141118
https://www.tenable.com/plugins/nessus/56468
https://www.tenable.com/plugins/nessus/10287
https://www.tenable.com/plugins/nessus/192709
https://www.tenable.com/plugins/nessus/110483
https://www.tenable.com/plugins/nessus/152743
https://www.tenable.com/plugins/nessus/189731
https://www.tenable.com/plugins/nessus/182848

20.0.0.1

0 6
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 60
SEVERITY \cl\3/s°s VPRSCORE EPSSSCORE PLUGIN NAME
7.5 6.1 0.3775 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)
6.5 3.6 0.4809 10067 Echo Service Detection
6.5 3.6 0.4809 10198 Quote of the Day (QOTD) Service Detection
6.5 - - 51192 SSL Certificate Cannot Be Trusted
6.5 - - 104743 TLS Version 1.0 Protocol Detection
6.5 - - 157288 TLS Version 1.1 Deprecated Protocol
5.0* 4.2 0.0132 10539 DNS Server Recursive Query Cache Poisoning Weakness
2.1%* 2.2 0.0037 10174 ICMP Timestamp Request Remote Date Disclosure
N/A - - 10761 COM+ Internet Services (CIS) Server Detection
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 10736 DCE Services Enumeration
N/A - ) 11002 DNS Server Detection
N/A - - 10052 Daytime Service Detection
N/A - - 54615 Device Type
N/A - - 11367  Discard Service Detection
N/A - - 35716 Ethernet Card Manufacturer Detection
N/A - - 86420  Ethernet MAC Addresses
N/A - - 10092 FTP Server Detection
N/A - - 84502 HSTS Missing From HTTPS Server
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https://www.tenable.com/plugins/nessus/42873
https://www.tenable.com/plugins/nessus/10061
https://www.tenable.com/plugins/nessus/10198
https://www.tenable.com/plugins/nessus/51192
https://www.tenable.com/plugins/nessus/104743
https://www.tenable.com/plugins/nessus/157288
https://www.tenable.com/plugins/nessus/10539
https://www.tenable.com/plugins/nessus/10114
https://www.tenable.com/plugins/nessus/10761
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/10736
https://www.tenable.com/plugins/nessus/11002
https://www.tenable.com/plugins/nessus/10052
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/11367
https://www.tenable.com/plugins/nessus/35716
https://www.tenable.com/plugins/nessus/86420
https://www.tenable.com/plugins/nessus/10092
https://www.tenable.com/plugins/nessus/84502

N/A 43111 HTTP Methods Allowed (per directory)

N/A 10107 HTTP Server Type and Version

N/A 24260 HyperText Transfer Protocol (HTTP) Information

N/A 43829  Kerberos Information Disclosure

N/A 25707 LDAP Crafted Search Request Server Information Disclosure

N/A 20870 LDAP Server Detection

N/A 10785 Microsoft Windows SMB NativeLanManager Remote System
Information Disclosure

N/A 26917 Microsoft Windows SMB Registry : Nessus Cannot Access the
Windows Registry

N/A 11011 Microsoft Windows SMB Service Detection

N/A 100871 Microsoft Windows SMB Versions Supported (remote check)

N/A 106716 Microsoft Windows SMB2 and SMB3 Dialects Supported (remc
check)

N/A 11219 Nessus SYN scanner

N/A 19506 Nessus Scan Information

N/A 10747 Nessus Server Detection

N/A 24786 Nessus Windows Scan Not Performed with Admin Privileges

N/A 43815 NetBIOS Multiple IP Address Enumeration

N/A 10884 Network Time Protocol (NTP) Server Detection

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 117886  OS Security Patch Assessment Not Available

N/A 10919 Open Port Re-check

N/A 56984 SSL/TLS Versions Supported

N/A 10863 SSL Certificate Information

N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported
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https://www.tenable.com/plugins/nessus/43111
https://www.tenable.com/plugins/nessus/10107
https://www.tenable.com/plugins/nessus/24260
https://www.tenable.com/plugins/nessus/43829
https://www.tenable.com/plugins/nessus/25701
https://www.tenable.com/plugins/nessus/20870
https://www.tenable.com/plugins/nessus/10785
https://www.tenable.com/plugins/nessus/26917
https://www.tenable.com/plugins/nessus/11011
https://www.tenable.com/plugins/nessus/100871
https://www.tenable.com/plugins/nessus/106716
https://www.tenable.com/plugins/nessus/11219
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/10147
https://www.tenable.com/plugins/nessus/24786
https://www.tenable.com/plugins/nessus/43815
https://www.tenable.com/plugins/nessus/10884
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/117886
https://www.tenable.com/plugins/nessus/10919
https://www.tenable.com/plugins/nessus/56984
https://www.tenable.com/plugins/nessus/10863
https://www.tenable.com/plugins/nessus/70544

INFO N/A - - 21643 SSL Cipher Suites Supported

INFO N/A - - 57047 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A - - 156899 SSL/TLS Recommended Cipher Suites

INFO N/A - - 96982 Server Message Block (SMB) Protocol Version 1 Enabled
(uncredentialed check)

INFO N/A - - 22964 Service Detection

INFO N/A - - 17975 Service Detection (GET request)

INFO N/A - - 11153 Service Detection (HELP Request)

INFO N/A - - 42822 Strict Transport Security (STS) Detection

INFO N/A - - 25220 TCP/IP Timestamps Supported

INFO N/A - - 84821  TLS ALPN Supported Protocol Enumeration

INFO N/A - - 127010 TLS Version 1.1 Protocol Detection

INFO N/A - - 136318 TLS Version 1.2 Protocol Detection

INFO N/A - - 138330 TLS Version 1.3 Protocol Detection

INFO N/A - - 110723 Target Credential Status by Authentication Protocol - No
Credentials Provided

INFO N/A - - 10287 Traceroute Information

INFO N/A - - 33139 WS-Management Server Detection

INFO N/A - - 10750 Windows NetBIOS / SMB Remote Host Information Disclosure
* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/21643
https://www.tenable.com/plugins/nessus/57041
https://www.tenable.com/plugins/nessus/156899
https://www.tenable.com/plugins/nessus/96982
https://www.tenable.com/plugins/nessus/22964
https://www.tenable.com/plugins/nessus/17975
https://www.tenable.com/plugins/nessus/11153
https://www.tenable.com/plugins/nessus/42822
https://www.tenable.com/plugins/nessus/25220
https://www.tenable.com/plugins/nessus/84821
https://www.tenable.com/plugins/nessus/121010
https://www.tenable.com/plugins/nessus/136318
https://www.tenable.com/plugins/nessus/138330
https://www.tenable.com/plugins/nessus/110723
https://www.tenable.com/plugins/nessus/10287
https://www.tenable.com/plugins/nessus/33139
https://www.tenable.com/plugins/nessus/10150

20.0.0.2

0
CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 56
SEVERITY \cl\3/s°s VPRSCORE EPSSSCORE PLUGIN NAME
8.8 6.7 0.0005 270002 Debian dsa-6023: libtiff-dev - security update
8.6 7.9 0.0003 271367 Debian dsa-6033 : bind9 - security update
7.9 7.4 0.0002 271205 Debian dsa-6030 : intel-microcode - security update
6.5 5.1 0.0003 266357 Debian dsa-6015 : libcrypto3-udeb - security update
3.6 4.0 0.0001 269984 OpenSSH < 10.1/10.1p1 Multiple Vulnerabilities
N/A - - 141394 Apache HTTP Server Installed (Linux)
N/A - - 142640  Apache HTTP Server Site Enumeration
N/A - - 156000  Apache Log4j Installed (Linux / Unix)
N/A - - 34098 BIOS Info (SSH)
N/A - - 45590 Common Platform Enumeration (CPE)
N/A - - 182774 Curl Installed (Linux / Unix)
N/A - = 55472 Device Hostname
N/A - - 54615  Device Type
N/A - - 25203 Enumerate IPv4 Interfaces via SSH
N/A - - 25202 Enumerate IPv6 Interfaces via SSH
N/A - - 33276 Enumerate MAC Addresses via SSH
N/A - - 170170 Enumerate the Network Interface configuration via SSH
N/A - - 179200  Enumerate the Network Routing configuration via SSH
N/A - - 168980 Enumerate the PATH Variables
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https://www.tenable.com/plugins/nessus/270002
https://www.tenable.com/plugins/nessus/271361
https://www.tenable.com/plugins/nessus/271205
https://www.tenable.com/plugins/nessus/266357
https://www.tenable.com/plugins/nessus/269984
https://www.tenable.com/plugins/nessus/141394
https://www.tenable.com/plugins/nessus/142640
https://www.tenable.com/plugins/nessus/156000
https://www.tenable.com/plugins/nessus/34098
https://www.tenable.com/plugins/nessus/45590
https://www.tenable.com/plugins/nessus/182774
https://www.tenable.com/plugins/nessus/55472
https://www.tenable.com/plugins/nessus/54615
https://www.tenable.com/plugins/nessus/25203
https://www.tenable.com/plugins/nessus/25202
https://www.tenable.com/plugins/nessus/33276
https://www.tenable.com/plugins/nessus/170170
https://www.tenable.com/plugins/nessus/179200
https://www.tenable.com/plugins/nessus/168980

N/A 35716 Ethernet Card Manufacturer Detection

N/A 86420  Ethernet MAC Addresses

N/A 171470 1P Assignment Method Detection

N/A 151883 Libgcrypt Installed (Linux/UNIX)

N/A 157358  Linux Mounted Devices

N/A 193143 Linux Time Zone Information

N/A 95928  Linux User List Enumeration

N/A 19506 Nessus Scan Information

N/A 64582 Netstat Connection Information

N/A 14272 Netstat Portscanner (SSH)

N/A 209654 OS Fingerprints Detected

N/A 11936 OS Identification

N/A 97993 OS Identification and Installed Software Enumeration over SSt
(Using New SSH Library)

N/A 117887 OS Security Patch Assessment Available

N/A 181418 OpenSSH Detection

N/A 168007 OpensSSL Installed (Linux)

N/A 216936 PHP Scripting Language Installed (Unix)

N/A 179139 Package Manager Packages Report (nix)

N/A 66334 Patch Report

N/A 70657 SSH Algorithms and Languages Supported

N/A 102094 SSH Commands Require Privilege Escalation

N/A 149334 SSH Password Authentication Accepted

N/A 10881  SSH Protocol Versions Supported

N/A 90707 SSH SCP Protocol Detection

N/A 153588  SSH SHA-1 HMAC Algorithms Enabled

20.0.0.2

11


https://www.tenable.com/plugins/nessus/35716
https://www.tenable.com/plugins/nessus/86420
https://www.tenable.com/plugins/nessus/171410
https://www.tenable.com/plugins/nessus/151883
https://www.tenable.com/plugins/nessus/157358
https://www.tenable.com/plugins/nessus/193143
https://www.tenable.com/plugins/nessus/95928
https://www.tenable.com/plugins/nessus/19506
https://www.tenable.com/plugins/nessus/64582
https://www.tenable.com/plugins/nessus/14272
https://www.tenable.com/plugins/nessus/209654
https://www.tenable.com/plugins/nessus/11936
https://www.tenable.com/plugins/nessus/97993
https://www.tenable.com/plugins/nessus/117887
https://www.tenable.com/plugins/nessus/181418
https://www.tenable.com/plugins/nessus/168007
https://www.tenable.com/plugins/nessus/216936
https://www.tenable.com/plugins/nessus/179139
https://www.tenable.com/plugins/nessus/66334
https://www.tenable.com/plugins/nessus/70657
https://www.tenable.com/plugins/nessus/102094
https://www.tenable.com/plugins/nessus/149334
https://www.tenable.com/plugins/nessus/10881
https://www.tenable.com/plugins/nessus/90707
https://www.tenable.com/plugins/nessus/153588

INFO N/A - - 10267 SSH Server Type and Version Information

INFO N/A - - 17975 Service Detection (GET request)

INFO N/A - - 22869  Software Enumeration (SSH)

INFO N/A - - 110385 Target Credential Issues by Authentication Protocol - Insufficie
Privilege

INFO N/A - - 141718 Target Credential Status by Authentication Protocol - Valid

Credentials Provided

INFO N/A - - 56468  Time of Last System Startup

INFO N/A - - 10287  Traceroute Information

INFO N/A - - 192709  Tukaani XZ Utils Installed (Linux / Unix)

INFO N/A - - 110483 Unix / Linux Running Processes Information

INFO N/A - - 152743 Unix Software Discovery Commands Not Available

INFO N/A - - 189731 Vim Installed (Linux)

INFO N/A - - 182848 libcurl Installed (Linux / Unix)

* indicates the v3.0 score was not
available; the v2.0 score is shown
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https://www.tenable.com/plugins/nessus/10267
https://www.tenable.com/plugins/nessus/17975
https://www.tenable.com/plugins/nessus/22869
https://www.tenable.com/plugins/nessus/110385
https://www.tenable.com/plugins/nessus/141118
https://www.tenable.com/plugins/nessus/56468
https://www.tenable.com/plugins/nessus/10287
https://www.tenable.com/plugins/nessus/192709
https://www.tenable.com/plugins/nessus/110483
https://www.tenable.com/plugins/nessus/152743
https://www.tenable.com/plugins/nessus/189731
https://www.tenable.com/plugins/nessus/182848
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