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List of Acronyms and Terminology

Acronyms 
NHS: - National Health Service, founded on July 5th 1948 by Minister of Health Aneurin Bevan.   The main principle is good healthcare available to all regardless of wealth, free at the point of care, meets the needs of everyone and based on clinical need. [6]
NWIS: - NHS Wales informatics service. NHS organisation delivering digital services and technology for modern healthcare in Wales. [7]
ABM: - Abertawe Bro Morgannwg University Health Board. NHS Wales health board providing health care for 500,000 people from Bridgend to Swansea. [8]
WG: - Welsh Government was established in 1999 that is a devolved administration governing Wales.  Welsh government is responsible for public services in Wales, examples would be NHS, social services, local government. [9]
N3: - N3 now known as the Health and Social Care Network (HSCN) is the English version of NHS Net, it serves English hospitals, GP’s, health centres and health care suppliers.
WAN: - Wide area network, described as network links between sites. 
NAT: - Network Address Translation, is a technique used to change a source or destination Internet Protocol (IP) address.  Commonly used when sending data between private addresses networks and Public internet.[10]
IEEE: - Institute of Electrical and electronic engineers, organisation connected with standards and research
IETF: - Internet Engineering Task Force, international community of network designers, operators, vendors and researchers. [11]
IANA: - Internet Assigned Numbers Authority is responsible for holding the worlds IP address ranges.  [1]
RIRs: - Reginal Internet Registry works below IANA to assign IP address, there are 5 RIR’s in the world. 
ISP: - Internet service provider, provides services for accessing the internet. They can also host organisations websites in purpose build datacentres. 

ITIL: - Information Technology Infrastructure Library, is a framework used to manage and align IT practices with the needs of the business. 

Terminology 
Once for Wales: - Term used in NHS Wales, having a common approach for systems.  Its purpose to avoid duplication of work and purchasing systems. 




1. Introduction

The objective of this proposal is to develop an Internet protocol version 6 (IPv6) addressing strategy for NHS Wales and to preform real tests in a hospital environment on computers, services and medical equipment. The project is supported by National Health Service (NHS) Wales informatics service (NWIS), Abertawe Bro Morgannwg University health board (ABM) Welsh Government (WG) and the NHS Wales community.  NHS Wales IPv4 addressing has migrated from non-registered internet addresses to RFC:1918 10.x.x.x range. In 1996, the first NHS Wales Wide Area Network (WAN) was setup called the Digital All Wales Network (DAWN). In 1996 it was unthinkable that a NHS Wales network would ever connect to the internet, so it was decided to use nonregistered internet addresses. In the early 2000’s NHS Wales installed internet feeds for the NHS community due to the valuable medical research findings available.  This in turn caused issues with the current IP addressing in use as internal NHS Wales addresses were clashing with actual internet sites.  A new approach was adopted where RFC:1918 10.x.x.x range was issues to NHS Wales community for the organisations to start re-addressing away from the internet addressing range previously issued.  In 2005 inter-connecting circuits were installed between NHS Wales and NHS England, another issue occurred when the ranges of 10.x.x.x addresses used by NHS Wales were already distributed on the NHS England N3 network.  NHS Wales then needed to apply for N3 registered addresses for NHS Wales to be able to communicate with NHS England without the need for any Network Address Translation (NAT).  The N3 ranges assigned to NHS Wales are now nearly exhausted and availability of N3 addresses is low.  This project proposal will investigate best practice of assigning IPv6 addresses, implementing IPv6 in NHS Wales and test compatibility of existing NHS hardware and software systems.   

The title for the research proposal is IPv6 – An addresses strategy for NHS Wales and implementing IPv6 is a hospital environment.

2. Background to the Proposed Research

IPv6 is the latest version of the Internet protocol used for the delivery of data from hosts on a network.  When two hosts communicate on the internet the IP protocol is used as a delivery method to ensure the data gets to the right destination.  The data sent has an IP address in the packet header, this instructs network equipment of where the packet needs to be routed.  Within the header the return address is embedded to enable the two way communication. [12]
In May 1974 the Institute of Electrical and electronic engineers (IEEE) published  “A Protocol for Packet Network Intercommunications” The paper described a protocol for sharing resources using packet switching with network hosts.  Between 1977 and 1978 experimental versions of IP, versions 0-3 were discussed in RFC papers [13][14][15].  1978 IPv4 protocol specification [16][17] paper was discussed and standardised as described in RFC:760[18].  Later in 1981 RFC:791[12] IPv4 was ratified as we know it today.  IPv4 was developed by “Defence Advanced Research Projects Agency” for communications between computers. IPv4 is the primary means of host to host communications over the internet and still is today.   

IPv6 is the successor for IPv4.  IPv5 was only ever used by the Internet Stream Protocol as an experimental streaming protocol.  Version 1 of IPv5 was written in 1979 by Jim Forgie known as ST, ST2 was later written in 1990[19] and developed further in 1995 called ST2+[20]. IPv5 did not pass experimental stage before IPv6 was developed by the Internet Engineering Task Force (IETF) to deal with the IPv4 address exhaustion issues.  IPv4 has a 32bit addressing scheme allowing for 3.4 billion addresses, while IPv6 is a 128bit addressing scheme allowing for 340 undecillions addresses.  

IPv4 addresses: -   4,294,967,296 
IPv6 addresses: - 340,282,366,920,938,463,463,374,607,431,768,211,456 

In 2018 it’s anticipated that there will be 11,196,600,000 devices connected to the internet and estimates of between 20 – 50 Billion by 2020 [21]. This already exceeds the numbers of addresses available in the IPv4 standard and is only still in use through advanced techniques like NAT and the use of private addresses as described in RFC:1918. [22] 

IP address assignment is hierarchical, Internet Assignment Numbers Authority (IANA) being the global organisation responsible for the IP addressing systems with regional internet registries (RIRs).  Each region of the world has its own registry, 5 in total.  These are responsible for both IPv4 and IPv6 address assignment in their region.  RIR’s normally do not assign addresses to end users, RIR’s only assign addresses to Internet Service Providers (ISP) it is the ISP that would assign addresses to end user organisations. The exception to this would be multicast addresses or protocol specific requirements. (figure 1) shows the regions and registry for that region [1]
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Figure 1: Internet Registries [1]


Usage for IPv6 has been slow, a number of big internet companies have migrated to IPv6, releasing their allocation of IPv4 addresses back to the RIRs.[1]  This has slowed the roll out of IPv6 due to the released IPv4 addresses becoming available.  Google have a statistics graph available of the percentage of searches performed on the search engine using IPv6, in December 2017 it peeked to 22% of all searches were from IPv6 clients.  The graph below (figure 2) displays the gradual up take of IPv6 on the internet.
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Figure 2: Google IPv6 Searches

Within NHS Wales there is no IPv6 in use and having discussed with colleagues in Cisco systems there has been no IPv6 use in NHS in the UK.  While the Welsh PSBA network does support IPv6 the English and Scottish new network Health and Social Care Network (HSCN) has no support for IPv6 at this time.  During the research the author has found little to no use of IPv6 in health care worldwide, where it is in use tends to be Research & Development with Cloud networks [23]. No existing research has been discovered with using IPv6 in hospital environment. 

To trial a IPv6 network, first all the network equipment must be IPv6 capable, the networks in use within ABM is Cisco, these devices will support IPv6.  The majority of hospital networks in NHS Wales are on Cisco hardware, with only a few exceptions.  Other venders in use are; Blockade, Extreme and Nortel.  The IPv6 experimenting for this project will be using Cisco hardware in ABM. 

Cisco systems are very active with IPv6 literature. Cisco have produced “best practice” guides for configuring IPv6 on Cisco hardware.  As the project is about implementing IPv6 in a hospital environment and testing if medical systems will be compatible with IPv6, when configuring IPv6 on a Cisco network,  best practice guides will be followed to give the project the best possible outcome [24]. In scope of this project; is IPv6 address assignment, because this is not specific to any hardware manufacture, research will be taken from many industry and research sources.  Address assignment in IPv6 tends to follow the same principles, organisation assignment and subnet size to be used per network segment.  There is very little literature on IPv6 site assignment of addresses, the project will look to achieve this on completion to suit hospitals, GP sites, office accommodation, medical centres and data centres.    

Another area of research required by the project is; should NHS Wales use public RFC2373 or private RFC4193 addressing.  There are advantages and disadvantages for both approaches. Private addresses are not routable on the internet, so there is a security advantage of using this approach, devices on the internet can not directly connect to a device on the NHS network making it safer.  The disadvantage to this approach is for a device with a private IP addresses to communicate with the internet it needs to use NAT and the associated issues with NAT.  The author will go into more details about NAT in the main project.  Public addressing has the disadvantage discussed above, but also has its advantages over private.  If you have a registered IP range its unique, it belongs to the organisation who registered it so there is no chance of clashing addresses as if you used private addresses, NHS Wales has experienced this issue twice before. The advantages and disadvantages of both address schemes will be discussed in more detail in the main project.  

Research has shown that IPv4 and IPv6 are not compatible, they cannot interact unless going though NAT process.  IPv6 has a few technologies for using NAT, research and experiments are required for determine what will best suit NHS Wales for devices that cannot support IPv6.  Cisco go into some detail on the various technologies [24]. 

3. Aims & Objectives

The aim of the project is to implement IPv6 in a hospital, the research and experiments can be used by the NHS community, to aid in further implementations of IPv6 in a heath care setting.  To achieve this aim, the following objectives will need to be achieved:
1. Conduct research into IPv6 technologies and how they could work for the NHS.
2. To configure IPv6 in ABM health board and conduct controlled, safe experiments with NHS systems. 
3. To analyse and investigate current NHS systems & medical devices compatibility with IPv6.
4. Produce a IPv6 strategy for NHS Wales “Once for Wales”.

At the end of the project it is expected that in Neath Port Talbot hospital a number of devices will be communicating with IPv6 addresses, this can be used as a demonstration area for other heath boards to view a working example of hospital IT systems using IPv6.
To accompany this, there will be an inventory of hospital medical devices and systems that will show the compatibility of these systems with IPv6.  There will also be guidance on setting up IPv6 in a hospital environment created from actual experiments and lessons learned from the implementation. 
The report will also include advice on IP address assignment for IPv6 and advise on auto assignment of the addresses, too include medical devices that need fixed IP addresses to communicate with clinical systems, also using auto assignment methods. 

Conclusion
In the section above, we have discussed the research that needs to be completed to be able to advise and implement IPv6 in a hospital environment.  The aim of the project is to implement IPv6 in a hospital and produce guidance to implement IPv6 for the rest of NHS Wales, the aim has been sub-divided into four specific objectives that will guild the project from start to completion.  This will then be shared with the NHS community as a starting point for implementing IPv6. 




4. Research Methods

Introduction
In section 2 & 3 we discussed the research that will be needed to be completed, also discussed the aim and objectives of the project. In this section we need to discuss the research methodology and the control methods to implement IPv6.  We need to consider any legal and ethical issues connected to the project, document and evaluate any risks; or limitations and put in place measures to prevent them.  We will also discuss how we evaluate the aim and objectives of the project and have they been achieved. 

4.1 Philosophy
Before we can begin we need to select a research philosophy that best suits area of study in the project. (figure 3) below is the “research onion” the diagram shows the philosophy’s and what best approaches, strategies, time horizons and data collection methods best suit.  
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Figure 3: Research Onion [3]
The Research philosophy for this project will be positivism.  Positivism is best suited to this project as the data and knowledge gathered will be factual, the data will be credible and quantifiable.  Positivism is based more on science than common sense, research will aim to explain and predict any outcome.  Experiments will be conducted to provide solid scientific evidence and observations of the findings to either prove or disprove any hypothesise. [25]
4.2 Approaches
As you can see from figure 3: Research Onion there are two approaches that can be taken, Inductive and Deductive.  The approach that best suits a positivism philosophy would be deductive.  A deductive approach concentrates on hypothesis from existing theory then developing a strategy to test that hypothesis. 
[image: ]
Figure 4: Deductive Approach [4]
Figure 4 shows the path of a deductive approach, theory deducting a hypothesis, hypothesis looking at relationships between specific variables, observations/testing the hypothesis.  Lastly confirming or rejecting the hypothesis from the data gathered.  The inductive approach is more known for reasoning, collecting data then developing a theory.  With IPv6 the data already exists. 
4.3 Strategy
The research being undertaken is classed as explanatory research or also known as “casual research” this is conducted to identify cause-and-effect relationships. Table 1: Main characteristics of research designs compares various research. 
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Table 1: Main characteristics of research designs 
The table above highlights the different techniques and styles, IPv6 has clearly defined parameters, there has been extensive research already carried out in the area.  The focus of this project will be how it will work in a hospital environment, with medical equipment and systems.  Very little research has been carried out with medical equipment/system. Due to this being a short-term project the time horizon will be cross-section.  Cross-section is better suited than longitudinal for this type of project, less resource exhaustive and more cost effective. 
4.3.1 Document Review
Three research strategies will be used during the project.  There is extensive research and studies done into IPv6, this existing research will be invaluable during this project for getting the best end result. Network equipment manufacturers have produced “best practice” guides for configuring IPv6 on their equipment. There are papers created by experts in the field on how best create an addressing scheme, added to the authors 15 years’ experience of working within the NHS in networking. The challenge to this project will be the lack of data on medical devices and systems.  
4.3.2 Software Development
The second research strategy will be software development.  No actual software will be written for the project but extensive planning and configuration will need to be carried out on network equipment. IPv6 will need to be enabled on equipment, both network and end devices.  There will be a need to setup and configure systems to use the IPv6 protocol stack.  ABM is using the ITIL framework [26], there is a strict change control process in place that guilds the engineer to first: - plan the change, communicate with all affected parties, implement the change, have a robust test plan and have a detailed back-out plan in place before the work is authorised and any changes can be made.  
4.3.3 Experiment
The third research strategy will be the experiments.  The experiments will be performed on all areas of the project, from validating the best practice guilds to testing systems.  Gathering mainly scientific measurable results will give reliable accurate data verses asking people opinions if the experience is better than before.  Being able to measure response times and compare them against the same systems using IPv4 will give a reliable data set. Testing with staff that normally use the systems will be as important.  The user can run though a task before activating IPv6 and after to validate everything is working as before.  Comparing experience will be a difficult test, because they will be using the same exact system, If IPv6 is working as expected the user should not notice any difference.  In this case the experiment is more aimed at is everything still working as expected. 
4.4 Risks & Limitations
There will be several issues associated with preforming experiments on live health networks. Some of the risks associated with enabling IPv6 on a health network should be alleviated with the 15 years’ experience the author holds on working in this environment. The author has been the technical architect of the networks that the tests will take place, so the knowledge and experience of these networks will minimise the risks associated with such a project. To limit the risks further, a duplicate of the ABM network will be setup for testing before any changes are made on the live network.  There are other risks that need to be taken into account
1. Not allowing enough time to configure the network for IPv6.
2. Poor time management, rejected requests for change due to other projects within the health board.
3. The request for public IPv6 addresses being delayed.
4. Bugs in network equipment code preventing enabling IPv6.
5. Not being able to investigate all devices found, extra devices being found.
6. Suppliers of systems not bring able to give details about their systems.
Good time management can help with project planning and keeping to the plan, Gantt charts are a recognised tool for setting goals and creating a critical path through the project.  Tasks can be created in a Gantt chart with expected delivery dates to keep the project to the timeline.  Rejected request for change can be prevented by requesting the change as early as possible with the change advisory board (CAB), the CAB will have knowledge of all projects on going and if making this change will have an effect on the existing projects.  If there is a clash the CAB can propose a new date and time.  An IPv6 range has been assigned to NHS Wales by WG, the addressing scope currently is held by NWIS, requests have gone to NWIS for public addresses but to date no range has been assigned.  If this is still an issue up to the date of configuration private IPv6 addresses can be used for the testing.  ABM uses Cisco Catalyst 6500 network switches in the core of the network, the software on these switches is a few years old but should support IPv6.  Checks will be carried out on Cisco’s website about the known bugs in the version of IOS to ascertain if any of them will affect the project.  The switches are in pairs and if bugs are going to be an issue the software can be upgraded on these switches with zero downtime.  Hospitals are large buildings, there is a chance that not all equipment will be found or when the author is preforming the network scan audit, equipment may be off the network being stored in cupboards or having maintenance.  There is not much that can be done to prevent this, but hopefully the equipment will be duplicated in other areas.  Once the audit is complete, when the experiment part of the project is on-going there may be times that medical equipment may be in use, in these cases the only way to confirm compliance with IPv6 is to ask the manufacture.  Sometimes getting to the correct person with that knowledge in the organisation is difficult, with the timescales of the project this will be reported as unknown in the results. 
4.5 Data Evaluation
The evaluation of the project will be carried out by several methods, to ensure the most comprehensive amount of data can be handed over to the NHS community. Evaluation of how best to configure IPv6 will be completed first, so the remaining tasks can have the best possible outcome. Data will be gathered on a variety of back office and medical systems in order to advise the NHS community. Experiments on systems will be measured on usability of the system and performance.  The usability will need to be tested by qualified staff in using that equipment and performance can be measured by network tools that can give a delivery time on the IPv6 packets crossing the network. From all the data collected, a strategy can then be created for NHS Wales for implementing IPv6 to include address assignment. 

Conclusion
In this section, we have discussed the philosophy, approach and strategies to the research and justified their use.  We have also discussed any risks and limitations, considered how these risks can be reduced. The section has discussed the data evaluation for the project and how this data will be evaluated.  


5. Resources & Planning
Introduction
In section 4, we discussed the research philosophies, approach and strategies for the project. We also identified the risks to the project along with any ethical and legal issues with experimenting on a hospital network.  We looked at the aims and objectives and how we can evaluate how they will be measured and met.  Now we will look at the resources required as well as the project management, planning skills needed to complete the project.

5.1 Resources Required
There will be a number of resources required to successfully complete the project, we will discuss requirements and why they are needed;
· Laptop – this will be needed throughout the project not only for the configuration of the network device but also used for testing systems and collecting data.
· Network switches – OSI layer 3 switches will be required to duplicate the ABM core network in a lab to firstly test with the ABM configurations.  
· ABM WAN – access to the ABM WAN core devices to enable IPv6.
· A /48 IPv6 address subnet - /48 IPv6 address range is to be the industry standard assignment for IPv6 addresses for an organisation RFC3177 [27].  These will be needed from NWIS.
· Cisco CCO login – is required to gain full access to Cisco’s website, that will include configuration examples and best practice guilds.
· VMWare cloned machines – experimenting with IPv6 will be done on “cloned” versions of medical systems.  These systems will be identical to the production systems but without the risk of affecting the live systems.
· Medical devices – access to medical devices that are in for service.  Medical systems are taken in for service, while they are off the network they can have IPv6 experiments preformed against the “cloned” systems.
· Staff to test – staff that daily use the systems will be required to test the system on IPv6. 
· Access to Cisco forum for access to the Cisco community whom will have implemented IPv6 in other industries.
· Access to medical systems suppliers, to provide advice on their systems. 


5.2 Gantt Chart
To be able to plan the project and avoid missing deadlines each step of the project has been mapped to a Gantt chart (figure 5-7). The project has been divided up into four sections, research, implementation, experiments and strategy for IPv6 in NHS Wales. Each section will have tasks assigned in the order they need to be completed before any dependencies can be assigned to determine the critical path.   From the critical path tasks can be identified that can be run in parallel to gain time for any contingencies or slippage.  Resources identified above have been considered and input into a resource sheet.  These then have been assigned individual tasks. 
Microsoft Project used to produce the Gantt chart has a Program, Evaluation and Review Technique (PERT) module. This tool can be used to work out pessimistic, optimistic and expected delivery dates.  PERT can have weighting set, to favour one more than any other.  This will then alter the dates to give a more realistic completion date for the tasks. 
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Figure 5: Gantt Chart of project with timeline
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Figure 6: Calendar View
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Figure 7: Resource List

Conclusion
With any project it is always possible to have overlooked any project resource needed to complete the work.  This could come from the research or experiments and a task that might not have been considered. Hopefully missing any resource would not lead to the project failing.  The project has been planned out with some contingency for time slippage, however the timescales given in this proposal are hypothetical.  It is only when the project is progressing it will become apparent if the plan is workable and achievable.  
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- Test and document connectivity with medical systems 30 days Fri 15/06/18 Thu 26/07/18 14 Gareth Siddell
- Test technologies to enable IPv4 & IPv6 Communication 10 days Fri 27/07/18 Thu 09/08/18 15 Gareth Siddell
- Strategy 10 days Fri 10/08/18 Thu 23/08/18 16
- Write NHS Wales strategy for IPv6 10 days Fri 10/08/18 Thu 23/08/18 16 Gareth siddell
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IPv6 — ADDRESSING STRATEGY FOR NHS WALES
AND IMPLIMENTING IPv6 IN A HOSPITAL

* Project background

* What is IPv4
* How it’s used in NHS Wales, History, Present

* What is IPv6

* Aims and Objectives
* Methodology

* Expected Outcomes
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WHAT IS IPv4?

* IP (Internet protocol) RFC:791
* |P Address 192.168.0.1 32 bit address
* 4,294,967,296 available addresses.

* RFC:1918 Private addresses
* 10.0.0.0/8 16 million addresses
¢ 172.16.0.0/12 1 million addresses
¢ 192.168.0.0/16 65,000 addresses
* Multicast 224.0.0.0 to 239.255.255.255
* Experimental range 240.0.0.0 to 255.255.255.254

* In 2018 there is expected to be 11,196,600,000 devices connected to
the internet. Estimated 20,415,400,000 in 2020

* NAT (Network Address Translation)
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IP ADDRESSING IN NHS WALES

* HISTORY
* 1996 addressing scheme 130.0.0.0 — 140.0.0.0 DAWN network

* 2002 Introduction of 10.0.0.0 addresses 10.130.0.0 — 10.140.0.0 10.200.0.0 —
10.220.0.0 DAWN2

* 2005 N3 addressing 10.56.0.0 — 10.71.0.0
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WHAT IS IPv6?

* |Pv6 128 bit addressing scheme
* |Pv6 addresses FE80:CD00:0000:0CDE:1257:0000:211E:729C

* There are 340,282,366,920,938,463,463,374,607,431,768,211,456
IPv6 Addresses

* There is enough IPv6 addresses to give to every Atom on
Earth and enough to do another 100+ Earths!

* |Pv6’s address space size is literally over 10 million trillion
times the total number of grains of sand on all the beaches
in the world
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AIMS AND OBIJECTIVES

AlM
Investigate if NHS Wales should use Private or Public addressing space

Develop an IPv6 strategy for NHS Wales “Once For Wales”
* GP Site
* Hospital site
* Health Centre

OBJECTIVE

Testing IPv6 in a hospital environment
* Testing medical equipment/systems
* Testing PC— Server connectivity
* Testing VolP
* Testing Wireless





image17.png
METHODOLOGY

* Testing will be carried out at Neath Port Talbot Hospital

* IPv6 will be enabled on ABM WAN network

* Confirm connectivity between systems

* Confirm medical equipment IPv6 readiness, testing and research
* Test security systems

* Conduct tests between IPv4 and IPv6 systems
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EXPECTED OUTCOMES

* Develop a IPv6 strategy for NHS Wales “Once for Wales”
* Fully expect networks to support IPv6

* Expect PC — Server back office functions to work

* Medical systems? Huge Question??

 Other systems, CCTV, BMS, Door entry systems

* Expect to run hybrid of IPv4 and IPv6

N
o\ e
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SUMMARY

* Provide a addressing strategy for NHS Wales “Once for Wales”
» Research best practice
« Test IPv6 technologies, medical equipment, PC’s, Servers etc.

* Report back to NHS community on a addressing strategy, lessons
learned and recommendations for implementation.
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IPv6 Adoption

We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that
access Google over IPv6.

Native: 5.41% 6to4/Teredo: 0.01% Total IPv6: 5.42% | 7 May 2015
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