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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lecture, you learnt about the key concepts of information/data security, key characteristics of leadership and management and the importance of the manager’s role in securing an organization assets. Apply your understanding and knowledge from what you learnt in the lecture about the topic by answering the following: 


Please research on the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 25 mins . You can choose 2/3 people to do the presentation and the rest can help in answering questions directed to the group.

Group 1 should prepare about 3 Questions to ask group 5
Group 2 should prepare about 3 Questions to ask group 1
Group 3 should prepare about 3 Questions to ask group 2
Group 4 should prepare about 3 Questions to ask group 3
Group 5 should prepare about 3 Questions to ask group 4


Review Questions: 
 Group 1
1.What is the definition of “privacy” as it relates to InfoSec? How is this definition different from the everyday definition? Why is this difference significant? 
2 What is management and what is a manager? What roles do managers play as they execute their responsibilities? Answer in context of Information Security

Group 2
1. Does the intellectual property owned by an organization usually have value? If so, how can attackers threaten that value? 

Copyright Protection and User Registration
2.Discuss enforcement of copyright laws and a number of technical security mechanisms, such as digital watermarks, embedded code, and copyright codes. E.t.c

Group 3
1. What methods does a social engineering hacker use to gain information about a user’s login ID and password? How would this method differ if it targeted an administrator’s assistant versus a data-entry clerk? 
2. How are leadership and management similar? How are they different?

Group 4
1. Protecting Functionality
Discuss the fact that general management, IT management, and information security management are responsible for implementing information security to protect the ability of the organization to function.

2.Search the Web for “The Official Phreaker’s Manual.” What information in this manual might help a security administrator to protect a communications system?  


Group 5
1. Define the InfoSec processes of identification, authentication, authorization, and accountability. 
2.What are the three levels of planning? Define each. List the types of InfoSec plans and planning functions.


General questions for Everyone

Quick Quiz 1

1. True or False: Data integrity can be affected by virus infections and data communications errors.

2. What is the name of the process that is used to establish whether or not a user’s identity is legitimate?
A. Availability
B. Accountability
C. Authorization
D. Authentication

3. Which of the following terms can be used to describe trade secrets, copyrights, trademarks, and patents?
A. Quality of service
B. Availability
C. Intellectual property
D. Competitive intelligence

4. A person who has authorization from an organization to test its information systems and network defense is known as which of the following?
A. script kiddie
B. penetration tester
C. professional hacker
D. packet monkey

5. What type of malware actually evolves, changing its size and other external file characteristics to elude detection by antivirus programs?
A. Trojan horse
B. trap door
C. polymorphic threat
D. macro virus


Quick Quiz 2

1. Which is NOT one of the core principles in traditional management theory?
A. Staffing
B. Leading
C. Directing
D. Controlling

2. What is the name for an intermediate point in a planning process, at which progress towards a goal can be measured?
A. Break point
B. Stop point
C. Objective 
D. Directive

3. Which management function is dedicated to the structuring of resources to support the accomplishment of objectives?
A. Organizing
B. Controlling
C. Planning
D. Leading

4. Which of the following involves assessing the likelihood that subordinates will adopt and support a particular solution rather than resist it?
A. Economic Feasibility
B. Technological Feasibility
C. Behavioral Feasibility
D. Operational Feasibility

5. In which of the following policies would you find sets of rules that define acceptable behavior within a specific organizational resource, such as Internet usage?
A. System-Specific Policies
B. Issue-Specific Security Policies
C. Enterprise Information Security Policy
D. Security Awareness Policy
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