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PART 1 - Security threats facing modern network infrastructures 
[bookmark: _Toc102737574]1a. Network security.
Any action aimed at preserving the network's usability and integrity, as well as its data, is referred to as network security. It combines hardware and software technologies to target a range of threats and prevent them from entering or propagating throughout the network, as well as successfully manage network security access [1]. Authenticating any user, most typically as a username and password, is the first step in network security. After users have been verified, a firewall applies access regulations, such as which services they are authorized to access. While this component is successful at preventing unwanted access, it may fail to check for potentially destructive information such as computer worms or trojans that are transferred across the network. When it comes to network security, it's important to remember that the entire system is secure [2]. The communication channel should not be subject to attacks when sending data. A hacker might target the communication route, get the data, decrypt it, and replace it with a fraudulent message. It's just as critical to secure the network as it is to secure the computers and encrypt the data [3] [4]. 
[bookmark: _Toc102737575]1b. Various types of threats and attacks.
When there is no security strategy in place, the network and data are exposed to many sorts of attacks and threats [2]. By obtaining illegal access to a company's network, network security attacks seek to disrupt operations, steal data, or corrupt files.
1. Computer Virus: One of the most frequent network security threats that may cause significant data loss is a computer virus [5]. These are little bits of software that may be transferred from one machine to another. They can deactivate your security settings, send spam, steal and destroy data from your computer, and even wipe your hard drive clean [6].
2. Malware: A Malware attack is one of the most hazardous cybercrimes that may cause significant damage. Through harmful code known as malware, hackers attempt to obtain unauthorized access to the target system and corrupt or damage the files and data [5].
3. Computer Worm: Machine worms are a harmful sort of malware that replicates itself and spreads from an infected machine to another. They achieve their goals by taking advantage of network flaws [5].
4. Phishing: This sort of cyber fraud aims to collect personal data such as credit card numbers and passwords. Phishing assaults take the form of quick phishing e-mails or communications made to seem real [6]. The hacker sends an e-mail message to the user, attempting to deceive them into visiting the website that takes them to the false site. When a user tries to sign up with their personal and account details, the attacker records the username/user id and passcodes and then tries it on the real site [2].
5. Botnets: Botnets are a network of infected computers connected to the Internet. The hacker has access to all the network's devices and uses the bots to distribute spam, steal data, and launch DDoS (Distributed Denial of Service) assaults [5].
6. DoS (Denial of Service) and DDoS attacks: A denial-of-service (DoS) attack seeks to prevent legitimate users from accessing a website's services or information. When malicious attackers flood a website with traffic, this happens. It is carried out by a single computer connected to the internet, which may allow the intruder to obtain your credentials. A distributed denial-of-service (DDoS) attack is like a denial-of-service attack, but it is more difficult to defeat. This is because it is launched from many computers located all over the world [5] [6].
7. Man-in-the-Middle: MIM (man-in-the-middle) assaults are another common type of network danger. Black hats hijack confidential communication between two parties in this sort of attack. The attacker intercepts the transmission to monitor and manipulate it to disrupt files, steal secret data, or spy on the victims [5].
8. SQL Injection attacks: One of the most prevalent attack vectors used by hackers to steal data is SQL Injection. Because poorly built programs and websites feature sensitive user-input areas that hackers may simply hijack by modifying the scripts, this form of a network attack is frequent [5].
[bookmark: _Toc102737576]1c. Tools and procedures to mitigate the effects of malware and common network attacks 
Malware is malicious software that, if allowed to run, can harm a device in a variety of ways, including locking or unlocking the device; stealing, deleting, or encrypting data; taking control of the devices to attack other organizations; obtaining credentials that grant access to the organization's systems or services that are used, 'mining' cryptocurrency, and using services that may cost you money [7]. There are many distinct varieties of malware, some of which are more dangerous than others.
There are several actions you can take to keep your devices from becoming infected with the malware [8]:
1. Install Anti-virus software
Anti-virus software safeguards the device against dangerous malware that might compromise the system. It will run a scan on the system to detect and remove malware, as well as give automatic updates to improve protection against newly generated infections.
2. Update software regularly
In addition to installing anti-virus software, it's critical to keep the software up to date to prevent attackers from exploiting weaknesses in older and obsolete systems to obtain access to the computer.
3. Only buy apps from trusted sources
Purchasing software from reputable sources minimizes the risk of malware infection on the device. 
4. Don’t click on suspicious links or download attachments from unknown sources
Phishing is still the most common method for hackers to infect your device with malware. Phishing schemes entice victims to open emails or click on links that look to originate from a credible company or respectable source. 
5. Install firewall
A firewall protects a private computer network from harmful assaults by prohibiting all unauthorized access to or from it. A firewall acts as an extra line of defense against malware, lowering the risk of an attack.
6. Regularly backup the data
It's critical to back up your data and files regularly to guarantee that you can still recover all your crucial files and data if your computer becomes infected with malware. This will assist in minimizing any harm and ensuring that you are not a victim of ransomware.
[bookmark: _Toc102737577]1d. Fundamental principles of securing a network. 
Intrusion detection and prevention systems (IPS/IDS), VPN safeguards, firewalls, and content inspection systems such as anti-virus, anti-malware, anti-spam, and URL filtering are the most common network security defenses. The following essential IT security concepts should be considered while creating a secure network [9]:
1. Defense-in-depth
Many security layers are used to protect IT system resources. The following rules are extensions of the defense-in-depth principle:
Layered security - security layers work together to capture what the first one overlooks.
Defense in numerous locations - security defenses are scattered across the IT system.
Defense via diversity - the security of IT system resources should be based on many levels of protection that include various types of safeguards.
2. Information compartmentalization
Varied security zones should be used for IT system resources with various sensitivity levels. Information concealing is an extension of this concept, in which the IT system only makes data available that is required to perform the IT system's responsibilities.
3. Principle of least privilege
IT system members should have just the rights required for the organization's proper operation. This restriction also applies to data and services made available to other parties. Weakest link in the chain

[bookmark: _Toc102737578]1e. How to mitigate the effects of common network attack methodologies in a small to medium-sized business. 
When compared to bigger firms with greater resources, Small to Medium Businesses (SMBs) confronts a unique set of security concerns. Smaller businesses will often have one-size-fits-all IT departments that handle it all from installation of the software to virus clean-up. The security dangers that SMBs face, as well as the problems they may face while putting effective security measures in place, are given below [10]:
1. Ransomeware
SMBs are an ideal target for ransomware because they are likely to have enough money to pay the ransom, but not enough to have competent security teams or a robust backup strategy. Ransomware has a greater impact on a smaller company's network due to lax backup strategies and a general lack of adequate security solutions.
Backing up essential data regularly is a crucial part of preventing ransomware attacks. Backups don't have to be costly or time-consuming, since they may be done simply by setting up a regular backup routine on different systems. SMBs should also consider backing up their data regularly to offline storage devices that are not connected to the rest of the network infrastructure.
2. Distributed Denial of Service (DDoS) attack
A Distributed Denial of Service (DDoS) attack includes flooding a network with useless traffic to prohibit users from accessing services. When an SMB is struck by a DDoS assault, it will be more difficult to recover than bigger enterprises with greater defense. 
Because there is little that a small business can do once a DDoS attack has started, the best mitigation solutions entail monitoring and avoiding possible attacks before they begin. Overprovisioning bandwidth is one method SMBs may prevent or at least mitigate DDoS assaults. While this is more expensive, it can help prevent DDoS assaults from fully destroying an organization's IT services. Another alternative is to employ cloud-based services, which are more scalable in the face of DDoS attacks.
3. Point of Sales attack
SMBs are vulnerable to point-of-sale (PoS) assaults since they are generally simpler targets than bigger companies with advanced tools and precautionary security measures. Malware, skimmers, and hacked computers are the three primary types of PoS assaults. SMBs are susceptible to all three. 
PoS malware is a type of malware that can steal data from small businesses. The stolen information may be sold on the black market or utilized for other nefarious reasons. This information can potentially be used by a cybercriminal to carry out illicit transactions.
Smaller businesses should avoid buying PoS products from untrustworthy vendors. As tempting as it may be to save money by buying used computers, if they turn out to be hacked or infected with malware, they may cause more issues in the long term. 

[bookmark: _Toc102737579]1f. Cisco Network Foundation Protection (NFP) framework is used to secure a network. 
Cisco created the Network Foundation Protection (NFP) architecture to conceptually categorize functions that occur on a network. The framework incorporates several security strategies to safeguard routers and switches and assure network availability even when attacked. It is divided into three fundamental parts (planes) [11]:
1. Management plane: the protocols and traffic that a network administrator employs from his computer to set up network devices. SSH or Telnet data produced by a network administrator when a Cisco IOS device is configured remotely is an example of management plane traffic. If this plane fails, the ability to remotely administer a network device could be lost.
2. Control plane: the protocols and traffic that network devices communicate to one other for autonomous network discovery and configuration (without the intervention of an administrator). Device-generated packets essential for network functioning, such as Address Resolution Protocol (ARP) message exchanges or Open Shortest Path First (OSPF) protocol routing ads, are examples of such traffic [12]. If this aircraft fails, the devices may lose their capacity to communicate or learn routing information.
3. Data plane: the end-user traffic. User-generated packets are routed to another end station in most cases. The data plane carries most of the traffic via the router. Typically, data plane packets are processed in a fast-switching cache [12]. For instance, consider the traffic created when a user on your network visits a website. If something goes wrong on this plane, the user might not be able to finish his task.
[bookmark: _Toc102737580]1g. How to mitigate the effects of Viruses, Worms, and Trojan Horses in a small to medium business. 
There's no way to tell if a computer is infected with any malicious programs. Some infections can destroy your information and shut down your computer, while others will simply have a little impact on how your machine functions. Be on the lookout for any strange or unexpected conduct. If you have anti-virus software installed, it may notify you that hazardous code has been discovered on your computer [13].  
[bookmark: _Toc102737581]1h. Endpoint vulnerabilities and protection methods. 
An endpoint is any device that connects to your network. Each device serves as an infectious entrance point. The number of applications on each device, as well as whether each application conforms with security regulations, increases endpoint susceptibility. Due to compromised installed apps and missing or obsolete operating system patches, even a small business can have thousands of potential vulnerabilities. [14]
Some of the threats to business endpoints are: [15]
1. Man in the middle and Distributed Denial of Service attacks
2. Social Engineering and Phishing attacks
3. Viruses, Ransomware and Malware
4. SQL injection and Cross-site scripting
Companies are adopting a layered security strategy that employs a variety of defensive apps. A single cybersecurity system can be vulnerable, and IT administrators may not be aware of the flaws until after an attack has occurred. Organizations can fill up the gaps and improve their defensive capabilities by combining numerous independent security technologies. [15]

[bookmark: _Toc102737582]3a. AAA is used to secure a network. 
A typical security architecture for managing network and application access permissions is authentication, authorization, and accounting (AAA). By implementing tight access and auditing regulations, AAA intelligently limits access to computer resources. This procedure guarantees that network and software application resources may only be accessed by authorized users [16].
1. Authentication: The first phase in the AAA security process is authentication, which outlines how a network or application identifies a user and verifies that the user is who they claim to be. Before being allowed access, the user must submit a legitimate username and password; each user must have their own set of identifying information. While authentication cannot prevent identity theft, it can help to safeguard network resources by using a variety of authentication mechanisms.
The AAA security server examines a user's authentication credentials with other user credentials recorded in the database when an access request is received, and if the credentials match, the user is permitted access to the network or program. 
2. Authorization: The method of enforcing policies, such as identifying the quality of activities, resources, or services that a user is allowed to use, is referred to as authorization. AAA security authorization assembles the collection of characteristics that explain what you are permitted to do after you have been authenticated. 
Credentials are stored salted with no decryption step in more secure application designs. Passwords can be updated but never recovered using these security programs. This limitation can be enforced using AAA security authorization.
3. Accounting: Accounting logs session statistics and user information, including session length and data transmitted and received, and monitors the resources users utilize when accessing a network or application. Authorization control, billing, trend analysis, resource utilization, and capacity planning activities all employ usage data.
One limitation of AAA security's accounting component is that it necessitates the use of an external AAA security server to hold actual accounting records. Accounting allows network and system administrators to see who has tried to access what and whether access was allowed.

[bookmark: _Toc102737583]5a. Implementation of a comprehensive security policy.
A thorough IT security strategy functions as a war plan for the firm, guaranteeing that the data and network are protected from potential security attacks. Consider it a connection that connects the people, processes, and technology. When a security breach occurs, one of these connections is most likely to have failed. Employees will not know what is expected of them and will fail to meet important criteria unless policies are adequately communicated, enforced, and updated. As a result, the IT security policy must be included in job descriptions and personnel routines [17].
When designing IT security policies for clients, a four-phase process used is:
1. Phase 1 - Make the Case for a Comprehensive Security Policy, then Assess and Prioritize. Following the determination of the business goals, the security needs should be linked with the least amount of disturbance possible. It is suggested that the comprehensive security strategy be implemented in a phased/prioritized manner.
2. Phase 2 – Develop an IT Security Policy.
An ideal policy framework includes both high-level and granular components that may be adjusted and evolved in response to changing corporate governance, legal, and regulatory objectives while not obstructing the organization's workflow.
3. Phase 3 – Communicate and Enforce the Security Policy.
Concentrate on why the security policy applies to all workers and how it should be incorporated into their regular activities. If the information is tailored to the employees' daily activities, they will pay more attention.
4. Phase 4 – Review and update the Security Policy.
A security policy is a vital document that must be reviewed and updated regularly to stay current. If your IT security rules aren't functioning, you'll need to analyze and adjust them. A review should be conducted at least once a year to ensure that the security policy is still effective.

[bookmark: _Toc102737584]5b. Various techniques and tools used for network security testing. 
Five different techniques are used to perform network security testing [18]
1. Network scanning: The Network Scanner is a powerful tool for scanning a network and obtaining network information. The network scanning software can monitor the network, identify the hosts connected to it, and identify services such as FTP, HTTP, POP3, and SMTP that are running on it. The Network scanner also determines the operating system and version of the operating system installed on the host.
2. Vulnerability scanning: Vulnerability scanning is a network security procedure for detecting and analyzing weaknesses in computers and computer systems and reporting the results to administrators. This information aids in the development of security fixes and upgrades. It can also assist in determining a network's security state.
3. Penetration Testing: Penetration testing assesses the security of a computer system or network by simulating an ongoing assault. Penetration testing is usually carried out by ethical hackers, often known as white hat hackers, or security experts who are aiming to identify the level of damage or danger before a real assault.

Five different tools are used to perform network security testing [18]
1. Nmap: Nmap, or Network Mapper, is an open-source network exploration, security auditing, and discovery tool. It was created to quickly scan big networks, although it also works well with single hosts. Nmap analyses raw IP packets in unique ways to figure out what hosts are on the network, what services they offer (application name and version), what operating systems (and OS versions) they're running, what kind of packet filters/firewalls they're using, and thousands of other details.
2. Wireshark: Wireshark is a packet analyzer that is both free and open source. It could be used for network troubleshooting, analysis, software development, and teaching, among other things. Wireshark may be used to capture network traffic and view it interactively. Wireshark is also frequently used to examine data from a trace file, which is usually in the form of a pcap file (the file format of libpcap). Wireshark includes a graphical user interface and is available in 32-bit and 64-bit versions.
3. Metasploit: The Metasploit Initiative is a computer security project that helps with penetration testing and IDS signature building by providing knowledge about security flaws. It's open-source, free, and open to the general public. The project offers information on security vulnerabilities that penetration testers and network administrators may use during security audits and guarantees that network devices are configured correctly.


[bookmark: _Toc102737585]6a. Vulnerabilities and mitigation techniques for securing the Layer 2 infrastructure. 
The data link layer is the second layer of the OSI model, and it focuses on frame delivery techniques. Switches that use protocols like the Spanning Tree Protocol (STP) and the Dynamic Host Configuration Protocol (DHCP) are typical examples. Switches offer LAN connectivity, and internal LAN risks account for most threats [19]. 
Some of the attacks and their mitigation techniques on Layer 2 devices are [20]:
1. MAC address flooding: 
Flooding frames destined for the unknown destination MAC addresses and populating the content addressable memory (CAM) table with the source IP address and port of each arriving packet is standard switch behavior. The number of MAC addresses that can be learned is limited by the memory space available on the switch. The forwarding, filtering, and learning procedures of Layer 2 are implemented in this way by a switch or bridge. However, the forwarding table has a limited address space. Attempts to flood or overflow this table take advantage of switches' intrinsic MAC address learning capability and forwarding behavior. 
2. DHCP servers spoofing and man-in-the-middle attacks:
A malicious DHCP server is usually used in conjunction with a man-in-the-middle (MitM) attack by a network attacker. It is a type of attack in which the attacker takes advantage of typical protocol processing behavior to reroute data between two endpoints. A hacker will send out DHCP requests with spoofed MAC addresses, causing the actual DHCP server's address space to be exhausted. When the addresses are depleted, the rogue DHCP server responds to users' DHCP queries with DHCP answers. DNS servers and a default gateway would be included in these responses, which would be utilized to start a MitM attack. The communication now passes through the attacker's end station, allowing an attacker to intercept or monitor traffic between the two unwittingly targeted endpoints.
3. ARP spoofing:
An end station uses the Address Resolution Protocol (ARP) to link a MAC address to an IP address in its most basic form. On a LAN segment, this allows two stations to communicate. As a MAC broadcast, a station sends an ARP request. The station that owns the IP address in the request will respond with its IP and MAC address in an ARP reply to the requesting station. The response will be cached in the requesting station's ARP cache, which has a finite lifespan.
ARP has a real use for stations that need to take over an address for another station in the event of a failure, even though it is superfluous. An uninvited ARP response, commonly sent as a MAC broadcast, is known as gratuitous ARP. When a station on a LAN segment receives a gratuitous ARP, the unsolicited ARP reply, which acknowledges the sender as the owner of the IP address contained in the gratuitous ARP, is cached by all stations on the LAN segment. 

[bookmark: _Toc102737586]8a. How network-based Intrusion Prevention Systems are used to help secure a network. 
A network-based intrusion detection system (NIDS) monitors a network for harmful traffic. To evaluate all traffic, including all unicast traffic, NIDS typically requires promiscuous network access. NIDS are non-interfering devices that monitor traffic without interfering with it. The NIDS sniffs the firewall's internal interface in read-only mode and delivers alarms to a NIDS Management server via a separate network interface (read/write) [21].
Network-based intrusion prevention systems (NIPS) are designed to go one step further and try to prevent the attack from succeeding, whereas NIDS are designed to passively monitor traffic and raise alarms when suspicious traffic is discovered. This is usually accomplished by placing the NIPS device in the path of the traffic being monitored. Each network packet is examined and is only allowed to proceed if it does not trigger an alert based on a signature match or an abnormality threshold. Suspicious packets are discarded, and a warning is issued [22].

[bookmark: _Toc102737587]8b. How signatures are used to detect malicious network traffic. 
Signature-based detection has proven to be the most effective method of detecting someone attempting to attack a system or a network of systems to date. The idea behind signature-based detection is that anomalous or malicious network traffic follows a specific pattern, whereas regular or harmless traffic does not. Because malicious traffic differs from all other traffic in terms of structure and content, it is possible to develop an attack signature that fits it [23]. 
Antivirus must have a predetermined repository of static signatures (fingerprints) that reflect known network risks to detect this type of threat. Because of their distinct coding, these risks are distinct from one another. When the antivirus scanner starts up, it creates the proper signatures for each file and compares them to the known signatures in its library. It continues to monitor and look for signature matches in network traffic. If a match is detected, the file is classified as a 'threat,' and it is prevented from executing any more commands [24].

[bookmark: _Toc102737588]9a. Purpose of VPNs. 
A VPN, or Virtual Private Network, allows you to connect to another network via the Internet in a safe manner. VPNs are used to access region-locked websites, protect your browsing activity on public Wi-Fi from prying eyes, and more. VPNs essentially forward all network traffic to the network, which is where the benefits come from, such as remote access to local network resources and circumventing internet censorship. VPN capability is built into most operating systems [25].
A VPN connects your computer, smartphone, or tablet to another computer on the internet, allowing you to use that computer's internet connection to browse the internet. So, if that server is in another nation, it will seem as if you are from that country, and you may be able to access things you wouldn't ordinarily be able to [25].

[bookmark: _Toc102737589]9b. How IPsec VPNs operate. 
The IPsec suite of protocols encrypts data sent between two endpoints via the internet or any other public network. It can secure data flow between two hosts, between two networks, or between a network and a host. An IPsec VPN is a VPN that establishes secure connections between devices using the IPsec protocol. [26]
Using an IPsec VPN adds many layers of protection to your network: it authenticates any data packet modifications and encrypts the contents within each packet. This ensures the data being transmitted across the encrypted tunnel is secure and reliable. [27]
There are two IPsec VPN modes to choose from: [27]
1. IPsec Tunnel Mode VPN - encrypts every outgoing packet. This is usually done through a firewall or a router port on a secure gateway. Employees from an enterprise branch, for example, can use secure gateways to connect to systems in the main office. Between two gateway hosts, an IPsec tunnel is created.
2. IPsec Transport Mode VPN—only the IP payload and ESP trailer are encrypted between two endpoints in this mode. This is mostly used for end-to-end communication and does not change the outgoing packet's IP header. This mode, for example, allows a remote IT support team to log in to a remote server and do maintenance. When one host needs to communicate with another, transport mode is utilized.

[bookmark: _Toc102737590]9d. How the types of encryptions, hashes, and digital signatures work together to provide confidentiality, integrity, and authentication.
The confidentiality concept hides in preventing the unlawful disclosure of data, thus sensitive and personal information is kept private. Encryption can be used to scramble important information, rendering it unreadable to anybody who has access to it. The contents of the data can only be read by those who have the decryption key. Steganography is the practice of concealing information within data, most commonly picture files such as.jpeg files. People who employ steganography change the bytes in an image file to send or store sensitive information in plain sight. [28]
Integrity is concerned with ensuring that data has not been tampered with or altered in any way, whether in transit or while being kept. Data integrity can be protected via hashing. A hash can be formed by applying a hashing algorithm to a file, communication, or password. The hash is a fixed string of hexadecimal characters that won't reveal the original size of the file, message, or password we hashed, depending on the hashing technique employed. Another way we assure data integrity is through digital signatures. Digital signatures ensure that the communication or electronic document we received was sent by the intended recipient. [28]

[bookmark: _Toc102737591]9e. Cryptographic hashes are used to ensure data integrity and authentication. 
Using a hash function, the ordinary text is transformed into a fixed-size output (message digest). This is an irreversible procedure. Passwords are usually hashed at registration and stored in the database. When a user attempts to log in, the input password is hashed using the same hash function and compared to the password stored in the database. If these two are identical, the user has been authenticated successfully. As a result, the password is protected during this process, and it prevents illegal change due to its hash. This maintains the integrity of the system [29].

[bookmark: _Toc102737592]9f. Encryption algorithms are used to ensure data confidentiality.
Unauthorized users can't tamper with or steal sensitive information since encryption scrambles or encode a message or a file [30]. Encryption necessitates the use of a secret, which we refer to as a "key" in cryptography. Encryption is the process of changing data in such a way that confidentiality is guaranteed [31].
There are two types of encryptions used to provide confidentiality: symmetric and asymmetric. A single secret (key) is used to encrypt and decrypt data in symmetric encryption methods. The single shared key should only be in the hands of those who are authorized to view the data. Asymmetric encryption techniques, on the other hand, use two keys: one public and one secret. The private key, as the names suggest, must be kept confidential, but the public key can be known by anybody. The public key is used for encryption, whereas the private key is required for decryption. Anyone can send us encrypted data, but only the user will be able to decrypt and view it. Asymmetric encryption is commonly used to establish a secure shared secret (key) between two parties interacting through an unsafe channel. With this shared key, both parties can now use symmetric encryption, which is faster and better suited to huge data sets [30].

[bookmark: _Toc102737593]9g. Public key infrastructure used to ensure data confidentiality and provide authentication.
Public Key Infrastructure (PKI) is a computer security method that allows organizations to encrypt public data using public keys and digital certificates. PKI is most used to exchange sensitive information securely through the internet and other public networks, such as those used by federal government agencies [32]. PKI encrypts data using keys made up of huge numbers created by solving difficult mathematical problems. Each person's key is unique and only they have access to their digital files.
Confidentiality is described as the secure transmission of information via networks that prevent unauthorized parties from accessing it. The employment of encryption techniques by PKI ensures this. Authentication can be defined as a method of confirming one's identity. This is provided by PKI in the form of digital certificates [33].


[bookmark: _Toc102737594]11a. How ASA operates as an advanced stateful firewall. 
Cisco's Adaptive Security Appliances, or ASA, is a type of cybersecurity gear. ASAs are security devices that can be used for a variety of tasks. They have a firewall, antivirus, intrusion prevention, and virtual private network (VPN) capabilities [34]. 
Stateful packet inspection is often used by a stateful network firewall, such as the Cisco ASA, to prohibit unauthorized traffic from entering the network from the outside or from passing between security zones within a network. A stateful firewall keeps track of all sessions started from inside the network by user devices and allows responding traffic from outside the network to pass through to the starting device. Stateful packet inspection examines an access control list to determine whether the arriving packet's source or destination IP address is permitted access to the network. Many physical interfaces on the Cisco ASA can be separated into sub-interfaces using VLANs. Each of these firewall interfaces is connected to a security zone or Layer 3 subnet. The IP address defined on the ASA firewall interface will be the gateway for all hosts inside this security zone. This means that any traffic leaving a certain security zone for other networks will be routed through the ASA, which will apply firewall rules to the traffic. [35]



[bookmark: _Toc102737595]PART 2 – A secure network infrastructure based on a scenario

[image: ]
The blueprint has two sections, the head office in Swansea, which consists of the Sales department, HR department, R&D, Finance department, Marketing department, and Customer Relations department, and the manufacturing plant in Cardiff. Both the office uses a three-tier LAN design. The key layers are core, distribution, and access. Each layer in the LAN network is a well-defined structured module with specified tasks and duties. Modular design in the LAN hierarchical architecture guarantees that the LAN network is resilient and flexible enough to deliver important network services while also allowing for growth and changes in a medium organization. To have communication between the offices, a WAN network design is used. To protect the infrastructure and its services, security policies must be implemented that can mitigate both known and unknown threats. The following are some of the most common risks to business environments: disruption of service, network exploitation, unauthorized entry, data corruption, and theft of identity and fraud. Most of the work is being done from home and they access the resources virtually, so cloud services should be adopted.


[bookmark: _Toc102737596]Attacks on the organization’s network infrastructure 
[bookmark: _Toc102737597]Man in the Middle Attacks, Sniffing, and Lack of Communications Encryption
Some internal networks are set up such that data is sent in plain text, rather than encrypted. External attackers and hostile employees are more likely to compromise the information system if this technique is followed. Communications can be monitored throughout the radius covered by the access point, making Wi-Fi networks even more vulnerable. Using programs that eavesdrop on network traffic, such as Wireshark, an attacker can acquire all the broadcast information if a machine on the network is compromised. Once in the Man in the Middle position, the attacker runs Wireshark to listen in on network traffic and exfiltrate sensitive data and information. [36]
[bookmark: _Toc102737598]Risk Exposure and Attack Surface Management
Before starting cyberattacks on potentially vulnerable entities, attackers obtain data about the information system as feasible. Servers, applications, APIs, technologies, versions, components, technical or personal data, and other elements exposed inside or outside the network can be exploited to cause a security event to make up the attack surface. All of them have possible weaknesses that an unknown user could use to hack into your information system. [36]
[bookmark: _Toc102737599]Social Engineering Attacks and Human Flaws
Beyond technological weaknesses, configuration, or implementation issues, the most common vulnerability used by attackers to breach an information system is the human factor. Social engineering attacks work on a basic basis. An attacker uses social skills to gather or breach information about a firm or its IT systems by relying on human psychological resources. Email is still the most common attack vector. [36]

[bookmark: _Toc102737600]Types of tests to be conducted to ensure the network infrastructure is secure
[bookmark: _Toc102737601]Vulnerability Scanning
Automated tools are used to scan for vulnerabilities. It's used to find known flaws in software components, assess those flaws to determine the danger to the enterprise, and help with remediation. [37]
Vulnerability testing is a critical component in reducing the company's security concerns. The attack surface may be reduced that thieves might exploit by utilizing a vulnerability scanner to discover the points of weakness in systems, concentrating more security efforts on the most probable targeted areas. Vulnerability scans can also be used to audit IP address ranges regularly to examine if any illegal services are exposed or if any redundant IP addresses are in use. [38]
[bookmark: _Toc102737602]Penetration Test
Penetration is defined as "a strategy for acquiring assurance in an IT system's security by attempting to penetrate some or all of that system's security using the same tools and tactics as an adversary might" [39]. It should be regarded as a means of acquiring assurance in an organization's vulnerability assessment and management processes rather than a primary means of detecting vulnerabilities. Penetration tests are performed to assess the degree of technical risk posed by software and hardware flaws. [39]
[bookmark: _Toc102737603]Infrastructure Testing
Every piece of software requires infrastructure to function. Infrastructure testing includes hardware, software, and network components. It entails putting any code to the test that reads configuration data from various parts of the IT framework and compares them to expected outcomes. It lowers the chances of failure. This testing includes exercises and methods to ensure that IT applications and the underlying infrastructure are optimized for execution, adaptability, unwavering quality, accessibility, performance, and scalability. The goal is to evaluate the infrastructure that connects test environments, test tools, and office settings. [40]
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