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Executive summary

Cathay Pacific Airways Ltd. is one of the largest airlines in the world. The data
breach in 2018 lead to a series of management issues of different departments in Cathay
Pacific. This consultancy report highlighted facts and findings and provide an overall
recommendation in company structure, process control, and methodologies to prevent
future risk of violating different regulations with a specific timeline.

This reports will focus on discussing the weakness and avoidable risks in Hong
Kong office. The other follow up on technical risk and comments made by government

officials will be covered in further study.



1.

Background

1.1 Company Background

Cathay Pacific Airways Ltd. is one of the largest airlines in the world who provides cargo
and traveller flight services with HK Stock code 0293. On March 2019, they acquired
another Hong Kong airline company - HK Express, which made them became the largest
airline company in Hong Kong.

On 26 April 2020 Cathay Pacific Airways Ltd worths over 35 billion Hong Kong
Dollars. It operates under brand of Cathay Pacific and Cathay Dragon, HK Express, Air
Hong Kong, and Airline Services segments. As of 31 December 2019, it operated 236
aircraft directly connecting Hong Kong airport to 119 different destinations in 35 countries
worldwide (Cathay Pacific Airways Ltd, 2019).

They are also one of the leading global airlines. Its passenger service ranked 5th
among all the airlines in the world in 2020 (Forbes, 2019), and its cargo service rank 5th in
the world in 2018 (International Air Transport Association, 2019). Cathay Pacific had
started a 3-year restructuring plan in 2017, cutting over 30% off of their supporting staff

(South China Morning Post, 2017).

1.2 Incident background

Cathay Pacific had a cybersecurity incident that leads to a data breach in
2018 March of which over 9.4 million customers compromised. Many media and
news stated that it is the worst crises in the history of aviation (South China Morning
Post, 2018). After over 2 years of investigation, experts point out that there are

different management issues need to be solved.

An independent data investigation had been conducted between October
2018 to June 2019 by Privacy Commissioner of Personal Data, Hong Kong. The
enforcement action of the incident had proposed to establish a risk management
committee, which will oversee the design, implementation and monitoring of the risk

management and internal control systems of the company.

2



1.3 Proposal background

After 2 years of the incident, court judgment has been final also with other
related claims. It is a good time for management to look into the event and seek for
feasible proposals to the board of directors to restructure their information system
department's operation and a long term policy to prevent or manage the next

cyberattack.

The event just happened before the implantation date of the General Data
Protection Regulation, a regulation that protects personal data of EU citizens
(General Data Protection Regulation 2018a). Estimated the total fine for the case
might come up to 4 billion HKD (General Data Protection Regulation 2018c). The
event raises the awareness of company management, and they are taking action to

improve their system and related policy.



2. Impacts and findings

2.1 Financial impact
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Chart 1: Closing stock price of Cathay Pacific on 23 October to 30 October 2018

Source: : i period1=1539993600&period2=1540857600&

interval=1d&filtelr=history&frequency=1d

Cathay Pacific is a Hong Kong Main Board listed company since May 1986.
The above chart has shown that, 3 days after the incident public, the stock price
drop around 7% form HKD 10.62 to HKD 9.92, which worth around 0.35 million
HKD. Other than direct Financial impact, it also impacted their goodwill as well as
the image of the company. After one year, there are more than 40% of customers

are still remembered the incident.

After 2 years, many countries had finished their legal procedure and imposed
a different amount of fine while one of the most recent cases in the United Kingdom.
It has imposed £500,000 fine accordingly.
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2.2 Potential impacts

The incident was found out by cybersecurity department on March 2018,
after an in-depth investigation, an internal review was announced on 23 October
2018. Many media and lawyers think it was lucky timing for Cathay Pacific
management as the data protection law published by EU was enforced on 28 May

2018, which is 2 months after the incident.

The data protection law names General Data Protection Regulation, which
have a penalty up to 4% worldwide revenue. With over 111 billion revenue which is

around 4.4 billion HKD accordingly. (Cathay Pacific Airways Ltd., 2019)

2.3 Technical findings

There are two attack groups targeted Cathay Pacific's system at the same
period, and one of them has hacked the network since 2014 while another one was

since 2017 (Privacy Commissioner for Personal Data, 2019).

Date Group A Group B
15 October 2014 Key-logger Activity start

13 March 2018 Brute force attack

22 March 2018 Attack activity ended
5 May 2019 Remotedy access Cathay’s system
8 May 2019 Accessed the administrator console

28 August 2018 Attack attempted, blocked before any data
was accessed

Table 1: The timeline of two different attack
Sources: Cathay Pacific Airways Limited Report and Hong Kong Dragon Airlines Limited Unauthorised access to
personal data of passengers

Shown in the table 1 above, The group A of hackers attacked the system by
using a tool called vital logger, which is a tracking device in one of the Cathay

Pacific servers. It was being installed and logged all the traffics, usernames and
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passwords in their servers. This style of attack is popular yet effective among large
enterprises and networks like Cathay Pacific. The key logger can steal system
administrator credentials. With the stolen credentials, hackers can use it to log in
different servers, access systems and create different levels of damages or acquire
confidential data. This hacking behaviour has not been noticed the public since
2014 till this event happened. Attackers using the harvested credentials to
dumplings up specific account access rights, including different networks, systems

and extract domain’s credentials.

The group B of attack is the main reason that has drawn cybersecurity
department's attention. A brute force attack happened on 13 March 2018. A brute
force attack is an attacking method that use multiple locations and different
computers to send the request to target services, and in this case, they tried to login
staff accounts. This kind of attack usually apply with DDOS, using high traffic to
cover up attacker login attempts as a result, around 500 staff accounts was lockout

by the hacker.

After 5 months of the brute force attack, their internal investigation team has
found out 7 more successful attacks targeting member loyalty system, web

database, customer information reporting system and Asia miles redeem database.

There are approximately 9.4 million passengers from over 260 counties were
affected, as shown in Chart 1. Apart from the general data such as name, flight
number and email address, there are 9% of the user's passport number, and 6% of
user's ID card number has involved in the incident. Typically, sensitive information
will be encrypted and placed into a separate database instead of putting into

together with general data.



After that huge among of data were comprised, Cathay Pacific had
proactively search for any trace of leakage in different ways, including dark web and

hacker forum. No proof of any data had been selling in mentioned platforms.

To inform all the affected customers, Cathay Pacific had sent email
separately to notice customers what personal data involved in this incident. Emails
were starting to send out on 25 October 2018, 7-month after the first attack was
spotted. The investigating report questioned about reasons for the long handling
time, Cathay Pacific explained they need 7 months to fully understand the scope

and specific details to inform affected customers accurately.



3. Analysis
3.1 Before the incident

Cathay Pacific claimed that they had invested over 1 billion HKD in
managing cybersecurity threats. However, the 1 billion HKD compared to Cathay
Pacific's extensive IT infrastructure, which contained 1.3 billion backup files, 470
databases, 4,500 different servers and over 600 application systems. That is not
signed to handle threats or attacks in a challenging environment compared to the

average cost of a penetration test which is USD 15,000-30,000 (Glover, 2018).

Cathay Pacific has operating thought different brand name, which they also
provide information management service to its subsidiary, Cathay Dragon. The
information management service including hardware infrastructure, IT consulting,
network and telecommunication services yet not include any cybersecurity service.

(Privacy Commissioner for Personal Data, 2019).

One of the primary system involved in this incident is an internet-facing
server that let a hacker gain administrative access. Cathay Pacific stated that it had
engaged a third-party vendor to perform a vulnerability scan in 2017 before the
system launched. The test was unable to detect the widely published vulnerability. A
vulnerability scan is a process that the development team engage a third-party
consultant to help to look for a known vulnerability. However, as the scan accuracy
is heavily related to the profile and vulnerability database provided by the
consultants, the enterprise usually engages more than single submit to perform the
scan. Moreover, any system contains sensitives customers data should go though
severely testes by a professional penetration tester. A penetration test is a
cybersecurity process that tester will use different tools and known exploit to

simulate the real-life scenario of attack.
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As a company providing IT consulting service to its subsidiary, Cathay Pacific
management didn't put effort to upgrade its internet-facing server into the latest
version. Cathay Pacific explained the latest versions were incompatible with an
airbus fleet manual application, which means their management did consider to

upgrade. Still, due to different reasons, they put the upgrade timeline off the book.

The management seem didn't understand the system development process

of cybersecurity and try to put the responsibility to the third party.

3.2 After the first event

After the suspicious activity, they discover on 13 March 2018. Their
management discussion is to commence an internal investigation and take over 7
months to notify all the affected clients and government officials. At that time, as the
GDPR is going to implement, the Data protection officers of Cathay Pacific should

be working on fulfilling the requirement of this critical data protection law.

In GDPR, DPO should ensure all incident involve EU citizens personal data
should be reported to the local government within 72 hours of first noticing (General
Data Protection Regulation, 2018b). Cathay Pacific stated that they need to have a
full understanding of the events before reporting, that is not acceptable under the
international standard. With the short period from the GDPR enforcement,
management of Cathay Pacific is trying to cover up the event with a different

excuse.

Some of the leakage data are dated back to 2005, which show Cathay
Pacific didn't set a limited time for personal data storage. With the guideline
provided by GDPR, the company should establish a limited period of storing

personal electrical data.



After the event, on 25 May 2018, Cathay updated its privacy policy in the
main website, with GDPR wordings and legal point of view. This action clear state
that the management of Cathay aware of the new GDPR and on purposely avoid
incident being public.

3.3 Follow-up

Cathay is a Hong Kong-registered company. Hong Kong doesn't have a
comprehensive data privacy law like GDPR. Company against data protection law

are not going to have any legal punishment.

However, Cathay pacific setup operating office in 76 countries, many of
these countries have a comprehensive data protection system. After the incident, a
different file lawsuit against Cathay Pacific, for example, Turkish Data Protection
Board impose a 600,000 Hong Kong Dollars fine for not taking necessary technical
and administrative measures to ensure the data security. There are 15 countries file

a lawsuit on this event (South China Morning Post, 2018).
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4. Recommendation

There are many different approaches that Cathay Pacific can do to prevent
the impact on the company and the massive awareness of the society when such
an incident happen. We will explore the different improvement department can be
made. At the moment, Cathay Pacific outsource its IT department and system
maintenance jobs to a third party, there is no management team member take in-

charge (Cathay Pacific Airways Ltd., 2020)

4.1 Company structure and policy

4.1.1 IT and cybersecurity department

S

Figure 1: The timeline check and balance of two department

IT and cybersecurity are recommenced to be operating in two different
departments, which can check and balance each other. Senior management
will have better internal control on the system and company network states.
There are common that company's CTO or IT department head will report
the difficulty and latest development of the company. Since CTO is tho only
expert among the BOD, the BOD cannot draw an overall opinion. There
might miss the importance of different issue. With the help of Cybersecurity

department head, BOD can gain more insight from him.
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4.1.2 Incident response policy

Lead:
Ad hoc committee

Tools: Result:
Security information Reporting to
and event management the government

Figure 2: The concept of incident response

Cathay pacific are recommended to prepare different incident
response plan for different department. Incident response is a standing
process for enterprises to handle another type of cyber attack as shown in

Figure 2.

After discovering a new cyberattack incident, an ad hoc committee
should be formed. The committee chairman should be the data protection
officer with a committee member from cybersecurity department, public
relationship department, law department and human resource department.
Cybersecurity department needs to generate all system log with the
maximum time period and save it to an independent location from the
Security Incident and Event Management (SIEM) system. SIEM provides
important primary evidence for any further investigation. Within the next
24-48 hours, the security team need to have the first draft of the report that
includes what kind of information is being involved in the event. The
committee will start to draft the report of the incident, and within the first 72
hours, the organization must inform the local government about the details of
the event. A formal notice to the customers are required, the notice needs to

include the information involved in the incident.
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4.2 System development and monitoring

4.2.1 DevSecOps Approach

00

Figure 3: The process of DevSecOps

DevSecOps approach is a development cycle for better security
control on system development. In traditional program development, the
project manager would draft a function plan and assign to the different
programmer. The programmer will only need to provide a function that alines
with the plan, due to the tight timeline, the manager usually manager will not
provide a guideline on how the programmer writes the code. DevSecOps
approach helps enterprises address security threats more effectively, in real-
time. It is essential to view security teams as a valuable asset that help
prevent slowdowns rather than a hindrance to agility. For example, early
detection of a poorly designed application that cannot scale in the cloud
saves valuable time, resources, and computing costs. In a recent survey, the
system using DevSecOps approach are 700% more likely to fully integrated

security practices (Walters, 2019).

In the planning stage, it is suggested to provide a full picture of the
system and other team member process (Petricek, 2019). Management
needs to provide development staff full details of the usage and data
involved. In this case, one of the affected databases preserved a remarks

space that allows users to input custom wordings. Cybersecurity department
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is also reasonable for taking a role as a reviewer, to review important details
of any new system. In the latest guideline, the company are required to
encrypt all database with customer information, providing full information to
development staff also increases their awareness of using a more secure

way to handle data transition.

It is recommended to hire a third-party penetration tester to perform
the security check for all system. As there are many industry-specific
frameworks, as this framework is commonly used in the world, known public
vulnerability may not easily found on the internet. A penetration test should
perform by qualify tester, e.g. OSCP for server system and OSWE for the
web application. However, a penetration test will not be enough for a
complex system like a ticket system and miles redeem system. For such a
system, a white-box penetration test is recommended. A white box review is
allowing the tester to see the source code of the system in the process. A
white box penetration test can provide a full picture for the tester to

understand the weak point of the system, and focusing weak point to test.

4.2.2 Threat intelligence

Cathay Pacific is recommended to subscribed multi-threat intelligence
source. Threat intelligence is a research-based service, the service provider
will collect Common Vulnerabilities, and Exposures combine threat news
from experts forum, black market and software officials update. With these
services, cybersecurity can draft the patch of vulnerabilities more timely. The
IT department can spend less time on research, but using more time on

software update and patch.
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4.3 Training

Training is one of the most important areas to build an effective cybersecurity
environment. In nowadays operation, almost all staff will have a company email and
login credential for different working space. The only count of the cybersecurity

department to protect company data is not realistic.

Cybersecurity Culture (Schlienger and Teufel, 2002) is one of the latest
trends in cybersecurity (Gcaza and others, 2017). As the hacker develop a new way
to attack every possible weak point of a company, the employee needs to be aware
of attack anytime. For example, the billing department needs to do two factors

checking for every new vendor and bank account.

Management

All Staff

Figure 4: 3 Level of cybersecurity training

As shown in Figure 4, the culture training is suggested to divide into 3 levels,
for senior management, management and all staff. We can see in this case, Cathay

Pacific senior management didn't have a proper mindset in cybersecurity.

Senior management training should major in company policy, law and regulation
and incident response. When senior management makes a discussion on the new
company service, buying new software or drafting next year budget, they need to
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put cybersecurity in consideration. These considerations should be a higher priority

than others.

Management training should focus on handling customers information.
Management level staff's credentials are able to access a large amount of sensitive
information. They need to have a good habit of handling these access right and
their credentials. These training should include how to work in a different location,
how to protect their credentials and understand the data access right policy in their

department.

Some awareness can't be trained (Wilson and Hash, 2003). All staff should
be getting company cybersecurity policy training in their orientation training. Topic
includes how to handle customers and different partner email, how they should log
in their email and how is the report methods when they notice cybersecurity threat
happening in their working area. With a proper orientation training and monthly
worldwide cybersecurity news update, all staff will have a better sensitivity of new
attack. This can help cybersecurity department to build the first line of defence

against an attacker.

4.4 Implementation

4.4.1 Timeline
Facing the challenge of COVID-19 (Reuters, 2020) and different

competitor, there are not easy to put all resources into building a more safe
environment. It is suggested that to develop a 3-year plan to take all the

recommendation above.
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Structural

change

3 years

Culture
training

12 months

Incident
response

6 months

Figure 5: 3-year plan for Cathay Pacific to enhance company cybersecurity

As shown in Figure 5, the first 6 months, Cathay Pacific should make
good use of the experience getting in this massive data breach to draft a
more comprehensive incident response plan. Every year, they should
perform a cyber-attack drill, or do a risk base penetration test to ensure all
related positions well understand the plan how would it be run in a real-life

situation.

Cathay is suggested to implement all layers of training in the next 12
months, and the training can be online for staff outside of Hong Kong. Tests

and interview should be conducted.

In their next 3-year plan, Cathay Pacific should form a new
cybersecurity department. As staff training is an essential factor for the

department to success, the department should be more in-house staff and
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Cathay should provide in-depth training on perpetration testing, threat
hunting and SOC operating. With the massive scale of Cathay, it is
suggested to build a team of around 20 staff and form at least 5 groups,
Internal testing team, SOC operating team, threat intelligence and training

team.

With the recommendation above, Cathay would be able to migrate the
risk if being fine by GDPR, as the above advice alines with the requirement
or GDPR. With a new department and continues training, Cathay will set a

new standard in the best practice to protect clients personal data.

4.4.2 Potential risk

A certain amount of investment needs to be made in executing the
recommendation. The board of director may face the challenge of
shareholders. If no action is taken, there will be a more significant impact on
the company in the next attack. There are also some risks that the third-party
review may not show some hidden information for this proposal. Without all

the data, the solution might overlook some potential dangers.

The higher management must be able to show the determination to all
employee. The motivation of the management is curial to successfully

implement this 5-year plan (Bada, Sassa and Nurse, 2019).
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5. Conclusion

Cathay Pacific data breach happened in 2018 is not caused by a single weak
point of the system and management. With the huge and complexity of the system
they have, it is not wise to outsource their company cybersecurity department. After
2 years of the incident, the position of CTO is still empty, show that there are still
lots of follow up work need to be done, and the weak point needs to be fixed.

The board of director need to take the first big step starting to promote
cybersecurity culture in Cathay Pacific. Due to COVID-19, the business
environment of the airline industry will have many unforeseeable challenges.
However, the cyberattack will keep happening no matter how the world changes. A
reliable support of IT and cybersecurity department can help the company to
prevent risk from another wave of cyberattack, which might cost a lot more than
investing in enhance the cybersecurity recommended in this report.

For a full review of the company’s cybersecurity policy and weak point,
management can focus on the policy among different operation locations, vendor

policies and the system maintains workflow which didn’t cover in this report.
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