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[bookmark: _Toc90669475]Introduction 
The Cloud is a space over the network infrastructure, computing resources such as storage, databases, hardware, networks, operating systems and entire software applications are available instantly to the user. This allows for innovation, flexibility and economies of scale. For example, a company which used Windows 10 operating system would pay for Cloud Services they know they would use. This would allow for lowering operating costs and much better efficiency for the business. [1] [2]
I will conduct research into the cloud finding out how it’s impacted the industry, how much of an effect it has had on Network professionals within the industry. I will also talk about how RESTful Web Services are used to facilitate these changes. And why standards like json and REST have been selected and utilised.    
[bookmark: _Toc90669476]Impact to the industry
The impact to the industry from Cloud Computing was huge, and continues to this day to play a key role in how society functions. Modern day cloud computing is one tool in which business all over the world will look to utilise. Cloud computing allows business to manage resources online. For example, if a company wanted to store customers details in their database, they can do this online virtually, this data can be accessed anytime anywhere and easily. While before Cloud computing, a lot of businesses would use files as ways to store customers data. These files are physical meaning it makes sharing and obtaining these files much harder and more inconvenient to the business. [3]
One of the biggest impacts that Cloud Computing has had on the industry is the cost reduction, as the company will only pay for resources when they are needed. Meaning businesses can cut down on the labour and maintenance costs because the company will purchase and use the Clouds infrastructure. The vendor will own the computer hardware, this hardware will be stored on off-site locations meaning the company is passing the responsibility onto a third party to deal with the issues, thus this allows for the company to cut down on staff within the organisation. Major savings have allowed the world to become much more innovated meaning increase in profits for organisations. [3]
An example of a company which uses the cloud would be Amazon, in 2021 Amazons web services suffered an outage, which hit sites and apps like IMDb and Tinder. Amazon blamed the application programming interface API; this is a set of protocols for building and integrating the application software. Other services like Amazon’s delivery service, Prime video and even Amazon’s ring door bells. These are examples how a company like Amazon uses the cloud, for many different services, and if that cloud is down, it can have a major effect on all those who use it, and most importantly for Amazon it’s profits. The longer the service is down the more it will cost Amazon. [4] 
The Cloud has allowed for flexibility within the industry, for example for the customer they are free to decide what services they wish to use and pay per use. Also, the ability to switch from one cloud to another. Another example is the Covid-19 pandemic, the pandemic resulted in millions of people having to work from home, so this made cloud computing just as important as ever. For example, many workers were sent home with their laptops, enterprises found that the public clouds supported a distributed workforce naturally. Using the public clouds, these clouds are built so anyone or any device can consume these cloud services anywhere any time and any device. [5]
The ability to scale up and down to match the resources that an organisation requires allows for great flexibility. For example, if a business was to grow with demands increasing, they can easily scale up the resources, acquire extra services at any time. The industry can get access to unlimited storage, for example before if a large business wanted to store more information in their database, they would need to buy extra real estate as they expanded the business. This is pricey so in today’s computing cloud it’s easy. A company can just request an increase in their storage capacity, and not only that but there isn’t any limit, the cloud offers almost unlimited storage a much reasonable cost, and much more efficient storage too. If a disaster recovery was to ever happen this would be the responsibility of the cloud service providers, they are trained to take care of their issues to ensure that data for the customer can be recovered quickly. As before if there was a fire in a building, important documents would be lost forever. [3] 
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Network professionals have had to adapt and evolve the way they meet the new technical challenges of the cloud. During the early days of cloud computing the acceptance was a lot slower this was due to a lack of awareness and fear of job losses in the IT workforce. Cloud computing allows the ability to create a virtual workplace, where applications and services can be hosted from one central platform. Network professionals can access their workplace from their workplace, to their home or anywhere in the world. As long as there is internet connectivity, the cloud has allowed hugely flexible working conditions for their employees. It’s also found that cloud computing has boosted the productivity of network professionals within an organisation. For example, if a network professional was ill, or couldn’t attend for whatever reason they could work remotely from home. The Covid-19 pandemic has proven this, on the other side, organisations like e-commerce businesses have hugely benefited from online shopping. During the lockdown businesses reported that ten years of e-commerce growth took place in just three months. Businesses have recognised this and are investing in new technologies to improve productivity, but also training and adapting network professionals to deal with these changes. [3] [6]
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RESTful web services are built to work on the web. REST is a set of architectural constraints. They are not protocols; API developers can implement REST in many different ways. A client makes a request through RESTful API this transfers to the endpoint. The information is delivered in several different formats, JSON, HTTP JavaScript, python etc. JSON is used commonly in RESTful web services. RESTful web services use the HTTP transport protocol to communicate. Security risks can arise when communicating with web applications. REST Services have evolved over the years, in 1999 the API environment was considered a free-for-all, most developers were using SOAP to integrate APIs. They had to hand-write an XML document with an RPC call in the body. Specifying the endpoint and the POST. SOAP however did not last long as it was notorious for being complex to build, very hard to use and almost impossible to debug. APIs were designed to be flexible not accessible so this made it difficult for network professionals to work. This resulted in the birth of REST a team led by Roy Fielding created a standard that could allow any server to communicate to any other server across the world. A uniform Interface this means we will always use verbs like HTTP, GET, POST etc. URLs are used as resources. A HTTP response with a status and a body. Stateless will allow for each request to be self-descriptive, it will have enough context so the server can process the message. A Client-server will set boundaries between roles of the two systems. One server has to function as the server that is called, while the other must function as taking requests. Cacheable a client can cache any representation. Statelessness allows for every representation to be self-descriptive. One of the biggest advantages and differences of REST over SOAP is its resource-based, meaning an API access nouns instead of verbs. HTTP verbs are used to access those resources. eBay was considered to be one of the first e-commerce online giants to use and build a REST API. They showed how the REST API could overhaul the whole e-commence industry. Overall RESTful web services provide interoperability between computer systems on the internet. [7][8][9][10]

[bookmark: _Toc90669479]Software Defined Networking
Software Defined Networking SDN has become heavily adapted by the industry. SDN is an architecture, this abstracts different layers of a network that makes the network much more agile and flexible. SDN improves the network control by enabling enterprises and service providers, these providers quickly respond to changing business requirements. A network engineer can shape the traffic from a centralized control console, but there is a difference there is no need to touch the individual switches in the network. The centralized SDN controller will direct the switches so it will deliver network services whenever they are needed. SDN has played a crucial role in networking in the last ten years, compare that to the traditional network architecture where the network devices made traffic decisions based on a routing table this way is much more effective.  
SDN architecture can make the network control programmable. These are often open protocols an example would be OpenFlow. Enterprises have the ability to apply aware software control at the edges of a network. This gains access to the network’s switches and routers. 
An administrator can change any network switch’s rules whenever is necessary, they can prioritise, deprioritise or block specific types of packets, they would use a granular level of control and security. Linking to cloud computing, the network professionals have the opportunity to use much less expensive commodity switches and have much more control over the network traffic flows.  
Within a SDN the network professionals only need to deal with one centralized controller this allows the ability to distribute policies to connected switches. Compare this to configuring over network traffic flows it’s much easier and less expensive. 
The SDN can virtualise hardware and services, these which are previously carried out by a dedicated hardware. This will result in benefits of a reduced hardware footprint and cheaper costs. 
There are disadvantages in which a network engineer should keep an eye on, security while this can be a benefit there is also a risk factor. The centralised SDN controller presents a single point of failure. If this is targeted by an attacker, the whole network could be vulnerable. [11] 
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JSON is a data-interchange format. One of the great things about JSON is it’s much easier for humans to read the code, so to understand what it is trying to do, but also its much easier for us humans to write the code, meaning less time and money will be spent trying to write complex code. Machines have a much easier time to parse and generate. Based on a subset of JavaScript Programming Language Standard ECMA-262 3rd edition – December 1999. With JSON being a text format, which is completely language independent, conventions are used which are familiar to other programmers like C++, Python etc. This means JSON is an ideal data-interchange language. [12]
JSON all but replaced XML, one of the reasons why JSON is much better and effective than XML is its much faster and easier to use. JSON is modern version of XML, its favoured when it comes to data delivery between browsers and servers. This is due to lighter and faster files that is produced. [13]
An API is a list of protocols and definitions. This allows the ability to build and integrate the application software. APIs allow for you to communicate with the system so it can understand and fulfil that request. API developers implement REST in many different ways. 
REST is used for most websites on the web an example would be YouTube. REST server will respond by create, read, update and delete requests in a standard way. REST will treat all URLs as access points for various different resources which are on the server. 
[image: Common Mistakes in REST API Design - DZone Integration]
GET will obtain the information of a resource, it will correspond with reading the data.
The second URL is almost identical but this one is used to create a new user. As you can see numbers have been added to the end.
The third URL is POST this will create a new resource, it will take the data from the request and provide it. 
PUT will update a user with the given ID. PUT will work very similarly to post however one difference is creating a new resource it updates the existing resource. 
Lastly the delete URL will delete the resource with the given ID. [13]
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Acti
ion Examples
= Obtain information about a http://example.com/api/orders
resource (retrieve order list)
Ger Obtain information about a http://example.com/api/orders/123
resource (retrieve order #123)
http://example.com/api/orders
POST Create a new resource (create anew order, from data provided with the
request)
http://example.com/api/orders/123
PUT Update a resource (update order #123, from data provided with the
request)
GE . http://example.com/api/orders/123

(delete order #123)





