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This assignment requires critical evaluation and application, along with a demonstration of knowledge taught on the Data Security and Compliance Module. 
The first of the tasks is to research  tools used in organisations to protect, detect and safeguard IT Systems and infrastructure.
The second objective is to design and build a new information security unit based on a scenario of a growing hypothetical organisations IT department. 


1. [bookmark: _Toc102413527]Task 1 Research
The core purpose of an information security programme, unlike that of any other business or information technology programme, is to ensure that information assets—information and the systems that contain it—remain safe and usable. Organizations spend a lot of money and time to achieve their goals. Tens of thousands of hours to keep their data assets up to date. Those funds might be spent solely to improve the systems that store, use, and transfer information. The possibility of cyber-attacks on information assets, on the other hand, is a persistent concern as the necessity for data security grows in tandem with the sophistication of the technology attacks. While some organisations combine the terms "information" and "systems" in their definition, others do not. 
The breadth of this area is so vast it was decided to cover some current technologies deployed in organisations, namely firewalls, access controls, VPNs and Intrusion detection/prevention systems.
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In the context of IT, a firewall stops particular data from passing from an external network to the internal network, using either or both hardware and software, stopping an untrusted external network from gaining access to data on the trusted network. To improve security of high priority applications and data, firewalls often allow varying levels of access between elements of the internal network[1]. 
Firewalls work by following a set of rules based on stipulations regarding the contents of packets going through the firewall [2]. There are different types of firewall, however for the purpose of this report only a few will be covered.
1. Packet filters, also known as Network layer firewalls or stateless firewalls, are the most prevalent type of firewall. Each network frame or packet is treated individually by a stateless firewall. This type of firewall uses a mechanism that examines each packet entering or leaving a network and accepts or rejects it based on specified rules. A packet may be routed to its destination or dropped if it matches the packet filter's set of rules.[3] 
2. Gateways at the circuit level monitor the TCP handshaking between the local and distant hosts to see if the session being started is authentic and if the remote system is considered "trusted." They do not, however, inspect the packets themselves. When a TCP or UDP connection is formed, security procedures are applied. Packets can flow freely between the hosts once the connection has been established. 
3.  Multilayer firewalls keep track of the status (state) assigned to a packet by each firewall component it goes through on its way up the protocol stack. This offers the user complete control over which packets are allowed to reach their final destination, but it has a similar impact on network performance as proxies do.[4]
A firewall is an important component of network security since it is designed to protect the integrity and confidentiality of data on an internal network. The importance of a firewall in a security plan is obvious; nonetheless, firewalls have the following drawbacks:
· A firewall won't stop users or attackers with modems from calling in or out of the internal network.
· Firewalls have no way of enforcing password policies or preventing password misuse.
· Internal users cannot access websites with dangerous programme code or applications that may install viruses due to firewalls.
· Poor decisions are not protected by firewalls.[5]
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Access controls are the tools that a company uses to govern who has access to certain areas. All access control approaches, in general, rely on the four mechanisms listed below, which reflect the four basic purposes of access control systems:
• Identification : Unverified or unauthenticated entities seeking access to a resource use identification to provide a label that the system recognises. These can often be comprising of both special characters and relevant department ID’s or randomly generated ID’s.
• Authentication: is based on what the unconfirmed user or system knows and can recall, such as a password, passphrase, or other one-of-a-kind authentication code. While organisations are now stipulating far more than previously that password complexity is harder to guess than previously passphrases have taken over as they tend to be longer and have greater complexity. This along with MFA (multi factor authentication) have increased the security of this type of authentication.
• Authorization: This is what the system permits me to do. There are three options for obtaining authorization: Authorization for each authorised user, in which the system verifies each entity through an authentication process before granting access to resources to that entity alone. In a computer system, this process gets increasingly sophisticated and resource-intensive. Group member authorization, in which the system compares authenticated entities to a list of group memberships and subsequently allows access to resources based on the group's access permissions. This is the most widely used way of permission. Multi-system authorisation, in which a central authentication and authorization system verifies an entity's identification and assigns it a set of credentials.
• Accountability: assures that all actions on a system, whether permitted or not, can be traced back to a verified identity. System logs, database journals, and audit logs are commonly used to ensure accountability.[6]
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A virtual private network, or VPN, is an encrypted link between a device and a network via the Internet. The encrypted connection aids in the secure transmission of sensitive data. It protects against illegal eavesdropping on traffic and allows the user to work remotely.[7]
Regardless of the technology and protocols employed, a VPN that intends to provide a secure and dependable service while depending on public networks must do the following:
1. Data encapsulation, in which the client's native protocol is encapsulated within frames of a protocol that may be routed over a public network and used by the server network environment.
2. Incoming and outgoing data encryption to keep data contents private while in transit over a public network, but accessible by client and server computers and/or local networks on both ends of the VPN connection.
3. The remote computer, and maybe the remote user, must be authenticated. The distant system and user must be accurately and reliably identified before authentication and subsequent user authorisation to undertake particular tasks can take place.
Since the start of the pandemic the need for home workers to use a VPN for sensitive data has been shown to be vital so further companies than previously assumed are now investing in this technology.
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In terms of computers, an intrusion is described as the act of compromising a computer system by breaching its security. Every day, millions of computers are hacked, causing businesses to lose money by exposing their private and secret information to their competitors. As a result, network security has become critical for both individuals and businesses. A variety of intrusion detection and prevention technologies have been developed to prevent unauthorised access to computers. These programmes track, monitor, comprehend, and detect unwanted traffic on a network or a networking device. IPS (Intrusion Prevention Systems) and IDS (Intrusion Detection System) were introduced in the early 2000s and are the most extensively used intrusion detection and prevention systems. Different types of security solutions, including as firewalls, antivirus software, antispyware, antimalware, and so on, are readily available to safeguard the system, but due to their limited functionality and capabilities, they fail to defend the system from threats. The Intrusion Detection and Prevention System (IDPS) is used to overcome these constraints. [8]
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Honeypots play an important role in analysing the behaviour and nature of attacks being directed against a computer network in the form of rogue packets and brute force techniques [9]. The purpose of a honeypot is to portray itself on the internet as a prospective target for attackers (typically a server or other high-value asset), collect data, and alert defenders of any unwanted attempts to access the honeypot. Honeypot systems frequently use hardened operating systems (OSes) with additional security features to reduce their vulnerability to attackers. They're frequently set up to appear as if they have exploitable flaws for attackers.[10]
The honeynet is a vulnerable and simulated computer network that is commonly used to improve network security [11].
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It can now be demonstrated why it is critical for modern businesses to have a diverse range of security and data protection solutions, as well as what they can do to upgrade and improve their security. It is a requirement for an organization's growth and prosperity to have an effective and preventative information security system; without one, there will be no method to safely secure corporate data and no network structure. Security Frameworks, for example, can assist in establishing a well-defined and structured information security strategy that will assure a successful firm in the current era.
Every firm would face significant obstacles and losses in data security if none of these techniques of protection and security were used. The importance of embracing these concepts has now become critical for a business to be successful in the modern day, thanks to the creation of Data Security and Compliance legislation and technology.
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State all assumptions – eg FlowTech is a UK company – what size? International or national clients? Do they host their own website?

Assume that it’s a small company working remotely with no office but uk based to avoid costs of multi language software and conversations with clients. Also this negates the need to learn computer security laws of other countries , tools used are AWS and research suitable cyber threat tools. If word count is low possibly add the multi country laws and need for staff based in the other countries due to language and time differences.
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