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[bookmark: _Toc109917634]Abstract
The report will cover the development and testing of the Smart_EForms application, it looks to review the feasibility and tangible benefits to community nurses as well as any security issues it may cause as an effect. It uses developmental methodology to review various application development and security technologies and principles and employ these to then construct the application.

It seeks to answer the question; Would dynamic E-forms benefit community nursing or create security issues? Utilising the conducted research, application testing and user testimonials it proves the benefits for community nursing and demonstrates the security vulnerabilities present and evaluates the threats they pose. Finally within the report it evaluates the overall conclusion that it will provide benefit to the field and not pose an unacceptable security risk and proposes the steps for future development from an application and security standpoint.
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	Acronym
	Meaning

	NHS
	National Health Service

	PHP
	Hypertext Pre-Processor

	T-SQL
	Transact – Structured Query Language

	I/O
	Input / Output

	LAMP
	Linux, Apache, MySQL & PHP

	OS
	Operating System

	HTML
	Hyper-Text Markup Language

	CSS
	Cascading Style Sheets

	DHCW
	Digital Health and Care Wales

	SQLi
	Structured Query Language injection

	MVC
	Model, View, Controller

	API
	Application Interface

	AES
	Advanced Encryption Standard

	DoS
	Denial of Service

	DDoS
	Distributed Denial of Service

	DB
	Database

	OWASP
	Open Web Application Security Project

	XSS
	Cross Site Scripting

	CIA
	Confidentiality, Integrity & Availability

	CRUD
	Create, Read, Update and Delete

	IDE
	Integrated Development Environment

	ZAP
	Zed Attack Proxy

	AOAG
	Always On Availability Group
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This project and the following report will feature the research, development and testing of a dynamic E-Forms application for use in community nursing. It aims to highlight the developmental procedure adopted and the subsequent testing that will focus on security limitation within the applications as well as the potential issues that could stem from this.

This project was formulated due to the ever-increasing need for digital tools within health and social care. The application will allow community nurses to make patient-tailored questionnaires that will provide redundancy for nursing in the event of absence by way of enabling nursing users to pick up forms from other nursing workers as well as standardizing data collection for routine cases. With this in mind, as the organization the author is an employee of is a digital healthcare organization that provides many varieties of healthcare software as a service to various health boards and trusts, so an application of this nature would be inline with what the organization strives for.

To demonstrate this, there will be a critical assessment of the potential technologies used, their advantages and drawbacks that would make them suitable for this project as well as highlighting some of the ethical concerns and discussing research methodologies alongside complementing research and implementation tasks that will be undertaken.

[bookmark: _Toc109917637]Aim and Objectives

Aim:
To develop a robust and resilient Electronic Forms application that does not compromise security for functionality.

Objectives:
· Research current cyber security threats within application development, specifically relating to databases, web apps and mobile apps

· Construct an application to be able to meet the requirements set out in the design phase and specification

· Utilise knowledge from research and from app dev to perform critical cyber security testing on application and attempt to highlight any weaknesses for CSI (Continual Service Improvement)
 
· Gain user feedback by way of small-scale trials and user hands-on sessions

Research Question: ‘Will dynamic E-Forms benefit community nursing or create security issues’

[bookmark: _Toc109917638]Literature review

[bookmark: _Toc109917639]Technologies for Development
This section will focus on the process of selecting a suitable technology platform for development to take place on, it will take a close look at potential languages to develop using, with a large focus on how current they are in terms of security features to aide further into the project’s lifecycle. A lot of the technologies featured will be for use as a controller between the backend database and the front-end webpages, as the backend will be a simple T-SQL database to be able to integrate into NHS systems, should the time come, and the front end being formatted and displayed using a mixture of HTML and CSS.
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PHP is an open-source and versatile server-side scripting language, with its primary application being within web applications making it quite suitable for the task at hand. It’s also a member of the LAMP stack (Linux, Apache, MySQL and PHP) meaning that if the other technologies are also adopted within this project there should be a great deal of cross-compatibility, further aiding the development. [1] PHP also features very comprehensive and innate support for most OS’ including, Linux, Unix & Windows, allowing for easy cross compatibility out in the field.

PHP also features a built-in database connection that reduces the need for a service layer by having this bundled into the controller as such. Whilst this may ease the process of structuring the web applications this could produce some security concerns due to the degradation of the encapsulation of the whole project and have subsequent security concerns despite being in a fully compatible stack.

Whilst on the surface this may seem like PHP is a perfect application due to its ease, years of open-source support and availability this also comes with its own inherent problems. Due to the application being open source the files that manage it are readily available and therefor security exploitation will be more prolific and easier to adopt. Additionally, PHP’s framework hasn’t scaled to be able to allow it to compete with its counterparts, it doesn’t allow for massive, enterprise scale applications and the inability to modify the app’s core behavior means that this is unlikely to change. Whilst PHP may be suitable to produce a prototype it would not have the capacity to scale for full enterprise use, especially to the capacity that the project intends for this application. [2]

[bookmark: _Toc109917641]ADO.NET & .NET (C#)
.NET and ADO.NET (a member of the .NET framework) are Microsoft proprietary technologies. With .NET being the application framework and ADO.NET being a data access model for use in .NET applications. .NET and its sub-products offer enterprise level performance and far more granular control over the entire application than most languages with very high-level object-orientated programming. It also comes with excellent caching support making volatile data-handling much simpler, [3] again with extremely granular control allowing for fine tuning specific to your application.

Whilst .NET is a Microsoft proprietary product it does offer cross-platform support across most well-known operating systems and allows for a variety of languages to interact in various ways with the framework due to its inherent additional compilers, [4] these will convert the code into something called Microsoft Intermediate Language (MSIL), this is stored as a file and can then be compiled into a more native code for .NET to execute. [5] This may seem like a disadvantage due to the code needing to be compiled twice but due to most modern applications requiring more than one language, the use of MSIL provides massive performance gains due to the code already being close to the native .NET code upon execution.

Additionally to all of the above, Microsoft also introduced the .NET standard in 2016 this was a way of unifying .NET for all its use-cases and preventing unnecessary breakage of applications with updates to the framework and its components by the use of APIs (Application Interfaces), again you are given choices over the version of .NET standard you use with a trade-off of backwards-compatibility over newer API’s allowing for fine tuning to meet the needs of your app. [6] this also aides in extending the lifecycle of the application as due to the standardization there will be support for the application in years to come.

Alongside this, .NET does offer security features especially when utilizing MVC applications by way of separation of each tier to act relatively independently, while this alone does not prevent all attacks its ability for reliable input sanitization and active directory integrated authentication does aide its case.

Whilst all of this makes .NET a perfect contender for the task at hand there are some drawbacks to using it, many come from the proprietary nature of .NET. One example of this being the fact that you are at the mercy of Microsoft, if the company were to decide to make any radical changes to the framework and its components you would be forced into a position of having to comply with the changes with very little recourse. [7] As well as this there is also an incurred financial cost, whilst Microsoft licensing for the majority of these products are already utilized and purchased within DHCW (Digital Health & Care Wales) there would still be new licenses needed to be distributed for a dedicated development and support team when managing an application to this scale. 
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NODE.JS is an open-source server-side JavaScript language. Since its release in 2009 it has allowed developers to applications entirely in JavaScript, aiding to its usability as simply one language can be used end to end. It operates using nodes that encapsulate events and prides itself on a non-blocking I/O model. [8]

This one language for all method does provide some unique advantages for NODE.JS however, such as the ability to utilize server-side code on the client end reducing the weight of the application as well as allowing for increased performance. As well as this you can solely focus on diving into JavaScript when developing the application as that will be what you’re primarily using for development and support. [9]

However, due to NODE.JS utilizing a Java runtime environment this comes with some technical challenges for modern enterprise environments, one of these being that it can be difficult to get it to fully utilize more than one core on a CPU making this quite a challenge for modern servers where high-core counts are set up and required for the scale of modern applications.[10]

Additionally to this, there’s not much official support for relational database models within NODE.JS something that this application is centered around, and making it work effectively can cause issues due to the non-blocking nature of NODE.JS, for this the use of database abstraction can be implemented to act as a layer over the database so that NODE.JS can parse information more freely [11] there is also SQL forks specific to JavaScript that allow for even more painless procedure but these would most likely not be applicable within DHCW due to problems then trying to integrate this with existing T-SQL infrastructure.

[bookmark: _Toc109917643]Summary of Languages
In summary, whilst language selection can be subjective to an organization or individual undertaking a project, looking at the objective differences in these three technologies and the potential benefits of utilizing each one, it has been decided that the .NET option shall be chosen for development, due to the increased interoperability with other Microsoft technologies that are already present within DHCW, the granular control over the application, allowing for easier fine tuning of security features, and the backwards compatibility features to aide with support in years to come.

[bookmark: _Toc92180479][bookmark: _Toc109917644]Healthcare & Security
As all cyber security threats become more prevalent and complex on a seemingly daily basis so must systems defences, ‘If you know you’re enemy and know yourself, you need not fear the results of a hundred battles.’ [12] With this in mind it is very important to understand what attackers look for before attempting to mount a successful attack against an application or system and to consider the different vectors by which they would look to administer their attack. For this the author will now focus on the ‘knowing yourself’ part of the above quote and look at where the attacks could be launched and what threat actors may target, as well as what mitigation steps could be implemented to help relieve some of these issues.

Security and healthcare may seem like an unlikely pair, but, especially in recent years, they have become very familiar with one another. Attacks on healthcare are becoming more serious and are taking up a larger percentage of the attacks per industry [13], this is due to more and more health data being digitised as well as more digital healthcare services becoming available. As well as this, the attacks are becoming more and more financially costly. A 2019 IBM report highlighted the increasing cost for an average data breach within healthcare, having risen from £4.1 million on average per breach in healthcare in 2016, to £6.45 million in 2019, a 57.3% increase in cost in just 3 years [14], with the healthcare industry on average having the most expensive data breaches of any other industry. [15]

With the above in mind the author will now proceed on the impression of .NET being utilised as the developmental technology.
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The data in this scenario is the prize for the threat actors, and the database is where this is being held. One of the biggest threats to this proverbial bank vault is SQLi (Structured Query Language injection) attacks, a method of exploiting how requests are translated from the web tier to the database in order to return and or modify data that was not intended to be interacted with by the original request. This vector of attack is one of the oldest, most frequent and most damaging forms of cyber attack there is, with it continuing to be listed near or at the top of OWASP’s top 10 vulnerabilities lists year in, year out. [16] but this isn’t the only attack that could take place at the database tier, there are still many other vulnerabilities and potential attack vectors that pose a threat, many of these attacks take the form of DoS (Denial of Service) or DDoS (Distributed Denial of Service) attacks but others target things like backup systems for databases, most likely in efforts to completely eradicate the data.[17]

In order to protect against these threats many technologies have been encompassed into databases and their management systems. One of the primary ways of doing this is through a process of data encryption. Research has shown that there are many kinds of database encryption used, each having their own inherent benefits and drawbacks. The differing tiers of database encryption change and depends on different levels of granularity by which the data is encrypted from column level all the way up to the entire database file. [18] these different levels range in how invasive upon the databases performance they are but as they effect the performance of the DB more and more they also become more and more secure with the most performance affecting encryption methods providing the best level of security. [19] This poses the same question that is seen throughout working in cyber security, the balance between security and accessibility, an even more pressing issue within healthcare where accessibility can be the difference between how a patient can be cared for. [20]
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This is the area where people will be interacting with you application, this is the place where an attack is most likely to originate and therefor should be secured with this idea in mind. Fortunately for an application of this nature, access to this client-tier should be restricted to only authorised personnel without the general public having free access to it as it is with most web applications. While this would mean that staff members would still have the option of exploiting this, accountability and authentication measures would mean that this could easily be traced via adequate logging mitigating this risk.

Other than this, in the event of someone being able to access the application you must then consider the potential attack vectors emanating from the frontend, one of the more prevalent attacks from this origin is Cross Site Scripting (XSS) a method used by threat actors to execute malicious, arbitrary code that can compromise not only the integrity, validity and confidentiality of the stored data but also threatens its existence due to the potential for data deletion. A 2019 article detailed a case whereby an American healthcare organisation had been breached in 2016 by way of a Cross Site Scripting attack allowing them to inject malicious code into their system, this code worked for 3 years unnoticed where it collected user account credentials, personally identifiable information and financial information prior to its discovery in 2019. [21] Something of this nature can be easily overlooked and demonstrates the need for a high level of security within the healthcare sector.

Sometimes, no matter how much security is in place, unforeseen risks and vulnerabilities are present, this can be to do with the underlying hardware or systems being used or even to do with external factors such as a 3rd parties’ software being unavailable and leaving systems exposed. In the case of meltdown and spectre the threat there was an underlying hardware vulnerability dating back to nearly 20 years before its discovery [22], an excellent example of how vulnerabilities and risks can go unnoticed for many years. The scary thought is how many vulnerabilities are present but currently unknown and un-exploited, meaning that when designing and supporting these applications we must consider the possibility that one day, out of anyone’s control, they will be at risk and whilst you may not have been able to prevent them a good strategy must be in place to deal with these unknown risks when they arise and have procedures in place for this reactive support.

With all of this in mind, being able to protect against these kinds of attacks is also very important. One of the main parts of apparatus used to attempt to thwart these attacks is physical pieces of hardware like an IDS (Intrusion Detection System), IPS (Intrusion Prevention System) & Firewalls, all of these pieces of hardware if properly configured and maintained will be able to pick up on and subsequently block the aforementioned kinds of attack vectors from occurring, as well as many others, this obviously doesn’t provide 100% resilience due to constant new and developing threats but they will be able to reduce your susceptibility to attacks. 

As well as this the architecture of you client and database tier should be looked at very carefully from a cyber security standpoint, with special regards to how these two tiers are atomically different from one another, this principle will help to keep them separated and a service layer will help to translate web requests to a database and vice versa, the service layer can then be targeted for appliances like IDS’ and IPS’ to look for malicious code or requests being sent.
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Whilst there are many other methods for securing data, encryption is a topic in and of itself with many different variations. What started off as a basic method of making sure communication weren’t able to be read by enemy forces now remains for this purpose, but with the exception of it becoming far more advanced, to a level where it would be nearly impossible to interpret or work with, without computers. Today the most widely adopted encryption algorithm is AES (Advanced Encryption System) with different variations that denote the key length, AES-128, AES-196 and AES-256 with AES-256 being the most widely used of the three. [23]

Using the data from a Ponemon study conducted in 2016, of the healthcare organisations reviewed, 90% of them had suffered a data breach in the last 2 years, a staggering statistic. However, data encryption provides means to mitigate or in specific circumstance entirely remove the risk of a data breach by obfuscating any unauthorised viewers attempts to read the file. If for instance AES-256 was the encryption chosen, it would take roughly 2.29x10^32 years to decrypt manually [24], this coupled with the statistics showing that its more than likely a data breach will occur at some point than not, then data encryption becomes something of a necessity to ensure the integrity and confidentiality of the data is being upheld.

Whilst this is the case for healthcare, the thought of ‘surely banking information would be better to go after’ may be on the table. However this is not the case, the following article highlights that healthcare data can sell for as much as 20 times more than typical financial data like credit card numbers and banking passwords on the dark web. [14] Meaning that as healthcare organisations become more and more digital they must keep scaling and improving their cyber-infrastructure and data security management.

[bookmark: _Toc109917648]Security Testing and Implementation

With the above decision in mind, the author will now begin analysing the potential security concerns arising from using .NET as the desired language, as well as inherent problems with using MVC (Model View Controller) setups and a close look at the testing that will be taking place in order to demonstrate the application’s level of security and ability to uphold Confidentiality & Integrity.

With .NET alone having 26 entries on CVEDetails.com with 1 being a critical remote code execution exploits its hard not to ignore these threats both of these affecting multiple versions of .NET core and most of the recent versions of windows as well. Remote code executions are sometimes a wider threat than just to the application itself as execution of arbitrary code could enable threat actors to compromise the device hosting the application as well as the network it sits upon leaving a large risk for the NHS to employ a system that could leave its network vulnerable to these attacks therefor special attention must be taken to threats of this nature.  [25]

Looking into the risks associated with MVC applications there seem to be far less than the ones seen against .NET, this may be to do with the more niche nature of the product as it is a fork of ASP.NET. there are a total of 4 medium and 1 high threat against ASP.NET MVC applications with all but one pertaining to the sanitization of web requests and the remaining detailing a cross-site scripting (XSS) vulnerability in light of the 29 against .NET this may not seem so pressing but the majority of these threats have low access complexities against them meaning that there are little to know pre-requisites to employing this attack and would therefor be hard to mitigate the risk against it. [26]

This list of threats will only grow as the number of technologies and dependencies in the application increases with scale, therefor the author must be mindful in the development stages to not introduce too many unnecessary technologies into the application further complicating the security process in inviting risk.

In order to test the security of the application a variety of penetration testing tools can be employed to bombard the application with a variety of would-be attacks to see where its defenses falter, these tools can then produce intelligent reporting that can be used to further improve the application based upon the recommendations. [27][28] Applications such as BurpSuite, Nessus and Synk can be used for these purposes and can be highly configured for the task although some may incur licensing fees but as this will be done on a prototype or demo it could be circumvented with free trials for now. [29]

[bookmark: _Toc109917649]Research Methodologies
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As inherently research brings a philosophical assumption with it, this assumption must be considered and the methodologies at which the research is approached must also be formulated and understood The Research onion can help with this proposed by Saunders et al [30].

As the literature review utilised quantifiable data but at the same time uses interpretive views as well especially with the risks to healthcare, these have been categorised and realistic assumptions based upon the information and because of this the realistic approach has been adopted.

[bookmark: _Toc92180487][bookmark: _Toc109917651]Research Method and Data Collection
The decision of which methodology used to conduct the research these three types are named:
· Deductive
· Inductive
· Abductive
The different approached form different standpoints and perspectives from which the view the facts presented and therefor the conclusion that will be drawn from the information. By becoming aware of these standpoints an accurate and unbiased solution to the research question can be proposed.

The below is an excerpt from the research methodology deduced in the Industrial Based Research portion of this project and describes the different approached:

“With the deductive methodology, data finding comes first and the data is then used to support the initial argument. This deductive method greatly contrasts the inductive method which uses the gathered data that is then analysed for its patterns, from these patterns the hypothesis is then formulated. However, the abductive method inherently involves a degree of uncertainty and imagination, it usually ends up with a ‘best prediction’ and whilst this may seem inviable for scientific exercises it does have its merit especially when faced with incomplete datasets or results that are unquantifiable or outside the bounds of current technology, one example of this can be theoretical physics. [31], [32]

With that in mind a decision must also be made as to which data collection and analytical methodology is also used, for this there is again 3 options; qualitative, quantitative and mixed. Qualitative is a more description-based approach and works best in scenarios where numeric statistics aren’t available or wouldn’t not provide adequate validation of the hypothesis. Conversely you have quantitative which involves harshly numeric approach to data analysis and allows for the use of accurate and measured statistical testing this comes hand in hand more with the deductive research methodology as the statistical testing can be employed onto the data collection part and help with then proving the initial argument through numeric data leaving little room for interpretation. Lastly, you have the mixed approach which quite simply is a mixture of both quantitative and qualitative approaches and is useful for when the numeric statistics can be partnered with descriptive results to form an answer on the hypothesis.” [33]

Due to the quantity of numerical statistics available during this project and due to the theoretical nature of the security portion contradicting this with less quantifiable data available the deductive and mixed approaches were selected. As well as this, the nature of the research required to answer the research question isn’t completely black and white and not all of the results will have direct, comparable values.
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The chosen IDE is Visual Studio 2019, it has been chosen for this as it is Microsoft’s own proprietary IDE and therefor will have the most support for Microsoft proprietary products and languages such as ASP.NET MVC apps, as well as this the fully licensed version of visual studio offers many additional features to aide in the development of C# applications such as full intellisense for C# which can be a major help especially when still discovering the language and trying to develop skills the other alternatives to this are hoards of various alternative development environments but instead of going into each one in detail the author has opted to instead point out the benefits of their chosen IDE.

[bookmark: _Toc109917654]Project Plan
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Figure 1: Project Gantt Chart

The authors project plan revolves around 3 primary stages, backend design of the database and controller first to get the foundations of the application cemented with a large focus on SQL and C# skills, then moving into the front-end web-design this will test mainly their ability to utilize HTML, CSS and maybe some jQuery dependent on some of the elements that may be employed in the front-end and then following all of this, close user and security testing which has been allotted the largest amount of time due to the nature of the application as well as to account for the possibilities of large bugs arising.
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Soon after the author was aware of the project they would be undertaking they began to theorize the requirements the application would need to fulfil in order to be suitable for the use case, to illustrate this to themselves and other they formulated the below diagram.

Figure 2: MOSCOW Chart


Here we can see the various objectives to be accomplished by the application, one of the most important being the upholding of patient data’s integrity, validity and confidentiality as this is usually what threat actors will attain to exploit when it comes to healthcare organizations. As well as this the ability to perform CRUD operations on forms an essential part and the heart of the applications function. These requirements were identified by analysing the survey data attained during the research stage of the project as well as employing some of the other secondary knowledge gained throughout this endeavor.

These were categorized based upon each feature’s contribution to aiding community nurses with the most helpful at the top. As most of these would have been must have’s without any sorting applied this is why additional features such as click and drag GUI’s and interactive dashboard are further down the list as these wont be as critical to healthcare professional role’s as features like being able to perform CRUD operations, a core functionality.
[bookmark: _Toc109917656]Design and implementation
In this section the author will detail their design decisions as well as outline the overall process and highlight any areas of discussion or the process of preparing, constructing, implementing and some subsequent testing of the application. 

[bookmark: _Toc109917657]Data architecture
Attention was then diverted to the data that is being handled by the application specifically database schema as this would be the foundation for the application. The author was aware at this point that an ADO.NET entity model is required for MVC applications to function and began to formulate the entity relationships. Using what was known from the project requirements and research this draft diagram was constructed.
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This was a rough outline of the necessary data structure and whilst not all of the data types and entity relations may be a true reflection when it comes to the full implementation but it highlights the hierarchical structure of the forms where a form has many sections and a section has many questions as well as with some of the necessary metadata for the forms such as question types patient and user info, etc. from this then the controllers and views can be designed to interact with this data structure and return it to the web front-end.

[bookmark: _Toc109917658][image: ]Front-End Design
From this then the author wanted to plan ahead for the front-end design aspect and began to formulate a wireframe, this part of the application was largely unspecified until now so there was many options but the author elected to keep it concise and simple for now to aide in continued development further along the application’s lifecycle and for this reason designed it using a single-column approach, incase of stylistic or functional changes needing to be made and went for a central main body with a top bound navigation bar as seen in figure 4. All of this is subject to change throughout the implantation procedure but a simple not completely defined style leaves room for improvement as well as this the final style may seem different as this draft was produced in MS Visio not using HTML and CSS.Figure 4: Front-End Wireframe


[bookmark: _Toc109917659]Implementation
With the design aspects covered the author began to roughly construct the application, they began firstly with building the database as this was the area the rest of the application would stem from and they had the most familiarity with so it did not take long to get the schema set up. The database was set up to be an in-application class defines database for the purposes of the prototype but this could easily be amended to instead connect to a dedicated SQL server. This would be done by amending the connection string within the configuration files. This would allow the application to be integrated into the existing NHS infrastructure easily and allow for much more scalability should the development continue. There were no major issues during this portion of the implementation there was a bit of negotiation required with some of the entity relationships in order to get them to function as intended but this simply required tinkering with the object properties within the IDE.

Following the construction of the database it was then tested on its own, this was primarily to test that the primary and foreign keys on the database worked as intended but also to make sure all the data types and lengths were appropriate for the use case. Again, there were no major issues at this point, some of the data lengths needed to be altered slightly to accommodate the functionality but nothing that impeded progress. The new version of the database was then fully implemented following testing.

Now that the database was present the author began to work more on the controller aspect of the MVC application, this was where the brunt of the author’s learning would come as prior to this they had only had very limited interaction with the C# language and even less with ASP.NET so it soon became very challenging for them but they knew what they needed to accomplish. Firstly they simply wanted to construct a piece of code that would allow the application to perform a read operation from the database and successfully return this data to the front-end. They learned from some research into MVC applications that you first need to configure the routes for the application to take. These routes are extrapolated from the URL you input to access the application, so a route of “Smart_EForms/EForm/View/1” could be used to be able to view the EForm with an ID of 1 if configured within the routes and controller where the route file config will denote the action set that the controller executes in order to return the relevant data to the view (front-end).

This task took a great deal of time for the author due to their limited exposure to the language and various issues that arose when attempting to get the front-end to be able to communicate with the database such as data type conversions and some issues with some of the objects. Once they were able to get the front-end to be able to execute SQL commands on the database however, they knew that they would be able to replicate this for the majority of the other operations that the application needed to perform so it was a large hurdle that would open a lot of doors once resolved. After a while of research, they discovered the below code segment that they would eventually be able to adapt into a working part of the code for their application and therefor the first read operation was performed.

Now that this was out of the way, the author was able to replicate many of these action result to create some mostly functioning controllers this allowed them to perform the remaining CRUD operations with ease as they simply had to substitute out the SQL commands being executed between each action result this was a major obstacle out of the way and really gave some shape to the whole project as it now felt like something more tangible.

After having some success with the controllers the author began to look more at the front-end as well as at the other portions of the ‘C’ in MVC. They began constructing some of the HTML and CSS that would eventually make up the views and for this used bootstrap a common web development framework that aides in formatting and something that the author had used previously allowing them to utilize it more effectively. They began by stylizing the home page giving it a very similar feel to the wireframe diagram illustrated in figure 4, at this point there was no logon options in the corner and for the most part was simply a white page with some plaintext and a rough navbar at the top but it allowed the progress towards formatting the data on the page.

Once this had gotten to a very generic stage where this shell of a webpage was complete but devoid of content the page was replicated several times to account for the different pages within the application. The author first started work on a page that would end up being the E-Form page. This would eventually be the page where a user would go to get a list of all the available E-Forms or to create a new one and they then ran into several issues trying to get the data output from the database to be able to correctly display within the view and had to battle several times with more data type conversions sometimes requiring some ‘ienumerate’ data types and sometimes not as well as getting certain longer text elements to correctly flow onto the page, something that wasn’t well documented on the internet or within any literary articles. The Author was able to overcome most of this however and at this point the relevant information needed to be extrapolated from the database was able to be displayed.

The Author took this time to then review their project so far and look at how inline with their timeline they were. They found that whilst they had made good progress, they were over 75% of the way through the developmental portion of the allotted time and would need to start thinking about which remaining features would need to be prioritsed above others. At this point forms were still not able to be filled out by a healthcare professional, so all the developmental focus was then turned towards this feature.

Whilst a large portion of this feature was able to be implemented there were several issues surrounding the creation of multiple forms as well as over the security concerns of the data that would eventually be processed and stored, this was something that had already been setup and considered at the database level but not at any other tier of the application prior to this and began to become a major obstacle. The author inevitably was not able to fully implement this feature and subsequently had to role back the change to a previous version as in its current state caused app breaking errors. Unfortunately, the author would not have time to go back and redevelop this although present in a forked version off the app. This, if future development continued, would be the first feature to be implemented due to its critical function within the application.

This is where the bulk of the implementation steps came to its logical conclusion and now the author began to move into the next phase of development, the testing stage. From here the user would begin to complete more formal unit, system and usability testing to try to identify and debug any latent issues within the application that the small-scale testing completed thus far failed to identify.

[bookmark: _Toc109917660]Testing
The author now had a mostly functioning site and wanted to at least pursue some testing prior to implementing more features as the project was well into its timeline. Whilst some unit testing was completed throughout it was time to do this at a more official capacity and include some system and usability testing.

For this the user conducted a bit of research into application testing techniques. They found out some information about a plethora of different testing techniques, some of which they have chose to employ through their testing phase. Techniques such as boundary value testing, state transition, error/break testing and more, these exact steps taken and testing completed will be detailed within the relevant testing section, most of which will fall under system testing. [34][35]
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As a precursor of the rest of the testing the author still had some remaining code snippets yet to test. Whilst the majority were just some substituted SQL commands being executed from the Web interface there was still some logic in-between that needed to be checked.

Very quickly into this the author ran into a large issue when constructing the first create statement, this portion of the code would be used to submit a newly created form to the database. For some reason the controller handling the web request was not parsing any of the data it had received to the database, after some time of troubleshooting it was clear nothing was reaching the database and that the errors were with the controller. They found  forum article online that detailed some issues when using there current database setup and was advised to instead use an application defined database to be able to handle the mappings better producing the below segment instead with the new DB context files. See figure 5.
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Figure 5: Application Database Context

In terms of any other issues within development, there were many issues along the way as the author developed their skills within C#, CSHTML, jQuery and Javascript but these were issues with their coding practise and style, they undertook training courses alongside the project in order to develop these skills and implemented relevant features as they were learning them some of the more advanced side of the coding was done by looking up syntax and code based upon necessity for performing operations and adapting this by using the raw functions where needed.
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The author then began to test the system as a whole. They focused primarily on attempting to generate errors and getting the application to throw exceptions. They first started with boundary value testing, they began creating new forms and testing various data types against the different text boxes on the forms, attempting overly long integers, negative integers, Unicode strings, very long strings and more to attempt to see the application generate an error where it should not be.
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Figure 6: Sample of Test data

Most of the testing for these values was successful due to the encoding being appropriately configured to account for Unicode a consideration that was identified when researching python for this project in the video ‘pragmatic unicode’ [36]. The testing showed issues with patient numbers when supplying negative numbers or strings. When supplied with these invalid values it threw an exception within the code that required manual continuing through. After some troubleshooting with the issue, the data type on the database context was altered and allowed for these values which was a better result that the errors it had previously produced.

Similarly to the above with the user registration portion of the website, when registering new users there was error seen when submitting pages with invalid email addresses, this was also a schema violation and once data types were amended within the database context it was quickly resolved.

Overall though due to a large portion of the testing being completed during development there were little system breaking bugs most of them were around database data type configuration issues as suspected and these were quickly and easily addressed.
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Following some of the author’s own unit testing but not community nurses it was time to get some hands-on accounts of the real users operating the application.

The author contacted one of the community nurses they had been working with previously in the project to find out if they would be interested in operating a working version of the application and arranged a date for the hands-on. Luckily, they were available and agreed to help out during their free time. They were explained some of the features still in development to not go over turfed road as well as some of the outcomes and background of the overall project, similarly to the questionnaire that was issued.

The experience overall went well, there was some overarching issues such as some latency with the application that made it somewhat slower than it would be if it was deployed on a more suitable hardware setup as this was currently running on a somewhat under-performing laptop locally hosted. Irrespective of this there was some outcomes identified from the experience that were greatly beneficial in the applications development.

· Ability to individually assign Questions numbers per question
· Categorization of forms and sections (I.E. patient data, metadata, medical info etc)
· Create teams of users and greater user management features
· Inter-user features – form sharing & maybe a chat system

These suggestions were taken onboard and prioritized into the existing MOSCOW chart to produce a revised version with the new features present:

Figure 7: Updated MOSCOW Chart

Outcomes:
Following this re-prioritization the author decided to attempt to introduce some additional features they could into the application following the professional’s recommendations. They began by implementing the highest prioritized of the new features first and got the question number assigning sorted, this was very simple and required little alteration to the database, entity model, views, controllers and SQL commands to just add a few additional references of the new identifier. The professional recommended this so highly as one of the first issues they encountered was referencing which question they were talking about when in a discussion to me, something that was not discovered in system and unit testing due to the little need for communication of form elements to another person.

The author then started to work on the categorization of forms and sections, they envisioned this working similarly to a tagging system where forms and sections can be assigned dynamic tags that can then be used as a searching filter. They managed to get some of the schema altered to accommodate this, but issues arose when altering the controller and view configuration to accommodate these changes. The issues stemmed from having multiple tags assigned against one object and as much as the author attempted to rectify these issues, they had been working on this feature for quite some time. As well as this, the time allotted for this endeavor on the project chart was getting shorter, so the decision was made to sideline this for future development instead, along with any of the remaining additional features they now no longer had time to implement.
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Following this the author proceeded with one of the final elements of the project, security testing. The first challenge was selecting the best tool for this job, by way of additional research into web application vulnerability scanning, they required either a freeware solution or a trial of a more premium tool. This is because most web vulnerability scanners are priced in the hundreds to thousands of pounds something that is outside the budget of this project.

The author knew there was a few elements that required testing. They needed to test especially for SQL injection vulnerability, Cross-Site Scripting, authentication spoofing and broken access control [37] as well as all other vulnerabilities but these have been listed as some of the more widely exploited and more damaging attack vectors.

After doing some research the author came across a piece of software called ZAP (Zed Attack Proxy) developed by OWASP themselves as a web application vulnerability scanner, it is a community maintained application with an open source codebase and a plethora of different add-ns that can tailor fit the scanning for the user’s needs. They employed this to test the Smart_Eforms web application and it was able to return several vulnerabilities about it. See figure 8 and see appendices 1.1 for full scanning log.
[image: ]
Figure 8: ZAP Alerts output

The ZAP client was able to identity several vulnerabilities within the web application, there were several instances of most of these alerts with 2 high alerts, 5 low and 3 informational alerts, most of these pertained to headers within the HTML and C# code not being set, these headers are for preventing clickjacking and set the content security policy, these could be added later prior to a production deployment. One alert of significance was the highlighted one in figure 8. Two of the cookies used on the site did not have a secure flag set meaning that unencrypted connections would be able to access this, whilst again not an issue within development stages this is something that was noted and would need to be addressed prior to its production deployment. Although not pictured here a previous scan was performed on ZAP which identified 3 critical cross-site scripting vulnerabilities these were not captured on the screenshot as a subsequent scan began and overwrote them.

Following this the author wanted to do a more targeted test against SQLi attacks again doing some research into the solutions available for this they found a tool titled SQLmap that seemed very suitable for the use case. A command line based program it performs a variety of SQL injection attacks against the target including union based SQLi, a process which serves to append additional data to the datasets normally returned by a web app by manipulating the URL to include a SQL UNION statement. It also attempts Blind SQL injection, a process that uses additional system functionalities like refreshing a page after 5 seconds if x is true as a way of iterating through and finding data based upon prerequisites by looking for the refreshes when an arbitrary SQL statement returns a Boolean value, this is one method of blind SQL injection there are many others. These are some of the common vectors for SQL injection attacks to occur but there are others.

The user scanned the application using SQL map and thankfully the countermeasures they employed to prevent server-side errors from reaching the front-end as well as the site closing the connection prevented the SQLi attacks from occurring and the scan was not able to execute any of its attempts successfully as you can see detailed in appendices 1.2.

The author also attempted to use Nessus Expert to perform a web application vulnerability scan on the website however the site was blocking all requests from Nessus and scans were not successful, the author attempted disabling firewalls, creating custom firewall rules to allow all traffic on all affected ports, tried on 3 different virtual machines and also tried on a different computer on an entirely separate network but the scan was always unsuccessful.

[bookmark: _Toc109917665]Evaluation
Overall, the application achieved a good deal of the required functionality, whilst it does not have all the additional features the author wanted the security portion of the application was upheld and provided a very secure application. There is no formal measurement of security, so it is difficult to quantify but the author believes the application to be secure to a suitable standard to answer the research question.

The data produced as a result of this project does agree with the research the author conducted initially, the technologies that they researched were in fact suitable for the task and upheld the applications security as hoped. Whilst the results may not be able to be expressed in a numerical statistic the application could easily have been in a less secure position and have degraded capabilities if the wrong technologies are adopted during development. However with the structure of the application and appropriate technologies utilized it has produced an overall secure solution.

In terms of the author’s aims and objectives they have fulfilled all but one of their objectives set out at the beginning of this project, unfortunately as the application was not able to fully implement the form completion aspect it has not met all of the requirement, but this only leaves room for future development. But, the aim of this project, ‘To develop a robust and resilient Electronic Forms application that does not compromise security for functionality.’ Has been met, the application produced is robust and as seen by the security testing, does not compromise security for operability.

If this project was attempted again the primary difference the author would make would be to plan the application development portion of their project with a feature based methodology rather than dividing it by tier, this did hinder development and if attempted again could make a large difference to the outcome.

To summarise, the conclusion drawn from the project outcomes does align with the author’s predicted outcome, using appropriate research and the application’s construction being completed using modern, well adopted and supported technologies the application was able to meet the necessary level of function and security resilience.

[bookmark: _Toc109917666]Conclusion
In conclusion, the author feels that overall the development and testing of the application was a success, they met the majority of the applications requirements and each one that was implemented was implemented in a resilient and secure manner. As mentioned previously if work on the application proceeded with the same, consistent developmental structure the evidence produced from the project shows that it will continue to agree with the authors prediction of the answer to the research question, that the application will not create security issues. 

Additionally, the research conducted prior to development by speaking to and issuing community nurses with questionnaires as well as the user hands-on sessions proves the other part of the research question that it will benefit community nursing. Whilst these benefits to community nursing cannot be quantified it only has user testimonials to support it.

By researching and utilizing industry-recognised tools and technologies the author has been able to develop this application and verify it’s security resilience. The application the author been able to produce, if taken further, suggests to have tangible and quantifiable benefits to patient care and healthcare staff efficiency. Something that cannot be more necessary with the current crisis’ the NHS face.

[bookmark: _Toc109917667]Future Recommendations
In terms of future recommendations and the future of the applications, there would be many avenues that could be pursued. If development for a production environment application continued the first thing to be done should be the implementation of the form completion feature to allow users to utilize the forms within the app. As well as this the remaining ‘should have’ and ‘could have’ features should then be implemented as these have been identified and requested by the intended users directly.

To aide with the scalability of this application if development was to continue in any capacity the local database should instead be replaced with a dedicated database preferably operating within an AOAG for additional resiliency. To support this from the front-end a load balancer should be implemented to distribute traffic across a collection of web servers to prevent service loss in a live environment.

In terms of security the next logical security measures that should be implemented is database level encryption, something that is not necessary during the developmental stage but should be considered in something like a user acceptance testing stage. As well as this additional resilience by way of URL obfuscation and a web application firewall would be necessary to improve its overall resilience when in a live setup. The vulnerabilities identified during testing should also be addressed following the report’s and trusted sources mitigation techniques for identified threats.

[bookmark: _Toc109917668]Personal Reflection
The author is very grateful to have undertaken this task as it has developed their understanding of a multitude of technologies that they never got to get exposure to prior to this project. Primarily they are grateful to have gained experience into modern application development something that from a hardware and datacenter background you don’t often get to experience with. It was also helpful to see the coding practices that the author has learned not only throughout this project but throughout their IT career be put into practice and to see the tangible benefits of employing the theories into the work.

The author was also pleased to see the demonstratable benefits of aligning their project with the research philosophies discussed earlier in the report, by following the principles of a deductive mixed approach they found their findings to be much more substantiative in answering the research question overall.
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Appendix 1.1 – ZAP Scanning Log



Appendix 1.2 – SQLMap scanning log
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P Information Disclosure - Suspicious Comments (11) ‘Description

P Loosely Scoped Cookie (3)

N Re-xamine Gache-controlDirecives (319) Acookie has been setwithoutthe secure flag, which means that the cookie can be accessedvia unencrypted connections




image16.emf
ZAP Scan.csv


ZAP Scan.csv
ZAP Scan

		Processed		Method		URI		Flags

		TRUE		GET		https://localhost:44354		Seed

		TRUE		GET		https://localhost:44354/robots.txt		Seed

		TRUE		GET		https://localhost:44354/sitemap.xml		Seed

		TRUE		GET		https://localhost:44354/		Seed

		TRUE		GET		https://localhost:44354/css		Seed

		TRUE		GET		https://localhost:44354/css/site.css		Seed

		TRUE		GET		https://localhost:44354/EForms		Seed

		TRUE		GET		https://localhost:44354/EForms/Create		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/652		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/653		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/654		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/655		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/656		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/657		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/658		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/659		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/660		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/661		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/662		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/663		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/664		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/665		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/666		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/667		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/668		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/669		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/670		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/671		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/672		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/673		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/674		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/676		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/677		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/678		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/679		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/680		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/681		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/682		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/683		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/684		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/685		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/686		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/687		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/688		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/689		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/690		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/691		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/692		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/693		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/694		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/695		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/696		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/697		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/698		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/700		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/701		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/702		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/703		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/704		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/705		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/706		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/707		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/708		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/709		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/710		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/711		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/712		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/713		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/714		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/715		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/716		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/717		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/718		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/719		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/720		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/721		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/722		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/723		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/724		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/725		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/726		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/727		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/728		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/729		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/730		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/731		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/732		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/733		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/734		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/735		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/736		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/737		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/738		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/739		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/740		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/741		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/742		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/743		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/744		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/745		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/746		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/747		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/748		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/749		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/750		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/751		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/752		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/753		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/754		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/755		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/756		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/757		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/758		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/759		Seed

		TRUE		GET		https://localhost:44354/EForms/Delete/760		Seed

		TRUE		GET		https://localhost:44354/EForms/Details		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/652		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/653		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/654		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/655		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/656		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/657		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/658		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/659		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/660		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/661		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/662		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/663		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/664		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/665		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/666		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/667		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/668		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/669		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/670		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/671		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/672		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/673		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/674		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/676		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/677		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/678		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/679		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/680		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/681		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/682		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/683		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/684		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/685		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/686		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/687		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/688		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/689		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/690		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/691		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/692		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/693		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/694		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/695		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/696		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/697		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/698		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/700		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/701		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/702		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/703		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/704		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/705		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/706		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/707		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/708		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/709		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/710		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/711		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/712		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/713		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/714		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/715		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/716		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/717		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/718		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/719		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/720		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/721		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/722		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/723		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/724		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/725		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/726		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/727		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/728		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/729		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/730		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/731		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/732		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/733		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/734		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/735		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/736		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/737		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/738		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/739		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/740		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/741		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/742		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/743		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/744		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/745		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/746		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/747		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/748		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/749		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/750		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/751		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/752		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/753		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/754		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/755		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/756		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/757		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/758		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/759		Seed

		TRUE		GET		https://localhost:44354/EForms/Details/760		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/652		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/653		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/654		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/655		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/656		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/657		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/658		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/659		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/660		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/661		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/662		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/663		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/664		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/665		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/666		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/667		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/668		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/669		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/670		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/671		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/672		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/673		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/674		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/676		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/677		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/678		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/679		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/680		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/681		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/682		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/683		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/684		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/685		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/686		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/687		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/688		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/689		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/690		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/691		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/692		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/693		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/694		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/695		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/696		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/697		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/698		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/700		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/701		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/702		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/703		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/704		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/705		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/706		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/707		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/708		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/709		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/710		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/711		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/712		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/713		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/714		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/715		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/716		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/717		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/718		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/719		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/720		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/721		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/722		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/723		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/724		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/725		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/726		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/727		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/728		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/729		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/730		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/731		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/732		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/733		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/734		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/735		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/736		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/737		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/738		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/739		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/740		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/741		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/742		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/743		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/744		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/745		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/746		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/747		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/748		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/749		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/750		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/751		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/752		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/753		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/754		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/755		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/756		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/757		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/758		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/759		Seed

		TRUE		GET		https://localhost:44354/EForms/Edit/760		Seed

		TRUE		GET		https://localhost:44354/EFormSections		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Create		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/652		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/653		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/654		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/655		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/656		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/657		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/658		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/659		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/660		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/661		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/662		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/663		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/664		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/665		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/666		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/667		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/668		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/669		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/670		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/671		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/672		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/673		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/674		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/676		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/677		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/678		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/679		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/680		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/681		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/682		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/683		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/684		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/685		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/686		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/687		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/688		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/689		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/690		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/691		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/692		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/693		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/694		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/695		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/696		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/697		Seed

		TRUE		GET		https://localhost:44354/Identity/Account/Register

		TRUE		GET		https://localhost:44354/EFormSections/Index/698		Seed

		TRUE		GET		https://localhost:44354/Identity/Account/Login

		TRUE		GET		https://localhost:44354/EFormSections/Index/700		Seed

		TRUE		GET		https://localhost:44354/Home/Privacy

		TRUE		GET		https://localhost:44354/EFormSections/Index/701		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap/dist/css/bootstrap.min.css

		TRUE		GET		https://localhost:44354/EFormSections/Index/702		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/703		Seed

		TRUE		GET		https://localhost:44354/lib/jquery/dist/jquery.min.js

		TRUE		GET		https://localhost:44354/EFormSections/Index/704		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap/dist/js/bootstrap.bundle.min.js

		TRUE		GET		https://localhost:44354/EFormSections/Index/705		Seed

		TRUE		GET		https://localhost:44354/js/site.js?v=4q1jwFhaPaZgr8WAUSrux6hAuh0XDg9kPS3xIVq36I0

		TRUE		GET		https://localhost:44354/EFormSections/Index/706		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/707		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/708		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/709		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/710		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/711		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/712		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/713		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/714		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/715		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/716		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/717		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/718		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/719		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/720		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/721		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/722		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/723		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/724		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/725		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/726		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/727		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/728		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/729		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/730		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/731		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/732		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/733		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/734		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/735		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/736		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/737		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/738		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/739		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/740		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/741		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/742		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/743		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/744		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/745		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/746		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/747		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/748		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/749		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/750		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/751		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/752		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/753		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/754		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/755		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/756		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/757		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/758		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/759		Seed

		TRUE		GET		https://localhost:44354/EFormSections/Index/760		Seed

		TRUE		GET		https://localhost:44354/Home		Seed

		TRUE		GET		https://localhost:44354/Identity		Seed

		TRUE		GET		https://localhost:44354/Identity/Account		Seed

		TRUE		GET		https://localhost:44354/Identity/Account/ForgotPassword		Seed

		TRUE		GET		https://localhost:44354/Identity/Account/ForgotPasswordConfirmation		Seed

		TRUE		GET		https://localhost:44354/Identity/Account/Register?returnUrl=%2F		Seed

		TRUE		GET		https://localhost:44354/Identity/lib		Seed

		TRUE		GET		https://localhost:44354/Identity/lib/jquery-validation		Seed

		TRUE		GET		https://localhost:44354/Identity/lib/jquery-validation/dist		Seed

		TRUE		GET		https://localhost:44354/Identity/lib/jquery-validation/dist/jquery.validate.js		Seed

		TRUE		GET		https://localhost:44354/Identity/lib/jquery-validation-unobtrusive		Seed

		TRUE		GET		https://localhost:44354/Identity/lib/jquery-validation-unobtrusive/jquery.validate.unobtrusive.js		Seed

		TRUE		GET		https://localhost:44354/js		Seed

		TRUE		GET		https://localhost:44354/lib		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap/dist		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap/dist/css		Seed

		TRUE		GET		https://localhost:44354/lib/bootstrap/dist/js		Seed

		TRUE		GET		https://localhost:44354/lib/jquery		Seed

		TRUE		GET		https://localhost:44354/lib/jquery/dist		Seed

		TRUE		GET		https://localhost:44354/lib/jquery-validation		Seed

		TRUE		GET		https://localhost:44354/lib/jquery-validation/dist		Seed

		TRUE		GET		https://localhost:44354/lib/jquery-validation/dist/jquery.validate.min.js		Seed

		TRUE		GET		https://localhost:44354/lib/jquery-validation-unobtrusive		Seed

		TRUE		GET		https://localhost:44354/lib/jquery-validation-unobtrusive/jquery.validate.unobtrusive.min.js		Seed

		FALSE		GET		https://docs.microsoft.com/aspnet/core/client-side/bundling-and-minification		Out of Scope

		TRUE		POST		https://localhost:44354/EForms/Create

		TRUE		POST		https://localhost:44354/EForms/Delete/700

		TRUE		POST		https://localhost:44354/EForms/Delete/701

		TRUE		POST		https://localhost:44354/EForms/Delete/702

		TRUE		POST		https://localhost:44354/EForms/Delete/703

		TRUE		POST		https://localhost:44354/EForms/Delete/704

		TRUE		POST		https://localhost:44354/EForms/Delete/705

		TRUE		POST		https://localhost:44354/EForms/Delete/706

		TRUE		POST		https://localhost:44354/EForms/Delete/707

		TRUE		POST		https://localhost:44354/EForms/Delete/708

		TRUE		POST		https://localhost:44354/EForms/Delete/709

		TRUE		POST		https://localhost:44354/EForms/Delete/710

		TRUE		POST		https://localhost:44354/EForms/Delete/711

		TRUE		POST		https://localhost:44354/EForms/Delete/712

		TRUE		POST		https://localhost:44354/EForms/Delete/713

		TRUE		POST		https://localhost:44354/EForms/Delete/714

		TRUE		POST		https://localhost:44354/EForms/Delete/715

		TRUE		POST		https://localhost:44354/EForms/Delete/716

		TRUE		POST		https://localhost:44354/EForms/Delete/717

		TRUE		POST		https://localhost:44354/EForms/Delete/718

		TRUE		POST		https://localhost:44354/EForms/Delete/719

		TRUE		POST		https://localhost:44354/EForms/Delete/720

		TRUE		POST		https://localhost:44354/EForms/Delete/721

		TRUE		POST		https://localhost:44354/EForms/Delete/722

		TRUE		POST		https://localhost:44354/EForms/Delete/723

		TRUE		POST		https://localhost:44354/EForms/Delete/724

		TRUE		POST		https://localhost:44354/EForms/Delete/726

		TRUE		POST		https://localhost:44354/EForms/Delete/725

		TRUE		POST		https://localhost:44354/EForms/Delete/728

		TRUE		POST		https://localhost:44354/EForms/Delete/727

		TRUE		POST		https://localhost:44354/EForms/Delete/730

		TRUE		POST		https://localhost:44354/EForms/Delete/729

		TRUE		POST		https://localhost:44354/EForms/Delete/732

		TRUE		POST		https://localhost:44354/EForms/Delete/731

		TRUE		POST		https://localhost:44354/EForms/Delete/734

		TRUE		POST		https://localhost:44354/EForms/Delete/733

		TRUE		POST		https://localhost:44354/EForms/Delete/736

		TRUE		POST		https://localhost:44354/EForms/Delete/735

		TRUE		POST		https://localhost:44354/EForms/Delete/737

		TRUE		POST		https://localhost:44354/EForms/Delete/738

		TRUE		POST		https://localhost:44354/EForms/Delete/739

		TRUE		POST		https://localhost:44354/EForms/Delete/740

		TRUE		POST		https://localhost:44354/EForms/Delete/742

		TRUE		POST		https://localhost:44354/EForms/Delete/741

		TRUE		POST		https://localhost:44354/EForms/Delete/743

		TRUE		POST		https://localhost:44354/EForms/Delete/744

		TRUE		POST		https://localhost:44354/EForms/Delete/745

		TRUE		POST		https://localhost:44354/EForms/Delete/746

		TRUE		POST		https://localhost:44354/EForms/Delete/747

		TRUE		POST		https://localhost:44354/EForms/Delete/748

		TRUE		POST		https://localhost:44354/EForms/Delete/750

		TRUE		POST		https://localhost:44354/EForms/Delete/749

		TRUE		POST		https://localhost:44354/EForms/Delete/752

		TRUE		POST		https://localhost:44354/EForms/Delete/751

		TRUE		POST		https://localhost:44354/EForms/Delete/753

		TRUE		POST		https://localhost:44354/EForms/Delete/754

		TRUE		POST		https://localhost:44354/EForms/Delete/755

		TRUE		POST		https://localhost:44354/EForms/Delete/756

		TRUE		POST		https://localhost:44354/EForms/Delete/757

		TRUE		POST		https://localhost:44354/EForms/Delete/758

		TRUE		POST		https://localhost:44354/EForms/Delete/759

		TRUE		POST		https://localhost:44354/EForms/Delete/760

		TRUE		POST		https://localhost:44354/EForms/Edit/701

		TRUE		POST		https://localhost:44354/EForms/Edit/700

		TRUE		POST		https://localhost:44354/EForms/Edit/703

		TRUE		POST		https://localhost:44354/EForms/Edit/702

		TRUE		POST		https://localhost:44354/EForms/Edit/704

		TRUE		POST		https://localhost:44354/EForms/Edit/705

		TRUE		POST		https://localhost:44354/EForms/Edit/706

		TRUE		POST		https://localhost:44354/EForms/Edit/707

		TRUE		POST		https://localhost:44354/EForms/Edit/709

		TRUE		POST		https://localhost:44354/EForms/Edit/708

		TRUE		POST		https://localhost:44354/EForms/Edit/710

		TRUE		POST		https://localhost:44354/EForms/Edit/711

		TRUE		POST		https://localhost:44354/EForms/Edit/712

		TRUE		POST		https://localhost:44354/EForms/Edit/713

		TRUE		POST		https://localhost:44354/EForms/Edit/714

		TRUE		POST		https://localhost:44354/EForms/Edit/715

		TRUE		POST		https://localhost:44354/EForms/Edit/717

		TRUE		POST		https://localhost:44354/EForms/Edit/716

		TRUE		POST		https://localhost:44354/EForms/Edit/718

		TRUE		POST		https://localhost:44354/EForms/Edit/719

		TRUE		POST		https://localhost:44354/EForms/Edit/720

		TRUE		POST		https://localhost:44354/EForms/Edit/721

		TRUE		POST		https://localhost:44354/EForms/Edit/722

		TRUE		POST		https://localhost:44354/EForms/Edit/723

		TRUE		POST		https://localhost:44354/EForms/Edit/724

		TRUE		POST		https://localhost:44354/EForms/Edit/725

		TRUE		POST		https://localhost:44354/EForms/Edit/726

		TRUE		POST		https://localhost:44354/EForms/Edit/727

		TRUE		POST		https://localhost:44354/EForms/Edit/728

		TRUE		POST		https://localhost:44354/EForms/Edit/729

		TRUE		POST		https://localhost:44354/EForms/Edit/730

		TRUE		POST		https://localhost:44354/EForms/Edit/731

		TRUE		POST		https://localhost:44354/EForms/Edit/733

		TRUE		POST		https://localhost:44354/EForms/Edit/732

		TRUE		POST		https://localhost:44354/EForms/Edit/735

		TRUE		POST		https://localhost:44354/EForms/Edit/734

		TRUE		POST		https://localhost:44354/EForms/Edit/736

		TRUE		POST		https://localhost:44354/EForms/Edit/737

		TRUE		POST		https://localhost:44354/EForms/Edit/738

		TRUE		POST		https://localhost:44354/EForms/Edit/739

		TRUE		POST		https://localhost:44354/EForms/Edit/740

		TRUE		POST		https://localhost:44354/EForms/Edit/741

		TRUE		POST		https://localhost:44354/EForms/Edit/742

		TRUE		POST		https://localhost:44354/EForms/Edit/743

		TRUE		POST		https://localhost:44354/EForms/Edit/745

		TRUE		POST		https://localhost:44354/EForms/Edit/744

		TRUE		POST		https://localhost:44354/EForms/Edit/746

		TRUE		POST		https://localhost:44354/EForms/Edit/747

		TRUE		POST		https://localhost:44354/EForms/Edit/748

		TRUE		POST		https://localhost:44354/EForms/Edit/749

		TRUE		POST		https://localhost:44354/EForms/Edit/750

		TRUE		POST		https://localhost:44354/EForms/Edit/751

		TRUE		POST		https://localhost:44354/EForms/Edit/752

		TRUE		POST		https://localhost:44354/EForms/Edit/753

		TRUE		POST		https://localhost:44354/EForms/Edit/754

		TRUE		POST		https://localhost:44354/EForms/Edit/755

		TRUE		POST		https://localhost:44354/EForms/Edit/757

		TRUE		POST		https://localhost:44354/EForms/Edit/756

		TRUE		POST		https://localhost:44354/EForms/Edit/759

		TRUE		POST		https://localhost:44354/EForms/Edit/758

		TRUE		POST		https://localhost:44354/EForms/Edit/760

		TRUE		POST		https://localhost:44354/EFormSections/Create

		FALSE		GET		https://go.microsoft.com/fwlink/?LinkID=532715		Out of Scope

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Login

		FALSE		GET		https://getbootstrap.com/		Out of Scope

		FALSE		GET		https://github.com/twbs/bootstrap/blob/master/LICENSE		Out of Scope

		FALSE		GET		http://www.w3.org/2000/svg		Out of Scope

		FALSE		GET		https://github.com/twbs/bootstrap/graphs/contributors		Out of Scope

		FALSE		GET		https://popper.js.org/		Out of Scope

		TRUE		POST		https://localhost:44354/Identity/Account/ForgotPassword

		TRUE		POST		https://localhost:44354/Identity/Account/Register?returnUrl=%2F

		FALSE		GET		https://jqueryvalidation.org/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/validate/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/valid/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/rules/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/blank-selector/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/filled-selector/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/unchecked-selector/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/jQuery.validator.format/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/jQuery.validator.setDefaults/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/Validator.form/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/Validator.element/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/Validator.showErrors/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/Validator.resetForm/		Out of Scope

		FALSE		GET		https://api.jquery.com/category/selectors/,		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/jQuery.validator.addMethod/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/jQuery.validator.methods/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/required-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/email-method/		Out of Scope

		FALSE		GET		https://html.spec.whatwg.org/multipage/forms.html		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/url-method/		Out of Scope

		FALSE		GET		https://gist.github.com/dperini/729294		Out of Scope

		FALSE		GET		https://mathiasbynens.be/demo/url-regex		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/date-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/dateISO-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/number-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/digits-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/minlength-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/maxlength-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/rangelength-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/min-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/max-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/range-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/step-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/equalTo-method/		Out of Scope

		FALSE		GET		https://jqueryvalidation.org/remote-method/		Out of Scope

		FALSE		GET		http://api.jquery.com/category/selectors/		Out of Scope

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Login

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Login

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Login

		TRUE		POST		https://localhost:44354/Identity/Account/Register

		TRUE		POST		https://localhost:44354/Identity/Account/Register






image17.emf
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SQLiScann
C:\Users\mxbox\Downloads\sqlmap-master>python sqlmap.py -u https://localhost:44354/ --crawl=3 --level=3 --risk=1

        ___

       __H__

 ___ ___[']_____ ___ ___  {1.6.7.1#dev}

|_ -| . [(]     | .'| . |

|___|_  [)]_|_|_|__,|  _|

      |_|V...       |_|   https://sqlmap.org



[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for any misuse or damage caused by this program



[*] starting @ 18:44:26 /2022-07-26/



do you want to check for the existence of site's sitemap(.xml) [y/N] y

[18:44:28] [WARNING] 'sitemap.xml' not found

[18:44:28] [INFO] starting crawler for target URL 'https://localhost:44354/'

[18:44:28] [INFO] searching for links with depth 1

[18:44:29] [INFO] searching for links with depth 2

please enter number of threads? [Enter for 1 (current)] 4

[18:44:31] [INFO] starting 4 threads

[18:44:34] [INFO] searching for links with depth 3

[18:44:34] [INFO] starting 4 threads

do you want to normalize crawling results [Y/n] y

do you want to store crawling results to a temporary file for eventual further processing with other tools [y/N] y

[18:44:43] [INFO] writing crawling results to a temporary file 'C:\Users\mxbox\AppData\Local\Temp\sqlmap9ku93b4842012\sqlmapcrawler-1x6bxp3q.txt'

[1/1] URL:

GET https://localhost:44354/Identity/Account/Register?returnUrl=/

do you want to test this URL? [Y/n/q]

> y

[18:45:02] [INFO] testing URL 'https://localhost:44354/Identity/Account/Register?returnUrl=/'

[18:45:02] [INFO] using 'C:\Users\mxbox\AppData\Local\sqlmap\output\results-07262022_0645pm.csv' as the CSV results file in multiple targets mode

[18:45:02] [INFO] testing connection to the target URL

you have not declared cookie(s), while server wants to set its own ('.AspNetCore.Antiforgery.43W2pX9Qvmw=CfDJ8OxOypD...1Uq7G3AyZc'). Do you want to use those [Y/n] y

[18:45:05] [INFO] testing if the target URL content is stable

[18:45:05] [WARNING] target URL content is not stable (i.e. content differs). sqlmap will base the page comparison on a sequence matcher. If no dynamic nor injectable parameters are detected, or in case of junk results, refer to user's manual paragraph 'Page comparison'

how do you want to proceed? [(C)ontinue/(s)tring/(r)egex/(q)uit] c

[18:45:07] [INFO] testing if GET parameter 'returnUrl' is dynamic

[18:45:08] [WARNING] GET parameter 'returnUrl' does not appear to be dynamic

[18:45:08] [WARNING] heuristic (basic) test shows that GET parameter 'returnUrl' might not be injectable

[18:45:08] [INFO] testing for SQL injection on GET parameter 'returnUrl'

[18:45:08] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[18:45:08] [WARNING] reflective value(s) found and filtering out

[18:45:09] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery - comment)'

[18:45:10] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)'

[18:45:10] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL comment)'

[18:45:11] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft Access comment)'

[18:45:12] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause'

[18:45:13] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause (MAKE_SET)'

[18:45:14] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST)'

[18:45:15] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:45:17] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[18:45:17] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[18:45:17] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter replace'

[18:45:17] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[18:45:17] [INFO] testing 'Informix boolean-based blind - Parameter replace'

[18:45:17] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace'

[18:45:17] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[18:45:17] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[18:45:17] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

[18:45:17] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[18:45:17] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:45:17] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause (original value)'

[18:45:17] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:45:17] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[18:45:17] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY clause'

[18:45:18] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[18:45:18] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'

[18:45:19] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[18:45:20] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries (IF)'

[18:45:20] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:45:21] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'

[18:45:21] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)'

[18:45:21] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:45:22] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[18:45:22] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

[18:45:22] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONVERT)'

[18:45:23] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'

[18:45:23] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[18:45:23] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (UTL_INADDR.GET_HOST_ADDRESS)'

[18:45:24] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:45:24] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[18:45:24] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'

[18:45:25] [INFO] testing 'Vertica AND error-based - WHERE or HAVING clause'

[18:45:25] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[18:45:25] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE (EXTRACTVALUE)'

[18:45:26] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[18:45:26] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[18:45:26] [INFO] testing 'PostgreSQL error-based - Parameter replace'

[18:45:26] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace'

[18:45:26] [INFO] testing 'Oracle error-based - Parameter replace'

[18:45:26] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause (EXTRACTVALUE)'

[18:45:26] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause (FLOOR)'

[18:45:26] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'

[18:45:26] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'

[18:45:26] [INFO] testing 'Generic inline queries'

[18:45:26] [INFO] testing 'MySQL inline queries'

[18:45:26] [INFO] testing 'PostgreSQL inline queries'

[18:45:26] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[18:45:26] [INFO] testing 'Oracle inline queries'

[18:45:26] [INFO] testing 'SQLite inline queries'

[18:45:26] [INFO] testing 'Firebird inline queries'

[18:45:26] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[18:45:26] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

[18:45:27] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[18:45:27] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[18:45:27] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'

[18:45:27] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[18:45:27] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[18:45:27] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

[18:45:28] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

[18:45:28] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

[18:45:28] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

[18:45:28] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[18:45:28] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[18:45:29] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[18:45:29] [INFO] testing 'MySQL AND time-based blind (ELT)'

[18:45:29] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[18:45:29] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[18:45:30] [INFO] testing 'Oracle AND time-based blind'

[18:45:30] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[18:45:30] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)'

[18:45:30] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace'

[18:45:30] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[18:45:30] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_PIPE.RECEIVE_MESSAGE)'

[18:45:30] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY clause'

[18:45:30] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY clause'

[18:45:30] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_LOCK.SLEEP)'

[18:45:30] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_PIPE.RECEIVE_MESSAGE)'

it is recommended to perform only basic UNION tests if there is not at least one other (potential) technique found. Do you want to reduce the number of requests? [Y/n] n

[18:45:34] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'

[18:45:38] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'

[18:45:42] [INFO] target URL appears to be UNION injectable with 8 columns

[18:45:42] [WARNING] applying generic concatenation (CONCAT)

[18:45:42] [WARNING] if UNION based SQL injection is not detected, please consider and/or try to force the back-end DBMS (e.g. '--dbms=mysql')

[18:45:43] [INFO] testing 'Generic UNION query (NULL) - 11 to 20 columns'

[18:45:47] [INFO] testing 'Generic UNION query (random number) - 11 to 20 columns'

[18:45:51] [INFO] testing 'Generic UNION query (NULL) - 21 to 30 columns'

[18:45:55] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'

[18:45:59] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[18:46:03] [INFO] testing 'MySQL UNION query (NULL) - 11 to 20 columns'

[18:46:07] [INFO] testing 'MySQL UNION query (random number) - 11 to 20 columns'

[18:46:11] [INFO] testing 'MySQL UNION query (NULL) - 21 to 30 columns'

[18:46:15] [WARNING] GET parameter 'returnUrl' does not seem to be injectable

[18:46:15] [INFO] testing if parameter 'User-Agent' is dynamic

[18:46:15] [WARNING] parameter 'User-Agent' does not appear to be dynamic

[18:46:15] [WARNING] heuristic (basic) test shows that parameter 'User-Agent' might not be injectable

[18:46:15] [INFO] testing for SQL injection on parameter 'User-Agent'

[18:46:15] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[18:46:16] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery - comment)'

[18:46:16] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)'

[18:46:17] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL comment)'

[18:46:17] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft Access comment)'

[18:46:18] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause'

[18:46:19] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause (MAKE_SET)'

[18:46:20] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST)'

[18:46:21] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:46:22] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[18:46:22] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[18:46:22] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter replace'

[18:46:22] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[18:46:22] [INFO] testing 'Informix boolean-based blind - Parameter replace'

[18:46:22] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace'

[18:46:22] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[18:46:22] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[18:46:23] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

[18:46:23] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[18:46:23] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:46:23] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause (original value)'

[18:46:23] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:46:23] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[18:46:23] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY clause'

[18:46:23] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[18:46:23] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'

[18:46:24] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[18:46:25] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries (IF)'

[18:46:25] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:46:26] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'

[18:46:26] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)'

[18:46:26] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:46:26] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[18:46:27] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

[18:46:27] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONVERT)'

[18:46:27] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'

[18:46:28] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[18:46:28] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (UTL_INADDR.GET_HOST_ADDRESS)'

[18:46:28] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:46:28] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[18:46:29] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'

[18:46:29] [INFO] testing 'Vertica AND error-based - WHERE or HAVING clause'

[18:46:29] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[18:46:30] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE (EXTRACTVALUE)'

[18:46:30] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[18:46:30] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[18:46:30] [INFO] testing 'PostgreSQL error-based - Parameter replace'

[18:46:30] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace'

[18:46:30] [INFO] testing 'Oracle error-based - Parameter replace'

[18:46:30] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause (EXTRACTVALUE)'

[18:46:30] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause (FLOOR)'

[18:46:30] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'

[18:46:30] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'

[18:46:30] [INFO] testing 'Generic inline queries'

[18:46:30] [INFO] testing 'MySQL inline queries'

[18:46:30] [INFO] testing 'PostgreSQL inline queries'

[18:46:30] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[18:46:30] [INFO] testing 'Oracle inline queries'

[18:46:30] [INFO] testing 'SQLite inline queries'

[18:46:30] [INFO] testing 'Firebird inline queries'

[18:46:30] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[18:46:30] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

[18:46:31] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[18:46:31] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[18:46:31] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'

[18:46:31] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[18:46:31] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[18:46:31] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

[18:46:32] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

[18:46:32] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

[18:46:32] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

[18:46:32] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[18:46:32] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[18:46:33] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[18:46:33] [INFO] testing 'MySQL AND time-based blind (ELT)'

[18:46:33] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[18:46:34] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[18:46:34] [INFO] testing 'Oracle AND time-based blind'

[18:46:34] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[18:46:34] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)'

[18:46:34] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace'

[18:46:34] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[18:46:34] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_PIPE.RECEIVE_MESSAGE)'

[18:46:34] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY clause'

[18:46:34] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY clause'

[18:46:34] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_LOCK.SLEEP)'

[18:46:34] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_PIPE.RECEIVE_MESSAGE)'

[18:46:34] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'

[18:46:38] [INFO] testing 'Generic UNION query (random number) - 1 to 10 columns'

[18:46:42] [INFO] testing 'Generic UNION query (NULL) - 11 to 20 columns'

[18:46:45] [INFO] testing 'Generic UNION query (random number) - 11 to 20 columns'

[18:46:49] [INFO] testing 'Generic UNION query (NULL) - 21 to 30 columns'

[18:46:52] [INFO] testing 'MySQL UNION query (NULL) - 1 to 10 columns'

[18:46:56] [INFO] testing 'MySQL UNION query (random number) - 1 to 10 columns'

[18:47:01] [INFO] testing 'MySQL UNION query (NULL) - 11 to 20 columns'

injection not exploitable with NULL values. Do you want to try with a random integer value for option '--union-char'? [Y/n] y

[18:47:12] [WARNING] if UNION based SQL injection is not detected, please consider forcing the back-end DBMS (e.g. '--dbms=mysql')

[18:47:12] [INFO] testing 'MySQL UNION query (30) - 21 to 30 columns'

[18:47:24] [WARNING] parameter 'User-Agent' does not seem to be injectable

[18:47:24] [INFO] testing if parameter 'Referer' is dynamic

[18:47:24] [WARNING] parameter 'Referer' does not appear to be dynamic

[18:47:24] [WARNING] heuristic (basic) test shows that parameter 'Referer' might not be injectable

[18:47:24] [INFO] testing for SQL injection on parameter 'Referer'

[18:47:24] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[18:47:25] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (subquery - comment)'

[18:47:25] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (comment)'

[18:47:26] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (MySQL comment)'

[18:47:26] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause (Microsoft Access comment)'

[18:47:27] [INFO] testing 'MySQL RLIKE boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause'

[18:47:28] [INFO] testing 'MySQL AND boolean-based blind - WHERE, HAVING, ORDER BY or GROUP BY clause (MAKE_SET)'

[18:47:29] [INFO] testing 'PostgreSQL AND boolean-based blind - WHERE or HAVING clause (CAST)'

[18:47:30] [INFO] testing 'Oracle AND boolean-based blind - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:47:31] [INFO] testing 'Boolean-based blind - Parameter replace (original value)'

[18:47:31] [INFO] testing 'PostgreSQL boolean-based blind - Parameter replace'

[18:47:31] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Parameter replace'

[18:47:31] [INFO] testing 'Oracle boolean-based blind - Parameter replace'

[18:47:31] [INFO] testing 'Informix boolean-based blind - Parameter replace'

[18:47:31] [INFO] testing 'Microsoft Access boolean-based blind - Parameter replace'

[18:47:31] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL)'

[18:47:32] [INFO] testing 'Boolean-based blind - Parameter replace (DUAL - original value)'

[18:47:32] [INFO] testing 'Boolean-based blind - Parameter replace (CASE)'

[18:47:32] [INFO] testing 'Boolean-based blind - Parameter replace (CASE - original value)'

[18:47:32] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:47:32] [INFO] testing 'MySQL >= 5.0 boolean-based blind - ORDER BY, GROUP BY clause (original value)'

[18:47:32] [INFO] testing 'MySQL < 5.0 boolean-based blind - ORDER BY, GROUP BY clause'

[18:47:32] [INFO] testing 'PostgreSQL boolean-based blind - ORDER BY, GROUP BY clause'

[18:47:32] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - ORDER BY clause'

[18:47:32] [INFO] testing 'Oracle boolean-based blind - ORDER BY, GROUP BY clause'

[18:47:32] [INFO] testing 'HAVING boolean-based blind - WHERE, GROUP BY clause'

[18:47:33] [INFO] testing 'PostgreSQL boolean-based blind - Stacked queries'

[18:47:34] [INFO] testing 'Microsoft SQL Server/Sybase boolean-based blind - Stacked queries (IF)'

[18:47:34] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:47:35] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'

[18:47:35] [INFO] testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (UPDATEXML)'

[18:47:35] [INFO] testing 'MySQL >= 4.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[18:47:35] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[18:47:36] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

[18:47:36] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONVERT)'

[18:47:36] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (CONCAT)'

[18:47:37] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'

[18:47:37] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (UTL_INADDR.GET_HOST_ADDRESS)'

[18:47:37] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (CTXSYS.DRITHSX.SN)'

[18:47:37] [INFO] testing 'Firebird AND error-based - WHERE or HAVING clause'

[18:47:38] [INFO] testing 'MonetDB AND error-based - WHERE or HAVING clause'

[18:47:38] [INFO] testing 'Vertica AND error-based - WHERE or HAVING clause'

[18:47:38] [INFO] testing 'IBM DB2 AND error-based - WHERE or HAVING clause'

[18:47:39] [INFO] testing 'MySQL >= 5.1 error-based - PROCEDURE ANALYSE (EXTRACTVALUE)'

[18:47:39] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'

[18:47:39] [INFO] testing 'MySQL >= 5.1 error-based - Parameter replace (EXTRACTVALUE)'

[18:47:39] [INFO] testing 'PostgreSQL error-based - Parameter replace'

[18:47:39] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Parameter replace'

[18:47:39] [INFO] testing 'Oracle error-based - Parameter replace'

[18:47:39] [INFO] testing 'MySQL >= 5.1 error-based - ORDER BY, GROUP BY clause (EXTRACTVALUE)'

[18:47:39] [INFO] testing 'MySQL >= 4.1 error-based - ORDER BY, GROUP BY clause (FLOOR)'

[18:47:39] [INFO] testing 'PostgreSQL error-based - ORDER BY, GROUP BY clause'

[18:47:39] [INFO] testing 'Microsoft SQL Server/Sybase error-based - Stacking (EXEC)'

[18:47:39] [INFO] testing 'Generic inline queries'

[18:47:39] [INFO] testing 'MySQL inline queries'

[18:47:39] [INFO] testing 'PostgreSQL inline queries'

[18:47:39] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'

[18:47:39] [INFO] testing 'Oracle inline queries'

[18:47:39] [INFO] testing 'SQLite inline queries'

[18:47:39] [INFO] testing 'Firebird inline queries'

[18:47:39] [INFO] testing 'MySQL >= 5.0.12 stacked queries (comment)'

[18:47:39] [INFO] testing 'MySQL >= 5.0.12 stacked queries'

[18:47:40] [INFO] testing 'MySQL >= 5.0.12 stacked queries (query SLEEP - comment)'

[18:47:40] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'

[18:47:40] [INFO] testing 'PostgreSQL < 8.2 stacked queries (Glibc - comment)'

[18:47:40] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'

[18:47:40] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (DECLARE - comment)'

[18:47:40] [INFO] testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'

[18:47:41] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'

[18:47:41] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP)'

[18:47:41] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (SLEEP - comment)'

[18:47:41] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP - comment)'

[18:47:41] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind'

[18:47:42] [INFO] testing 'MySQL >= 5.0.12 RLIKE time-based blind (query SLEEP)'

[18:47:42] [INFO] testing 'MySQL AND time-based blind (ELT)'

[18:47:42] [INFO] testing 'PostgreSQL > 8.1 AND time-based blind'

[18:47:43] [INFO] testing 'Microsoft SQL Server/Sybase time-based blind (IF)'

[18:47:43] [INFO] testing 'Oracle AND time-based blind'

[18:47:43] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace'

[18:47:43] [INFO] testing 'MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)'

[18:47:43] [INFO] testing 'PostgreSQL > 8.1 time-based blind - Parameter replace'

[18:47:43] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_LOCK.SLEEP)'

[18:47:43] [INFO] testing 'Oracle time-based blind - Parameter replace (DBMS_PIPE.RECEIVE_MESSAGE)'

[18:47:43] [INFO] testing 'MySQL >= 5.0.12 time-based blind - ORDER BY, GROUP BY clause'

[18:47:43] [INFO] testing 'PostgreSQL > 8.1 time-based blind - ORDER BY, GROUP BY clause'

[18:47:43] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_LOCK.SLEEP)'

[18:47:43] [INFO] testing 'Oracle time-based blind - ORDER BY, GROUP BY clause (DBMS_PIPE.RECEIVE_MESSAGE)'

[18:47:43] [INFO] testing 'Generic UNION query (30) - 1 to 10 columns'

[18:47:49] [INFO] testing 'Generic UNION query (30) - 11 to 20 columns'

[18:47:53] [INFO] testing 'Generic UNION query (30) - 21 to 30 columns'

[18:48:08] [INFO] testing 'MySQL UNION query (30) - 1 to 10 columns'

[18:48:13] [INFO] testing 'MySQL UNION query (30) - 11 to 20 columns'

[18:48:19] [INFO] testing 'MySQL UNION query (30) - 21 to 30 columns'

[18:48:32] [WARNING] parameter 'Referer' does not seem to be injectable

[18:48:32] [ERROR] all tested parameters do not appear to be injectable. Try to increase values for '--level'/'--risk' options if you wish to perform more tests. If you suspect that there is some kind of protection mechanism involved (e.g. WAF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--random-agent', skipping to the next target

[18:48:32] [INFO] you can find results of scanning in multiple targets mode inside the CSV file 'C:\Users\mxbox\AppData\Local\sqlmap\output\results-07262022_0645pm.csv'



[*] ending @ 18:48:32 /2022-07-26/


image1.jpeg
P Prifysgol Cymru
% Y Drindod Dewi Sant
. University of Wales
Trinity Saint David





image3.png




image4.svg
   


image5.png




image6.svg
   


image7.png




image8.svg
   


image9.png




image10.svg
   


