Introducing Ipv6
(internet protocols version 6)



In this report we will discuss about internet protocols . What is their purpose , how they have been created and what are the benefits and threats from these two different type of protocols (ipv4 and ipv6).A bit of history first.
The first internet protocol is been developed in the United States at the early 1970.The purpose of it was communication between devices and sharing data. About that time no one was thinking for security or quality of service, however ipv4 has lasted more than 30 years and we still using it in the most cases. Entering in the new digital era in 21st century ,ipv4 slowly running out of his available addresses ,which was a lot maybe for 30 years ago, but not anymore. 
Ipv6 or Next generation internet protocol it is being designed at 1994.This protocol is installed on the most device even long time before to step into use .The format which ipv4 use is 32 bits , comparing to ipv6 which uses 128 bits of network.
As we know government agencies using around 60 % of the allocated Ipv4 addresses. Therefore the remain 40 % is shared worldwide.



In any case we will have to use eventually ipv6 , because his ancestor is getting limited over a time. Theoretically there is an around 4.3 billion of addresses. In many cases big corporations and company are obtaining these blocks of network. Unfortunately it is a way more over of what they might need , so some of this network are automatically lost. Another problem regarding ipv4 is that we are unable to reuse of relocate already the lost bits of network . If that was possible , ipv4 could be used much more efficient then now.
Considering that internet protocol version 4 is out for and in use for so long ,  the new version of it has the potential to last a much longer.   https://openlibrary.org/account/loans This Photo by Unknown Author is licensed under CC BY

Hagen , Silvia(2006) IPv6 Essentials Available at : URL   https://openlibrary.org/books/OL7581277M/IPv6_Essentials (Accessed 04 may 2020 )

The basic plan of releasing to an ipv6 is when the ipv4 is run out. However many companies which having a network trying to implement both protocols ,to avoid major networking moving .Many of the  machines which are already build for the last decade ,have already installed internet protocol version 6 . Another problem running both of the protocols at the same time (having a connection without any other additional technology ) it is they are not compatible.
Many of the big brand corporations such as Google and Facebook , have already going ipv6 on their network since 2012 . 
Major difference between internet protocols it is in that, version 6 protocol allows the direct connections to every device on internet .
No more limitation or NAT for the home and local computers.
T.C. (2002-2005 ) 6NET project Available at : URL
https://theconversation.com/thriving-market-for-dwindling-ip-addresses-is-a-good-commercial-reason-to-finally-adopt-ipv6-41528


What about security benefits over the older version of protocol ?
- Ipv6 allows end-to-end encryption.
- compatible with all devices and systems.
- Supporting [SEND] Protocol.

Regarding the benefits which we claimed over the old version of protocol , new internet protocol may occur with some problem as well. In case the setting on your firewall are not applied correctly ,you might become victim of malicious attacks. The deployment and of ipv6 is also kind of issue . The whole new system must be build and configured to the network. Plenty of space for mistakes. Also as we talk above , there is no bond connection between both protocols ,so in many cases if adoption is use to change it , it still might be working mainly over ipv4.
https://www.sophos.com/en-us/security-news-trends/security-trends/why-switch-to-ipv6.aspx Author - N/A.

Conclusion about comparing ipv4 and ipv6 is that version 4 it is very limited related to version 6.Many of the settings on the easy way of work and security levels are familiar . With the new level of technologies we may expect successful way for implementation . Many of the protocol types (DHCP,RDP,ARP) it will not be necessary for verification on first place . Technology grows every day and we have to grow along with  it.
http://wiki.linuxquestions.org/wiki/IPv6_deployment:conclusion (March 2005) http://wiki.linuxquestions.org/wiki/LQWiki:Copyrights . 


 			Network Scheme for Faculty’s Networks



For the first building (School of Applied Computing) we have 441  ip addresses required . We arranged the number from higher to lower for easier way to subnet.
Subnet – 190.168.0.0/19
Total Range – 190.168.0.1 – 190.168.31.254


Required host is 441 so in that case we will use this subnet : 190.168.0.0/22
Range -190.168.0.1 – 190.168.3.254  
	Sub No
	Name
	Host Required
	Subnet IP
	Range
	Subnet Mask
	Broadcast Address

	1
	Lab308
	120
	190.168.0.0/25
	190.168.0.1 -190.168.0.126
	255.255.255.128
	190.168.0.127

	2
	Lab410
	60
	190.168.0.128/26
	190.168.0.129-190.168.0.190

	255.255.255.192
	190.168.0.191

	3
	Lab301
	50
	190.168.0.192/26
	190.168.0.193-190.168.0.254 
	255.255.255.192
	190.168.0.255

	4
	Lab306
	40
	190.168.1.0/26
	190.168.1.1-190.168.1.62
	255.255.255.192
	190.168.1.63


	5
	Lab412
	36
	190.168.1.64/26
	190.168.1.65-190.168.1.126
	255.255.255.192
	190.168.1.127


	6
	Lab302
	30
	190.168.1.128/27
	190.168.1.129-190.168.1.158

	255.255.255.224
	190.168.1.159

	7
	Lab303
	30
	190.168.1.160/27
	190.168.1.161-190.168.1.190
	255.255.255.224
	190.168.1.191

	8
	Lab411
	30
	190.168.1.192/27
	190.168.1.193-190.168.1.222
	255.255.255.224
	190.168.1.223

	9
	Staff
	25
	190.168.1.224/27
	190.168.1.225-190.168.1.254
	255.255.255.224

	190.168.1.255

	10
	Lab305
	20
	190.168.2.0/27
	190.168.2.1-190.168.1.30
	255.255.255.224
	190.168.2.31



























For the second building ( School of Architecture, Built and Natural Environment) we have required 337 ip addresses.
So in this case we are using 190.168.6.0/23
The range of this network will be : 190.168.6.1 – 190.168.7.254


	Sub No
	Name
	Host Required
	Subnet Ip
	IP Range
	Subnet Mask
	Broadcast Address

	1
	Lab409
	60
	190.168.6.0/26
	190.168.6.1 – 190.168.6.62
	255.255.255.192
	190.168.6.63


	2
	Lab201
	54
	190.168.6.64/26
	190.168.6.65 – 190.168.6.126
	255.255.255.192
	190.168.6.127


	3
	Lab410
	45
	190.168.6.128/26
	190.168.6.129 – 190.168.6.190
	255.255.255.192
	190.168.6.191

	4
	Lab404
	35
	190.168.6.192/26
	190.168.6.193 – 190.168.6.254
	255.255.25.192
	190.168.6.255


	5
	Staff
	32
	190.168.7.0/26
	190.168.7.1-190.168.7.62

	255.255.255.192
	190.168.7.63

	6
	Lab303
	30
	190.168.7.64/27
	190.168.7.65-190.168.7.94
	255.255.255.224
	190.168.7.95

	7
	Lab205
	28
	190.168.7.96/27
	190.168.7.97-190.168.7.126
	255.255.255.224
	190.168.7.127

	8
	Lab404
	28
	190.168.7.128/27
	190.168.7.129-190.168.7.158

	255.255.255.224
	190.168.7.159

	9
	Lab202
	25
	190.168.7.160/27
	190.168.7.161-190.168.7.190

	255.255.255.224
	190.168.7.191






For the next network for School of Engineering ,Manufacturing and Logistics I have chosen to use this subnet scheme : 
190.168.8.0/23
Range of the network is : 190.168.8.1 – 190.168.9.254
We need 278 host ip addresses .


	Sub No
	Name
	Host Req
	Subnet IP
	Range
	Sub mask
	Broadcast 

	1
	Lab208
	90
	190.168.8.0/25
	190.168.8.1 – 190.168.8.126
	255.255.255.128
	190.168.8.127

	2
	Lab205
	50
	190.168.8.128/26
	190.168.8.129 – 190.168.8.190
	255.255.255.192
	190.168.8.191

	3
	Lab101
	35
	190.168.8.192/26
	190.168.8.193 – 190.168.8.254
	255.255.255.192
	190.168.8.255

	4
	Lab102
	30
	190.168.9.0/27
	190.168.9.1 – 190.168.9.30
	255.255.255.224
	190.168.9.31

	5
	Lab 103 
	30
	190.168.9.32/27
	190.168.9.33 – 190.168.9.62
	255.255.255.224
	190.168.9.63

	6
	Lab105
	25
	190.168.9.64/27
	190.168.9.65 – 190.168.9.94
	255.255.255.224
	190.168.9.95

	7
	Staff
	18
	190.168.9.96/27
	190.168.9.67 – 190.168.9.126
	255.255.255.224
	190.168.9.127







For the Open Access lab we need 240 pcs and 5 printers. In that case the total will be 245.
We can use – 190.168.10.0/24
The Range of this network is : 190.168.10.1 – 190.168.10.254
The addressing scheme provided bellow :


	Sub no
	Name
	Host req
	Sub ip
	Ip Range
	Sub Mask
	Broadcast Address

	1
	Open Lab
	245
	190.168.10.0/24
	190.168.10.1 – 190.168.10.254
	255.255.255.0
	190.168.10.255





For the last part of network (Test Centre ) we are required a small range of network – 15 pcs 1 ip phone 1 printer and 1 video camera . That makes 17 host in total.
We will use – 190.168.11.0/27
Range of this network – 190.168.11.1 – 190.168.11.30
Providing the scheme of the network:

	Sub No
	Name
	Hosts
	Subnet Ip
	Ip Range
	Subnet Mask
	Broadcast

	1
	Test centre
	17
	190.168.11.0/27
	190.168.11.1 – 190.168.11. 30
	255.255.255.224
	190.168.11.31




With this schemes above we manage to provide a fully functioning network for the Faculty . There is few bits of network saved for  a future expansion. On the second task it is wanted of us to create or assign Ipv6 address for 6 servers , which are located in the University building .The scheme will be displayed bellow :


	S no
	Name
	Ipv6 Address
	Pref Length
	Gateway

	1
	DNS
	2001:db8:acad:1::2
	/125
	2001:db8:acad:1::1

	2
	Email
	2001:db8:acad:1::3
	/125
	2001:db8:acad:1::1

	3
	Finance
	2001:db8:acad:1::4
	/125
	2001:db8:acad:1::1

	4
	Register
	2001:db8:acad:1::5
	/125
	2001:db8:acad:1::1

	5
	File
	2001:db8:acad:1::6
	/125
	2001:db8:acad:1::1

	6
	Print
	2001:db8:acad:1::7
	/125
	2001:db8:acad:1::1




In the last task has been required to assigned in Ipv6 Address link between MP and ISP.
In that case we need only Ip addresses in total. 
The scheme is represented as : 


	S no
	Name
	Ipv6 Address
	Prefix length
	Description

	1
	MP
	2001:db8:acad:1::8
	/127
	MP Interface

	2
	ISP
	2001:db8:acad:1::9
	/127
	ISP Interface



With this explanations and calculations we manage to describe and apply a network with around 2000 host id’s with a change to grow further.
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