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Review complex types of internet-dependent crimes. (2000 words)

During this essay I am going to be reviewing complex internet - dependent crimes. 

Cyber-Crimes are defined as: “The illegal usage of any communication device to commit or facilitate in committing any illegal act.” (Cyber Talents, 2022) 

The malicious link to hacking was first documented in as early as the 1970's when early computerized phones became a target and hackers were initially called ‘Phreakers,’. These individuals found a way to make long-distance calls through a series of codes by modifying software and hardware. (Panda Security, 2021) 

To describe cyber-crimes, according to Isha Upadhyay they can be categorised as three types named as individual, property and government. The individual category includes disseminating malicious or illegal information through the internet and digital-applications by one person. For example, cyber speaking, pornography distribution, and trafficking. The property category is where a criminal keeps bank or credit card information illegally, this to acquire money or to obtain personal information.
 The government category is the least frequent cyber- crime, but includes the most serious misconduct. When a cyber-crime against the government is committed it is named as cyber terrorism, This involves the hacking of websites, military websites, or the distribution of government propaganda. (Upadhyay, 2020)

Hacking is a method used to conduct an internet dependent crime, it is a general term used for a variety of activities that seek to compromise computers and also networks.
It refers to any unauthorised intrusion into a device, network or services. This infringes on the privacy of their owners and users and can aim to damage or compromise computer-based properties such as files, programs and websites. People who actively carry out this behaviour are referred to as hackers. 
 There are three main types of hacking. These include white hat hacking, black hat hacking and gray hat hacking. 
White hat hacking is referred to as ethical hacking, which is not categorised as a crime  and is always used in a positive manner. White hackers are often employed or contracted by major companies to help them improve their security by identifying vulnerabilities in their systems. The difference between the legality of this method of hacking, is that although the same method is used when illegal hacking is carried out initially, white hackers always obtain permission first from the owners of the system, making it ethical.
 Opposite to white hat hacking, is black hat hacking, which is often referred to as unethical. The hackers behind black hat attacks are usually driven by either personal, or financial gain although many other factors can motivate them to carry out their actions as well. Unlike white hat hackers, black hat hackers do not have permission from the owner to hack their system and therefore use phishing emails and compromised websites to download and install malicious software on potential victims computers and use it to steal all of the victims personal information, should they be successful. 
 There is a final method of hacking named gray hat hacking that is situated somewhere between the ethical and unethical hacking described above. Generally, gray hat hackers are never outright malicious, although some of their moves can be interpreted as such. 
A hacker of this nature may hack into a network without the owners permission to search for vulnerabilities. After doing so, the owner of the network is contacted in order to ask for a small feel to fix the issue. If the owner declines, hackers might share their fingers online and this invites their unethical associates to then exploit the vulnerabilities that have been found during the hacking. 
 There are many techniques that can be used to utilize hacking attacks, the most common form of cybercrime is named as phishing. 
 Phishing involves the mass-sending of emails from seemingly real addresses with the hope of tricking potential victims into opening the links or attachments included within the email. An example of this is when an email received is portrayed as a victims bank for instance, or a company whereby a money payment may be requested, therefore coaxing the receiving person to click on te available links and provide their password or carry out a payment. The website presented next is then fake and all information given is sent directly to the hacker.
 Another hacking method that is commonly used due to the extensive amount of people using public Wi-Fi to connect to the internet is known as Fake WAP. Hackers have developed software that allows them to fake a wireless access point known as WAP.
Victims connect to the WIFI system name of their choice, without any suspicion that the connection isn't legitimate. This instantly gives hackers access to their device allowing them to steal all of their personal data and files. (Software Lab, 2014 - 2021)

The malicious link to hacking was first documented in as early as the 1970's when early computerized phones became a target and hackers were initially called ‘Phreakers,’. These individuals found a way to make long-distance calls through a series of codes by modifying software and hardware. (Panda Security, 2021) 


According to Sunday Post, in the policing area of Scotland "during the year of 2020 to the year of 2021, an estimate of approximately 14,130 cyber-crimes were reported and recorded, this was in comparison to the estimated report of 7,240 during the years of 2019-2020." This has shown a dramatic, double increase of reports. Economically, "It is estimated that an extortionate figure of  £155,430,000 million is lost per year in reported cyber and fraud crime and not all of these crimes are reported" therefore meaning that this figure could be higher. (Sunday Post, Dundee, 2022)

 Emotionally, many victims of cyber-crime face reputational and financial repercussions, which can result in short or long term psychological repercussions.  According to a study conducted by Button et al in the year of 2020, fifty cybercrime victims were interviewed and it was found that most victims expressed a variety of negative psychologic repercussions, one of these repercussions being sadness due to the loss of irreplaceable photographs, important emails and most importantly, personal information.   Financially, regardless of what technique is used, victims of phishing will suffer from a financial loss. During the year of 2018, In the area of the United States, victims suffered a loss of 200 dollars where cybercriminals have obtained information from banking and credit cards. Google has also evidenced how extremely common Phishing attacks are by stating that they are responsible for blocking over a 100 million phishing emails daily, with an accuracy of 99.9 percent. 
 The COVID-19 pandemic had a significant increase on cyber-crime, this was due to a high number of people allocated to work-from-home, many students would conduct their education online and others would access entertainment within online networks. Due to this, the number of internet users worldwide exceeded tremendously. Companies such as Microsoft and Google had reported an increase of social engineering attacks. These attacks are where criminals impersonate a person of authority from an organisation, such as healthcare organisations involved with COVID.
The pandemic also caused mental confusion worldwide, therefore an ideal scenario for a cybercriminal to conduct social engineering attacks. (Wayne,2022) 

According to the National Crime Agency, cyber-crime, being a global threat threatens national security. The National Crime Agency focuses on tackling critical cyber incidents and the activity of the criminals and the services on which they depend and work closely with the regional organised crime units, the UK Police, international law enforcement partnerships such as Europol, the FBI and the Us Secret Service, therefore allowing intelligence to be shared. They also work alongside the private industry for further share information and to also make use of technical expertise. Although phishing attacks are increasing, individuals are becoming alert and therefore fewer people are becoming victims.  (National Crime Agency)
The initial investigation of cybercrimes involves working with victims.  During investigations, the investigators work with the owners of the attacked system to enable them to get a full understanding of the incident. During an instance where a full organisation is affected, the investigators rely on each individual in the organisation to get detailed information about each crime. Most victims, however, do not always want to get involved in cybercrime investigations because they fear further attacks. (Institute of ICT Professionals Ghana, 2022) 
Regarding Police being involved in the investigation of cyber-crime, research has suggested that law enforcement agencies in general are not equipped to investigate serious cybercrime even though some agencies have specialised units for cyber crime. Many frontline officers feel unprepared when dealing with these types of crimes, due to a having a lack of knowledge and access to resources.  A high majority of police officers show disinterest when dealing with crime that has no physical nature, therefore reinforcing the idea that crimes that do not occur in what is described as the real world, is less important. (Dixon, 2022) 
As the Police do work amongst other agencies, this enables police officers to deal with more serious and complex crimes.
Between the years of 2009 and 2013, Roman Seleznev hacked into more than 500 businesses and 3,700 financial institutions in the US and stole card details from them. He then sold these online, making tens of millions of dollars. He would target mostly small firms and in one case this led to the bankruptcy. Roman Selezy was convicted for 38 charges during April 2017, including hacking and wire fraud and initially sentenced to 27 years in prison, however in December 2017, he further sentenced to another 14 years relating to a separate case.   (TMB, 2022) 
Computers are susceptible to cyber crime due to a number of vulnerabilities within them. They are easily accessible and bypass firewalls can be utilised to allow hackers to get past many security systems. Capacity to store data in comparatively small space – The computer has the unique characteristic of storing data in a very small space. This makes it a lot easier for the people to steal data from any other storage and use it for their own profits.
Computers run operating systems that are programmed with millions of code in which human errors can happen during the programming stage, therefore allowing cyber criminals to take advantage of these gaps. Prosecuting the persons responsible for these crimes is challenging due to the ease of being able to destruct all data relating to the crime which results in the loss of evidence, disabling the investigation. 
Preventing a cyber attack adequately is impossible, however there are ways in which computer users can help prevent or slow down the process, for example, backing up data to prevent any loss if hardware issues or software failures.
Downloading Anti-virus software can also be a preventative measure as firewalls are activated onto computer systems, enabling the back up of all data to a cloud and also providing updates on all activities occurring on the computer. The security device also monitors incoming and outgoing traffic within the company network and if suspicious activity is suspected then It will allow and block all unwanted traffic.  
 
Creating a good password can also help prevent unauthorised access to devices and networks, including the use of using two-factor authentication for important accounts, submitting other information in addition to the original password, like biometric data and identity verification. The more complexed the password the harder it is for it to be identified. 
 
According to the Metropolitan Police Several million cases of fraud and of computer misuse are reported to the police every year, however many of these crimes could have been prevented from upholding preventative measures as listed above.  (Metropolitan Police, 2022)

Being prepared is also key for an emergency situation as it cannot be predicted when a cyber attack is going to strike. Upon an attack, it is vital to report it to the responsible national authority to the appropriate 24 hour 7 days a week accessible telephone and online services.
 
 There are helpful websites available including how to safe online, including Cyber Aware, Get Safe Online and the National Cyber Security Centre providing support.

Upon conclusion of research regarding internet dependent crime, it has become evident how frequently this method of crime is used and how much of a negative impact it has on it’s victims and the world globally. There are many repercussions of these actions economically and emotionally.
If the Police were to be victims of cyber crime, it would have a detrimental effect especially if breaches of confidentiality were conducted. 
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Critically examine the investigation of volume crime (2000 words)
During this essay I am going to critically examine the investigation of volume crime.
 
ACP0 (2009) Practice Advice on the Management of Priority and Volume Crime (The Volume Crime Management Model) (Second Edition) defines volume crime as “any crime which, through its sheer volume, has a significant impact on the community and the ability of the local police to tackle it. Volume crime often includes priority crimes such as street robbery, burglary and vehicle-related criminality, but can also apply to criminal damage or assaults” (College Of Policing, 2022)

Pickpocketing  a volume crime where pick pockets steal money or other valuables from their victims pockets without them actually noticing the theft at the time it is committed. Pick pockets are often found where there are lots of people, for example in restaurants and on public transportation where their actions can be easily disguised.
Another theft related crime is robbery, where a person takes property from a victim or place unlawfully, either alongside using force, or by threatening to use force. During the year of 2021, England and Wales's Police forces received 55,610 crime reports about robbery, which resulted in a 10% decrease from the year of 2020's figure of 61,409 reports of robbery, giving an overall crime rate of 0.93 per 1,000 people in 2021, and a rate of 1.0 per people for 2020. The most dangerous cities for robbery are known to be Westminster, Hackney and Haringey, with crime rates of 8, 4.7 and 4.6 per 1,000 residents and the most dangerous region being West Midlands, which in the year of 2021, recorded a robbery rate of 2.5 offences per 1,000 people in 2021. The second most dangerous area is London with a crime rate of 2.5, followed by Bristol in third with a robbery rate of 1.8 per 1,000 residents. The safest area in England and Wales for robbery however, is Milton Keynes, which had a crime rate of 0.16 in 2021. The next safest area is Swansea, followed by Plymouth in third place, with crime rapes per 1,000 of 0.45 and 0.58 respectively. (2022 Brighton Analytics Limited)
According to Amanda Robinson and Nick Tilley the four offences of burglaries of dwelling houses, burglaries in buildings, thefts from motor vehicles and thefts of motor vehicles typically account for a third of recorded crime in England and Wales. Investigating volume crime is a major challenge to the police service and detection rates do not match those achieved regarding personal crimes, such as violent or sexual offences.  Research has shown that there has been a heavy investment regarding the improvement of forensic techniques in recent years in England and Wales however, to assist with the investigations of Volume Crime. This is due to the development of the National Automatic Fingerprint Identification System and the national DNA database, therefore allowing forensic techniques to generate a sizable proportion of first links between suspects and also volume crime offences.  It is decided by the initial call takers whether or not an officer should be dispatched to a scene where a volume crime has taken place and at what priority this should take place. If as a result of the initial report, it is not necessary for a rapid response, then some basic command units will take details of the crime via telephone and will review the case before decided whether or not an officer will attend, this can also be decided by a supervisor.  Regarding volume crime and the investigation of suspects conducted by police, the percentages of suspects identified occurred within 18% of cases, suspects arrested in 8.3% of cases, charged or cautioned suspects in 7.2% of cases, prosecution in 6.2% of cases, cases detected through an offender requesting that the case is to be taken into consideration, 5.9% of all cases and successful convictions with a 4.3% of cases. (Robinson, Tilley 2009)
When police investigate burglary, this occurs in two stages. The first stage is driven by the characteristics of the burglary which influences the solvability of the crime and also what resource inputs are required, including the initial patrol response, investigations when at the scene, the questioning of witnesses and also scenes of crime officers collecting available forensic examples. The second stage involves detectives who undertake further investigation of cases including visiting the scene of the crime, matching suspect descriptions to offenders that are already known, conducting vehicle checks, observing forensic test results and tracing stolen property.  In only a fifth of cases are burglars caught at or near the scene during the first stage of the investigation, the rest were caught in nearby streets requiring supporting evidence and further investigation.  (Coupe, 2014)
For Police to be able to deal and investigate volume crimes, witness information and the preservation of evidence, including pictures from security cameras, fingerprints, and DNA are extremely important as well as witnesses being questioned as soon as possible before their recollections disappear in line with the golden hour principles. (Polisen, N.D) 
Gathering all relevant evidence in an investigation is referred to as 'The Golden Hour', which is the term used for the period immediately following the commission of an offence when all evidential materials are readily available. Conducting this positive action immediately following the report of a crime minimises the attrition of material and maximises the chance of securing the material that could be admissible in court. 

For example, obtaining victim or witness statements as soon as practicably possible after an offence is important as there is a less chance of interference regarding each person’s individual account as discussing the event can lead to the information being changed or contaminated. The period of investigation is not limited to just one hour however and can continue for hours if not days, in the event of a serious investigation.  (Deane, 2019)

After an incident has been reported it is crucial that the crime scene is protected so that evidence that is recognised as needed can be recovered without being lost or damaged, taking evidential photos or recording the scene. Looking for key evidence including footprints, marks left by any weapons or tools used in the commission of the offence, gathering any DNA opportunities such as fingerprints, fibres, blood hair or any materials such as paint or glass whilst recording and storing all exhibits correctly in protective packaging and arranging for the specimens to be sent for analysis.  

According to the college of Policing, most volume crime investigations are conducted by a sole investigator, assisted in varying degrees by crime scene examiners or other specialists. During these cases the investigator has to prioritise their investigative actions, some of which will be evident from the initial attendance to the victim or when at the crime scene (College Of Policing, 2022)

There is a model relating to volume crime named the Volume Crime Management Model (VCMM), this can be applied to any operational policing environment. It has been designed to improve performance by managing the investigation of volume crime and ensures that all police staff are fully aware of what is expected of them whilst investigating these crimes. This can be achieved through standard administrative procedures supported by effective supervision. 
 
The Volume Crime Management Model is a set of standards, practices and policies that builds on existing activities. It relies on the National Intelligence Model (NIM) products to determine its delivery by identifying priorities and the tactical deployment of resources. It is also compatible with Neighbourhood Policing, which can assist in tackling local issues and problem solving. The VCMM is applied through the acceptance of minimum standards and enforced by key roles such as principal screener and evidence review officers, whilst defining structures and processes that can be applied in the management of volume crime. Its purpose, however, is not to provide tactical menus to address various volume types. 

The Volume Crime Management Model also works by firstly defining the volume crime or crimes that the model will apply to as identified in the control strategy, determined by the strategic assessment. The tactical assessment and Tasking and coordination group known as the TCG will decide how those offences, designated as volume crimes will be tackled, therefore allowing sufficient flexibility to police basic command units to use the VCMM in accordance with their priorities. 
The VCMM model can also be used as a generic crime management model or can be restricted to particular crime types, trends and locations. 
 When the approach to tackling volume crime has been decided, the Volume Crime Management Model can then be applied through the elements of call handling and the initial investigation, the primary investigation and the recordings of each crime, the management and administration of the crime, the secondary investigation and then suspect management.  (ACPO NPIA, 2009) 


Linking suspects to each volume crime can be difficult, especially burglaries and vehicle crimes, as the offenders generally try to avoid contact with their victims and are often careful to not leave traces that would enable them to be identified. 
The links occurring at, or around the scene of crime fall into two main categories.
The suspects can occasionally be caught directly because of the initial police investigation. On occasions the perpetrator can be caught during the commission of the offence or in the vicinity where the crime took place or the offender has left some trace of his/her presence, principally through fingerprints, DNA or CCTV that were collected after the crime and were able to identify the perpetrator. 
The suspects can also be identified based on information that arrives after the offence has taken place through intelligence associations derived from informants to the Police, through targeting known prolific offenders, or where the suspect has been previously linked through using stolen motor vehicles in the commission of other crimes or being found with stolen property. 
Some identifications take place from stop and search activities, random police patrols unrelated to the specific investigation, or where the suspect was stopped for driving dangerously or acting suspiciously.  

Volume crimes, due to their nature, are harder to investigate, and consequently, to detect, mainly because in the majority of cases a suspect is absent. What also makes it difficult is that volume crime is hard to detect and therefore this is responsible for it’s high popularity among the offenders. Some of these crimes also make it difficult for police to examine the scene due to a small amount of investigative time, influencing offenders to continue committing these crimes. Police rely on various factors to assist with their performance of crime detecting, such as crime diversity.  (Zabirko, 2021) 
Upon conclusion of volume crime, it is evident that there are many different ways in which offenders can successfully commit these crimes. It is also evident that police officers have difficulty investigating volume crime and require forensic assistance. Statistically it is staggering how many robberies take place annually in England and Wales and how much of a low percentage of suspects are prosecuted. 
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	GUIDANCE FOR STUDENTS IN THE COMPLETION OF TASKS



NOTE: The guidance offered below is linked to the five generic assessment criteria overleaf.

1. Engagement with Literature Skills

Your work must be informed and supported by scholarly material that is relevant to and focused on the task(s) set. You should provide evidence that you have accessed an appropriate range of sources, which may be academic, governmental and industrial; these sources may include academic journal articles, textbooks, current news articles, organisational documents, and websites.  You should consider the credibility of your sources; academic journals are normally highly credible sources while websites require careful consideration/selection and should be used sparingly.   Any sources you use should be current and up-to-date, mostly published within the last five years or so, though seminal/important works in the field may be older.  You must provide evidence of your research/own reading throughout your work, using a suitable referencing system, including in-text citations in the main body of your work and a reference list at the end of your work. 

Guidance specific to this assessment: 

Refer to reading list to help you find relevant sources. Do not use Wikipedia or ‘red top’ newspapers’ these sources are not reliable, try to use governmental sources and reliable journal articles and books. 

2. Knowledge and Understanding Skills

At level 5, you should be able to demonstrate: sound knowledge and critical understanding of the well-established concepts and principles of the subject area and the way in which those principles have developed; knowledge of the main methods of enquiry in the discipline.  Knowledge relates to the facts, information and skills you have acquired through your learning.  You demonstrate your understanding by interpreting the meaning of the facts and information (knowledge). This means that you need to select and include in your work the concepts, techniques, models, theories, etc. appropriate to the task(s) set.  You should be able to explain the theories, concepts, etc. meaningfully to show your understanding.  Your mark/grade will also depend upon the extent to which you demonstrate your knowledge and understanding. 

Guidance specific to this assessment: You should demonstrate that you have understood what we have discussed in lectures and tutorials. Do not simply reproduce power point slides, show understanding and expand your knowledge by reading. 

3. Cognitive and Intellectual Skills

You should be able to critically analyse information, and propose solutions to problems arising from that analysis, including the critical evaluation of the appropriateness of different approaches to solving problems. Your work must contain evidence of logical, analytical thinking, evaluation and synthesis. For example, to examine and break information down into parts, make inferences, compile, compare and contrast information.  This means not just describing what! But also justifying: Why? How? When? Who? Where? At what cost? At all times, you must provide justification/evidence for your arguments and judgements.  Evidence that you have reflected upon the ideas of others within the subject area is crucial to you providing a reasoned and informed debate within your work.  Furthermore, you should provide evidence that you are able to make sound judgements and convincing arguments using data and concepts, with an understanding of the limits of knowledge, and how this influences analyses and interpretations. Sound, valid conclusions are necessary and must be derived from the content of your work.   Where relevant, alternative solutions and recommendations may be proposed.

Guidance specific to this assessment: 
Do not show bias in your assignment you should present a balanced argument putting forward different perspectives on the topic for example can states commit ;’terrorism’? some would argue that they can whilst others would disagree. 

4. Practical Skills

At level 5, you should be able to use/deploy a range of established techniques within the discipline, and apply underlying concepts and principles outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. You should be able to demonstrate how the subject-related concepts and ideas relate to real world situations and/or a particular context.  How do they work in practice?  You will deploy models, methods, techniques, and/or theories, in that context, to assess current situations, perhaps to formulate plans or solutions to solve problems, or to create artefacts, some of which may be creative.  This is likely to involve, for instance, the use of real world artefacts, examples and cases, the application of a model within an organisation and/or benchmarking one theory or organisation against others based on stated criteria.  You should show awareness of the limitations of concepts and theories when applied in particular contexts.

Guidance specific to this assessment: You might use ‘real world’ examples to highlight your arguments, for example why might one group be labelled ‘terrorist’ whilst another is not, is it the intended target? Or the ideology?




5. Transferable Skills for Life and Professional Practice 

Your work must provide evidence of the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.  This includes demonstrating: professional development to advance existing skills and acquire new competences that will enable you to assume significant responsibility within organisations; that you can initiate and complete tasks and procedures, whether individually and/or collaboratively; that you can use appropriate media to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences; fluency of expression; clarity and effectiveness in presentation and organisation. Work should be coherent and well-structured in presentation and organisation.


Guidance specific to this assessment: Put into practice what you have learned in Academic skills to structure your work so that it flows from one logical argument to the next using ‘linking’ words and sentences. Demonstrate you effective referencing skills. 







































	
STUDENT FEEDBACK FORM



This section details the extent to which the assessment criteria are demonstrated by you, which in turn determines your mark. The marks available for each category of skill are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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	Generic Assessment Criteria 
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
.
	15
	

	





	
	

	
	
	

	2. Knowledge and Understanding Skills

	25
	

	





	
	

	
	
	

	3. Cognitive and Intellectual Skills

	25
	

	





	
	

	
	
	

	4. Practical Application Skills

	25
	

	





	
	

	
	
	

	5. Transferable Skills for Life and Professional Practice

	10
	

	



	
	

	
	
	



	Assessment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	%

	
	Up to 1 week late (40% Max)
	
	

	
	Over 1 week late (0%)
	
	









	GENERIC ASSESSMENT CRITERIA



	Level 5

	In accordance with the Framework for Higher Education Qualifications, at the end of Level 5 students will be expected to have developed sound knowledge and critical understanding of the well-established concepts and principles in their field of study, and of the way in which those principles have developed.  They will have learned to apply those concepts and principles more widely outside the context in which they were first studied, including, where appropriate, the application of those principles in an employment context. They will have knowledge of the main methods of enquiry in the subject area, and ability to evaluate critically different approaches to problem solving. They will possess an understanding of the limits of their knowledge, and how this influences their analyses and interpretations.  They will be able to use a range of established techniques to initiate and undertake critical analysis of information, and to propose solutions to problems arising from that analysis. They will be able to effectively communicate information, arguments and analysis in a variety of forms to specialist and non-specialist audiences, and deploy key techniques of the discipline effectively. They will be able to undertake further training, develop existing skills and acquire new competences that will enable them to assume significant responsibility within organisations.  They will have the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.



	Level 5
	FAIL
	MARGINAL FAIL
	SATISFACTORY
(3rd / Pass)
	GOOD
(2.2 / Pass)
	VERY GOOD
(2.1 / Merit)
	EXCELLENT
(1st / Distinction)
	EXCEPTIONAL
(1st / Distinction)

	Category
	0-29%
	30-39%
	40-49%
	50-59%
	60-69%
	70-84%
	85-100%

	Engagement with literature (including reading, referencing,
academic conventions and
academic honesty) 
	Little or no evidence of reading and/or reliance on inappropriate sources.
Views and findings mostly unsupported and non-authoritative.
Referencing conventions used incoherently or largely absent.
	Poor engagement with essential reading. No evidence of wider reading. Reliance on inappropriate sources, and/or indiscriminate use of sources. Heavily reliant on information gained through class contact. Inconsistent and weak use of referencing.
	Engagement with a limited range of mostly relevant and credible sources. Some omissions and minor errors.
Referencing conventions evident though not always applied accurately or consistently.
	Engagement with an appropriate range of literature, including sources retrieved independently. Some over-reliance on texts. Referencing may show minor inaccuracies or inconsistencies.
	Engagement with a wide range of literature, including sources retrieved independently.
Selection of relevant and credible sources.  Very good use of referencing, with no/very few inaccuracies or inconsistencies.
	Engagement with an extensive range of relevant and credible literature. Consistently accurate application of referencing. 
	Exceptional engagement with an extensive range of relevant and credible literature. High-level referencing skills consistently applied.

	Knowledge and understanding (Sound knowledge and critical understanding of the well-established concepts and principles in their field of study; knowledge of the main methods of enquiry in the discipline.) 
	Major gaps in knowledge with unsatisfactory, uncritical understanding of the subject matter. Much irrelevant material.  Substantial inaccuracies. Significantly flawed understanding of the main methods of enquiry in the discipline.
	Fragmentary knowledge, with only superficial critical understanding. Some significant inaccuracies and/or irrelevant material.  Incomplete or partially flawed understanding of the main methods of enquiry in the discipline.
	Limited but adequate knowledge and critical understanding of the well-established concepts and principles within the subject area, with a few gaps in the selection of material. A narrow critical understanding of the main methods of enquiry. 
	Knowledge is reasonably detailed and accurate. A good critical understanding of the well-established concepts and principles and the main methods of enquiry, with minor gaps in the selection of material.
	Knowledge is reasonably extensive.  Exhibits very competent critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry.  Breadth and depth of knowledge.
	Excellent, detailed knowledge and highly critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. 
	Exceptionally detailed knowledge and outstanding critical understanding of the well-established concepts and principles of the subject and the main methods of enquiry. May go beyond established theories.

	Cognitive and intellectual skills 
(Critical evaluation and analysis of concepts and principles; argument and judgement; the limits of their knowledge, and how this influences their analyses and interpretations.) 
	Wholly or almost wholly descriptive work. Little or no critical evaluation and analysis of concepts and principles.
Failure to develop arguments, leading to illogical or invalid judgements. Unsubstantiated generalisations or opinion, made without use of any credible evidence.

	Largely descriptive work, with superficial use of critical evaluation and analysis of concepts and principles. Weak development of arguments and judgements. Information accepted uncritically, uses generalised statements made with scant evidence and unsubstantiated opinions. Ideas sometimes illogical and contradictory.
	Limited attempt at critical evaluation and analysis of concepts and principles, tending towards description.
Some evidence to support arguments and judgements but these may be underdeveloped, with a little inconsistency / mis-interpretation or failure to fully recognise limits of knowledge.


	Some critical evaluation and analysis of concepts and principles, though descriptive in parts. 
An emerging awareness the limits of their knowledge and ability to use evidence to support the argument though with some tendency to assert/state opinion rather than argue on the basis of reason and evidence.
Mostly valid arguments and logical judgements. 
	Sound critical evaluation and analysis of concepts. Is selective in the range of evidence used and synthesises rather than describes. Ability to devise arguments that show awareness of different stances, and use evidence convincingly, to support appropriate and valid judgements. 
	Excellent critical evaluation and analysis of concepts and principles leading to logical, evidence-based, reasoned arguments and judgements. Explicit recognition of other stances and a strong awareness of the limits of their knowledge.
A capacity for independent thought and ability to ‘see beyond the question’, suggesting some grasp of the broader field and wider concepts.
	Outstanding critical evaluation and analysis of concepts and principles.  Uses evidence exceptionally well to connect ideas, and support highly logical and persuasive, arguments and judgements. Evidence of independent thought and ability to ‘see beyond the question’, suggesting a clear grasp of the broader field and wider concepts. Perceptive recognition of the limits of their knowledge, and how this influences their analyses and interpretations.

	Practical skills
(Apply underlying concepts and principles more widely outside the context in which they were first studied; use a range of established techniques; propose solutions to problems arising from analysis.)
	Limited or no use of established methods, materials, tools and/or techniques.
Little or no appreciation of the context of the application.
Limited understanding of the application of theory to practice or making appropriate links between the two.
Very weak problem-solving skills outside the context in which they were first studied. 
	Rudimentary application of established methods, materials, tools and/or techniques but without consideration and competence. Flawed appreciation of the context of the application.
Weak understanding of the application of theory to practice, with only occasional evidence of making appropriate links between the two. Weak problem-solving skills outside the context in which they were first studied. 


	An adequate awareness and mostly appropriate application of established methods, materials, tools and/or techniques.
Basic appreciation of the context of the application. Theoretical knowledge and understanding applied in practice, but not always making logical links between the two.
Can identify problems and propose basic solutions outside the context in which they were first studied. 
	A good and appropriate application of established methods, materials, tools and/or techniques.
Clear appreciation of the context of the application. Mainly consistent, accurate and logical application of theory to practice, making appropriate links between the two.
Can identify problems and propose mostly appropriate solutions outside the context in which they were first studied.
	A very good application of a range of established methods, materials, tools and/or techniques.
Very good consideration of the context of the application, with perceptive insights. Consistent, accurate and logical application of theory to practice, making appropriate links between the two. Can identify problems and propose appropriate solutions outside the context in which they were first studied.
Evidence of some creativity. 
	An advanced application of a range of established methods, materials, tools and/or techniques.
The context of the application is well considered, and insightful.
Consistent, accurate and logical application of theory to practice, making well-developed links between the two. Can identify problems and propose excellent, creative solutions outside the context in which they were first studied. 
	Exceptional levels of application and deployment skills using established methods, materials, tools and/or techniques.  Consistent, accurate and logical application of theory to practice, making highly developed links between the two. Can identify routine and non-routine problems and propose quite sophisticated, creative solutions outside the context in which they were first studied. 

	Transferable skills for life and professional practice
(Effectively communicate in a variety of forms
to specialist and non-specialist audiences;  the qualities and transferable skills necessary for employment requiring the exercise of personal responsibility and decision-making.)
	Communication medium is inappropriate or misapplied.
Work is poorly structured, disorganised and/or confusingly expressed. Very weak use of language and/or very inappropriate style. Failure to work effectively as part of a group. Little or no evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.


	Communication medium is poorly designed and/or not suitable for the audience. 
Work is poorly presented in a disjointed manner. It is loosely, and at times incoherently, structured, with information and ideas often poorly expressed. Weak use of language and/or inappropriate style. Flawed approach to group work, meeting only partial obligations to others. Limited evidence of the skills for employment requiring the exercise of personal responsibility and decision-making.
	Can communicate in a suitable medium for the audience but with some room for improvement. 
Mostly ordered presentation and structure in which relevant ideas / concepts are reasonably expressed. Work may lack coherence in places. Can work as part of a group, meeting most obligations to others but perhaps with limited involvement in group activities.
Demonstrates the basic skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of minor weakness.
	Can communicate effectively in a suitable medium for the audience, but may have minor errors.
Mostly coherent, organised work, in a suitable structure and is for the most part clearly expressed. Can work effectively independently and/or as part of a team, with clear contribution to group activities. 
Demonstrates the skills for employment requiring the exercise of personal responsibility and decision-making, with some areas of strength and some of minor weakness.
	Can communicate well, confidently and consistently in a suitable medium for the audience.
Work is coherent, fluent, well-structured and organised. Can work very well autonomously and/or as part of a team, with very good contribution to group activities. 
Demonstrates very good skills for employment requiring the exercise of personal responsibility and decision-making, with just occasional minor weakness.
	Can communicate professionally confidently and consistently in a suitable medium for the audience.
Work is coherent, very fluent and is presented proficiently. Can work autonomously with initiative. Where relevant can work professionally within a team, showing leadership skills as appropriate, and meeting obligations. Demonstrates excellent skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.

	Can communicate with an exceptionally high level of professionalism, highly suitable for the audience. 
Work is exceptionally coherent, very fluent and is presented professionally. Can work exceptionally well within a team, showing leadership skills. Demonstrates exceptional skills for employment requiring the exercise of personal responsibility and decision-making and an appetite for further development.
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