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Abstract
The aim of this report is to explain the vulnerabilities of the network Che-Si uses, provide a working example by implementing an attack that Che-Si could be the victim of, and to provide solutions to mitigate these vulnerabilities and recommendations to add to their current policy.
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Introduction
Che-Si are a construction company that has many site offices all over the world. Che-Si use Video Conferencing facilities, cloud storage facilities, and the latest electronic communication tools so they can contact both their clients and site offices 24/7. This allows Che-SI to keep both efficiency and effectiveness in their operations. To further improve their efficiency and productivity, Che-Si have policies in place that allow staff members, clients and vendors to access their network from any location and device. There are many advantages of teleworking to businesses, such as “Telework increases personal freedom and flexibility, thereby improving morale and decreasing stress” [1] “Telework can enable reduced demand for office space as well as reduced facility operating costs.“ [1] and “Telework allows for optimal use of technological advances.” [1] Tasks such as using CAD to design plans for building can be done at home, as employees can easily discuss plans using video conferencing rather than doing it in person, allowing them to reap the benefits, some of those I’ve mentioned above. However, with most things in life, and technology especially, there are close to if not equal disadvantages that range from minor inconveniences, to huge problems that can threaten the livelihood of people and businesses. However, with the proper precautions, many of the disadvantages can be mitigated or outright removed. I plan to expose the existing flaws in Che-Si’s IT Security policies and infrastructure, and propose guidelines and techniques to both mitigate the vulnerabilities and threats to Che-Si’s systems, and to teach staff members, vendors and clients how to responsibly use their personal devices to ensure the safety of their selves, fellow staff and Che-Si’s systems. 
Vulnerabilities, Threats, and Attacks Che-Si Could Face
Che-Si’s Network Infrastructure
Che-Si’s network makes use of a Wide Area Network (WAN). A WAN is “a large network of information that is not tied to a single location. WANs can facilitate communication, the sharing of information and much more between devices from around the world through a WAN provider.“ [2] This allows those related to the business such as staff members to access the network from anywhere, improving Che-Si’s efficiency and productivity as work can be done at home and not strictly from business sites. This does however introduce many possibilities for hackers to exploit the vulnerabilities of this network and the policies put in place by Che-Si. It is important that the proper mitigations are put in place, without impacting the performance of the network and the efficiency and effectiveness of Che-Si’s operations. 


Vulnerabilities, Attacks and Threats
     Firstly, starting on the most common attacks against businesses are phishing attacks. Expert Insights reported on June 1st, 2020 that “Phishing accounts for 90% of all breaches that organizations face, they’ve grown 65% over the last year, and they account for over $12 billion in business losses.”. [3] Cisco defines Phishing attacks as “the practice of sending fraudulent communications that appear to come from a reputable source. It is usually done through email. The goal is to steal sensitive data like credit card and login information, or to install malware on the victim’s machine.” [4] If pulled off, hackers could install malware onto the victim’s device, or to trick them to giving the hacker their login details. If a hacker were to gain access to a staff member’s device or their login details to access Che-Si’s Network, they could steal data that can be used to gain access to bank accounts of the business or its employees, or use data for blackmail purposes if they fail to steal money directly from the Che-Si’s and/or staff member’s bank accounts. They could also install malware onto the network to cripple its performance.
In my opinion, the most problematic attack a business such as Che-Si could experience due to their current IT security policies and WAN network is a man-in-the-middle attack (MITM). A MITM attack is where “a third-party intercepts a communication between users (or machines).” [5] The Internet Society goes onto say that “MITM attacks usually take two forms: the first is where an adversary may want to read the contents of a message; the second would involve the adversary changing the contents of the message or otherwise modifying the communication, like infecting a victim with malware. The first is an attack on the confidentiality of the message, the second an attack on its integrity.” [5] A hacker could either read the data being sent, such as passwords for sites or business emails, or hide malware in the data to gain access or damage the victims PC. If a hacker were to intercept the login details of a staff member for Che-Si’s network, they could gain access to the network and install malware and start stealing important data such as bank details or personal details for fraud for example.
Design and Implementation
Weak Points/Vulnerabilities and Demonstration Design
To implement a MITM, I am going to be using ubuntu to intercept data from another device on my network. This is to simulate a hacker on public Wi-Fi, that then uses the terminal to find the IP of their device (ifconfig), of the router (Using ip route show), and to find devices on the network using ‘sudo nmap -sn’ followed by the IP address range and subnet mask (Found out after the hacker finds their own IP address, usually 192.168.1.0/24).

Implementation
Firstly, the hacker enables port forwarding on their device, by running the command below:
[image: ]

Then using the information, I just discussed, the hacker runs this command: (I’ve removed my own IP addresses as a note)
[image: ]Sudo -s arpspoof -i [Network Interface Name] -t [Victim IP] [Router IP]

The hacker is now forwarding packets from the victim to the router. He know uses this command to intercept packets from the router to the victim:
Sudo -s arpspoof -i [Network Interface Name] -t [Router IP] [Victim IP]

[image: ]
Now that the hacker is intercepting the victim’s data, they can run commands to see both the victim’s images that they view and URLs that they visit. Firstly, to see the images accessed by the victim, the hacker runs the following command:

Sudo -s driftnet -i [Network Interface Name]

[image: ]



After doing so, they are presented with this screen:
[image: ]











The victim’s device then accessed reddit, during this time all images on the victim’s device were also being shown on driftnet:
[image: ]The hacker then ran this code to receive information about the websites that the victim accesses:
[image: ]urlsnarf -i [Network interface name]

These are some of the websites the hacker received.
[image: ]
[image: ]



Outcome of Implementation
It is also possible to intercept inputs such as usernames and passwords for certain sites if the user must sign in. The implemented attack is only one example of a MITM attack, there are other types of MITM attacks, such as DHCP spoofing, HTTPS spoofing, etc… When stealing data can be as simple as this, it is key that we do whatever it takes to mitigate these threats.
Mitigation Strategies
Importance of Mitigations Strategies
When ensuring the safety of a network and its users, it’s always better to be proactive, not reactive. It is always best to deploy strategies for mitigation from the get-go, rather than trying to actively stop an attack whilst it is happening. This is because most attacks hackers initiate are meant to deceive and make you believe you are safe, when in reality it is the opposite, phishing being a prime example of this. This means most victims and organisations don’t realise they are a victim of cybercrimes until hackers want you to know, for example to blackmail, or after the attack has been successful. Even if you do realise you are being attacked, it is often hard to fight back against hackers, as it is often too late to secure yourself as you have very little time before hackers get what they want.
The Use of Digital Signatures and Data Encryption to Cybersecurity
Digital signatures are “a mathematical algorithm routinely used to validate the authenticity and integrity of a message “, [8] the CISA goes on to say “Digital signatures create a virtual fingerprint that is unique to a person or entity and are used to identify users and protect information in digital messages or documents.” [8] Firstly, the person sending the data or document can run it through a hashing algorithm, known as a cryptographic hash function, which “is a fixed-length string of numbers and letters generated from a mathematical algorithm and an arbitrarily sized file such as an email, document, picture, or other type of data. This generated string is unique to the file being hashed and is a one-way function.”. [8] This is done as “Hashing can show that data has not changed in transmission” [9] Hashing on its own however “cannot demonstrate that the data originated with its supposed author. To do that, a digital signature should be used.” [9] 
     “Digital signatures work by proving that a digital message or document was not modified—intentionally or unintentionally—from the time it was signed. Digital signatures do this by generating a unique hash of the message or document and encrypting it using the sender’s private key. The hash generated is unique to the message or document, and changing any part of it will completely change the hash.” [8] “Once completed, the message or digital document is digitally signed and sent to the recipient. The recipient then generates their own hash of the message or digital document and decrypts the sender’s hash (included in the original message) using the sender’s public key. The recipient compares the hash they generate against the sender’s decrypted hash; if they match, the message or digital document has not been modified and the sender is authenticated.” [8] This is crucial when sending important documents such as financial documents, as hackers may try to report incorrect sales figures by altering the document. Che-Si can use digital signatures to verify if the document has been altered during transit to avoid this. 
     Also, as stated, VPNs will encrypt data during transit. So, if a hacker initiates a MITM attack like the one I implemented previously, they will not be able to decrypt the data as they do not have the decryption key. This makes encryption a great tool to mitigate attacks from hackers as the data they collect will be unreadable.
Updates to Che-Si’s Existing Policies
[bookmark: _Hlk60996653]     Firstly, to mitigate Phishing attacks against Che-Si and its staff members, the National Cyber Security Centre recommends a multi-layered approach. There are four layers to this approach. Layer 1: “Make it difficult for attackers to reach your users” [10], Layer 2: “Help users identify and report suspected phishing emails” [10], Layer 3: “Help users identify and report suspected phishing emails” [10], and Layer 4: “Help users identify and report suspected phishing emails” [10]. Layer 1 involves “employing the anti-spoofing controls: DMARC, SPF and DKIM” [10] for business emails if possible on the network, and if it can’t, remind and train staff members to do so. Filtering and blocking emails using anti-spoofing controls and choosing a cloud-based email provider that does this effectively is also important, as well as reducing information available to attackers by limiting staff details on business websites to the necessities. Layer 2 involves investing in training to better equip staff to notice phishing emails and making them to feel safe to report these emails, even if they have fell for them, to mitigate any damage that might occur. Layer 3 involves protecting devices from potential malware, by properly configuring devices and using proper antivirus, as well as ensuring staff members use 2 factor authentication to log in. 2 factor authentication is “an extra security step that takes place during the process for getting an OAuth 2.0 access token for user-restricted endpoints. It occurs immediately after the user has signed in and requires them to have their mobile or landline phone to hand.” [11] This makes it harder for hackers to gain access to staff member’s emails and accounts as they do not have the 2-factor authenticator. Lastly, Layer 4 involves having a security logging system such as SolarWinds Security event manager to get reports of unauthorised activity on the network, and having an incident response plan in place, so staff members know what to do and who to ask for help when they suspect or know they’ve been hacked. More in depth information about this approach can be found on the National Cyber Security Centres website. (Found in the reference list)
     To mitigate MITM attacks, protection for both the networks and the end devices connected to the network, (A staff member’s PC for example) is required. Those that use Che-Si’s network, such as staff members, should ensure they “Never connect to public Wi-Fi routers directly, if possible. A VPN encrypts your internet connection on public hotspots to protect the private data you send and receive while using public Wi-Fi, like passwords or credit card information.” [6] A VPN (Virtual Private Network) is “an encrypted connection over the Internet from a device to a network. The encrypted connection helps ensure that sensitive data is safely transmitted. It prevents unauthorised people from eavesdropping on the traffic and allows the user to conduct work remotely.” [7] Using a VPN will encrypt your data, so if a hacker intercepts your packets, they will be unreadable without the decryption key, which would be stored by the VPN company itself. Mobile data is better than unsecured Public Wi-Fi, as data sent is encrypted, but can be costly if used for long periods of time. Staff members should never try to access or sign into important sites or Che-Si’s network when on public Wi-Fi as a rule of thumb, so if they are the victim of a MITM, the damage is minimised, but if they must, they should always use a VPN.
     Reminding staff to ensure their home Wi-Fi secure can reduce the threats to them and Che-Si’s Network. In the “Cybersecurity: What Everyone Needs to Know” [12] book, it is stated that attackers “prey on systems that have ignored basic precautions, such as products that have default login names and passwords, which users often forget to change. Most home wireless router has default passwords that a shocking number of users leave in place”. [12] This sound obvious when stated but many do forget to do so. Doing this stops a hacker’s job from as simple copy and pasting commonly used default passwords or even using code to automate the process, making it even less hassle. Staff member should also use paid or even free highly rated anti-virus to decrease the chance of malware getting onto their devices. 
     Che-Si should Install a hardware firewall for their network to increase security, as it essentially “acts as a gatekeeper and antivirus solution for your server. It sits directly behind the router and can be configured to analyse incoming traffic, filtering out specific threats as they come across the device.” [13] Incoming traffic from staff that may have had malware hidden in it will be better scrutinised and stopped from getting into the network. As well as this, Che-Si should ensure they have anti-virus installed on the network’s devices to decrease the chances of malware getting onto them and the network. Lastly, making use of the Grandfather-Father-Son backup scheme is helpful as hackers could put ransomware onto your network and its devices, or if they try and delete data. “In the grandfather father son backup technique, the three scheduled steps make backups:
· The "grandfather" – full backup to some place, perhaps very offsite;
· The "father" – another full backup, more regular, to a faster storage;
· The "son" – incremental backup (or differential backup) to the same storage as "father".” [14]
Conclusion
I hope this report has helped show the threats of using a network like Che-Si’s, but that policies can be put in place to ensure safety of staff members, clients, vendors and the business, whilst also ensure efficiency is not affected negatively. In brief, Che-Si should make the following changes to their security policy:
· [bookmark: _GoBack]Use NCSC’s multi-layered approach to phishing security.
· Mitigate the chances and effects of potential MITM attacks for staff by training them to not use public Wi-Fi without a VPN (Only use public Wi-Fi if required, or use mobile data if possible as VPNs and Mobile data will encrypt your data during transit making the data unreadable without the decryption Key), and securing their home Wi-Fi, by updating default passwords and using anti-virus on their devices.
· Mitigate the impacts of MITM attacks for Che-Si’s Network by installing a hardware firewall to better control data flow and better stop malware from getting into the system by hiding in “safe” data sent from staff members when using the network, as well as using anti-virus on the network and its machines.
· Incorporate a Grandfather-Father-Son Backup Scheme in case of a ransomware attack or if hackers delete data.
· Use Digital Signatures to validate important data and business documents, so Che-Si will know if it has been altered during transit.
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