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Introduction 
 
This report requires students to provide details on ransomware in general and one specific piece of ransomware. This report will include details of what ransomware is, what crypto wall is and how a business or individual can prevent a ransomware attack and what to do in a situation in which one is under attack from ransomware. 
 
What is Ransomware? 
 
Ransomware is a type of malware which will attempt to encrypt files and data that belong to a business or individual or lock a user out of a computer and then ask for a ransom payment to unencrypt the files or unlock the computer. Ransomware is not a new phenomenon and has been around for over 40 years, it can come in many forms as cyber criminals try to find more ways to get ransomware onto their target's computers. Ransomware can infect computers through multiple sources, one of which is malspam. Malspam is when a link or attachment that contains malware is sent as a spam email to a target and tries to bait the target by clicking it. Another method of infecting computers with malware is social engineering where a threat actor will try to act as a legitimate business or website to bait clicks on malware.  [1]

When infected with ransomware your files will be encrypted and there will be a ransom note asking for a sum of money (usually in crypto currency) to give the files back unencrypted but it is rare that once the ransom is paid that the files are ever unencrypted. Ransomware attacks can also happen by locking a user out of their computer and saying that they must pay in order to reaccess the computer. A threat actor will usually use some kind of official looking page to trick the user into thinking they’ve been locked out of their computer by someone legitimate like the FBI but this is never true. These pages claim the user has committed a crime and must pay a fine to be allowed access to their computer again but a legitimate agency would never do this.















What is Crypto wall

Crypto wall is a particular piece of ransomware that encrypts files and was released in April of 2014 and was used to target computers running on windows operating systems. Crypto wall will infect a computer and scan for data files and make them inaccessible by encrypting them. When it has encrypted files, it will write you a message using the notepad app and demand $500 to decrypt the files. This goes up to $1000 after 7 days and is asked to be sent via bitcoin. 
The method that crypto wall uses to infect computers is by disguising its self as a bill or invoice in an email. This will target business computers more often. Once one of these zip files is clicked on by the user crypto wall will download its self and start scanning the computer for data files it can encrypt. Crypto wall can not only scan drives connected drives to the computer but also any networks that the computer is connected to including drop-box. [2]
It is very hard to decrypt the files once they’ve been encrypted by crypto wall and even if you pay the ransom it is unlikely that you will be given the decrypted files so it is important to protect against these attacks and know what do if it happens which will discussed in the next section.
















How to protect against Malware

The first thing to do to protect against malware is to have backups of all your data files so if your files do get encrypted then you have another way to access your files. A common saying is that: ‘if you don’t have your data in 3 places it doesn’t exist’. It is also important that you have good malware protection software downloaded on any device you wish to protect from malware. The third and most important way to protect against malware is to browse on the internet safely and not to click any unsecure links on the internet or on emails from unknown senders because that is where many viruses and ransomware will come from. [1]

Conclusion
In conclusion, Ransomware can be very dangerous and incriminating to a business or individual so it is important to protect against it best you can and to be aware of the dangers it poses.
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