Analyse the networks and discuss its security postures


Introduction
In this Assignment I will be covering and looking at the cyber attack lifecycle and some of the tools which are used in its preliminary stages. These will be “Nmap” and “Wireshark” for the reconnaissance stages. As for weaponization I will be looking at the examples of “wannacry”, “TeleRat” as well as delivery like phishing styles “Whaling” and “Pharming”. But more importantly I will also be covering how these can be safeguarded against using the “Nist” cyber security framework


The Nist Cybersecurity framework.

[1] Is a document containing information on how to reduce the risk of cybersecurity threats using their guide lines. [2]provided by the National institute of standards and technology, a nonregulatory federal agency of the commerce department. The procedures for the Cybersecurity framework have been organised as six functions [1] “govern”, “Identify”, “Protect”, “Detect”, “Respond” and “Recover”.

1.Govern
[1]This step is a risk analysis of how much of an organisation's resources should be put towards providing a secure framework. These will be based around the Cybersecurity objectives that a specific organisation may prioritise. Once these are agreed upon they will then be distributed to supplies so that they too can act accordingly to meet these requirements. Active analysis is a required part of this section as an organisation's risk factor can change over time.  

2.Identify
[1] As part of securing your framework and identifying what your priorities are, the identify step is very important. The main aspect of this step is to figure out what operations are critical for your organisation to function going forward. The next move is to take inventory of what devices you have accessing your network as well as other pieces of hardware and or infrastructure. Documentation of where data is being used/held is another vulnerability that must be accounted for especially when dealing with third parties.

3.Protect
[1]Is where you will start to make the first active moves in order to secure your organisation's network. Firstly you will need to manage the access level of users within the organisation to limit exposure of sensitive materials for operationality as well as to help compartmentalise any breaches. To prevent getting to that stage user training is paramount as most attacks require a human vector as first point of entry. Training will minimise that especially in the reconnaissance stages. Device monitoring and sanitation is important as it will quickly alert you to any unusual activity allowing you to isolate an attack before it spreads.Conducting regular backups is important for being able to just terminate an attack by deleting the affected area and resetting it, which is very doable when backing up is well catalogued.

4.Detect
[1]Is specifically based around the idea of locating breaches as it requires devising tests that can be executed to detect any unusual or malicious activity. Primarily through log information. This is extremely helpful in being able to diagnose how much of the infrastructure was affected as well as keep track of how the attack took place so it can be prevented in future.

5.Respond
[1] As the name indicates these are the kind of procedures you will undertake. However before an attack takes place you should devise a response plan for each individual within your organisation for such circumstances. Each attack can be very different from one another so there should be different protocols and plans for each so that you can respond accordingly. An aspect of these protocols which should not be neglected is the collection of incident data for later analysis which, like in the detect section, will be used to prevent the same incident further down the line. Communication channels should also be set up with any third parties and stakeholders in your organisation so that you are not in breach of contract if you fail to notify them of the compromised state and they then are affected too. As for actually dealing with the threat most protocols will revolve around the idea of isolating and eradicating the affected area then using backup copies to replace it.  

6.Recover
[1]As previously mentioned in response the affected sections will be eradicated/removed. Meaning that a robust recovery network is needed for your organisation to quickly recover and resume its functionality. This will involve certain individuals being selected to oversee this as their responsibility, as well as a functional recovery plan to implement after said incidents. This work is to be done in triplicate ideally when it comes to storing and archiving your backups but doubling up should be the bare minimum. 

   
 









Nmap and Wireshark as tools of reconnaissance

What is reconnaissance?.[3]Reconnaissance is the first stage of the cyber attack life cycle. Involving gathering data covertly about the intended target primarily looking for any vulnerabilities to be exploited later, network configurations, key personnel and current security measures that have been implemented. 

Nmap
What is Nmap?.[4] Is an open source network mapping tool that can be used both offensively and defensively as it simply maps the network it has been set to run on. It is quite an effective tool as not only can it tell what hosts are available on the network but also what services and the version that the hosts are offering. It will even pull what operating system is being used as well as any packet filter/firewall that has been put in place. On the defence it's a good way for system admins to catalogue and take inventory of the network as well as how to update the system which helps with making sure the latest security patches are in place. This is also a double edged sword as someone doing reconnaissance can see what devices are potentially not up to date and thus exploitable through now patched security issues in their software.

Wireshark
What is Wireshark?[5] Is open source, Wireshark is what is referred to as a packet sniffer. This is where it will act as a man in the middle attack where it will copy whatever packets are sent over a network to be read or decrypted at a later date. This is a very strong tool for reconnaissance as if the network administrator does not have good protocols around data handling then sensitive date can potentially be intercepted.THis can be things like work memo’s saying when the office might be vacant and potential available for a in person security breach or even password recovery mail which can give the man in the middle account credentials to exploit. 



















TeleRat and Wannacry as tools of weaponization

What is weaponization?[3]Is the step in which the attacker will produce or obtain their malicious payload. This could be malware or a piece of damaging information. These payloads tend to be tailored to exploit specific vulnerabilities within a network/host. This tailoring is done in mind with the data collected from the reconnaissance stage of the attack cycle.

TeleRat
What is Telerat?[6] Telerat is a trojan horse that creates a backdoor in a person's device where it will then be waiting upon commands to execute. The target usually installs the trojan as a way to monitor their analytics on telegram. Once installed the app will create new files on the device to record the devices technical specification before it sends it back to a bot through the bot api on telegram. Data collected includes [6]“including the System Bootloader version number, total and available Internal and External memory size, and number of cores.”. After this successful install it will relay this back to the bot and begin listening for commands every 4.6 second from the bot. The list of commands basically gives TeleRat full access to the phones storage and input/output systems. To mitigate risk here would be to only download official and verified applications for monitoring telegram analytics.   

Wannacry 
What is Wannacry?[7]Wannacry is ransomware meaning that once it is installed on your system it will start to encrypt your devices files so that in order to get access to them again you will need to buy the encryption key from them. To try conceal their payments these payments would be done through bitcoin to an anonymous wallet. The main factor which made Wannacry so successful was that it had worm capabilities meaning that it could spread autonomously through a network spreading its ransomware payload. To mitigate risk would be to not download files from unofficial and unverified sources as the worm technique it used to travel through network nodes was patched by microsoft in 2017.   













Whaling and Pharming as tools of delivery 

What is delivery?.[3]The delivery stage is how the attacker transmits the payload to the target. There are many ways to do this but most commonly phishing emails, compromised attachments and compromised websites are the usual vectors. This is a critical stage of the cyber attack cycle as if this fails the attack cannot move forward and is effectively repelled.

Whaling
What is Whaling?[8] Whaling is a form of spearfishing where the intended target is that of higher authority within an organisation such as a system administrator or CEO of an organisation. The usual way in which these attacks take place is via emails. What makes these quite the threat is that these emails are Highly tailored to the intended target as they will pose as a known or reliable contact to drop the target's guard.Even going as far as to intercept unencrypted emails then use the email from that chain to pose as the responde. To mitigate the risk of these attacks Users should be trained to check the email addresses of senders during message chains, spot changes in pace such as increased urgency or out of character requests. 

Pharming
What is Pharming?.[9] Pharming is where a legitimate website is redirected to a fake version of the site, usually a login screen or a credit card payment screen. How this works is that the target is conned into putting their sensitive details into fake fields where the information is stored and sent off to the attackers records. Pharming is a more sophisticated version of a phishing attack as it requires the interception of a commonly visited website of the intended victim. The two common ways it is done is by firstly by hijacking and changing the ip address in your devices domain name cache, the second is DNS poisoning exploited DNS servers or the cache in routers to redirect multiple users to the Pharming website. Ways to mitigate this are to have a strong network password to prevent local DNS poisoning, a password manager as it will auto fill on the legitimate website but will fail to do so on the spoofed version.  
















Network topology with no single point of contact and reliable crossover
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Analysis 
This network has no single point of failure as every device is connected to every other device on the network through switches acting almost like a peer to peer network. Due to the nature of how it is set up it makes it a high reliability network as it has redundancies if one of the switches goes down. 






Software and Hardware that can improve network security

[11]A key way to leverage software for your network's security you should keep updated on the updates available for the software versions on your network. This is important as these are generally put out by the developers to patch any security vulnerabilities in the software that have been discovered later in the softwares lifecycle. Hardware is also affected by this as they may  often require firmware updates for very much the same reason as software. 

Another aspect to take into account when securing a network is its physical security as if an attacker can access the hardware physically they can bypass a lot of the software security measures. That's if their goal is not just to destroy the network.

Virtual networks can also be made use of as it allows a potentially large scale network to become more compartmentalised to hopefully make isolating any breaches a lot easier to contain even if they are physically connected. 

Network encryption is a great easy way to improve the security of a network as it provides a barrier of entry to man in the middle attacks using packet sniffing tools to try to intercept sensitive information being transferred in a network. 

Another example of software which will help segment your network but in a more sophisticated way would be a firewall. Even though it may not physically separate a network or completely block traffic between specific devices it acts as a filter to limit what data/file types can be passed across a network. This greatly improves the security of a network especially if the network is used for a niche purpose as it may just block any attempts of worms to migrate whatsoever even if there is a high authorisation level on the device.


Conclusion
In order to fully protect a network you should be aiming to layer as many of these defensive measures as reasonable to the risk/threat level that your network maybe targeted with. However you should not be complacent as vulnerabilities are discovered every day and an update may patch one vector but create a new one at the same time. So keeping your finger on the pulse of cybersecurity news and networking is a must in order to avoid becoming a victim of cyberattacks.
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