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Research and Evaluation

This research study will dive into the intricacies of modern computer forensic tools to evaluate their usefulness and suitability within different phases of the CHFI process. The CHFI process (Computer Hacking Forensic Investigator) is a program which is designed to equip digital forensic professionals with the relevant skills to identify, collect, preserve and analyse digital evidence. This program covers various forensic disciplines such as malware, mobile, cloud, IoT, and dark web forensics [1]. 
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A vital element of computer forensics is forensic imaging. A forensic image/copy is a bit-by-bit copy which is taken directly from a physical storage device. This image will include evidence of all files and folders within the physical storage device. Furthermore, forensic images also contain all the files visible to the operating system, as well as files that have been deleted or left in slack/free space. The use of creating and backing up forensic images can lead to the prevention of data loss from potential drive failures which is vital as the loss of data can be harmful to legal cases [2]. 
FTK Imager is a popular, well-used and open-source forensic imaging tool designed not only to create forensic images, but also to offer thorough analysis of various types of digital media. FTK Imager is also capable of locating and analysing data regarding internet activity, deleted files, emails, documentation, etc, where this data can be recovered, analysed, and reported [3].  
There are two known versions of FTK Imager which are ‘FTK Imager’ and ‘FTK Imager Pro’. The standard version offers the ability to carry out everything previously mentioned, as well as being able to hash and mount forensic images whilst being completely free. Conversely, the pro version offers additional feature such as, encryption detection, iOS advanced logical collection, as well as offering faster and more simplified workloads. This version of FTK Imager costs $499 [4]. Another forensic imaging software to be mentioned is ‘Paladin’. Paladin is a Linux-based software that instead acts as a sandbox where all forensic analysis can be carried out. 
FTK imager is a sufficient imaging tool as it is able to comprehensively create forensic images using various storage media which can ensure that evidence is preserved efficiently. As well as this, FTK offers a very user-friendly interface making it accessible to individuals who are advanced in computer forensics, and those who are new to the field. Additionally, the use of FTK’s live RAM acquisition function can offer support to investigators to allow them to capture and analysis volatile memory. This can show critical insights into running processes, network connections, etc. These insights can aid the understanding of a systems activity and help identify potential threats [5]. 
Even though FTK Imager is a great tool when needing to create forensic images, there are some minor drawbacks. Firstly, FTK does not support the use of automation or scripting for repetitive tasks. This means that if an investigator is attempting to image numerous systems or work on investigations of a larger scale, this can then slow down investigations in comparison to other tools. Furthermore, FTK Imager is also a platform with a very single-threaded workflow design. This means that it only typically allows an investigator to run one major operation at a time, whether that be disk imaging, memory capture, or exporting of files. Due to this, tasks are unable to be run in parallel or even queued to be completed one after another. This can therefore mean that using FTK imager can be incredibly time consuming and inefficient [6]. 
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An all-in-one forensic suite is a digital investigation platform that blends data acquisition, extraction, analysis, and the necessary reporting tools into a single solution for computer forensics. These suites are advantageous for investigators as they can allow them to carry out tasks on required devices simultaneously and offer automated workflows. This can immensely speed up investigation processes resulting in more time efficiency. A commercial example of an all-in-one forensic suite is Exterro FTK. Exterro FTK comes in at just under £7000 for a yearly subscription. This is a platform that offers evidence processing, thorough analysis, and efficient investigation workflows [7]. 
Exterro FTK includes numerous advantageous features that can aid the work of forensic investigators. FTK uses a scalable processing engine to help analyse extensive datasets efficiently. Additionally, searching through evidence can be done very quickly with FTK as evidence is indexed automatically up front. This is all due to FTK being tailored to workloads of larger scales, meaning investigations can be carried out as efficiently as possible with minimal backlog. In terms of searching, FTK offers full-text searching with advanced indexing and metadata filtering as well as being able to rapidly reduce large datasets into summarised, relevant evidence. Furthermore, FTK also offers the ability for emails, browser history, registry data, etc to be automatically extracted and categorised. FTK supports data carving to be able to recover deleted files and provides summaries of system activity including timelines and apps used. 
Contrastly, Exterro’s FTK does have some drawbacks. With the ability to index very large datasets, FTK becomes very resource-intensive, which can be detrimental for smaller scale companies. In addition to this, it is common for there to be prolonged processing times during heavy workloads meaning that working through large data sets can create a bottleneck. Investigators who are new to FTK may struggle to make full use of the platform without experience using it. This is due to there being some complexity with evidence structures, filtering logic, etc. However, the most crucial drawback to mention is the cost of FTK. Due to FTK being a premium enterprise tool it would be incredibly expensive for smaller labs, students and independent investigators. This could be a factor that may potentially deter these customers away from FTK and force them to alternatively chose an open-source option like Autopsy. 
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Built by Sleuth Kit Labs, Autopsy is a digital forensics platform which in comparison to Exterro FTK is open source/free. Due to both platforms being designed to serve the same purpose, they both share most of the same features. Autopsy allows investigators to recover deleted files from a number of different file systems, as well as retrieve timestamps and file metadata to aid forensic analysis. Autopsy can also make use of keywords to carry out intricate searches as well as use pre-indexed searches for more efficient outcomes. Furthermore, Autopsy can allow investigators to retrieve artifacts from the web such as browsing history, cookies, cache as well as email analysis where emails can be recovered from disk images [8]. A major advantage of Autopsy in comparison to other platforms like FTK, is their graphical user interface. Autopsy provides the user with a welcoming environment where individuals that are not as familiar with computer forensics can comfortably use without feeling out of place [9]. 


As mentioned, FTK and Autopsy are two different platforms that offer similar services. FTK is a commercial option for an all-in-one forensic suite, and Autopsy is an open-source option. The first major difference in the two platforms to mention is the cost, Autopsy would be the ideal choice for customers such as students and individual investigators as they wouldn’t typically have the funds available for a commercial option. Contrastly, FTK is priced at just under £7000 for an annual subscription, which would definitely cater towards larger/enterprise organisations. However, with this great difference in price, FTK offers extensive features and support in comparison to Autopsy meaning that it can be well worth the price for certain agencies. Yet, Autopsy is able to provide a free platform without deducting many features. Furthermore, FTK also gets the edge over Autopsy with its impressive performance when working with large datasets which is a result of its powerful indexing and searching algorithms. Where Autopsy doesn’t seem to have the same efficiency when processing extensive amounts of data [10]. 
Furthermore, when discussing aspects of a forensic suite such as support, usability, and interface design, FTK is adequate for its extensive documentation as well as its user-friendly interface. However, users who may be new or unfamiliar with forensic investigating still may struggle as it can be complex for those users. Whereas, with Autopsy, users of varying skill levels can make use of the platform due to its intuitive user interface.
An investigation carried out by [10] illustrated the different benefits that FTK and Autopsy can offer when both are used. The study firstly mentions how FTK was impressive with how accurately it could recover erased and concealed files as well as fragmented data due to its extensive indexing. Whereas Autopsy struggled to replicate this success when attempting to recover fragmented data where issues where found but was able to restore simple erased files and examine metadata. 
In terms of user experience, they found that FTK was easy to use except for unexperienced users where there was a high learning curve. They emphasise that the intricate features of FTK can be too much for an unexperienced user to handle even though the features are robust. Contrastly, they found that Autopsy was more configurable which therefore resulted in satisfactory with the experienced users. When applying the platforms to criminal investigations, FTK was definitely favourable. FTK was able to offer detailed analysis that aided the investigation, and its ability to manage complicated datasets was incredibly vital. Autopsy was deemed to be less successful when attempting to handle and manage the vast datasets involved in the investigation. However, it still proved to be an adequate tool for data recovery. 

	Exterro FTK or Autopsy – Which is the better Digital Forensics Platform?

	
	Exterro FTK (Commercial)
	Autopsy (Open Source)

	Supported Platforms
	Can only run on Windows, but can also investigate Linux and MacOS systems
	Windows, Linux and MacOS

	Cost
	£6901 per year
	Free

	User Experience
	Easy to use UI for experienced users – difficulty with unexperienced users due to high learning curve. 
	Simple to use due to open-source design. Even for newer users.

	Data Recovery
	FTK is able to retrieve erased, concealed and even fragmented files precisely and efficiently
	Autopsy can adequately restore simple erased files but cannot retrieve fragmented files. 





Even though the different tools discussed in this research all have varying strengths and weaknesses, it is vital for them to be used together. [10] discusses a case study where FTK, Autopsy, and Cellebrite where used in unison to achieve different stages within an investigation. They state how they used FTK to examine ample amounts of data that were taken from chat logs, transaction records, and other digital evidence. They used Cellebrite to extract data from mobile devices that were related to the case and finally used Autopsy to analyse disc images as well as attempt to recover deleted files. By using these tools together, the investigators on the case were successfully able to compile the actions of the criminal and obtain a conviction. This case highlights the importance of using a variety of digital forensic methods/tools in sophisticated investigations. In addition to this, the case also reminds us how vital ongoing innovation is in the world of digital forensics due to fraudsters constantly attempting to find new ways to bypass exposure. 
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Mobile Forensics tools are specialised software/hardware designed to extract, analyse, and report data taken from mobile devices for forensic investigations. Cellebrite UFED (Universal Forensics Extraction Device) is a powerful mobile forensics tool that extracts and analyses mobile device data. This tool is capable of recovering data from erased/corrupt devices as well as pull logs, texts, emails and even social media which can provide vital evidence for criminal investigations. This software is also capable of decrypting encrypted data, recover deleted files, and extract data across multiple devices [11]. To purchase this tool, you must either be law enforcement or an enterprise and costs around $6000 at a minimum.  
Cellebrite is equipped with a user-friendly interface which is able to aid its efficient extraction and analysis processes. This makes it so Cellebrite is accessible for seasoned professionals in digital forensics as well as newcomers with unfamiliarity. Cellebrite is a very versatile tool in digital forensics due to its many intricate functionalities such as, decoding encrypted data, recovering deleted files, and extracting data from a collection of devices [11]. 
Cellebrite has many key features that make it a valuable tool for any investigation in mobile forensics. Cellebrite has the ability to bypass security protocols within a variety of devices. This can allow investigators to view encrypted/locked data which can be valuable in cases where the cyber criminal has attempted to protect their data from investigation. In addition to this, Cellebrite offers comprehensive data extraction functionalities. This means that data can be extracted from a variety of data types including text messages, emails, calls, etc [11]. 
Cellebrite’s user-friendly interface allows investigators to navigate freely and easily. However, this applies to the interface on mobile devices as its desktop interface is less user-friendly. In terms of data extraction, Cellebrite is capable of extracting data from both iOS and Android platforms making it very versatile in the field of mobile forensics. 
 
To conclude this research, it is clear that some computer forensics tools are more advantageous than others when it comes to different stages of forensic investigations. The most ideal choice of tool would almost always be dependent on the type of data needing to be gathered, the devices being analysed, and the cost. However, it is crucial to remember that the combination of these tools for different areas of investigations can be vital in trying to get the best out of them as some tools have their strengths and weaknesses. 
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In this case study, the suspected employee made use of tools including BitLocker which is a full-disk encryption tool as well as Eraser which is a file-wiping tool. He used these tools on his Windows 11 computer to delete the Autodesk Maya project files. In addition to this, he uploaded some files onto a personal google drive account via the web browser. 
To ensure that this investigation is dealt with in a reliable, transparent and legally defensible manner it is vital to follow CFHI principles throughout. All evidence that is collected throughout the investigation must remain unaltered from the moment that it is collected to ensure data integrity. Investigators often use hashing to prove that data hasn’t been altered. This is vital as if data integrity has been compromised, then the evidence will likely be rejected in court. Furthermore, a documented trail of who has handled evidence should also be kept track of. This includes when and the reasons why evidence has been handled in every instance. This is known as the chain of custody and is crucial in ensuring accountability and preventing the tampering of evidence. When collecting evidence, it is vital that forensic images of evidence are created to be used for analysis. This is because the original evidence should never be worked on directly as there is a risk that the original evidence can be negatively altered from potential accidents. 
Additionally, when analysing and working on evidence, it is vital that repeatability is achieved. This means that various different experts/investigators should be able to repeat the same process and acquire the same results using standardised tools and documented procedures ensuring that findings are reliable. To follow legal compliance, all actions undertaken in an investigation must follow applicable laws such as search warrants, privacy laws, etc. This also means that any evidence that has been illegally collected will likely be inadmissible. Lastly, every single step of a forensic investigation must be comprehensively recorded which may include the tools and methods used as well as the discovered findings. This is because strong documentation can enhance credibility.  
To ensure that this investigation is successful, it is important that a clear plan is in place. To acquire the evidence from the Windows 11 computer that was encrypted using BitLocker, Passware will be the forensic tool of choice. Passware is a forensic tool that is able to recover passwords from a broad range of file types. It also has the ability to break through the encryption of hard drives and fully supports numerous encryption types including BitLocker, which is ideal in this case [12]. 
It is also essential to prove if any anti-forensic activity was used on the suspected device to find out if any wiping tools had been used. To achieve this, Autopsy is an adequate choice. Autopsy is capable of identifying deleted file metadata, event logs, timeline correlation of wipe activity as well as program execution artifacts. This is also an advantageous choice due to the fact that Autopsy is open source and wouldn’t create any additional costs. 
Autopsy can also be a possible option for file carving, as it is capable of carrying out more entry level file carving and is solid. However, a tool that is better at file carving if FTK. FTK has more built-in file carving capabilities and has the ability to recover fragmented files, perform deep scans of unallocated space as well as handle huge datasets efficiently. This means that FTK would likely be more successful than Autopsy when it comes to recovering more usable carved files. However, the difference in cost may be a deciding factor. If the cost of using FTK doesn’t make any major differences to the organisation, then that would be the clear choice. Yet, if cost is a major factor, then Autopsy would likely be adequate. 
To be able to extract the evidence that was synced to the suspects personal Google Drive account, a tool that excels in parsing browser databases, session data, and web artifacts is vital. The best tool in this case would have to be Magnet AXIOM. This tool hasn’t been mentioned in the previous research. However, Magnet AXIOM is a digital investigation platform which is built to recover, analyse, and report on digital evidence from various sources including mobile, computer and cloud. The platform has strong support for obtaining data from various social media platforms including Google, which is ideal for this case [13]. Furthermore, this platform is capable of automatically detecting and reconstructing Google Drive usage as well as access to cloud files and the sync activity. It can also correlate these factors and artifacts into a timeline. However, this platform, similar to FTK, also has an expensive price tag attached to it. Although it does offer a 30-day free trial, it does cost a considerable amount. Alternatively, Autopsy can offer browser artifact extraction but is less automated with cloud interpretation and requires more manual analysis. Again, if cost is not a deciding factor, then the clear choice is Magnet AXIOM. 
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This report will be a representation of the findings from CMMC’s (Cyfusion Mobile Manufacturing Company) forensic investigation case. The objective of this investigation is to establish whether a former employee of the company has performed potential anti-forensic activity to sensitive company files and data using various computer forensics techniques and tools. The digital evidence has been identified, preserved, and analysed to discover this. 
The forensic process in this investigation strictly followed established industry methodologies to ensure that the integrity and admissibility of the evidence was met. A forensic image of the target device was acquired using FTK Imager where the cryptographic hash values of the image where then verified. 
Following analysis was conducted using various industry standard tools, including FTK, Autopsy, Magnet AXIOM and Passware. Specifically, FTK was used to carry out file carving in an attempt to recover the deleted designs. Autopsy was chosen to confirm whether any anti-forensic activity was carried out on the suspects computer to delete the project files. Magnet AXIOM was the platform of choice to extract the files that were synced to the suspects personal Google Drive account via the cloud. Passware was used to decrypt the encrypted drive on the suspects Windows 11 computer. 
The investigation was able to identify evidence of secure file deletion using a wiping utility. This was verified through specific system artifacts such as prefetch files, registry entries, and execution traces which were found via Autopsy. Furthermore, the analysis of browser and cloud artifacts disclosed that there was access to a personal Google Drive account, which signifies potential data synchronization or transfer activity. 

The target system was identified as the suspects personal Windows 11 computer which was encrypted using a tool known as ‘BitLocker’. To combat this, Passware Kit Forensic was used to successfully decrypt the device and acquire a forensic image. To ensure that the data acquired was integral and that no alterations had been made, hash values were generated before and after acquiring the data. The chosen type of hash values was MD5 and SHA-256. 

[image: ](This image was taken from, [14])
Following this, the forensic image was processed through FTK to ensure that the target files were recovered accordingly. This was done by analysing unallocated space and making use of file carving techniques. We were able to identify several deleted files in the unallocated space where file carving was able to recover partial data including several documents and media files. Unfortunately, a small portion of data was found to be irrecoverable due to overwriting. These recovered files were then categorized and reviewed for relevance to the case. 
[image: ]
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Autopsy was then used to examine various system artifacts including prefetch files, windows registry, event logs, and installed applications. These artifacts were very closely examined to find indication towards the use of a secure deletion tool. The evidence includes prefetch file entries showing execution of the tool, registry entries confirming the installation and use of the tool, and system logs displaying execution times of the tool. Additionally, patterns revealed via disk analysis showed alignment with the overwriting of data. 
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The use of Magnet AXIOM enabled the extraction of browser artifacts as well as the analysis of browsing history, cookies, and cached files with the primary focus of identifying access to the suspects Google Drive. After thorough analysis of these browser artifacts, it was proved that there was access to the Google Drive. The evidence taken using Magnet AXIOM includes access timestamps. user account identifiers associated with the suspect as well as cached file remnants. Taking all this into account, the activity heavily suggests that there was synchronisation/transfer of files to the suspects cloud storage. 
The forensic examination of the BitLocker encrypted Windows 11 computer exposed evidence of deliberate actions taken to obscure or destroy data. The use of secure deletion software as well as the limited file recovery and evidence of overwritten disk sectors, illustrate intentional anti-forensic behaviour. In addition to this, the presence of Google Drive access artifacts conveys the idea that data has been transferred/synchronised to a personal cloud storage platform. All the findings from this investigation were obtained using valid forensic methodologies and tools where the integrity and reliability of the evidence were prioritised. These findings will be suitable for presentation in potential legal or investigative proceedings. 

Appendix – Hash Log 
	Evidence Item 
	Description
	MD5 Hash Value
	SHA-256 Hash Value

	Disk Image 001
	BitLocker Decrypted Image
	d07da8cba5a9dfb4cfcf0168cdd21cc7
	dbca16335d148064382ea6f4badf1797a4c3eea
5a950de948123f513097daba9

	Disk Image 001 Copy
	Verification Copy of Disk Image 001
	d07da8cba5a9dfb4cfcf0168cdd21cc7
	dbca16335d148064382ea6f4badf1797a4c3eea
5a950de948123f513097daba9

	Carved File 001
	Recovered Document
	7e1e33b3600418416c1c1caf7db231c2
	5cdab11235f4a419e3acf234d1c9fafa5c7db210
400deda66cb773510078ee48

	Carved File 002
	Recovered Image
	cd692c3f3564f5b8b29b4a45b3591004
	40d81bcbd8a9a89173cb558876af9310d301e3
d57b6efab08cb22ed937ed180d
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Troy Simpson Forensics 
Digital Forensics Investigator & Incident Response
Manchester, United Kingdom
Email: enquiries@troysimpsonforensics.co.uk


Invoice Number: TSF-26-027
Invoice Date: 30 April 2026
Client: Cyfusion Mobile Manufacturing Company (CMMC)

Invoice Summary –
Professional digital forensics services were provided in relation to the investigation of anti-forensic behaviour including the BitLocker encrypted Windows 11 computer. This comprises of evidence acquisition, analysis, reporting, and preparation for potential expert testimony. 

Detailed Charges – 
	Description 
	Hours
	Rate (GBP)
	Total (GBP)

	Initial Case Review & Scoping
	3.0
	£125/hr
	£375.00

	Evidence Acquisition & BitLocker Decryption (Passware)
	6.0
	£125/hr
	£750.00

	Forensic Analysis – File Carving (FTK)
	7.0
	£125/hr
	£875.00

	Forensic Analysis – Anti-Forensic Activity (Autopsy)
	5.5
	£125/hr
	£687.50

	Cloud & Browser Artifact Analysis (Magnet AXIOM)
	6.5
	£125/hr
	£812.50

	Timeline Correlation & Evidence Interpretation
	4.0
	£125/hr
	£500.00

	Report Writing & Documentation
	5.5
	£125/hr
	£687.50

	Expert Witness Preparation 
	3.0
	£125/hr
	£375.00



Subtotal: £5062.50
VAT (20%): £1012.50
Total Amount Due: £6075

Authorised By –
Troy Simpson
Lead Digital Forensics Investigator 
Troy Simpson Forensics 

Thank you for your business. 
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