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[bookmark: _Toc49529446]Internet Protocol Version 6
IPv6 is the next generation Internet Protocol standard, which is proposed to currently change Ipv4, the practice which is still uses in many services today. Every device whether it is a computer or a mobile phone that is connected to internet requires an IP address for communicating with other devices (Nastase, 2018). The current used IP address, called IPv4 is failing to meet the current requirement of addressees. IPv6 is the most recent verso of the communication protocol that offer location and identification system for the computers and mobile devices on the networks and also provide routes traffic over internet. In 1998, it became the draft standard for the IETF and was intended to replace IPv4 by dealing with the problem for IPv4 address exhaustion. 
Internet protocol is used for developing a virtual connection between the destination and the source. For resolving the associated problems of IPV4, the new version of Internet protocol, IPv6, was introduced. Another reason behind introducing IPv6 is to fulfil the needs of more internet addresses. Hieratical addressing, routing infrastructure, support configuration, and adjoining node communication are some of the features of new version of Internet Protocol, IPv6. Routing Information Protocol does not support the new version of Internet Protocol due to the static routes (Nastase, 2018). For separating the binary Bits (:) is used in Ipv6. The numbers of header fields in IPv6 are 8. The size of IP address in IP v6 is longer than the IP address of IPv4. It can be understood by the example; IP address in IPv4 - 123.988.988.988, and IP address in IPv6 – 2004:1ab8:85a3:0000:0000:3c7a:8004:4854. 
Header Format of IPv6:
There are different elements in header of IPv6. All these elements are described below by the figure;
[image: ]
Figure 1 IPv6 Header Format (Al-Gadi et al., 2014)
Function of each header field:
Destination address – it represent the intended recipient of the packet, and this address is a 128 bits address. If an optional Routing Header is present then there is no need of intended recipient. 
Source Address – the initial sender of the packet is addressed by the source address, and it is a 128 bits address. 
Hop Limit – Each node, which forwards the packet, is decremented one by one, and if the Hop Limit decremented towards zero than the packet is discarded. It is an 8 bits unsigned integer. 
Next Header – it is used for determining the kind of header, which follows the IPv6 header. It is an 8 bit selector. The value of the protocol field in both IPv4 and IPv6 are same. 
Payload Length – it is used for specifying the length of the data payload. It is a 16 bit unsigned integer. The type of packet defines the number of bytes used in payload. 
Flow Label – it requires special handling from the intermediate IPv6 routers (Nastase, 2018). It indicates the packet, which belongs to a specific sequence of packets between the destination and source. It is a 20 bit filed.
Traffic Class – it indicates the priority or class of packet of IPv6. The function of traffic class in both IPv4 and IPv6 is same. It is an 8 bit sized field. 
Version – it is a set to 6, and for indicating the version of Internet Protocol, 4 bits are used. 
[bookmark: _Toc49529447]IPv6 Address:
IPv6 address is the 128-bit alphanumeric string which identified an endpoint in the IPv6 addressing system. The addresses are mainly preferred by the specialized users such as technological businesses, mobile carriers and datacentres. It is the numerical label, which is used for identifying a network interface for a computer and locating it on the network. The IPv6 addresses are transmitted to the fields of packet header for indicating the source and the destination address required to be used for making decisions regarding routing IP projects to the other networks. It addresses are mainly categorised by the primary addressing and routing methodologies that are general in the networking such as multicast addressing, anycast addressing and unicast addressing. 
One of the major difference between IPv6 and IPv4 is that the later one have IP address of 32-vit value; whereas, IPv6 addressees have the size of 128 bits. The IPv6 has a vastly large address space in comparison to IPv4. For each of the main addressing and routing approaches, different address format are identified by logically dividing the 128-bit into smaller bit groups and then bringing rules for identifying the standards of these bit group, with particular address aspects. One of the major concerns in IPv4 is that it was running out of the potential addresses. The IPv6 set-up was formed for enabling millions of new IP addresses for connecting to continuously increasing number of computer devices and other embedded connectivity such as Internet of Things (Al-Gadi et al., 2014). It expands the available address space for sufficiently conceiving anything as an IP address. Ipv6 are arranged in the group of eight, each having the value of 16-bit. Each of these is mainly expressed by four hexadecimal digits and is divided by colons. The following image will show the formal of full Ipv6 address. 
FE70:AB00:0000:0CCD:1467:0000:322E:459C
There are mainly two formats of Ipv6, namely, normal and dual format, which includes IPv6 plus IPv4 formats
The normal IPv6 address has the structure: y: y: y: y: y: y: y: y, where y is the segment and could have hexadecimal value between 0 and FFFF and are divided by colons. The subsequent list will provide examples of the valid IPv6 addresses:
[image: ]
Figure 2: IPv6 normal addresses

The dual IPv6 format combines an IPv4 and IPv6 address and has the structure: : y : y : y : y : y : y : x . x. x. x. The IPv4 part of the address is called an octet and could have value amid 0 and 255. These octets are divided by periods and not by colons. The following list will provide example of the valid dual IPv6 addresses:
[image: ]
Figure 3: IPv6 dual addresses
 
[bookmark: _Toc49529448]Calculating the IPv6 Prefix Problems
A connected IPv6 route is added to the routing table of IPv6 and the interface of IPv6 address configuration is taken by the routers for connecting the interface to the prefix of IPv6. Because of the practical problems the prefix values can be resolved and predicted, which in turn added to the routing table. Prefix is used in IPv6 for finding the host (Wang and Qian, 2012). The prefix of IPv6 is of 16 hexadecimal, which is divided into the four parts of 16 Bits. (::) is the main way of shorting the lengths of address. For examples the prefix is 2001:1234:9876:4321 and the host is 9876:DCBA:FE12:4321, this can be replaced as 2001:1234:9876:4321::/64
Table G-2 provides the list of the practice problems, which uses same prefix length. The additional practice problems with the same prefix length and the other than /64 are provided in Table G-3.
Table G-2Prefix length of IPv6 with /64 lengths 
[image: ]
Table G-3 Prefix length of IPv6 other than /64lengths
[image: ]
Fundamental of IP Version 6
Answer to the expanding and address abbreviating problems
Table G-4 Answers – Expansion and IPv6 address abbreviation practice
[image: ]
Answer to calculate IPv6 Prefix Problems
Table G-6 and G-5 listed the answers of the problems indicated in the Table G-3 and G-2
Table G-5 Answers – Finding the IPv6 Prefix with a prefix length /64
[image: ]
Table G-6 Answers –Finding the prefix length with other than a prefix length /64
[image: ]
[bookmark: _Toc49529449]Implementing IPv6 Addressing on Routers
Two kinds of addresses are the main based on which the practice problems are provided; these two addresses are solicited node multicast addresses and the unicast addresses formed with the EUI-64 features. The first kind of address is formed form a standard 26 hex digit prefix , which are combined with the same last 6 hex digits of the Unicast address (Wang and Qian, 2012). However, with EUI-64, a MAC address and the prefix of 64-bit are taken and later the interface ID is formed by the manipulation of the MAC address in to a 64-bit value. 
Problems of Solicited Node Multicast and EUI-64
List out some practice problems in Table H-1, where each problem should list a MAC address and a prefix, after this record the answers by assuming that the EUI-64 rules are used along with this list out the solicited node multicast address, which are associated with the calculated unicast addresses. The best abbreviation must be used for each answer rather than the full 32-bit address. 

Table H-1 Solicited Node Multicast Problems and IPv6 EUI-64
Prefix MAC address 
[image: ]
Table H-2 Blank answer table for Problems in Table H-1
Unicast address unsing EUI-64 Solicited Node Multicast Address
[image: ]
Table H-3 Answer – Problems of Table H-1
Unicast address unsing EUI-64 Solicited Node Multicast Address
[image: ]
A IPv6 with static routing: 
[image: Basic IPv6 Static Routing (Global Unicast Routing) - Network Engineering  Stack Exchange]


Configuration:-
[image: ]
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Part 2: IP address scheme for Faculty of Architecture, Computing and Engineering
[image: ]
IP addressing scheme to support:
subnet for all user (255.0.0.0)
a) school  of applied computing: 
      25 staff, lab301-45pcs 
      network ID: 10.0.0.0
      valid IP range: 10.0.0.1 to 10.0.0.62
      broadcast ID: 10.0.0.63

     lab302-30pcs
      network ID: 10.0.0.64
      valid IP range: 10.0.0.65 to 10.0.0.94
      broadcast ID: 10.0.0.95

      lab303-30pcs
      network ID: 10.0.0.96
      valid IP range: 10.0.0.97 to 10.0.0.126
      broadcast ID: 10.0.0.127

      lab304-20pcs 
      network ID: 10.0.0.128
      valid IP range: 10.0.0.129 to 10.0.0.158
      broadcast ID: 10.0.0.159
 
      lab305-35pcs                                
       network ID: 10.0.0.160
       valid IP range: 10.0.0.161 to 10.0.0.222
       broadcast ID: 10.0.0.223

     lab306-120pcs
       network ID: 10.0.0.224
       valid IP range: 10.0.0.225 to 10.0.1.94
       broadcast ID: 10.0.1.95

    lab307-30pcs
       network ID: 10.0.1.96
       valid IP range: 10.0.1.97 to 10.0.1.126
       broadcast ID: 10.0.1.127
  
  lab308-50pcs
      network ID: 10.0.1.128
      valid IP range: 10.0.1.129 to 10.0.1.190
      broadcast ID: 10.0.1.191

 lab309-30pcs
      network ID: 10.0.1.192
      valid IP range: 10.0.1.193 to 10.0.1.222
      broadcast ID: 10.0.1.223

b)school of automotive engineering:
20 staff, lab101-25pcs
      network ID: 10.0.1.224
      valid IP range: 10.0.1.225 to 10.0.1.254
      broadcast ID: 10.0.1.255

lab102-35pcs
      network ID: 10.0.2.0
      valid IP range: 10.0.2.1 to 10.0.2.62
      broadcast ID: 10.0.2.63

 lab103-30pcs
      network ID: 10.0.2.64
      valid IP range: 10.0.2.65 to 10.0.2.94
      broadcast ID: 10.0.2.95

lab104-20pcs
      network ID: 10.0.2.96
      valid IP range: 10.0.2.97 to 10.0.2.126
      broadcast ID: 10.0.2.127

lab105-55pcs 
      network ID: 10.0.2.128
      valid IP range: 10.0.2.129 to 10.0.2.190
      broadcast ID: 10.0.2.191

lab106-10pcs
      network ID: 10.0.2.192
      valid IP range: 10.0.2.193 to 10.0.0.206
      broadcast ID: 10.0.2.207

lab107-85pcs
      network ID: 10.0.2.208
      valid IP range: 10.0.2.209 to 10.0.3.78
      broadcast ID: 10.0.3.77

c) school of architecture,built and natural environment:
4 staff, lab201-54pcs
      network ID: 10.0.3.78
      valid IP range: 10.0.3.79 to 10.0.3.140
      broadcast ID: 10.0.3.141

lab202-25pcs
      network ID: 10.0.3.142
      valid IP range: 10.0.3.143 to 10.0.3.172
      broadcast ID: 10.0.3.173

lab203-30 pcs
      network ID: 10.0.3.174
      valid IP range: 10.0.3.175 to 10.0.3.204
      broadcast ID: 10.0.3.205

lab204-28pcs
      network ID: 10.0.3.206
      valid IP range: 10.0.3.207 to 10.0.3.236
      broadcast ID: 10.0.3.237

lab205-35pcs
      network ID: 10.0.3.238
      valid IP range: 10.0.3.239 to 10.0.4.44
      broadcast ID: 10.0.4.45

lab206pcs-28pcs
      network ID: 10.0.4.46
      valid IP range: 10.0.4.47 to 10.0.4.76
      broadcast ID: 10.0.4.77

lab207-60pcs
      network ID: 10.0.4.78
      valid IP range: 10.0.4.79 to 10.0.4.140
      broadcast ID: 10.0.4.141

lab208-45pcs
      network ID: 10.0.4.142
      valid IP range: 10.0.4.143 to 10.0.4.204
      broadcast ID: 10.0.4.205

d) A test centre 
25pcs
      network ID: 10.0.4.206
      valid IP range: 10.0.4.207 to 10.0.4.236
      broadcast ID: 10.0.4.237
1 IP phone -10.0.4.239
2 printer- 10.0.4.241,10.0.4.242
1 video camera- 10.0.4.244

e)open access lab 
240pcs
      network ID: 10.0.4.245
      valid IP range: 10.0.4.246 to 10.0.5.227
      broadcast ID: 10.0.5.228
5 printer 
      network ID: 10.0.5.229
      valid IP range: 10.0.5.230 to 10.0.5.235
      broadcast ID: 10.0.5.236

f)ipv6 address for 6 server
 DNS server - 2001::1234:0001
 Finance server - 2001::1234:0002
 registry server - 2001::1234:0003
 email server-2001::1234:0004
 file server-2001::1234:0005
 print server-2001::1234:0006

g) assign appropriate IPV6 address for the link between MP and ISP:- 
2001::1234:0009
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R1 Cofiguration

Router> enable
Router# configuration terminal
Router{config) # hostname R1

Rl(config) # ipv6 unicast-routing
Rl(config) # interface e0/2

R1(config-if) # ipv6 address 2001:088:1111:

1/64
R1(config-if) # no shutdown

R1(config-if) # exit

Rl(config )# interface e0/0

R1(config-if) # ipv6 address 2001:088:1111::5:1/64
R1(config-if) # no shutdown

R1(config-if) # exit

Rl(config) # interface e0/1

R1(config-if) # ipv6 address 2001:088:1111:4::1/64
R1(config-if) # no shutdown

R1(config-if) # exit
Rl(config) # ipv6 route 2001:D88:1111:2:/64 2001:DB8:1111:4::2

R1(config) # ipv6 route 2001:D88:1111:
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R(config) # ctri#z description (#“short-cutkey to move to Priveleged Exec
Mode”)

R1# wr description (#“to save the configuration”)
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R2 Configuration

Router> enable
Router# configuration terminal

Router{config) # hostname R2

R2(config) # ipv6 unicast-routing

R2(config) # interface e0/0

R2(config-if) # ipv6 address 2001:088:1111:5::2/64
R2(confiig-if) # no shutdown

R2(confii-if) # exit
R2{config )# interface e0/1

1/64

R2{config-if) # ipv6 address 2001:088:11
R2(confiig-if) # no shutdown
R2(confii-if) # exit

R2(config) # ipv6 route 2001:088:1111:1:
Ra(config) # ~2

R2#wr
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R3 Configuration
Router> enable

Router# configuration terminal

Router{config) # hostname R3

R3(config) # ipv6 unicast-routing

R3(config) # interface e0/0

R3(config-if) # ipv6 address 2001:088:1111:4::2/64

R3(confiig-if) # no shutdown

R3(confii-if) # exit

R3(config )# interface e0/1

R3(config-if) # ipv6 address 2001:088:1111::2:1/64

R3(confiig-if) # no shutdown

R3(confii-if) # exit

R3(config) # ipv6 route 2001:088:1111:1::/64 2001:D88:1111:4::1
R3(config) # ~z

R3#Wr
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VPC>ip 2001:D88:1111:

VPG> save

VPCE> ip 2001:DB8:1111:2:2/64 2001:DBE:1111:2:1

VPCs>save
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Part 2: Design an IP addressing scheme for Faculty of Architecture, Computing and Engineering.

Schoolof Sehoolof
Automotive Architecture, Builtand
Engineering Natural Environments

School of Applied Computing

As a network administrator, you are asked to design a hierarchical IP addressing scheme for Faculty's
networks. Choase a suitable network address to support more than 2000 users and future growth.
‘The Faculty has four Schools which are shown on the above figure.

‘The requirements are:
* 1P addressing scheme to support

3) School of Applied Computing: 25 staff, 13b301 - 45 pcs, Lab302 - 30 pes, Lab303 - 30 pcs,
Lab 305 - 20 pcs, Lab306 — 35 pcs, Lab308 — 120 pes, Laba 11 - 30 pes, Laba10 - 50 pes and Laba12 - 36 pes.

b) School of Automotive Engineering: 20 staff,lab101 — 25 pcs, Lab102 35 pcs, Lab103 30 pcs,
Lab205 - 20 pcs, Lab206 - 55 pes, CAD lab - 10 pcs and Lab301 -85 pes.

©) School of Architecture, Built and Natural Environment: 4 saff, 1ab201 - 54 pes, Lab202 - 25 pcs,

Lb203 - 30 pes, Lab205 - 28 pes, Labd04 - 35 pes, Lab408 — 28 pes, Lab09 — 60 pes, Lab410 - 45
pes.

= ATest centre— 25 pcs, 1 1P phone, 2 printers and 1 Video camera

Pagedof 11

Internet Protocols ACCC4002

= An Open Access lab with 240 pes and 5 printers.

= Assign appropriate IPV6 address for 6 servers located at the University building. The servers are DNS,
Email, Finance, Registry, File server and a Print server.

« Assign appropriate IPv6 address for the link between MP and ISP
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2001 : db2: 3333 : 4444 : 5555 : 6666 : 7777 : 8338
2001 : dbg : 3333 : 4444 : CCCC : DDDD : EEEE : FFFF

+ : Gmplies all 8 segments are zero)

2001: dbg: : (implies that the last six segments are zro)

: & 1234 : 5678 (mplies that the first six segments are zero)
2001 : db8: : 1234 : 5678 (implies that the middle four segments
are zero)

2001:0db3: 66911 :0090: 000 : 0ab9: COAR: 8102 (This can be
compressed to eliminate leading zeros, as follows:

2001:db8:





