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Abstract
This project is based on a hypothetical data breach that occurred in NHS Wales Informatics Service (NWIS). The project contains three sections; the first is a detailed report to the Head of Information Governance, the second is a report to the Executive Board, and the third is a discussion note for the next meeting of the Governance Committee.
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[bookmark: _Toc50670838]Report to the Head of Information Governance
[bookmark: _Toc50670839]Summary
On 26/08/2020 at 09:30, the manager of the Identity and Collaboration Services (ICS) Team accidentally emailed a document containing the names and addresses of the 8 staff in their team to a member of the public. The manager did not notice the error until the member of the public responded querying the email at 10:15 the same day. At this point the manager asked the recipient to immediately delete the email and remove it from their deleted items folder. 
At 10:30, a Datix incident was raised by the manager for the breach. This incident was deemed to be a ‘breach of policy, security or legislation’ by the IT Service desk and as such was escalated to the Information Governance Team for investigation.
Upon further investigation, it was found that the manager had saved scanned copies of staff sick notes and occupational health reports to their desktop. These copies were in addition to the data being entered into the staff members Electronic Staff Record (ESR) correctly.
The investigation also found that the manager had stated that they had downloaded the list of staff names and addresses off an operational system to undertake a task ‘more efficiently’.
[bookmark: _Toc50670840]Data involved in the breach
The information that was sent to the member of the public contained the following personal data on eight members of staff in the managers team:
Full name
Full address and post code

The information that was found on the managers desktop (sick notes and occupational health reports) had not been shared, but contained the following personal and special category data on eight current members of staff in the managers team, and one member of staff that had left the organisation more than 6 years ago:
Full name
Date of birth
Full address and post code
Contact details
· Addresses
· telephone numbers
Employment records 
· Job title
· Department
· Managers name and job title
Health data including potentially sensitive information (e.g. HIV or STD diagnoses etc.)

This is data that is held by the organisation for the purpose of their “activities and obligations as an employer” as defined in the Staff Privacy Notice[1]. This is explicitly stated within all staff members employment contracts and each member of staff agrees to these terms at the point of signing their contract.
This data should normally be held in the staff members ESR record, which is a secure system that has automatic systems for GDPR compliance with regards to data accuracy, storage limitation and data security. 

[bookmark: _Toc50670841]Data Protection Implications
[bookmark: _Toc50670842]Data Categories
Both the data that was sent to the member of the public and the data that was stored on the managers desktop was Personal Data. This is because personal data is defined in the GDPR as “any information relating to an identified or identifiable natural person”. An identifiable natural person is defined as someone who “can be identified, directly or indirectly”, with both name and geographical location being mentioned specifically[2]. 
The data stored on the managers desktop would be classified as Special Category Data. This is because the GDPR defines Special Category Data as the following[3]:
· personal data revealing racial or ethnic origin
· personal data revealing political opinions
· personal data revealing religious or philosophical beliefs
· personal data revealing trade union membership
· genetic data
· biometric data (where used for identification purposes)
· data concerning health
· data concerning a person’s sex life
· data concerning a person’s sexual orientation
The occupational health reports and sick notes would be covered under ‘data concerning health’.
None of the data would be classified as Criminal Offence Data, as none of the data conforms to the definition under GDPR of “data about criminal allegations, proceedings or convictions”[4].
As both Personal Data, and Special Category Data was involved in this incident, the GDPR is engaged in these circumstances.

[bookmark: _Toc50670843]GDPR Principles
The principle of lawfulness, fairness and transparency has been breached. The organisation has a “lawful basis” as defined by the ICO[5] for holding and processing the information contained in the sick notes and occupational health forms, including names and addresses. The principle of fairness has been breached as according to the ICO, the organisation “should only handle personal data in ways that people would reasonably expect and not use it in ways that have unjustified adverse effects on them”[5]. The staff members would not reasonably expect the organisation to disclose the information to a member of the public, or to process the data in such a way that the data could be disclosed accidentally. The lawful basis is predicated on the organisation processing the data in line with the Staff Privacy Notice which states in section 6 that “information which you provide to us during the course of your employment will be used for maintaining your employment records and held on […] ESR”. As the information was not stored in ESR, but on the managers desktop, this would constitute a breach of transparency as the data is being outside of the agreement with the staff member.
The principle of purpose limitation has not been breached, as the purpose for the sick notes and occupational health reports being held by the company are agreed by the staff member in their employment contract. It is the manner that they were stored in that resulted in the breach.
The principle of data minimisation has not been breached, as the data contained in the sick notes and occupational health reports are “adequate, relevant and limited to what is necessary” as stated in the GDPR[6] for the purpose agreed by the staff member in their employment contract and when consenting to the Occupational Health referral.
The principle of accuracy has not been breached, as no data has been amended. 
The principle of storage limitation has been breached, as the manager had kept an occupational health report for a staff member that had left the organisation more than 6 years ago. Whilst the GDPR does not dictate how long personal data should be kept, it must be justifiable. The Records Management Policy[7] states that retention periods are set in line with the “Information Governance Alliance Records Management Code of Practice for Health and Social Care 2016”[7]. This Code of Practice states that occupational health reports should be retained until the “75th birthday or 6 years after the staff member leaves whichever is sooner”[8]. As such, the reports saved to the managers desktop are not justifiable.
The principle of integrity and confidentiality has been breached. This is because the data that was held on the staff members was held by the organisation with strict limitations on how it can be shared. Those limitations are laid out in section 5 of the Staff Privacy Notice, which states the data can only be shared with third parties “who have a "need to know" or where [the staff member has] consented to the disclosure of [their] personal data to such persons.”[1]. As the member of the public who received the data clearly didn’t “need to know” and the staff members had not consented to this sharing of information this is therefore a clear breach of this principle.
The principle of accountability has not been breached as the organisation has implemented procedures and technical controls in order to comply with the GDPR, including information governance training being mandatory for all staff to be completed annually, and managers are required to complete training on the proper use of ESR and the management of staff records. The controls are reviewed and updated periodically and after any breaches to ensure that lessons learned are implemented.
[bookmark: _Toc50670844]Risk Exposure 
The risk assessment framework laid out in the Personal Data Breach Reporting & Management SOP[9] has been used to analyse the incident and assess whether it needs to be reported to the ICO. The calculation is listed as follows in section 4.1[9]:


The first criteria in the assessment is whether the data breach involved personal data. If the information did not contain personal data then the ICO does not need to be notified. This breach did contain personal data, because whilst staff might not be identifiable from name only, the data also contained their address which when combined identifies them as individuals.
Data processing context
The baseline scale score is defined in section 4.3 of the procedure as scoring the number of individuals information the data contains[10]. The data in this case contains information on less than 10 individuals. 
Therefore, the baseline scale score is 0
The baseline scale score is affected by sensitivity characteristics in the data. As the information contained one factor of basic demographic data, the users addresses, the score is increased by 1.
The data processing context score is 1

Ease of identification 
The ease of identification is assessed in section 4.4 as Negligible, Limited, Significant or High (1-4 respectively)[9]. In this case if the member of the public lived near to any of the staff members, they made be able to identify them by name and address. As this is unknown it must be assumed to be a possibility. The member of the public could also use publicly available information combined with the data in the breach to identify the staff. As such the ease of identification is scored as significant.
The ease of identification score is 3

Circumstances of the breach 
The circumstance of the breach is scored using the following elements in section 4.5[9], with +1 being added to the score for each applicable element:
loss of confidentiality
loss of integrity
loss of availability
if there is any malicious intent

In this case confidentiality was breached but none of the other factors were relevant, as such the score is 1. 
The circumstance of the breach score is 1


This final severity score is low enough that the incident would not need to be reported to the ICO. However, as per the procedure the final decision of whether the incident should be reported lies with the Head of Information Governance and the Caldicott Guardian[10].
[bookmark: _Toc50670845]Summary of Organisation Policy
The Data Protection Confidentiality Policy was breached by the manager, specifically sections 4.1.2 regarding “Staff must not disclose personal data outside their line of duty without a justified and lawful reason.”, and section 4.6 which states that staff must ensure that any communication is directed at the correct recipients and does not contain inappropriate personal data before sending[11].
The Information Governance Policy was breached by the manager, specifically section 5.3 which states that there must be a “systematic and planned approach to the management of records in the organisation from their creation to their disposal”[12]. This was not adhered to as evident by the fact that the manager had data on a staff member that no longer worked for the organisation that should have been destroyed.
The Information Asset Policy was breached, as this document states in section 4.7 that “Information assets must be retained in line with NHS Wales Policy and guidance”[13]. This was not adhered to by the manager. It also states that all staff must be aware of the policy and follow it within their work area[13].
The Confidentiality Breach Reporting Policy, and the Personal Data Breach Reporting & Management Procedure have not been breached[9][14]. Once the manager was made aware of the breach, they immediately acted to mitigate the breach by contacting the member of the public and ensuring that all copies of the data was deleted. They then reported the breach via Datix and informed their line manager of the breach. The Service desk acted according to the policy by passing the incident to the information governance team to investigate. 
The Records Management Policy was also breached, specifically section 4.7 related to data retention and disposal schedules. This section states that the organisation “has adopted the retention periods set out in the Information Governance Alliance Records Management Code of Practice for Health and Social Care 2016”[7], this code of practice states that occupational health reports should only be retained for “6 years after the staff member leaves”[8]. This was breached by the manager retaining reports for a member of staff who had left the organisation more than 6 years ago.

[bookmark: _Toc50670846]Potential actions to be taken
[bookmark: _Toc50670847]Actions for containing future data breaches of this kind
The breach may have occurred because the manager was not aware of their responsibility for maintaining adequate record keeping for staff administration through ESR. They were also not compliant with several policies detailed above, which may be due to a lack of understanding for how they applied in this case. This suggests that the policies and procedures should be given greater emphasis during training and induction of new staff.  
The current induction training highlights the need to be aware of staff responsibilities in policies, however it does not provide guidance on where to find the detail in relation to the managers responsibilities other than signposting to the organisation’s central document management system. It may be useful to provide a ‘cheat sheet’ for new staff containing only the responsibilities section of any policies related to information governance. This cheat sheet could contain signposts to the full documents but would provide a much less daunting task to new starters which may increase the overall understanding of their responsibilities as members of staff.
It is recommended that all current staff are reminded of their responsibility to understand and comply with all organisational policies regarding information governance, particularly regarding sensitive special category data such as that contained within sick notes and occupational health reports. 
This could be implemented generally by ensuring that all staff are up to date on their mandatory IG training. This could be implemented more specifically by putting more emphasis on the  appropriate procedures for staff administration tasks during the mandatory management core skills training that all managers complete. This training could include tasks such as return to work interviews and the record keeping for information generated from the interviews.
Due to the number of policies that were broken by the manager, it may be necessary to invoke the disciplinary policy and a recommendation that the manager repeat the ‘Core Skills for managers’ programme, however consideration of this would be the responsibility of the managers line manager, and not of the information governance team.
[bookmark: _Toc50670848]Actions regarding data subjects
The Personal Data Breach Reporting & Management Procedure states in section 4.9 that the individuals affected by the data breach (the staff members) only need to be notified[10]: 
“Where a breach is likely to result in a high risk to the rights and freedoms of individuals. […] This risk exists when the breach may lead to physical, material or non-material damage for the individuals whose data have been breached.”
The data involved in the breach contained only demographic data and no special category data. The data was only sent to one member of the public who has stated that they have deleted all copies of the data without viewing the data. As such there is no evidence of a high risk to the rights and freedoms of the staff members. It is therefore recommended that the staff members do not need to be informed, however as per the procedure the final decision lies with the Head of Information Governance and the Caldicott Guardian[10].

[bookmark: _Toc50670849]Other considerations
[bookmark: _Hlk50670045]The investigation has concluded that the manager has been acting against multiple policies and the training they have received.  The data breach could have been much more severe with very different with consequences. 
Had the manager sent staff members sick notes or occupational health reports to the member of the public the breach would have presented a much greater risk to the rights and freedoms of the staff members. The breach severity score would have been the following:


If this had been the case the organisation would have be required to report this breach to both the ICO and to the staff members. This would have brought the organisation into negative repute, and depending on the ruling of the ICO could have had financial repercussions. The organisation would have also been required to report this breach to Welsh Government under the “no surprises” policy[15]. This would have brought significant reputational harm to the organisation. 

[bookmark: _Toc50670850]Report to the Executive Board
[bookmark: _Toc50670851]Summary
On 26/08/2020 at 09:30, the manager of the Identity and Collaboration Services (ICS) Team accidentally emailed a document containing the personal data to a member of the public. The manager confirmed with the recipient that all copies of the data had been deleted. The manager then informed their line manager and logged a Datix incident. This incident was deemed to be a “breach of policy, security or legislation” by the IT Service desk and as such was escalated to the Information Governance Team for investigation.
This investigation found that the manager had saved scanned copies of staff sick notes and occupational health reports to their desktop. 
[bookmark: _Toc50670852]Data involved in the breach
The information that was sent to the member of the public contained the names and addresses of eight members of staff in the managers team.
The information that was found on the managers desktop had not been shared, but contained personal and special category data on eight current members of staff in the managers team, and one member of staff that had left the organisation more than 6 years ago. This includes health data such as diagnoses.
This is data that is held by the organisation for the purpose of “activities and obligations as an employer” as defined in the Staff Privacy Notice[1]. Each member of staff agrees to these terms at the point of signing their contract. This data should normally be held in the staff members ESR record. 

[bookmark: _Toc50670853]Data Protection Implications 
[bookmark: _Toc50670854]Data categories
Both the data that was sent to the member of the public and the data that was stored on the managers desktop was Personal Data. This is because personal data is defined in the GDPR as “any information relating to an identified or identifiable natural person”. An identifiable natural person defined as someone who “can be identified, directly or indirectly”, with both name and geographical location being mentioned specifically[2]. 
The data stored on the managers desktop would be classified as Special Category Data, under “data concerning health” in the GDPR[3].
As both Personal Data, and Special Category Data was involved in this incident, the GDPR is engaged in these circumstances and this constitutes a data breach.

[bookmark: _Toc50670855]GDPR principles 
The principle of lawfulness, fairness and transparency has been breached. According to the ICO, the organisation “should only handle personal data in ways that people would reasonably expect”[5]. The staff members would not reasonably expect the organisation to disclose the information to a member of the public, or to process the data in such a way that the data could be disclosed accidentally. The Staff Privacy Notice states in section 6 that “information which you provide to us during the course of your employment will be used for maintaining your employment records and held on […] ESR”. As the information was not stored in ESR, but on the managers desktop, this would constitute a breach of transparency.
The principle of storage limitation has been breached, as the manager had kept an occupational health report for a staff member that had left the organisation more than 6 years ago. Whilst the GDPR does not dictate how long personal data should be kept, it must be justifiable. The Records Management Policy[7] states that retention periods are set in line with the “Code of Practice for Health and Social Care 2016”[7]. This Code of Practice states that occupational health reports should be retained until the “6 years after the staff member leaves”[8]. As such, the reports saved to the managers desktop are not justifiable.
The principle of integrity and confidentiality has been breached. This is because the data that was held on the staff members has strict limitations on how it can be shared. These are laid out in section 5 of the Staff Privacy Notice, which states the data can only be shared with third parties “who have a ‘need to know’ or where [the staff member has] consented to the disclosure of [their] personal data”[1]. The member of the public who received the data clearly didn’t “need to know” and the staff members had not consented to this sharing of information.

[bookmark: _Toc50670856]Risk exposure 
The risk assessment framework laid out in the Personal Data Breach Reporting & Management SOP[9] has been used to analyse the incident and assess whether it needs to be reported to the ICO. The proforma in [9, Appendix 3] was used for the assessment:
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This final severity score is low enough that the incident would not need to be reported to the ICO as per the standardised risk matrix seen below. However, the final decision of whether the incident should be reported lies with the Head of Information Governance and the Caldicott Guardian[10].
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[bookmark: _Toc50670857]Potential actions to be taken
It may be useful to provide a ‘cheat sheet’ for new staff containing only the responsibilities section of any policies related to information governance. This cheat sheet would provide a much less daunting task to new starters which may increase the overall understanding of their responsibilities.
It is recommended that all current staff are reminded of their responsibility to understand and comply with all organisational policies, particularly regarding sensitive data. This could be accomplished by publishing posters in high traffic areas of the organisation or through other distribution methods.
More emphasis could be placed on the appropriate procedures for staff administration tasks during the mandatory management core skills training that all managers complete, and this training could include refresher courses. 
The data involved in the breach contained only demographic data. The data was only sent to one member of the public who has stated that they have deleted all copies of the data without viewing the data. As such there is no evidence of a high risk to the rights and freedoms of the staff members. Therefore the staff members do not need to be informed in line with the Personal Data Breach Reporting & Management Procedure[9]. However, the final decision lies with the Head of Information Governance and the Caldicott Guardian[9].

[bookmark: _Toc50670858]Other considerations 
The investigation has concluded that the manager has been acting against multiple policies and the training they have received.  The data breach could have been much more severe with very different with consequences. 
Had the manager sent staff members sick notes or occupational health reports to the member of the public the breach would have presented a much greater risk to the rights and freedoms of the staff members. The organisation would be required to report this breach to the ICO, Welsh Government and to the staff members. This would have brought significant reputational harm, and depending on the ruling of the ICO could have had financial repercussions. 


[bookmark: _Toc50670859]Discussion note for the Governance Committee
[bookmark: _Toc50670860]Summary
On 26/08/2020, the manager of the ICS team accidentally emailed a document containing the names and addresses of the 8 staff to a member of the public. The manager confirmed with the recipient that all copies of the data had been deleted. The organisations Data Breach Incident Reporting procedure was followed.
This investigation found that the manager had saved scanned copies of staff sick notes and occupational health reports to their desktop. These copies were in addition to the data being entered into the staff members Electronic Staff Record (ESR) correctly.
[bookmark: _Toc50670861]GDPR principles breached
The principle of lawfulness, fairness and transparency has been breached. The principle of fairness has been breached as staff members would not reasonably expect the organisation to disclose the information to a member of the public. The Staff Privacy Notice states in section 6 that information used for maintaining your employment records will be held on ESR[1]. As the information was not stored in ESR, but on the managers desktop, this would constitute a breach of transparency.
The principle of storage limitation has been breached. The manager had kept an occupational health report for a staff member that had left the organisation more than 6 years ago. Whilst the GDPR does not dictate how long personal data should be kept, it must be justifiable. The Records Management Policy[7] states that retention periods are set in line with the “Code of Practice for Health and Social Care 2016”[7]. This Code of Practice states that occupational health reports should be retained until the “75th birthday or 6 years after the staff member leaves whichever is sooner”[8]. 
The principle of integrity and confidentiality has been breached. This is because the data that was held on the staff members was held by the organisation with strict limitations on how it can be shared. Those limitations are laid out in section 5 of the Staff Privacy Notice, which states the data can only be shared with third parties “who have a "need to know" or where [the staff member has] consented to the disclosure of [their] personal data to such persons.”[1]. 
 
[bookmark: _Toc50670862]The risk exposure

This final severity score is low enough that the incident would not need to be reported to the ICO as per the standardised risk matrix seen below. However, as per the procedure the final decision lies with the Head of Information Governance and the Caldicott Guardian[10].
 
[bookmark: _Toc50670863]Potential actions to minimise the risks
Create a ‘cheat sheet’ for new staff containing only the responsibilities section of any policies related to information governance to be included in the new starters pack. This could improve knowledge of staff of their responsibilities.
Remind all current staff of their responsibility to understand and comply with all organisational policies regarding information governance, by publishing posters in high traffic areas of the organisation or through other distribution methods such as an organisation wide open letter.
More emphasis could be placed on the appropriate procedures for staff administration tasks during the mandatory management core skills training that all managers complete.
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