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Project Report for Circus Eruption


Project Summary (Taken from Project Initiation Document)

This project will aim to provide Circus Eruption with a working, stable and secure network of 5 computers. The network will consist of 1 router, 1 switch, 1 wireless access point, 5 computers and a printer. Security policies will be put in place to allow guests to use the computers provided without being able to access any confidential information.

The computers will be set up in a way that 2 will be strictly staff only, to allow staff to access confidential, important info such as staff information, timetables, activities, ordering equipment etc. While the other 3 computers can be freely used by guests who may not have access to such things at home. Guest may use the computers for surfing the web, school work, social media or any other activities as well as having use of the printer for printing out school work or job applications or other tasks.
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Risk Management

The plan is to design a small network to be used in a charity office. The Network will make use of 5 computers, 2 of which will be used by staff and the other 3 to be freely used by the public. There are many risks involved with both setting up the network and maintaining the network. Below are some important risks which must be dealt with:

	Risks during setup and maintenance of the network

	Risk No.
	Risk
	Risk Resolution

	1
	Improper setup resulting in connection issues or security issues
	Ensure the project is within the ability of the project manager

	2
	Failure of devices used in the network
	Where possible, use reputable hardware and test hardware to ensure there are no problems before installation.

	3
	Unauthorised access to the network through wireless access point
	Ensure wireless password is only given out by staff on site and changed regularly (weekly)

	4
	Unauthorised access onto the network
	Ensure any unused ports are shutdown to make sure no rogue devices can connect to the network.

	5
	Viruses affecting the network or PCs
	Install reputable Antivirus software on all PCs and configure accordingly

	6
	Unauthorised access to staff PCs
	Ensure staff have personal passwords for staff PCs and at least 1 staff on site can monitor users in the building.

	7


	Improper use of Public PCs
	Monitor usage of public pcs to ensure usage is within guidelines set by the charity. Block inappropriate sites from being accessed using web monitoring software.

	8
	Problems affecting the running or performance of the PCs
	Make backup images of PCs to allow fast reinstall and minimum downtime

	9
	Loss of data/corruption of data
	Make multiple backups of all data including portable HDD, cloud storage and USB sticks where necessary.

	10
	Theft of PCs or hardware
	Ensure hardware is tied down with steel cables or cable ties where possible. 

	11
	Improper handling of confidential data
	Ensure Staff have been trained to follow data handling procedures set out in the Data Protection Act 1998, and soon to be GDPR (General Data Protection Regulations)

	12
	Natural Disasters affecting the network infrastructure
	Take regular precautions such as insurance policies to cover any lost costs due to natural disaster. Use backups to reduce data lost in the event of a natural disaster.


Probability Impact Matrix
[image: ]

As shown in the above Probability Impact Matrix, there is 1 risk which sits above the tolerance line. This risk involves Viruses affecting the network or PCs. The risk probability is moderate due to the public being able to use the PCs freely, and limited staff on site to monitor every user as well as carry out their own tasks assigned to them. The impact of a virus attacking the network or computers can vary depending on the type of virus. 
Some viruses can be dealt with incurring minimal loss; however, the worst-case scenario must be considered which would involve massive data breaches, personal information being accessed as well as potentially confidential information/data being stolen should the virus access the secured company server.
While the computers can be used freely by the public, the best approach of dealing with such risks would be to invest in a reputable antivirus program. A reputable antivirus program would be able to identify and halt most malicious attacks or programs from infecting the computer and/or network. 
IT is not enough to simply install the antivirus software; the antivirus software must be configured to best protect the computer which would be used freely by the public. A publicly used PC must be configured with more strict policies in place than would usually be configured for a personal computer. This may restrict the user in some ways but for the purpose of the charity, the user should be able to be used for its intended purpose such as surfing the web, school work, social media and maybe some games.
Ethical and Legal Issues

Due to the project simply aiming to provide a secure network to be used by a charity, there are limited ethical issues to deal with. Below are a few ethical issues that this project could expect to face:

· Internet access for young users (under 18)
· Users using the public computers to access inappropriate sites around underage users
· Users data potentially being stored on the publicly used Computers

As the network is being set up to allow users of a wide age range, it is paramount that any users that are under the age of 18 are not exposed to content that would be unethical as well as illegal. To overcome this, internet usage restrictions will be put in place on all PCs to ensure no inappropriate content is viewed by or around those of a younger age.

Due to the public using the charities computers, it may be possible that user’s passwords, login info or any other saved data may be saved or stored locally on the computers. It is possible to have a computer be configured in such a way that all data is wiped on start-up. Every time the computer is started up, it loads from a fixed image and any data stored on the computer during its last use is lost. Another less extreme method of dealing with this problem would be to educate the users not to store any information that they would not want to be stored on the PCs, as well as removing the rights of the user accounts to even do so.

There are many legal issues that could arise when building a computer network. The intended use of the network must be considered when looking at the legal issues that could affect the project. Here are some legal issues that the project could face:

· Security of the network and the users that access the network
· Activities that users may be partaking in while using the network
· Young users accessing the network
· Data protection/privacy 

The security of this network is the number 1 priority due to the problems that could arise should the network be breached. Appropriate antivirus software will be installed on each computer and configured accordingly to the use of that PC. Restrictions on the public computers will be stricter due to being used by multiple users throughout the day. Staff PCs will be password protected so only staff may access them. The wireless connection will also be password protected and the password can be changed weekly to ensure the integrity of the network.
Certain websites and programs will be restricted due to the legal implications of under age users using the computers and network. Inappropriate content will not be able to be accessed on the network by anyone to minimize the chance of exposing young children to such content.

As mentioned above, the potential for personal data being stored on the computers due to multiple user’s login into sites, saving work or any other activities which could result in data being stored on the computers can cause problems. Users will be educated to maximise data security on the computers. Regular computer restores from a fixed image could be carried out weekly to reduce the chances of confidential data building up on the public computers as well as the fresh boot system mentioned above.

 As for the staff computers which will have access to confidential data as well as meeting dates/times and staff information, they will be password protected to prevent unauthorised access to confidential information. More layers of security could be added to the staff computers by storing the computers in a locked secure place behind the desks to reduce the chances of a data breach due to theft or malicious hacking attempts.


Quality Assurance Issues

The quality of the network performance can be measured using a range of metrics listed below:

· Latency
· Packet Loss
· Bandwidth
· Internet speeds

Latency can affect the speed of a network by introducing delay of data packets around the network. A network of this size should experience minimal latency problems affecting the network as the maximum distance across the network is so small (Less than 30m2 in room size, and less than 20m in cable length from any PC to the switch>router and ISP connection. While latency could be caused by ISP related problems, these issues are usually resolved rather quickly.

Packet loss can occur when a network is setup incorrectly or inefficiently, or when multiple devices on a network are requesting data from a server at the same time. Due to the size of this network and its intended uses (That being computers being used to complete homework, access social media and general web surfing) the load on the network should be minimal and should not result in any packet loss resulting from the network setup or general use. Packet loss may occur due to ISP related problems but will usually be resolved in an appropriate time frame.

Bandwidth is the amount of data that can be sent or received across a connection in a fixed amount of time. Gigabit ethernet (1Gb/s) which would be available for use in this charities network should be more than capable of handling the traffic expected to come from the networks intended usage (complete homework, access social media and general web surfing). In rare circumstances where bandwidth limits are met, the performance of the network may suffer for small periods of time however will return to normal rather quickly once the activity has been completed.

[bookmark: _GoBack]Internet speeds around Swansea can expect to achieve at least 20mb/s download speeds which is more than enough for the intended use of this network (complete homework, access social media and general web surfing). The network should be able to support multiple users surfing the web at one time using this setup. Upload speeds of around 10mb/s should be sufficient for any users wanting to upload homework to any school or online sites. [1]

Other issues which may affect quality of the network could be:

· Portability
· Cost
· Maintainability

As this network is designed to be for a charity, it is possible that the charity will be moving to different buildings when suitable to fit the charities needs or funding. Therefor it is important that this network is flexible and that moving the hardware and setting it up at another site is a simple and smooth task. Although this network setup is stationary once completed and set up, it would be possible to uninstall and reinstall any hardware at a new location in a single day due to the small size of the network.

The cost of the network aside from line costs from the ISP and electricity are mostly upfront costs for hardware. The costs of the computers, switch, router and wireless access point can cost around £1000 depending on quality of hardware used. The running costs of this network including ISP rates, electricity would come to about £50 per month for electricity and around £20-£30 per month for internet. [2]

Other than the £70-£80 running costs of the network, the only other costs that could arise for this network would be maintenance costs, or hardware replacement costs. It is possible to take out insurance or maintenance plans to cover replacements or repair of hardware, or you could simply replace faulty hardware on an item by item basis when required. Due to the chance of the hardware failing and being unrepairable being quite low, it would be acceptable to simply repair/replace any faulty hardware when needed and to make sure the hardware is treated carefully and handled appropriately to ensure long life of the hardware.

Sustainability Issues

The small scale of this project results in minimal impact on the environment. The project simply uses a small amount of hardware to provide a network connection to a small charity building, including an internet connection to 3 computers that may be used by the public.

The electricity usage may be the largest impact due to running 5 PCs, a switch, a router and a wireless access point for potentially 8 hours a day.

First order
· Charity continues functioning with a secure network connection
· Students can access internet to do work which they may not be able to do at home
· Increased energy bill for the charity
· Increased running costs of the charity

Second order
· Potentially better school results in area due to free internet access

Third order
· Could lead to more charities offering free internet usage to those who don’t have such privileges at home.
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