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[bookmark: _Toc233796846]Task 1 – Research
[bookmark: _Toc233796847]1. Research on Hypervisors 
Virtualisation has emerged as a core enterprise network technology since it enables the deployment of multiple operating systems and services on a single physical machine, each operating in isolation and effectively making use of the resources. There are two main types of hypervisors: Type 1 (bare-metal) and Type 2 (hosted). Type 1 hypervisors (VMware ESXi and Microsoft Hyper-V) run directly on the hardware, and do not need a host operating system. Type 2 hypervisors, like Oracle VirtualBox and VMware Workstation, are hosted on top of an operating system and are commonly used in testing and development environments (Stallings, 2020).
If using the NOSSLONDON2026 topology, especially for Active Directory Domain Services (AD DS), DNS, DHCP, Remote Desktop Services (RDS), IIS and Debian DHCP Relay Server, then a Type 1 hypervisor would be better. Type 1 hypervisors offer better performance, more isolation between virtual machines and greater security measures due to the lack of reliance on a host operating system. These features can be important if using it as a host for critical infrastructure services like domain controllers and DNS servers (Membrey, Hows and Plugge, 2015).
The environment to be supported simultaneously is Windows Server 2022, Debian Linux and Windows 10 client systems. Hyper-V would be an appropriate choice since it's 100% compatible with Windows Server applications, supports Linux guest operating systems and works well with Active Directory. In addition, the domain environment (BIRMINGHAM.)Some of the things that NOSS needs are secure authentication and centralised management. Type 1 virtualisation will be more scalable and resilient with future expansion across both Birmingham and London locations. To achieve the desired security, compatibility, performance and enterprise requirements, a Type 1 hypervisor like Hyper-V should be used to deploy the proposed topology (Microsoft, 2024).
[bookmark: _Toc233796848]2. Research on IP Addressing 
Because IP addresses are used to identify and locate devices over local and global networks, they are the basis of network communications. In the group discussion, it was clear that data is transmitted over the Internet using logical addressing and packet switching. Data sent by a user is broken into packets with source and destination IP addresses. Routers analyze these addresses and decide on the optimal route for sending packets to their destination (Kurose and Ross, 2022).
IPv4 addresses are 32 bits or dotted decimal notation (172.16.1.1), while IPv6 addresses are 128 bits or hexadecimal notation (7E97:DA1F:E2AA:4E0E:861C:52B9:E95C:E338).IPv4 addresses are 32 bits (172.16.1.1), IPv6 addresses are 128 bits (7E97:DA1F:E2AA:4E0E:861C:52B9:E95C:E338) (Hagen, 2014). The topology is such that Birmingham network is on 172.16.1.0/24 and London network is on 172.16.2.0/24. The point-to-point network 10.0.0.0/30 is used to connect the Windows Server with the Debian Server, which shows efficient network addressing as it only needs 2 usable host addresses.
[bookmark: _Toc233796849]Example of Subnetting
Birmingham LAN: 172.16.1.0/24
Usable Hosts: 172.16.1.1 – 172.16.1.254

London LAN: 172.16.2.0/24
Usable Hosts: 172.16.2.1 – 172.16.2.254

WAN Link: 10.0.0.0/30
Usable Hosts: 10.0.0.1 – 10.0.0.2
Subnetting improves network performance and security by reducing broadcast traffic and organising devices into logical segments. Effective IP addressing ensures efficient routing, resource management and scalability. The enhanced topology further benefits from DHCP services, which automate address allocation and reduce administrative overhead. Consequently, proper IP address planning is essential for maintaining reliable communication between the Birmingham and London sites while supporting future expansion (Odom, 2023).

[bookmark: _Toc233796850]3. Research on Routing 
Routing: deciding the way network traffic flows between networks. The protocols for routing allow routers or other network devices to share information about paths that are available and choose the path most suitable for forwarding packets. There are two types of routing: either static or dynamic. Dynamic routing protocols like OSPF, EIGRP, and BGP automatically determine and change routing information based on network changes, whereas static routing needs to be configured by hand (Odom, 2023).
The proposed topology for NOSSLONDON2026 is a topology with 2 main networks linked together by a point to point link between Birmingham and London. Static routing is probably the most feasible approach in this small network. Pros of static routing include simplicity, lower resource usage and increased security due to the fact that routes are not automatically changed when the network is compromised by unauthorised devices. The network topology is fairly predictable, and static routing requires relatively little administrative overhead.
The improved topology introduces other services such as a Debian DHCP Relay Server in London. The relay relays DHCP requests from the London subnet to the DHCP service running on the Windows Server installed on Birmingham. Reliable routing between the 172.16.1.0/24 and the 172.16.2.0/24 networks is required for the communication to be successful. Static routing is a simple way to ensure these locations can be connected, and traffic can be fully controlled.
While dynamic routing would be helpful if future sites or network redundancy were added to the network, the current design calls for no dynamic protocols, and this may be too much trouble for the value added. Hence, static route is the best routing method for the suggested network, due to its simplicity, reliability, and suitable performance for the organizational needs.

[bookmark: _Toc233796851]4. Research on Network Services 
Today's enterprise networks use integrated network services for security, authentication, connectivity and automated resource management. VPNs, DHCP, Active Directory Domain Services (AD DS) and Certificate Authorities (CA) work together to ensure secure and efficient business operations in the enhanced NOSSLONDON2026 topology.
These services should be considered as a whole, rather than as separate technologies. Active Directory offers single authentication, authorisation and management of users, computers and resources throughout the organisation. In general, industry best practice suggests that use AD DS with DNS as it is essential to ensure that names are resolved correctly for the domain (Microsoft, 2024).
By automating IP address allocation and configuration, DHCP helps to minimise configuration errors and reduce administrative effort. The proposed topology would be to have a DHCP service provided by a Windows Server, and a DHCP Relay provided by the Debian Server, such that devices in London could get addresses from the DHCP service at Birmingham. This centralised approach results in consistency, and administration is easier across multiple locations (Odom, 2023).
VPN technologies offer encrypted channels of communication for remote users and/or branch offices to connect to corporate resources, ensuring confidentiality and integrity of communications. The current Cybersecurity best practice recommendations focus on robust encryption, multiple factor authentication, and periodic monitoring to effectively reduce risk of unauthorized access (NIST, 2020).
Digital certificates are important to the trust that Certificate Authorities provide. Certificates are used for secure web services, encrypted communications and user authentication. Combined with the Active Directory Certificate Services, organisations can manage certificates centrally and enhance the overall security. As a result the integrated use of AD DS, DHCP, VPNs and Certificate Authorities provide a secure, scalable and manageable infrastructure that can meet the operational and security needs of NOSSLONDON2026.











[bookmark: _Toc233796852]Task 2 – Technical Documentation
[bookmark: _Toc233796853]2.1 Hypervisor Selection and Justification
Based on the research undertaken during Task 1, Oracle VirtualBox was chosen as the hypervisor platform to deploy the NOSSLONDON2026 network topology. The main advantage of using VirtualBox was its support to run multiple guest operating systems concurrently with hosting compatibility to both Windows Server 2022 and Debian Linux. VirtualBox supports multiple virtual network adapters, internal networks, NAT networking and bridged networking, which are crucial for achieving the Birmingham and London network infrastructure.
While the performance of Type 1 hypervisors like Microsoft Hyper-V is better in enterprise settings, the amount of hardware available, and the need for easy deployment and compatibility with the workstation resources, VirtualBox was deemed to be the best choice for this project. The project requires the deployment of a Windows Server 2022 system, a Debian CLI server and Windows 10 client machines. VirtualBox allows all systems to run at the same time, with enough separation between the networks.
The need to extend the situation in Coursework 2 was another key consideration. The improved topology also includes Active Directory Domain Services, DNS, DHCP, IIS, and Remote Desktop Services (RDS) support DHCP Relay. VirtualBox can run these enterprise services and provides snapshots, cloning and quick recovery for testing and troubleshooting.
In terms of security, VirtualBox enables network isolation with Internal Networks, which means that the configuration of an experiment does not affect the operating system of the host computer or external networks. Moreover, it can support multiple virtual adapters, which enable the use of the point-to-point link between Birmingham and London, but keeping separate LAN segments.
Hence, based on compatibility, cost effectiveness, scalability, ease of management and future coursework requirements, Oracle VirtualBox was thought to be the most appropriate hypervisor platform for implementing the NOSSLONDON2026 network.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\B-DC Adapter 1.jpg]
Figure 01: Screenshot showing VirtualBox Manager and installetion
[bookmark: _Toc233796854]2.2 Download and Deployment
[bookmark: _Toc233796855]2.2.1 Download of Hypervisor and Operating Systems
The required software components were downloaded from official vendor sources to ensure authenticity, security and software integrity.
The following software packages were obtained:
· Oracle VirtualBox
· Windows Server 2022 ISO
· Windows 10 ISO
· Debian Linux ISO
Downloading software from official sources minimises security risks associated with modified or malicious installation media and ensures access to the latest security updates and patches.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\B-DC Adapter2.jpg]
Figure 02: Evidence of VirtualBox download page
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\B-DC.JPG]

	Figure 03: Evidence of Windows Server 2022 download source

[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\L CD vertual.jpg]
Figure 04: Evidence of Debian ISO download source.
[image: ]
Figure 05: Evidence of Prtitioning stage during the operating system installation process
[bookmark: _Toc233796856]2.2.2 Deployment of the Virtual Network
After downloading the required software, virtual machines were created according to the supplied topology.
The deployment consisted of:
	Device
	Operating System
	Location

	B-DC
	Windows Server 2022
	Birmingham

	ClientS1
	Windows 10
	Birmingham

	L-CD
	Debian CLI
	London

	ClientL1
	Debian GUI
	London


Each virtual machine was configured with appropriate RAM, storage and virtual network adapters. Internal networking was used to simulate communication between sites, while additional adapters provided external Internet connectivity where required.
The completed deployment successfully replicated the supplied topology and provided the foundation for further service deployment in Coursework 2.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\united 1.jpg]
Figure 06: All VMs visible inside VirtualBox Manager
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\united 4.jpg]
Figure 07: B-DC virtual machine running

[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\united 8.jpg]
Figure 08: L-CD virtual machine running.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\clint S1-1.png]
Figure 09: Client systems running simultaneously..

[bookmark: _Toc233796857]2.3 IP Addressing Configuration
Rather than using the exact addressing scheme supplied in the topology, a VLSM-based addressing structure was designed to improve address utilisation and demonstrate advanced network planning skills.
[bookmark: _Toc233796858]Addressing Plan
	Network
	Subnet
	Purpose

	Birmingham LAN
	172.16.1.0/24
	Windows Server and Client

	London LAN
	172.16.2.0/24
	Debian Server and Client

	WAN Link
	10.0.0.0/30
	Point-to-point connection


[bookmark: _Toc233796859]Device Address Allocation
	Device
	IP Address

	B-DC
	172.16.1.1

	ClientS1
	172.16.1.10

	B-DC WAN
	10.0.0.1

	L-CD WAN
	10.0.0.2

	L-CD
	172.16.2.1

	ClientL1
	172.16.2.10


The addressing design ensures efficient use of address space while maintaining logical separation between Birmingham and London networks. The /30 subnet on the inter-site link minimises address wastage because only two usable host addresses are required.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\clint S1-98.png]
Figure 10: B-DC IP configuration
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\network 1.jpg]
Figure 11: L-CD IP configuration

[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Eternet 3 1.png]
Figure 12: ClientS1 network settings

[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Capture5.jpg]
Figure 13: ClientL1 network settings

[bookmark: _Toc233796860]2.4 Testing and Troubleshooting
Connectivity testing was conducted to verify correct network deployment.
[bookmark: _Toc233796861]Outcome 1 – Successful Connectivity Within Same Network
Testing confirmed successful communication between devices located within the same subnet. Ping requests between servers and clients on the same LAN were successful, demonstrating correct IP configuration and virtual network adapter settings.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Capture7.jpg]
Figure 14: Successful ping inside Birmingham network

[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Capture.png]
Figure 15: Successful ping inside London network.

[bookmark: _Toc233796862]Outcome 2 – Unsuccessful Connectivity Between Different Networks
At this stage of deployment, routing between Birmingham and London networks had not yet been configured. Consequently, connectivity tests between the two sites failed as expected.
The unsuccessful ping results confirmed that network segmentation was functioning correctly and that routing would need to be implemented during subsequent configuration stages.
[image: C:\Users\User\AppData\Local\Microsoft\Windows\INetCache\Content.Word\Capture1.jpg]= foundation for implementing routing, Active Directory, DHCP, DNS and additional network services during Coursework 2.
[bookmark: _Toc233796863]Task 3 – Reflection
[bookmark: _Toc233796864]3.1 Technical Reflection
[bookmark: _Toc232854098][bookmark: _Toc232854254][bookmark: _Toc233796814][bookmark: _Toc233796865]NOSSLONDON2026 virtual network deployment proved to be a great opportunity for hands-on experience in enterprise network infrastructure configuration and testing. The key implementation issue was setting up the virtual network adapters in VirtualBox so that there would be a separation of the Birmingham network from the London network, but the network would also provide the necessary connectivity. First testing found that communication problems were due to wrong adapter assignment and IP configuration problems. These problems were identified with the ping command, IP configuration tools and network adapter settings. The issue was addressed successfully after verifying and reviewing the addressing scheme and checking subnet assignments. Connectivity testing was conducted and devices in the same network communicated successfully without any devices in the other networks communicating, as expected before the routing was implemented. The troubleshooting process underscored the need for systematic testing and validation of IP addresses and network configurations.
[bookmark: _Toc233796866]3.2 Personal Reflection
[bookmark: _Toc232854100][bookmark: _Toc232854256][bookmark: _Toc233796816][bookmark: _Toc233796867]This project has greatly enhanced my knowledge of virtualisation, networking and server deployment. Prior to taking this coursework, I did have some theoretical understanding of IP addressing, network segmentation and virtual machines, but using the topology gave me hands-on experience with these concepts. The project was also multi-stage with installation, configuration, testing and documentation, which made it crucial to manage time efficiently. I have been introduced to the value of keeping regular records on progress and taking evidence (with times) during the deployment process. The project also helped to improve my problem-solving abilities by having to troubleshoot and find solutions to configuration problems on my own. Overall, this coursework has helped build my confidence in deployment and management of network infrastructures, and has given me a solid base to develop the more advanced network services to be implemented in Coursework 2.
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