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[bookmark: _Toc227251640]1.1 Context and Background
In recent years, digital transformation across industries has accelerated significantly, with cloud computing emerging as a foundational component of modern information infrastructure [1]. Organisations operating across sectors including healthcare, finance, retail, and public administration increasingly rely on cloud platforms due to their scalability, cost-efficiency, and operational flexibility. Rather than maintaining physical on-premises server infrastructure, these organisations leverage shared pools of virtualised resources — encompassing storage, compute, and networking — provisioned on demand with minimal administrative overhead [2].
A widely adopted architectural model within this landscape is the hybrid cloud, which integrates private cloud or on-premises data centre infrastructure with public cloud services provided by platforms such as Amazon Web Services (AWS), Microsoft Azure, or Google Cloud. Connectivity between these environments is typically established through encrypted tunnels, dedicated network links, or federated identity systems. Sensitive workloads are retained within secured private environments, while variable or resource-intensive operations are offloaded to public cloud infrastructure as demand requires [3], [4].
Despite the operational advantages of hybrid cloud architectures, they introduce considerable security complexity. The distribution of data and services across heterogeneous environments — each governed by distinct configurations and access policies — makes consistent security enforcement difficult. Recent research indicates that a significant proportion of cloud security incidents result not from sophisticated external attacks but from configuration errors, such as incorrectly assigned permissions, publicly exposed storage resources, or inadequate authentication mechanisms [5], [6].
Regulatory pressure has further intensified the need for robust cloud security practices. Frameworks such as ISO/IEC 27017 provide cloud-specific security guidance and establish baseline expectations for organisations handling sensitive data in cloud environments. As compliance requirements continue to evolve, there is a growing demand for evidence-based approaches that extend beyond theoretical guidance and translate into practical, implementable security measures. This study responds to that need by investigating the effectiveness of specific security controls within a controlled hybrid cloud environment [4], [7].
[bookmark: _Toc227251641]1.2 Research Problem
A central challenge facing organisations adopting hybrid cloud architectures is maintaining consistent data protection across both private and public infrastructure. While hybrid models provide operational flexibility, they introduce ambiguity in the division of security responsibilities between cloud service providers and internal security teams. This shared responsibility model, if not clearly defined and enforced, creates oversight gaps that adversaries may exploit [3], [5].
Misconfiguration represents one of the most prevalent and consequential security vulnerabilities within hybrid cloud environments. Examples include storage resources left publicly accessible, compute instances with unrestricted network exposure, and identity accounts assigned excessive permissions. When infrastructure provisioning is automated through code templates or configuration-as-code practices, a single misconfiguration can propagate uniformly across an entire environment before detection, multiplying the potential attack surface [5], [6].
Identity and access management (IAM) presents a further dimension of the security problem. Insufficient authentication controls — such as the absence of multi-factor authentication — combined with over-privileged user accounts significantly elevate the risk of credential compromise. Once obtained, stolen credentials may enable lateral movement across networked systems, allowing an attacker to escalate privileges or exfiltrate sensitive data [3], [6].
Additionally, effective threat detection in hybrid cloud environments is hindered by the absence of unified monitoring across distributed infrastructure. On-premises systems and cloud services frequently generate logs in different formats and through separate toolchains, complicating centralised visibility. Delays in alert generation and response further reduce the effectiveness of defensive measures. These conditions underscore the need for a methodologically rigorous, empirically grounded approach to hybrid cloud security — one that identifies vulnerabilities through controlled experimentation rather than relying on generalised assumptions [6], [7].
[bookmark: _Toc227251642]1.3 Research Aim and Objectives
Research Aim:
This study investigates the effectiveness of security controls and configuration practices in protecting data within hybrid cloud environments. The research addresses the gap between existing security frameworks and their practical application in environments where private and public cloud infrastructure operate in combination. By evaluating specific technical controls through empirical testing, the study aims to develop a structured, evidence-based security configuration framework applicable to hybrid cloud deployments.
Research Objectives:
Objective 1 - Threat Identification
Objective 1 — Threat Identification (Week 2): Identify and categorise a minimum of ten security threats and configuration vulnerabilities across storage, IAM, compute, networking, and logging domains from at least eight peer-reviewed sources, producing a structured vulnerability inventory for baseline configuration [5], [6], [8], [9].
Objective 2 — Security Control Evaluation (Week 8): Evaluate MFA enforcement, least-privilege IAM policies, and SSE-KMS encryption. Target: minimum 20 percentage-point improvement in Prowler compliance score and at least 50% reduction in Pacu attack success rate relative to baseline [3], [7], [10].
Objective 3 — Misconfiguration Risk Analysis (Week 8): Quantify the impact of five introduced misconfiguration categories using the Data Exposure Risk Score and demonstrate measurable post-implementation reduction [5], [6].
Objective 4 — Framework Development (Week 10): Deliver a proposed and evaluated security configuration framework benchmarked against ISO/IEC 27017 [11], NIST SP 800-53 [3], and CSA guidance [4], with all controls producing compliance improvements consistent with Objectives 2 and 3.

Research Questions:
1. What are the primary security risks affecting data protection in Hybrid Cloud environments?
2. How effective are security mechanisms such as MFA, encryption, and access control in reducing data exposure risks?
3. How do configuration management and monitoring tools improve Hybrid Cloud security?
4. What practical framework can organizations implement to enhance data protection in Hybrid Cloud systems?
[bookmark: _Toc227251643]1.4 Significance of the Study
This research addresses a substantive and timely challenge in contemporary cybersecurity: the protection of sensitive data within hybrid cloud environments. As organisations increasingly depend on distributed cloud infrastructure, vulnerabilities in security configuration pose risks that extend beyond technical disruption to include regulatory penalties, financial loss, operational damage, and reputational harm [7].
By systematically examining cloud security vulnerabilities and evaluating the effectiveness of specific protective controls, this study contributes structured, empirically derived guidance to the field. The research gives particular attention to secure configuration practices, authentication mechanisms, and continuous monitoring — areas consistently identified in the literature as critical to reducing exploitable weaknesses in cloud deployments [4], [6].
The study’s focus on hybrid cloud environments addresses a recognised gap in existing research, which has tended to examine public or private cloud models in isolation. The hybrid context, characterised by the co-existence of on-premises and cloud-based resources, presents distinct security challenges that require dedicated investigation. The practical outputs of this research are therefore intended to be directly applicable to cybersecurity professionals operating in environments subject to both technical complexity and regulatory obligation [4], [6].
[bookmark: _Toc227251644]2. Literature Review
[bookmark: _Toc227251645]2.1 Introduction to the Literature Review
This literature review follows a structured, transparent selection process aligned with systematic reviewing methodology. Searches were conducted across IEEE Xplore, Scopus, ACM Digital Library, and Google Scholar, supplemented by grey literature from NIST, CSA, and ENISA. Search strings: “hybrid cloud security,” “cloud misconfiguration,” “IAM cloud,” “zero trust architecture hybrid cloud,” and “cloud compliance regulatory standards.”
Stage 1 — Identification: Initial searches retrieved approximately 180 sources. Duplicates removed by cross-referencing titles, authors, and DOIs; 157 unique records remained.
Stage 2 — Screening: Titles and abstracts assessed against inclusion criteria: published 2009–2025; cloud security focus; English language; peer-reviewed or recognised standards body. Non-peer-reviewed, off-topic, and methodologically opaque sources excluded. 94 sources passed screening.
Stage 3 — Eligibility: Full-text review of 94 sources assessed methodological rigour, relevance to hybrid cloud security, and data quality. 62 sources retained.
Stage 4 — Inclusion: 33 sources selected for direct citation based on relevance to research objectives, methodological rigour, and recency; 29 further informed thematic analysis without citation. A PRISMA-style flow diagram illustrating all four stages is provided in Figure 1 below.
The literature reflects a central debate. Hashizume et al. [8] and the CSA [5] attribute most cloud failures to technical deficiencies, while Takabi et al. [12] and ENISA [7] locate the primary cause in governance structures. Ali et al. [13] demonstrate that the most severe incidents arise where both fail simultaneously — the integrated view this study adopts. AlZain et al. [14] identify the architectural divide between cloud deployment models as a barrier to generalisable security guidance. Most empirical studies examine single-cloud environments; hybrid-specific dynamics remain under-examined, and this study
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Figure 1: PRISMA-style literature selection flow diagram (n=180 identified → n=157 after deduplication → n=94 screened → n=62 eligible → n=33 included).
[bookmark: _Toc227251646]2.2 Data Protection in Cloud Computing 
Data protection in cloud computing encompasses the technical and procedural measures required to preserve the confidentiality, integrity, and availability of information across its entire lifecycle within cloud infrastructure. The CIA triad, long established as the foundational model for information security, remains central to cloud security discourse; however, its application in distributed environments introduces complexities that single-site architectures do not encounter [3], [4]. Recent literature consistently demonstrates that single-layer defences are insufficient against contemporary threats, and that a layered, defence-in-depth strategy offers substantially more resilient protection [3], [12], [15].
Encryption is broadly accepted as a foundational control for data at rest and in transit. However, a notable divergence exists in the literature regarding its operational adequacy. Nieles et al. [3] assert that properly implemented encryption, combined with strong key management, effectively mitigates the risk of unauthorised data access in cloud environments. Hashizume et al. [8], by contrast, caution that encryption alone is insufficient when key management practices are weak, arguing that organisations frequently deploy encryption without the governance structures needed to protect cryptographic material. This tension is particularly acute in hybrid cloud settings, where keys may be managed across multiple platforms with differing security capabilities, creating the potential for gaps that neither vendor addresses unilaterally [6], [8].
Zero Trust Architecture (ZTA) has attracted growing scholarly attention as a framework suited to the boundary-less nature of cloud environments. Rose et al. [10] and Chandramouli and Butcher [16] both argue that the traditional perimeter model is fundamentally incompatible with hybrid and multi-cloud deployments, in which workloads traverse multiple administrative domains. Ferretti et al. [17] extend this position, demonstrating empirically that survivable zero trust implementations — those designed to continue functioning even when components are compromised — provide meaningfully stronger security outcomes than conventional access control models. These findings collectively support the inclusion of ZTA principles within the security framework developed in this study.
[bookmark: _Toc227251647]2.3 Key Threats and Problems in Cloud Data Protection
Cloud environments face a well-documented and evolving range of security threats. The Cloud Security Alliance [5] identifies misconfiguration, IAM weaknesses, insecure interfaces, and data loss as the most consequential categories, a categorisation broadly corroborated by the IBM Cost of a Data Breach Report [18], which found that misconfiguration and stolen credentials collectively accounted for more than 30 percent of breach incidents in 2024. These figures establish the empirical foundation for the threat prioritisation adopted in this study.
A significant shift in scholarly perspective has occurred over the past decade regarding the attribution of cloud security failures. Earlier contributions, including Bhadauria and Sanyal [9] and Ristenpart et al. [19], focused principally on technical vulnerabilities: side-channel attacks, shared infrastructure risks, and insecure hypervisor configurations. More recent scholarship, however, has drawn attention to the role of human and organisational factors. Ang'udi [20] argues, in findings that broadly align with Mousa et al. [21] across a wider sample, that misconfiguration is overwhelmingly a governance failure rather than a technical one, attributable to unclear ownership of cloud security responsibilities and the absence of automated policy enforcement. Alouffi et al. [22] reach a compatible conclusion, finding in their systematic review that the majority of documented breaches involved errors that existing technical controls would have prevented had they been correctly applied. Taken together, these findings suggest that the most impactful security improvements are likely to involve policy and process changes alongside, rather than instead of, technical remediation.
The threat landscape for credential-based attacks has evolved substantially in sophistication. Ficco and Palmieri [23] further identify cloud-specific denial-of-service attacks exploiting shared resource consumption as a distinct threat vector enabled by cloud infrastructure design. While Bhadauria and Sanyal [9] characterised credential attacks as primarily involving static password theft, more recent analyses by Ali et al. [13] and the CSA [5] document a transition toward dynamic exploitation techniques including session token hijacking, OAuth misconfiguration abuse, and cloud-native API manipulation. These vectors are particularly difficult to detect because they exploit legitimate access pathways rather than triggering conventional intrusion signatures. The literature consistently supports multi-factor authentication and least-privilege access enforcement as essential mitigations, though Ang'udi [20] notes that a substantial proportion of organisations continue to operate with over-permissioned accounts despite the availability of IAM tooling to address this directly [3], [6].
[bookmark: _Toc227251648]2.4 Evaluation of Current Security Mechanisms
Contemporary cloud security architectures deploy multiple overlapping controls, including multi-factor authentication (MFA), identity and access management (IAM), encryption, and continuous monitoring. While these mechanisms are well-established in the literature, a recurring finding is that their deployment rate significantly exceeds their effective implementation rate. Alouffi et al. [22], corroborated by Mousa et al. [21] and Tahirkheli et al. [24], report that organisations frequently enable security features without validating their configuration, resulting in a false sense of assurance that does not correspond to measurable risk reduction [3], [4].
The efficacy of MFA has been both strongly endorsed and critically qualified within the literature. NIST [3] and the CSA [4] consistently position MFA as among the most effective available controls for preventing credential-based compromise. In contrast, Hashizume et al. [8] and Ali et al. [13] present a more nuanced position, noting that MFA provides limited protection against session hijacking and token theft, attack types that have become more prevalent as organisations migrate toward API-driven cloud services. This distinction is practically significant: organisations that treat MFA as a comprehensive authentication solution may underestimate their exposure to post-authentication attack vectors, particularly in environments where session tokens carry long expiry windows [6], [12].
IAM governance represents a particularly contested area of cloud security practice. Gade [25] argues that adaptive IAM policies, incorporating real-time anomaly detection and automated privilege adjustment, provide substantially stronger security outcomes than static role-based configurations. These findings align with those of Ang'udi [20], who documents significant security improvements in organisations that moved from manually managed permission sets to automated IAM policy enforcement. By contrast, NIST SP 800-53 [3] advocates for structured least-privilege frameworks as a foundational baseline, on the grounds that automation without a sound underlying policy model may introduce new classes of misconfiguration risk. This study applies the NIST least-privilege baseline while acknowledging that future work may benefit from incorporating the adaptive mechanisms described by Gade [25].
Centralised monitoring and log aggregation are widely recognised as prerequisites for effective incident detection and response. Research by Ferretti et al. [17] demonstrates that unified monitoring across hybrid environments reduces mean time to detect by a statistically significant margin when compared with siloed logging approaches. Butt et al. [26] demonstrate that machine learning anomaly detection can complement rule-based monitoring where coverage gaps exist. The practical difficulty, as Alouffi et al. [22] note, is that monitoring tools designed for single-cloud environments frequently fail to capture events from on-premises systems, creating visibility gaps that persist even when both environments are ostensibly covered by separate toolsets. This challenge is directly addressed in the methodology of the present study through the use of CloudTrail logging across both cloud and virtualised on-premises components.
[bookmark: _Toc227251649]2.5 Global Standards and Regulatory Frameworks 
The principal regulatory frameworks governing cloud security practice are NIST SP 800-53 [3], ISO/IEC 27017 [11], and ENISA guidance [7], providing a shared control baseline for security assessment.
Evidence on whether framework adoption improves outcomes is broadly positive but contingent on implementation depth. The CSA [4] and NIST RMF [27] report stronger security postures in formally adopting organisations. Ang'udi [20] adds a critical qualification: organisations adopting frameworks primarily for compliance audit passage rather than operational integration produce outcomes statistically indistinguishable from non-adopters. Hybrid environments remain underserved — NIST SP 800-207A [16] addresses multi-cloud access control but comprehensive hybrid compliance guidance is limited, a gap addressed by the
Notwithstanding the significant progress documented in the literature, persistent challenges associated with misconfiguration, IAM policy weaknesses, and monitoring gaps continue to undermine security outcomes in hybrid cloud environments. The present study responds to the collectively identified gaps by providing empirical evidence of control effectiveness within a controlled hybrid architecture, contributing a tested and replicable security configuration framework to a literature that remains largely theoretical in its treatment of this deployment model.
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This study adopts Design Science Research (DSR) as its overarching research design, a paradigm suited to investigations that aim to produce and evaluate an artefact — in this case, a security configuration framework — rather than solely to describe or explain existing phenomena [28]. DSR is considered appropriate here because the primary objective is the development of a practical, functional output grounded in systematic empirical testing.
The study employs a controlled pre- and post-implementation experimental structure conducted entirely within a simulated hybrid cloud environment. This design enables the direct comparison of security metrics before and after the application of a defined set of security controls, thereby providing measurable evidence of their effectiveness. Because the environment is fully isolated and artificially configured, findings reflect outcomes under controlled conditions and are not presented as generalisable to production environments without further validation.
The research procedure begins with the deliberate introduction of known security misconfigurations in order to establish a baseline state reflective of documented vulnerabilities [5], [6]. Security controls are subsequently applied in accordance with the proposed framework, and post-implementation assessments are conducted to measure changes in the security posture. This sequential structure ensures that observed improvements are attributable to the interventions introduced rather than external variables.
A significant proportion of cloud security incidents identified in the literature are attributed to misconfiguration and insufficient access controls [5], [6]. This study therefore focuses on a targeted set of security controls: multi-factor authentication, least-privilege IAM policies, storage access restrictions, encryption at rest and in transit, and continuous audit logging. These controls are consistently recommended across the NIST [3], CSA [4], and ENISA [7] frameworks and represent the highest-impact interventions available within the scope of an AWS-based hybrid cloud simulation.
[bookmark: _Toc227251652]3.2 Research Approach
This study follows a positivist research philosophy, focusing on objective and measurable outcomes such as misconfiguration counts, compliance scores, and access attempts [3].
A quantitative approach is adopted, where results are expressed numerically using:
· Compliance percentages
· Misconfiguration counts
· Attack success/failure ratios
Descriptive statistical methods — including percentage comparisons and mean values across pre- and post-implementation measurements — are employed to present findings with clarity and reproducibility. This approach is consistent with the positivist philosophical stance of the study, which prioritises objectivity and verifiability over interpretive analysis [6].
[bookmark: _Toc227251653]3.3 Data Collection Method
Data collection is conducted through automated scanning tools and security logs within a controlled Hybrid Cloud setup.
Hybrid Cloud Simulation Setup
The environment consists of:
· Amazon AWS (Free Tier) → public cloud services (S3, EC2, IAM)
· Local Virtual Machines (VirtualBox) → on-premise infrastructure
· VPN connection → secure communication between local and cloud environments
This setup simulates a realistic Hybrid Cloud architecture where data and services operate across both environments.
Stage 1 - Baseline Configuration
The environment is intentionally configured with common security weaknesses identified in recent literature [5], [6], including:
· Public S3 buckets
· Open EC2 ports (0.0.0.0/0)
· Over-privileged IAM users
· Disabled encryption
· Disabled logging
S3Scanner and Prowler generate baseline metrics.
Stage 2 - Security Implementation
The following controls are applied:
· Multi-Factor Authentication (MFA) enforcement
· IAM least-privilege policies
· S3 access restrictions and encryption (SSE-KMS)
· Restricted EC2 network access
· CloudTrail and monitoring enabled

Stage 3 - Post-Implementation Testing
· Tools are re-run to measure improvements
· Pacu simulates attack scenarios (privilege escalation, data access attempts)
· CloudTrail logs record outcomes
This ensures both defensive (compliance) and offensive (attack simulation) evaluation.
[bookmark: _Toc227251654]3.4 Tools and Technologies
The selection of tools for this study was guided by several criteria: established use within cloud security research, compatibility with the AWS environment, the ability to produce quantifiable outputs, and coverage of distinct but complementary aspects of security assessment. Each tool addresses a specific dimension of the evaluation — configuration scanning, compliance benchmarking, and adversarial simulation — and their combined use enables both defensive and offensive perspectives to be incorporated into the analysis [29], [30], [31].
Tool 1 - S3Scanner
S3Scanner [29] is an open-source enumeration tool designed to identify publicly accessible Amazon S3 buckets and evaluate their access configurations. Its selection for this study is justified by its targeted focus on storage-layer vulnerabilities — a consistently identified primary attack surface in cloud environments [5], [6] — and its capacity to produce structured, quantifiable outputs that support pre- and post-implementation comparison. Unlike broad-spectrum scanners, S3Scanner generates specific misconfiguration evidence at the storage tier, enabling precise measurement of changes in exposure following the application of access controls.
Tool 2 - Prowler
Prowler [30] is an open-source cloud security assessment tool that evaluates AWS environments against established benchmarks, including CIS AWS Foundations, NIST SP 800-53, and the CSA Cloud Controls Matrix. Its relevance to this study lies in its ability to assess compliance across multiple security domains simultaneously — including IAM, logging, encryption, and network configuration — and to produce compliance scores that are directly comparable across measurement points. This multi-domain coverage distinguishes Prowler from single-purpose scanning tools and makes it appropriate for evaluating the integrated security framework applied in this study [4], [30].
Tool 3 - Pacu
Pacu [31], developed by Rhino Security Labs, is an open-source AWS exploitation framework used in this study to conduct controlled adversarial simulations. Its relevance lies in its capacity to test the practical resilience of applied security controls under conditions that replicate the techniques used by real-world cloud attackers, including privilege escalation, IAM credential abuse, and data access attempts. Unlike compliance-focused scanners that evaluate configuration against reference standards, Pacu validates whether those configurations hold under active exploitation pressure, providing empirical evidence of control effectiveness rather than theoretical compliance [31]. The use of Pacu is restricted entirely to the isolated simulation environment described in Section 3.6.
Supporting Software Stack
· Python (boto3) — automation, AWS API interaction, and log processing
· AWS CLI — configuration management and scripting
· Jupyter Notebooks (pandas, matplotlib) — data analysis and visualization
· VirtualBox — on-premise virtual machine simulation
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Figure 1: Six-Phase Data Collection and Analysis Workflow for Hybrid Cloud Security Research
Figure 1 illustrates the complete six-phase workflow. Phase 1 establishes the hybrid environment using AWS Free Tier for public cloud and VirtualBox VMs for on-premises simulation, bridged via a VPN connection. Phase 2 runs baseline scans with S3Scanner and Prowler to produce a quantified vulnerability inventory. Phase 3 applies all security framework controls. Phase 4 re-runs scanners, executes Pacu adversarial simulations, and collects CloudTrail log data. Phase 5 performs statistical analysis — compliance deltas, benchmark validation — using Jupyter and pandas. Phase 6 synthesises the evaluated framework and industry-specific recommendations.

[bookmark: _Toc227251655]3.5 Data Analysis
The collected data will be analyzed using descriptive evaluation techniques.
Metrics Used
1. Configuration Compliance Rate (%): This metric represents the proportion of cloud resources that comply with recommended security standards, as measured using Prowler. A higher compliance rate indicates stronger adherence to security best practices.
2. Misconfiguration Count: This refers to the total number of identified security weaknesses, such as publicly accessible storage or unrestricted network access. A reduction in this count reflects an improvement in the overall security posture.
3. Attack Success Rate (%): This metric measures the proportion of successful attack attempts conducted using Pacu. A decrease in the success rate indicates that implemented security controls are effective in preventing unauthorized access.
4. Data Exposure Risk Score (Defined):
This study defines a simple weighted metric:
“Risk Score = Σ (Number of Exposed Resources × Severity Weight)”
Where:
· High-risk (public data exposure) = weight 3
· Medium-risk (weak IAM) = weight 2
· Low-risk (logging gaps) = weight 1
This allows a quantified comparison of overall risk before and after implementation.
5. Monitoring Coverage Rate (%): This metric evaluates the extent to which system activities are captured through logging mechanisms such as CloudTrail. Higher coverage indicates improved visibility and better incident detection capability.
Link Between Metrics and Research Objectives
Each metric directly supports the research objectives:
· Compliance Rate → evaluates effectiveness of implemented security controls
· Misconfiguration Count → measures reduction in vulnerabilities
· Attack Success Rate → validates real-world security effectiveness
· Risk Score → provides an overall indicator of security improvement
· Monitoring Coverage → assesses completeness of security implementation
Analysis Method
Results will be presented using:
· Percentage comparisons
· Mean values
· Bar charts and trend graphs
This approach ensures clarity while avoiding unnecessary complexity.
[bookmark: _Toc227251656]3.6 Ethical Considerations
All research activities are conducted in a fully controlled and isolated environment.
· Only personally created AWS accounts are used
· No third-party or production systems are tested
· Virtual machines are locally hosted and isolated
· Pacu testing is restricted to this environment only
· No external network exploitation is performed
No personal or sensitive user data is collected. All data is system-generated (logs, configurations, scan outputs).
The research adheres to established ethical standards, including the ACM Code of Ethics, ensuring responsible and secure conduct throughout the study [32].
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[bookmark: _Toc227251658]4.1 Anticipated Results
Based on patterns identified in the existing literature, it is anticipated that the baseline configuration phase will reveal a substantial proportion of cloud resources with exploitable security weaknesses, particularly in areas such as storage access controls, IAM policy configurations, and network exposure [5], [6]. Following the application of the proposed security framework, it is expected that compliance rates will improve measurably and that the number of identified misconfigurations will decrease, consistent with findings reported in comparable empirical studies.
The implementation of controls including multi-factor authentication, least-privilege IAM policies, and encryption is anticipated to reduce the success rate of simulated attack scenarios conducted using Pacu. These expected outcomes are, however, bounded by the scope of the simulated environment and should be interpreted as indicative of control effectiveness under controlled conditions rather than as definitive measures of real-world performance [31].
The primary deliverable of this research is a structured and practically applicable security configuration framework, developed through the synthesis of empirical findings and aligned with recognised industry standards. This framework is intended to provide actionable guidance for improving hybrid cloud security postures in contexts where misconfiguration and access control weaknesses represent the principal risk factors.
[bookmark: _Toc227251659]4.2 Implications and Limitations
This research contributes to the existing body of knowledge by providing empirically derived evidence of security control effectiveness within a hybrid cloud environment. As organisations increasingly adopt distributed cloud architectures, the findings offer practical insight into approaches for managing configuration risk and maintaining compliance across heterogeneous infrastructure [33], [13].
The proposed security configuration framework represents a tangible output for practitioners, offering structured guidance for addressing misconfiguration vulnerabilities and enforcing access control policies in alignment with established regulatory frameworks [7].
Several limitations of this study must, however, be acknowledged. The use of a simulated environment, while necessary to ensure ethical and controlled conditions, may not fully replicate the complexity and scale of operational hybrid cloud deployments. The scope of the study is further constrained to AWS as the public cloud component; findings may therefore not be directly transferable to alternative platforms such as Microsoft Azure or Google Cloud without independent validation.
Time constraints have also limited the range of configurations and attack scenarios that could be examined within the study period. Accordingly, the conclusions drawn should be understood as contributing to, rather than resolving, the broader research question. Future work could extend this investigation by incorporating additional cloud platforms and by conducting experiments at greater scale to assess the generalisability of the framework.
[bookmark: _Toc227251660]5. Timeline
The project is structured over a ten-week period, with each phase aligned to the research objectives and overall workflow.
	Week
	Task / Milestone
	Description

	Week 1–2
	Literature Review
	Review recent cloud security studies; identify common threats and misconfigurations; define research gap. (Objective 1)

	Week 3–4
	Environment Setup and Baseline Assessment
	Configure AWS and local virtual machines; introduce controlled misconfigurations; conduct baseline scans using S3Scanner and Prowler. (Objective 3)

	Week 5–6
	Framework Implementation
	Apply security controls including MFA, IAM least privilege, storage security, encryption, and monitoring mechanisms. (Objectives 2 & 4)

	Week 7–8
	Post-Implementation Testing
	Re-run security scans; perform adversarial simulations using Pacu; collect monitoring logs. (Objectives 2, 3 & 4)

	Week 9
	Data Analysis
	Perform descriptive analysis; compare pre- and post-implementation results; generate visual representations. (All Objectives)

	Week 10
	Report Finalization
	Complete documentation, proofreading, reference formatting, and final submission.
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[bookmark: _Toc227251662]Appendix 
A: PRISMA-Compliant Literature Selection Procedure
This study followed to explicit procedures to evaluate previous research, employing guidelines designed to maintain methodological rigour and ensure replicability of results. As illustrated in Figure X, the process progresses sequentially through subsequent stages.
[bookmark: _Toc227251663]A.1 Preliminary Identification
Immediately, study commenced, extracting articles from many university sources. Initially, journals were gathered utilising library systems that archive peer-reviewed publications. Data was systematically aggregated through sites such as JSTOR and PubMed. Shortly thereafter, credible studies populated the review pool. Every source was evaluated for reliability prior to inclusion. Subsequently, sifting commenced according to topic relevancy.
IEEE Xplore
Scopus, ACM Digital Library
Google Scholar
Additional materials were sourced from reputable organisations such as NIST, CSA, and ENISA, providing practical standards in conjunction with comprehensive technical insights. These components provided practical guidance that others may overlook.
The utilisation of varied word pairings became integral to the manner in which individuals conducted searches.
“hybrid cloud security”
“cloud misconfiguration”
“cloud-based identity and access management”
"zero trust hybrid cloud"
"regulatory standards for cloud compliance"
From 2009 to 2025, only contemporary work aligned with current cloud trends was included. The initial phase attracted 180 submissions immediately.
[bookmark: _Toc227251664]A.2 Deduplication Protocol
Each record was meticulously examined by hand to identify duplicates. Titles, authors, publication dates, and DOIs were arranged in parallel. If two were identical, regardless of their locations, only one remained. Various manifestations of the identical work? The more complete one, more recent on the clock, succeeded in making the cut.
As a result of that phase, 23 duplicate items were eliminated, resulting in a refined collection of precisely 157 unique files. Despite their limited quantity, each modification was significant - now solely one iteration of each document persisted.
[bookmark: _Toc227251665]A.3: Screening Phase
A select few of the 157 records progressed after titles and abstracts were meticulously evaluated according to established criteria for inclusion or exclusion. Only those conforming to the strategy were successful in proceeding.
Eligibility Criteria:
Released after 2009, potentially as late as 2025
Emphasis on cloud or hybrid cloud security
Texts in the English language
Peer-reviewed academic publications and recognised technical standards, including NIST, ISO, and CSA.
Criteria for Exclusion:
- Non-peer-reviewed or informal publications
- Engages in activities related to cloud security domains
Documents not composed in English
- Research considered inadequate in breadth or analytical significance
Each entry was individually verified. A systematic approach monitored selections, categorising each as either "included" or "excluded," accompanied by a definitive rationale. As a result of this phase, sixty-three items were excluded. Ninety-four items remained and proceeded for further examination.
[bookmark: _Toc227251666]A.4 Eligibility Evaluation
Of the retained papers, ninety-four underwent thorough reading to the final page. Their methodologies were scrutinised to determine their validity. Context was significant, particularly about the compatibility of each with hybrid cloud configurations. Subsequently, confidence in the data emerged, contingent upon the veracity of the supplied facts under scrutiny.
Assessment Criteria:
- Existence of a well-articulated research design
- Immediate relevance to hybrid or cloud security protocols
Developing tools that enhance data security frequently arises. Security regarding access to visibility of earlier initiatives is also a concern. Verifying systems for configuration errors constitutes another aspect of the job history. Each task contributes to enhancing the security of digital environments.
- Adequate technical or theoretical profundity
Omitted from this discussion were research that demonstrated:
- Inadequate methodological rigour
- Restricted specificity to cloud-centric environments
- Obsolescence or incongruence with contemporary architectural paradigms
Thirty-two studies were excluded, leaving sixty-two for detailed examination.
[bookmark: _Toc227251667]A.5 Conclusive Inclusion
Among the 62 qualifying studies, only a select few were accepted, as each had to overcome three primary obstacles.
- Conformity with the fundamental research objectives of the study
- Exhibited methodological precision
- Timeliness and academic rigour
Thirty-three of them were directly included in the analysis using a distinct reference. Although not explicitly cited in the primary discourse, an additional twenty-nine influenced the integration of themes.
[bookmark: _Toc227251668]A.6 Summary of Process 
The outcomes, delineated sequentially according to PRISMA methodologies, are presented below.
- Total records identified: n = 180
After the elimination of duplicates, the total reached 157.
Upon verification, n is determined to be 94.
Post-eligibility assessment: n = 62
The most recent tally indicated that thirty-three studies were included in the final selection.
Establishing Consistency and Clarity in Outcomes
To ensure replicability and transparency:
Each search step indicates its origin. Each utilised database is explicitly named. The criteria for selecting suitable things seem unequivocal each time. What consistently adhered to those guidelines
- Decision-making procedures were meticulously documented at every stage
Each segment of the review adhered to the identical criteria for inclusion or exclusion.
Transparency in reviewing and reiterating procedures characterises the decision-making process regarding material selection here. A discernible trajectory is evident as a framework meticulously directs each decision throughout the process.
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