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This Socket Programming and Concurrency Report delves into the fundamental aspects of TCP (Transmission Control Protocol) and its role in data transmission across networks. It explores functions, its establishment through the three-way handshake process and the challenges posed by communication dilemmas like the “Two Generals” problem. Additionally, it touches on concepts such as Maximum Transmission Unit (MTU), synchronous and asynchronous communication, and the importance of interoperability in networked applications. This report aims to provide a comprehensive understanding of these concepts and their significance in modern network communications.
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[bookmark: _Toc198317116]What is TCP?
TCP is a data transmission protocol that ensures the safe delivery of data from when device to another. [1] It is used in several applications such as email delivery, web browsing and file transfers. [4] TCP is located on the transport layer of the OSI model. [1] TCP houses internet protocols used by devices for communicating with each other, sending and receiving data. [1] This protocol is often slower in transmission times but more accurate compared to its counterpart, UDP. [1] 	Comment by Andrew Green: No

[bookmark: _Toc198317117]How TCP Works
TCP was introduced during the Cold War to improve packet loss across IP addresses. [1] Packets lost during transmission could easily be re-requested by the network through TCP, ensuring data integrity over long distances. [1] If packets are corrupted or lost in transit, TCP can reassemble those packets to full capacity and to the same order they were sent, to ensure that the whole data transmission is delivered. [1] 
The TCP protocol carries a large overhead. [1] This drawback means that if packets sent across the network are not organised in a particular way, or data lost from packets does not hold any significant value and will not corrupt the data stream, the transmission will continue by using the UDP protocol, leading to some lost data. [1] UDP protocol is quicker but unreliable in comparison to TCP, where data will be thrown at the network rapidly with no regard for the loss of packets. [1] Data streams are frequently corrupted when using the UDP protocol. [1] 	Comment by Andrew Green: WALOR

When transmitting packets, TCP will assign a ‘sequence number’ to every packet, so delivery can be confirmed by the receiver and transmission continues. [2] Sequence numbers are stored in the packet header and are an important part of TCP’s acknowledgement function that helps retain its reliability. [2] ‘Acknowledgement numbers’ are returned by the receiver, confirming delivery of every byte of data. [2] These data signatures are integral to the TCP protocol and its ‘handshake’ data transmission method. [3] 
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The TCP protocol’s main functionality is driven by its three-way handshake process. [4] This process is comprised of three parts used to establish secure transmission routes between clients and servers. [4] Synchronise (SYN) is the first step of the handshake, sending a transmission request to the server informing it of an incoming transmission. [5] This initial message contains the sequence number that will be sent with incoming packages, so the receiving end of the transmission knows what to expect. [5] In synchronise-acknowledge (SYN-ACK), the second phase of the handshake, the server responds to the client with the go-ahead to begin transmission. [5] ACK is the confirmation, and SYN is to show that the server knows the sequence number that will be attached to the incoming data packets. [5] In the third stage, acknowledge (ACK), the client confirms the reply from the server and establishes a secure connection. [5] 
Alternatively, a 4-way handshake exists to terminate a connection between the server and client. [7] This method uses a FIN (finish) response instead of SYN to confirm termination. [7]

[bookmark: _Toc198317119]“Two Generals” Problem
The ‘Two Generals’ dilemma refers to communication flaws embedded in data transmission. [6] TCP requires acknowledgements to be sent back and forth before beginning transmission. [6] However, once the server sends a response to the client establishing a connection, there is no further confirmation from the client before sending the data over. [6] The ‘Two Generals’ (client and server in this case) have claimed they are ready, but do not send confirmation to confirm that one has received the message sent by the other. [7] Once the client sends the SYN-ACK and the server responds with an ACK, the server creates a half-open connection with no response from the client until it begins transmission. [7] 
TCP resolves this problem through its use of sequence and acknowledgement numbers. [5, 7] Counting up every received packet with their attached sequence numbers means that if a packet is missing, the server can reply with the missing packets and their identifiers so the client can transmit them again automatically. [7] The client sends 100 messengers to the server, of which messengers 48, 34 and 98 are missing. The server can ask the client to send those messengers over again to ensure integrity in the data being sent over. [7] 
The client could also send SYN messages periodically to the server; this way, constant updates are sent to confirm the connection remains established. [7] This method would apply to active and terminated connections where the client/server can accurately determine if a connection is present. [7] 
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MTU (Maximum Transmission Unit) is what limits the maximum size of packets being transmitted over a network. [8] It limits the absolute maximum size of a packet that can be received, so if a packet exceeds the MTU, it will be chopped to fit. [8] MTU limits change depending on the means data is being transmitted, be it over Ethernet or a wireless network. [8] MTUs for common Ethernet connections and wireless networks are 1500 bytes and 1400 bytes, respectively, however, some WAN connections can reach MTUs upwards of 9000 bytes. [8] MTU sizes are based on network specifications but are directly proportional to the amount of data being transferred across a network, making it dynamic to an extent. [8] 	Comment by Andrew Green: Too simplistic
The capacity of routers can cause performance bottlenecks in data transmission, where if the MTU exceeds a router’s capacity, it retransmits the data, slowing transfer time. [8, 9] Routers can also be limited in compatibility due to larger MTUs, known as Jumbo Frames. [9] These larger MTUs can only be delivered to devices that can handle their increased size (1500< bytes), limiting their compatibility with networking devices. [9] Modern technologies do feature workarounds for jumbo frame problems using tech such as LSO/LRO (Large Send Offload/Large Receive Offload) and TCP offload engines that allow external devices to handle the hardware load of larger packet transmissions. [9, 10] 	Comment by Andrew Green: Depends on IP version	Comment by Andrew Green: No discussion of fragmentation
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In the OSI networking model, MTU operates on the data link layer, with some impact on others, such as the network and transport layers. [8] MTU can have an impact on other elements of the OSI model through fragmentation or impact on transmission efficiency and performance. [8] Bigger MTU frames, or jumbo frames, have reduced overheads to squeeze as much data into a packet as possible, whereas smaller MTUs have a higher frequency of headers due to the smaller packet sizes. [8, 9] 
The PDU (Protocol Data Unit) is the term used for the information found in the layers of the OSI model. [11] This data contains protocol-specific control information. [11] The PDU will change names depending on what layer the information comes from; for example, a PDU for the transport layer is referred to as a ‘segment’. [11] A PDU from the data link layer is referred to as a ‘frame’, hence the jumbo frames terminology for large chunks of data. [11] The MTU affects PDUs on the 2nd and 3rd layers of the OSI model, but because each layer has a different name for PDUs, they are called frames and packets, respectively. [11] Every bit of information from the OSI model is a PDU, however, they have unique names for each level. [11] 	Comment by Andrew Green: Why? Not clearly described.
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The process of IP fragmentation occurs when a packet MTU exceeds the capability of the network it is trying to reach. [12] The packets are broken down into smaller chunks called ‘fragments’ that the network can digest easily. [12] IP fragmentation ensures that packets are delivered regardless of the network’s maximum capacity in MTU. [12] MTU determines the maximum size a packet can be to be accepted into the network, and IP fragmentation makes that happen no matter how big the packet is. [12] 
IP fragmentation has inherent drawbacks that lead to it being neglected in most data transmissions, and avoiding it where possible. [12] The biggest of which is that if one fragment is lost, the whole transmission needs to be resent lest the packet be corrupted. [12] Additionally, fragments are often disorganised on arrival since they break away from the integral TCP mode of transmission to fit the network. [12] Combining this with the ‘Two Generals’ problem that exists in TCP could result in an ineffective mode of data transmission. [6, 12] 
Where a normal packet holds one header to make it easily identifiable by a network, only the first fragments contain a header, resulting in situations where the other fragments are lost due to firewall restrictions and the network not being able to match up fragments with the SYN-ACK codes sent by the client. [12] Fragments are packets split up into multiples to fit a network. [12] Multiple packets will have multiple headers, so fragments can also reduce network performance because they carry headers that are ultimately duplicates of the original packet. [13] This results in several duplicate headers and an unnecessary increase in bandwidth usage, negatively impacting network performance. [12, 13] 
A proposed solution for this is ‘Path MTU Discovery (PMTUD)’, which flags packets with a DF (literally “Don’t Fragment”) so they can be dynamically received or dropped based on the maximum MTU. [14] While dropping packets can cause data loss or redundancy, it is a better solution than reducing network performance or sending potentially corrupt files to a server. [14] PMTUD is like a customer missing the delivery man and him coming back the next day to try again, instead of cutting your parcel up into small pieces and ramming it through the letterbox.	Comment by Andrew Green: PMTUD is a diagnostic tool which discovers max MTU over a given network path, not a data transport option.
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Synchronous and Asynchronous communications are two modes for devices to perform actions and communicate with other devices. [15] These modes are time-related, with computers being capable of delaying transmissions or running them continuously and in parallel with one another. [15] 
[bookmark: _Toc198317125]Synchronous
Synchronous communication waits for the receiver to complete processing a data transmission before performing another action. [15] The sender will listen for a reply from the receiver before transmitting any more data, to avoid collision or data loss. [16] Like a chat application, one user will send a message, and before sending another, will wait for a reply from the other user. [15] Synchronous is a full-duplex type of transmission because it sends full frames of data instead of smaller bytes. [17] 	Comment by Andrew Green: Sometimes.
This method of communication can be considered outdated when comparing the complexity of modern applications to a chat application, where computers can handle multiple operations at once without issues. [17] With processors having multiple cores and threads, synchronous communication is almost redundant, although it still serves a purpose in basic operations such as establishing a TCP connection. [17] Synchronous communication is more reliable for sending large transmissions since the receiver can confirm that it was received in full, whereas asynchronous communication will continue regardless of whether it was successful. [15]	Comment by Andrew Green: No
Synchronous communication sends data in frames and can manage larger transmissions because of its error prevention techniques, allowing it to easily confirm a successful transmission. [15] It is also fast but is taxing on bandwidth, which is why video transmissions can still be viewed live, but often become pixelated if a network connection on either side is poor. [17] This is also a result of packet loss, which causes a lack of clarity or stuttering on video. [15] The same applies to VoIP (voice over internet protocol), where audio will contain artefacts or peaking if data packets are lost. [15] 
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Asynchronous is a continuous mode of data transmission. [15] It sends data in small bytes instead of large chunks, making it a half-duplex type of transmission. [15] Asynchronous does not require connected devices to be synchronised to communicate with one another and will send start/end data to indicate the start/end of a byte transmission. [15] The advantage of this is that the sender and receiver are decoupled, so the sender does not have to actively wait for a reply from the receiver and can continue with other tasks while they wait for a reply. [15] Problems with data transmission and speed are not the responsibility of the sender either, because asynchronous handles it externally. [15] 	Comment by Andrew Green: WALOR
Transmitting data can be less performance-oriented due to sending multiple smaller bytes instead of frames because each byte contains a header and start/end information, therefore increasing the MTU overhead. [17] Errors are only detected when the data is received by the recipient, meaning packet loss or corrupt transmissions will take time to be corrected. [15] For example, downloading a large file from the internet takes a while to download (it predicts 30 minutes until it finishes). If data is lost or corrupted towards the end of the download, it fails, and 30 minutes are wasted to no avail.
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[bookmark: _Toc198317128]What is Interoperability?
Interoperability is having a collection of devices be intertwined in some way, be it software compatibility, communication with each other or playing the same games. [18] It means having different systems working together, like an IoT ecosystem, for example. [19] A home IoT environment connects devices like thermostats, light bulbs, induction cookers, and water valves together, making them easily workable through a mobile phone app. [19] As an example of good interoperability, IoT devices make everyday living less of a chore by introducing these networked connections, like having your desk clock time when to turn the thermostat on or off. [19] Keyless entryways and automatic lighting could make homes safer and more energy efficient. [19] 
Different ways of achieving interoperability exist in modern technologies, from understanding structures and data with syntactic or semantic interoperability, allowing devices to read and communicate in JSON or XML. [18] Also, compatibility at a protocol level with standardised protocols like TCP/IP and HTTP is a means of technical interoperability. [18] 	Comment by Andrew Green: Better as on topic.

[bookmark: _Toc198317129]How to Achieve Interoperability
Standardisation
Using standards like those set by organisations like ISO (International Organisation for Standardisation) is an effective way to force interoperability. [20] For example, most mobile phones are waterproof to IP67/68 standards set by the IEC (International Electrotechnical Commission), ensuring devices remain safe and usable (to an extent) when in contact with water. [21] 
For devices that utilise the web, TCP and HTTP standards were invented to efficiently manage online resources such as website data transmission and how devices conduct them. [22] HTTP (Hypertext Transfer Protocol) is an application layer protocol used for managing hypermedia systems. [22] HTTP is used to transmit documents like those written in HTML and was designed for communication between web browsers and servers, machine-to-machine communication or access to APIs. [22] 

Data Formats
Data formats such as XML, CSV, MP3, and PNG are all file formats supported by several operating systems. [23] These file formats make pictures, videos, data blobs, music and spreadsheets accessible from various devices without the need for external extension plugins. [23] This form of interoperability means multiple devices can access media or work with data without compatibility limitations that cause difficulties for users. [23] 

Clear Documentation
Having clear and consistent documentation describing the purpose of standards, error codes and responses,  or data formats, for example, clarifies the intention for devising such things and encourages others to adopt them in their projects. [24] Organisations such as ISO have built a website with clear documentation for every standard they devise, their purpose and how they should be implemented into products, laws, or guidelines. [20] Their dedication to documenting every new addition and the clarity with which standards are explained proves why ISO are such an authoritative figure in the world of product design. [20] Creating one pool of information that everyone can draw from means issues with commonalities between systems can be resolved through prior experiences, despite being on a different platform. [20] For example, a Linux developer finds an error code in their application, so they refer to the documentation to get an idea of why it occurred, or people using Windows or Mac who have encountered this issue before can offer a solution based on the error code alone. [24] 
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In conclusion, TCP is crucial for ensuring reliable data transmission. Its three-way handshake process facilitates secure communication and verifies data integrity while effectively addressing challenges like packet loss and the "Two Generals" problem. Key concepts, such as Maximum Transmission Unit (MTU) and the distinction between synchronous and asynchronous communication, provide clarity on data management in networks. Interoperability is also essential for seamless communication across various applications. Ultimately, despite certain overheads, TCP's reliability establishes it as a fundamental protocol in digital communication, vital for both current applications and future advancements in networking technology.
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