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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security. 
 IPV 6 addresses
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1: what is IPv6?
 IPv6 stands for internet protocol version 6. IPv6 is the range or class of IP addresses used in networking. It was firstly launched in 1998 due to the shortage of IP addresses under the current class which is IPv4. Still the adoption of it still low despite the reliability, no ip addresses available, security advantages and efficiency.
Even after the warnings of that we will run out of internet addresses we are slowly but surely moving from internet protocol version 4 (IPv4) to the IPv6. All the software is ready in place to prevent the apocalypse that many were predicting. 
2: why IPv6 is important?
[1]IPv6 is the latest version of the last version IPv4. Which identifies the devices across the whole internet world so they can be located. Every device which will use internet will have a unique ip assigned to that device for the internet communication. It is just like the house address with the street name, city name, house number, and postal code, so the mail can be delivered to the right person.
The previous, IPv 4 which was using 32 bit addressing. With the 32 bits addressing the project supposed to support or accommodate 4.3 billion devices, which was thought to be enough at that time. However, with the more uses of internet device and smartphones and internet of things devices it is proving that we will run out of the address and we need more addresses.
Internet engineering task force recognised this 21 years ago in 1998 so they have created the IPv6.  IPv6 uses 128=bits instead of 32-bits in IPv4. Which can support approximately 340 trillion trillion addresses or 2 to the power of 128th. In IPv4 we used 4 sets of one to three-digit numbers, IPv6 uses eight groups of four hexadecimal numbers.

3: Benefits
With the use of IPv6 we can improve the quality of handling the packets with ore efficiency. Improves the performance and also can increase the level of security. It also enables the internet service providers to reduce the size of their routing tables.

4: (NAT) Network address translation
Adaptation of IPv6 has been delayed due to the network address translation (NAT). in which it takes the private addresses and translate them into the public IP addresses. In this wat a corporate machine which has a IP address can send and receive the packets from machines located outside the private network which has a public network.
Without the NA, large corporations with thousands or tens of thousands of machines will have to use IPv4 address if they want to communicate with the outside world out if the corporate section. Where IPv4 are already running out. Nat helps to allocate the problem. With the help of NAT thousands of machines can be presented to public internet by the NAT machines such as firewall and routers. 

5: when will IPv4 finish or shut down
[2]In most part of the world new IPv4 addresses will run out roughly by 2018, but we will not be completely out of the IPv4 addresses. Because some of the IPv4 addresses will be re-used or get sold and whatever is left ver, rest will use IPv6 category. Although there is no official date for switching off the IPv4 so, we shouldn’t be worried about that our deceives will suddenly stop working with the use of IPv4. With more content sites and end users using or upgrading their machines or equipment’s to IPv6 , world will move from IPv4 to IPv6.
6: why there is no IPv5?
[3] There was an IPv5 which was also known as ST (internet stream protocol). It was designed for connection-oriented communications across ip networks with the intension to support voice and video. It was successful at the task and was used only as an experiment. The reason why IPv5 wasn’t tried across the board was that it uses 32-bits as the previous version like IPv4.
As the result it had a same problem which IPv4 had, a limited number of IP addresses available with the use of IPv5. That was the reason IPv6 was introduced to fulfil the demand of world as more and more devices and people are using internet devices these days. So for that we need to accommodate more people so for that reason IPv5 was never applied or tested publicly.
7: summary
So, as we discussed about the previous versions of IP addresses like IPv4 and IPv5 both used 32-bits methodology. While on the other had IPv6 uses the 128-bits due to that reason there are more IP addresses can be provided to people. With IPv4 we only had around 4.3 billion addresses and IPv5 was never applied or tried publicly. But where IPv6 uses 128-bits with the available addresses of around 340 trillion trillion with better quality of handling packets and more internet security. We will be moving to IPv6 methodology in the near future which will provide more addresses available around the world to accommodate more devices with better security and efficiency.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B/21
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D/23
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F/24
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E/26
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A/27
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C/29
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	G/30
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H/30
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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