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This document is a recording of my findings discussing networks and network security. I have researched in detail different methods of cyberattacks and ways to mitigate their effects, different reconnaissance tools that are used by cyber criminals and different hardware and software that can be used by organizations to minimize attacks on their businesses. This document is split into two parts, the first of which discusses the role and effectiveness of the NIST cybersecurity framework in a business standard, and analyzing tools that are used by cybercriminals such as Nmap and Wireshark in the reconnaissance phase of a cyber-attack.
The second part of this document includes using the networking simulation tool packet tracer to create a secure network topology that displays both a demonstration of eliminating single points of failure and providing reliable crossover. The second half of part two has research based on what measures are the best at preventing cyber-attacks, and how they differentiate from each other. I have also included a conclusion that wraps up my final thoughts and concluded research.
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Given how common cyber-attacks and threats are in today’s society, the NIST (National Institute of Standards and Technology [1]) cybersecurity framework is able to offer high level cybersecurity outcomes [1]. The good thing about the NIST framework is that it can be utilized by any organization, no matter  of its size, this is so that they are more properly able to understand and communicate it’s efforts of cybersecurity  [1].  This framework is considered to be the best standard practice of cybersecurity management when building a program, as no matter how senior someone is the program is still able to provide value [2]. 
The framework can categorize all cybersecurity capabilities into 5 categories, these include: identifying what processes need protection, implementing adequate protection of an enterprises assets, implement processes to identify cybersecurity incidents, develop techniques to help contain the impacts of cybersecurity events [2], and then implement proper processes to recover from services that have been impaired from a cybersecurity attack [2]. “The NIST CSF does not tell how to inventory the physical devices and systems, it merely provides a checklist of tasks to complete” [3]. This allows an organization to choose how it provides the inventory of the processes. When implementing the NIST Framework, it Is based on the outcome of it instead of the specific controls, this then allows organizations to create form an already strong foundation [4]. 
The first step, identify, allows the organization to make an in depth list of the different software and hardware, and get a list of people who are responsible for the data and educate them on the steps to protect against an attack if anything were to occur. The second step is protection, this involves using software to control data, and the passage of data onto your network [5]. This step also extends not only to the software on the computers but the people who use them. This would involve training your employees in about cybersecurity and the correct way to ensure company data isn’t at risk of a breach. The third step involves you being able to detect unauthorized activity on the network. Detect categories involve anomalies and events, security, and continuous monitorization [3]. The respond categories ensure that a organization is able to correctly respond to a cyber attack, this may include taking measures such as notifying customers and others who may have been at risk. It also categorizes how a business should remain operational whist dealing with the threat [5]. This plan should be tested and amended regularly if it isn’t up to standard, or flaws are presented. The final step, recovery, implements plans that allow the continuation of the operation or business in the event of and after a cyber attack. This could be restoring and repairing the parts of your network that have been impacted [5] and to keep employees and customers aware of the response and recovery activities. In conclusion, the utilization of these functions is a considerable investment to a business and will improve the security of data transfers throughout. 
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Reconnaissance is the first stage in penetration, it involves testing engagement and gathering information about the system that is going to be tested [6]. In this there are two different stages of reconnaissance, the first being passive, which involves gathering information about the target without directly interacting with them [6]. This is done through means such as gathering information that is publicly available, such as job applications or from a company’s web page. This type of reconnaissance can be useful to gather early on information that may be useful in later testing. The second is active reconnaissance. This is done by actively probing the target to get information about its systems. Active reconnaissance is completed through the use of different tools such as ‘port scanning, vulnerability scanning, and enumeration’ [6].
Nmap is a tool used to preform network sweeps to provide insight to available hosts on the network [7]. It is also used as a port scanner, which again scans the network to see which ports are open to receive or send data [8]. This can be used to identify any weak areas in the target network, and cybercriminals often use port scanning as the first step into an attack, as it uncovers vulnerabilities in a network.
Wireshark is a network analysis tool that allows a user to see the traffic of a network in real time, this gives insights to how a network is being used, and further then it can be used to see if any potential issues arise [9]. Wireshark is an is a useful tool as it can be used in both passive and active reconnaissance. When probing with Wireshark, it can expose weaknesses such as cybersecurity issues, weak passwords, communications that haven’t been properly encrypted, and known vulnerabilities alike [9].
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WannaCry is a cryptocurrency ransomware [10]. This malware is used by cybercriminals to extort money. When using WannaCry, it will hold your data hostage, and will only release it if you pay a ransom. To take your data, it will either encrypt your files so that they are unable to be read, or it will completely block access from using the computer [10]. The payment that WannaCry demands is bitcoin, which is why it is named as a crypto ransomware. The WannaCry attack was described as a ‘global epidemic’ [10] when it was released in May of 2017. It targeted computers using Microsoft Windows OS and affected an estimated 230,000 computers across 150 countries in the span of only a few hours [11]. 
One of the main ways that WannaCry was so successful was because it exploits the way Windows manages Server Message Block. This is a network file sharing protocol that allows the applications on your computer to both read and write files [12]. It is also able to request services from computer programs in a network [12]. There was a patch rolled out by Microsoft in 2017, so the first major step in mitigating this would be to install that patch, and while many have, some users who haven’t updated their computers are still vulnerable to these attacks [13]. 
 TeleRat is an android trojan that uses the Telegram messaging service, with the purpose of exfiltrating data by communicating with its control server [13]. The trojan will create and then populate several files on the SD card of the users device and then sends them to the upload server. This is all done via a telegram bot API. The Telegram Bot API allows a user to create a bot account with the purpose of interacting with users [14]. TeleRat is described as an upgrade to the IRRAT, as it eliminates the possibility of network based detection, this    is typically based on traffic that is being uploaded to known upload servers [15]. 
The TeleRat trojan was discovered by a research team at Palo Alto, and one of their main recommendations to stop the trojan from interfering with your device would be to install the WildFire malware protection engine [16]. This is the industries largest MPE, which uses machine learning to prevent an estimated 95% of unknown malware variants. It will detect all IRRAT and TeleRat files with malicious intent [15]. Other ways to help reduce the chance of being targeted by these malware attacks would be to ensure the application being installed to the device is official  and comes from a reliable source and to closely review application  permission requests [15].
Phishing is a type of scam that attempts to steal sensitive information from someone. This information tends to be in the from of banking details, usernames and passwords, or other sensitive documents. Phishing is often carried out via an email or instant messaging service, by someone pretending to be a reputable source in order to get information out of their victim [17]. An example of this would be someone pretending to be a bank in order to get someone’s banking details. Whale Phishing is a type of phishing that is typically associated with high level business executives using these fraudulent emails and text messages [18]. The attacker may try to impersonate someone in the targets organization, and try top trick them into authorizing a large payment, because this scam targets people who hive higher authority within the company, if successful the payout would be much higher than normal phishing attacks [18].
One main way to prevent Whale Phishing, would be to conduct whaling simulations with upper management. This is where the company themselves would pretend to be Whalers in order to see who in the organization would fall for the real thing. They could then conduct training in order to properly educate their upper employees on how to avoid these scams in the future [19].
Pharming is similar to phishing in a way that it intention is to pose as something official, but is there to extract important information from a victim. The difference is that pharming will often cast a much wider net [20]. They do this by instead of impersonating an email or message, Pharming has someone create a fake website. Pharming will exploit the process where a domain name is entered and a DNS server uploading the user to the correct website [21]. There are two ways that cybercriminals can upload malware that will redirect a user. The first would be malware based pharming [21] where a victim would unknowingly download malware onto their device after clicking on a malicious email or download link. So that when the user enters a domain name, it will redirect them to the pharming site instead of their desired destination. The second way is DNS spoofing. Here, scammers will modify entries on a DNS server to send someone to the pharming website [22]. This way can often happen on public Wi-fi, as this way hackers can attack their server the wi-fi and then everyone who connect to it [22]. 
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This is my topology that I have created in packet tracer. Here, I have a topology containing multiple routers. This allows all routers to each have traffic from the network so that they don’t all get overloaded with requests. This is a term known as load balancing [23]. The three switches are also connected to each other via crossover cables. In this topology there are two different types of subnets. The first being the local subnet, which is composed of end user systems, and then a remote subnet, which contains a server. The local subnet is connected to the remote subnet via a WAN. To eliminate a single point of failure, the three local routers connect to the remote routers, so that in the event of a router failure, the network is still able to function. 
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Firewalls is an example of a software that you can download onto your computer to help monitor the traffic that comes from and at your device. This is an effective way of enhancing your network security, as a firewall will block unwanted traffic based on a set of predetermined security rules [24]. A VPN (Virtual Private Network) is another popular way of enhancing network security. A VPN will establish a connection between your device and a remote server. This creates a one-to-one tunnel that will encrypt your personal data [25]. This makes sure all of your experiences online are private and are not being monitored by third parties. An IPS can be deployed as hardware or software, it continuously monitors a network for any malicious activity and if it were to detect anything, it would take action by either reporting it or blocking it [26]. It is more advanced compared to an IDS as it is able to act upon malware when it is detected, whereas an IDS will only notify the user when it has detected harmful malware on the system. Anti-Virus software is one of the most common ways to enhance security on a network. It will detect and remove any malicious malware on a network. When installed, AVS will run automatically in the background to give the user real time protection against attacks [27]. Another reason why AVS is so popular, is that it normally comes pre-installed on most modern day computers, and even if some users would like to enhance their protection, many of the external AVS’s are very user friendly as they cater to the masses. 
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From my research and evaluation, I have uncovered many different  findings about the specified topics. The first being how important the NIST CF is to implement to a security business model, and how if implemented properly it gives a framework that will guarantee a minimization of cyber attack risks on a business. I have also found out the dangers of software such as Wireshark, and how vulnerable some machines are to these exploits. I have also researched ransomware, and how it has previously impacted different people and businesses in the past, researching these ransomwares has also made me realize how dangerous messaging boards can be when interacting with them, as the malware TeleRat utilized the telegram messaging system. 
I have also demonstrated my knowledge in using the software Packet tracer, as I researched different topologies that were secure and shown no points of failure. Finally My research concluded by developing my knowledge of different ways to prevent the attacks that I had previously researched.  
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