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Introduction

I have been hired by Star Wars NGO as an Apprentice Employee to assist the 3rd Party Cybersecurity Consultant on behalf of the organisation. The NGO’s confidential files were breached and leaked by the rivals, Skywalker wants to mitigate and strengthen the infrastructure security. I have been asked to understand vulnerabilities and two ransomware extensions and have a look at different types of threats, vulnerabilities, and attacks. Also been asked to reason out the stated vulnerabilities in the scenario section with what, why, how, and when questions. Then once completed I then need to draw a physical and logical topology that better suits the chosen vulnerabilities, then must draft a guideline to mitigate those vulnerabilities in the topology.

Task 1

A threat is a malicious act that seeks to damage data, steal data, or even disrupt digital life. A threat can also be if someone gains unauthorized access and even damage IT equipment or any other form of data. Threats can come from the organisation itself, these are called white hat hackers, as they are hacking into equipment and systems to ensure that they are safe. Then there are black hat hackers that hack for malicious intent. These hackers are very good at what they do, they normally leave no evidence and use the computers of unsuspected victims. Then in between both black and white hat hackers there is grey hat hackers. Grey hat hackers do both black and white hat activities. There are many different types of threats to watchout for in within the cyber security world, firstly one of the main ones are malware. There are many different types of malwares from Adware, Viruses, worms, ransomware, and spyware. Adware is pop up ads. This significantly hampers people computers performance; ads can lead to users to download more harmful types of malwares inadvertently. Viruses are one of the most know hacking problems. A virus infects other programs and can spread to other systems, viruses is attached to files and is executed once the file is launched. Therefore, many different organisations use an antivirus to prevent people opening files that shouldn’t be opened. Another type of threat is phishing. Phishing is an attack that is used throughout communications, more notable email.  Someone tricks the receiver into opening the email and carrying out instructions like their identity or card information. Another threat is man-in-the-middle or MITM attack. This occurs when hackers insert themselves into a two-party transaction. When the file is interrupted, they then filter and steal the data or even change it so when it arrives to the correct receiver, they open the file and there could be something like a virus in that file, so when it opened it then gets onto their device. Default usernames and password are also a massive contribution to large security compromises. Hackers/Attackers can easily identify, and access internet connected devices that use shared default passwords. It is always important to change default passwords and restrict network access to important systems. Some other treats are that people leave passwords in documentation and compiled lists available on the internet. Skywalker has many risks in their organisation firstly they got a property manager on a first come first served basis, this could lead to them phishing in the organisation to give or sell other information to other organisations. The property manager has brought five other new businesses inside the same building, which mean that everyone has access to everything in the building. 

Task 2

Within NGO the main problem is phishing, when looking through the scenario I see that skywalker has hired a new property manager on a first come first served basis, this already shows security risks. Then when the property manager was hired, they then brought in five new businesses inside the same building as NGO, but this was brought in good revenue for the organization. Then the confidential files including details about beneficiaries and fund raisers was breached, I believe someone like the property manager would have the rights to these files. Maybe the property manager sent out a fake communication like an email or even received one and clicked the link, so when he did click the link, the attacker being the rival organisation could see all the managers files and logs. There could have also been a MITM attack, this could have been when the property manager first got hired for the job the other organisation might have hired him as a middleman. So, when someone in NGO is sending out an email the middleman would interrupt the message and then change it or take the information, if he did change it, he could have sent a virus within the email link. This leads into another threat that could be stopped is malware, when the middleman sends that email/link/application, there could have been malware, this could have ranged from viruses, worms, trojan, or even spyware. If a virus was used it attaches itself to a file and once that file is opened the virus will then encrypt, corrupt, delete, or move data or files. For future reference HGO should have had enterprise-level antivirus, this can help protect all the devices from a location while maintaining central control and visibility. This would also mean HGO would need to run full scans frequently and keep the antivirus up to date. The rivals could have used worms, these could have come through and email and it then find exploits within software and attacks that way. This could have been stopped if they had a firewall in place or even email filtering. If the property manager sent out an email with a website and people within the organisation click and went onto the website, this could have been a trojan program, these are made to look like the real website but has malware within it. The thing about trojan it relies on social engineering to get users to spread and download, an easy way to defend against this is never download or install a piece of software from an unknown source, this even means if someone within the organization clicks a link that someone has sent them. Another threat that could have happened is all the social engineering attacks, these includes phishing, Spear phishing, Vishing. Spear phishing is a different version of phishing, but it attacks specifically targets individuals with security privileges or influence, this could be system admins or senior executives. So, the property manager could have targeted a senior executive’s computer and found the information they needed, then they would have then given the information to HGO’s rivals. The property manager could have very well been a grey hat hacker. He would have been hired by the other organization to retrieve confidential information from HGO. This might have been quicker for the rivals to do it that way rather than getting a black hat hacker to try and bypass everything and potentially fail. After looking into all the different types of threats I am certain that the main cause of this attack is that skywalker first off hired someone on a first come first served basis, this isn’t the best way to hire someone that is having an important job within the organisation, as now there has been a security breach. I believe that they had been phishing within the organization and was told that this job was a first come first serve job, so they were able to get someone that already works for the rivals with the knowledge and get them over to HGO and steal their information.
Task 3 

Ransomware is a malware that is designed to deny users to organization access to files to their computer.  This happens by encrypting these files and demanding a ransom payment for decryption key, attacks place organizations in a position where if they want to regain access to files, they ask for a payment. This is something scammer try and do when you enable them onto your computer, they add a syskey to the computer, then they make you pay a massive amount of money to unlock the syskey. Ransomware gains access to a system then it begins to encrypt the files. It replaces the original with encrypted versions. Most variants are cautions in their selection of files to encrypt to ensure system stability. Ways to recover ransomware files is firstly trying to restore from backups, this is the fastest way to recover from ransomware is to simply restore the systems from backups, but this only works if the system has a recent version of the data and applications that already don’t have ransomware that is already infected. Another way to restore is a windows system restore, this is a tool that stores point in time backups for windows which can be roll back to when its needed.





Task 4
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Description automatically generated]
This is the topology for HGO. This shows all the devices that are connected wirelessly to the wireless router.
Each device has been assigned their own IP address apart from the smartphones where they have all been left on default DNS. So, this topology has ten different PC, three different laptops, and three different smartphones, each has had a wireless adapter on rather than a wired adapter. 
As you can see from the image below it shows that PC1 has the Ip address 192.168.1.10
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Description automatically generated]
All the PC’s config looks the same to the image above. Each of the PC have been set to a static IPv4 rather than a DHCP. For the devices I haven’t set any number of devices that’s allowed onto the network as there isn’t a set number of devices. I also haven’t set a subnet either. For the laptops I have just changed their IPv4 for each laptop and, I have just left the smartphones as a default IPv4.
Task 5

When looking back at the topology that was made for HGO I think there is a lot of upgrades that can be done. Firstly, I think if it was a fully wired network that could stop hackers from getting onto the network by easily whereas with a wireless router it allows anyone onto the network if they have the password. I would add a switch so it allows all the devices to be faster on a network rather than all the devices using Wi-Fi and taking all the bandwidth so everything wouldn’t be slow. Another advantage of using switches is that physical networks are more reliable than a Wi-Fi signal. Other things to add to the topology is a VPN, A VPN could help within HGO as it helps encrypt internet connections and data transferred within the network. Many different VPN’s have something people called a kill switch. What a kill switch does is when a piece of hardware disconnects from the network when the protected connection is lost. To make it more secure I could have added a web application firewall, this protects data of people who buy from the organization. Web application firewall keeps the customers information protected from interference by hackers. Adding onto security around all the buildings they should have RFID readers and RFID cards to only allow the correct people into certain rooms within the building. 

Conclusion

To conclude, I believe If I was to do this again, I would rethink about how I do the topology. I would make a draft version first so I can make it the have the best possible security, adding switches, a router, VPNs, and firewalls. This would ensure that in the future I could make it the most secure network possible so the organization wont be hacked again.
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