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This report will evaluate and analyse the pros and cons of moving a company’s data and services to the cloud. Also, it will explain in depth what virtualization is and how it can help any company perform more efficiently and save costs. Furthermore, extended explanation of what is a virtual machine and how it is used in today’s cloud computing.
The second part of the report will analyse the scenario, where a medium-sized company wants to move its on-premises application to the cloud service. Comparing 3 types of cloud services: infrastructure as a service, platform as a service, and software as a service.  
The third part of this report will cover the evaluation of availability. How and why would any company want to have their services available 24/7. Also, how two different budgets (restricted and unrestricted) can affect the performance and security of a company.
Lastly, in-depth explanation of what is authorization and authentication, and the differences between them. Also, why security measures like multifactor authentication or network security groups are so important when setting up the public service of the cloud.
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Essentially, virtualisation is the process of converting a physical IT resource to the virtual one[1]. 
Most of the resources can be virtualised, including:
· Servers- from physical to virtual one.
· Storage- from a physical disk converted to a virtual disk or virtual storage.
· Network- from a physical switch or router to a virtual network, like a virtual local area network.
· Power- from a physical power supply abstracted to a virtual uninterruptible power supply (UPS).
The first step of creating the virtual machine is to have capable hardware (PC), which should run virtualisation software. After the successful installation of a virtual server, it can run independently from a hosted operating system, as it only needs physical resources from the hardware. 
Virtualisation can be used in a home environment as well as any sized company’s environment. As long as the system is capable of running the necessary software, it can be done anywhere. Surely, the size and capabilities of the hardware will differ hugely comparing the home virtual server and the company’s virtual server. Companies with their own virtual servers have to have huge resources and space, to accommodate the demand of customers. If the company will run out of physical memory it can end up in company’s collapse. This is why nowadays companies prefer using prebuilt infrastructure, where they can pay for the services they use only. For example, Microsoft virtual services offer a huge variety of services for any individual or company, so they can choose what they need and pay for it. If a company decides that they need more storage space, it can request additional space and pay accordingly. The same way works if a company decides that they don’t need that much storage anymore. Simply decreasing their requirement and paying accordingly.
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A virtual machine is a resource that uses software rather than hardware to run the operating system[2]. Multiple virtual machines can run on a single hardware and operating system. Each virtual machine can run an independent operating system, which means that any needed OS can be mounted on the virtual machine, such as Linux or MacOS.
Virtual machines can be used in many different ways, such as testing software on different operating systems, testing software in a safe environment, etc. Also, as mentioned earlier, virtual machines are used for the virtualisation process, to move physical servers and other resources to the cloud.
Although virtual machines bring a lot of pros, they do have some downsides:
· Security might be the issue, especially for the big companies, which have to follow country laws.
· Running costs, if run on-premises.
· Performance of virtual machines might drop down if the infrastructure is not well developed. 
VMs wouldn’t be able to run without hypervisors. These are used to create, run and manage virtual machines. Hypervisor is a small layer of software managing the host’s resources and assigning them equally to the virtual machines[3]. By separating virtual operating systems hypervisor prevents from a disaster scenario. If one virtual machine is affected by a crash or security issue, the other one won’t be affected. 
Hypervisors come in two types: type 1 hypervisor and type 2 hypervisor. 
Type 1 hypervisor runs directly on the host’s hardware, using its CPU, storage, and memory. Type 1 hypervisor also called a bare metal hypervisor, because of not using the base operating system. These hypervisors are more secure than type 2 because they run directly with hardware, so it is much harder to compromise the CPU. Also, because there is no operating system in between, virtual machines can perform better. 
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Type 2 hypervisor runs on the system’s operating system, rather than hardware. In this case, the system has to have an operating system running and virtual machine software installed on it. This type of hypervisor is mostly used by individual PC users, as it doesn’t require infrastructure to run it. One PC is enough to create multiple virtual machines and perform any tests on them[5]. 
This hypervisor is very useful for any user, as in most cases it is free to download and easy to set up in a home environment. Users can create and access any operating system over the virtual machine, so if the user runs Windows on the computer and prefers to do any programming on the Linux OS, it can be done using type 2 hypervisor software. 
Although it sounds like type 2 hypervisor is ideal software, it has some drawbacks. Because the hypervisor is running on the operating system, which has the access to physical resources, it slows the system down and it can cause some running issues if more virtual machines are created on the same hardware. Also, if an attack happens to target the OS, virtual machines might be affected as well.
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Infrastructure as a service (IaaS) is a great service for start-up companies. This service provides all the necessary tools and hardware to start serving customers over the cloud. IaaS provides servers, networks, operating systems, and data storage[6]. Iaas provider gives access to API, so the user can set it up to their own preference. This service is a cost-effective way to start the business, as the end user pays only for the service used. Companies can scale up or scale down at any time required, saving costs. 
Downsides of IaaS:
· The user of IaaS is responsible for the application to run correctly.
· The user is responsible for any data loss.
· IaaS provides the platform and API, everything else has to be set by a user, this means an expert needs to be hired to do this.

Platform as a service (PaaS) offers their platform to create an application, which then can be accessed over the internet. That is a scaled-down version of IaaS, as it doesn’t cover networks, operating systems, etc. PaaS is storing customer data on their platform and manages it. 
This service is ideal for small and medium businesses, which don’t require much from the service provider. 
PaaS uses specific websites, where the user can sign in and create applications quite easily, without extended knowledge. After releasing the application, it can be updated or edited anytime, making the service very useful. 
Drawbacks of PaaS include data security risks, as all the data is stored with the service provider. Also, if the service provider’s hardware has technical issues or a cyber-attack, the user’s application will go down together.

Software as a service (SaaS) is hosted online by a provider, so users can download and use it at any time. This service is mostly paid by subscription, so it can be cancelled any time. 
This service is highly used nowadays, as it is a cheap way to start an online business and it doesn’t require IT skills to maintain it. All maintenance is done by the service provider. 
SaaS is fully cloud-based, to access it the user needs to log in and start using it. 
Drawbacks: no control over the software, as it’s all run by the provider. If a SaaS provider runs into a problem with their hardware or network, the application won’t be available for users. Also, in most cases SaaS provider stores user’s data in their database, so if there was a data leakage, a user might be affected.
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Service availability plays a huge part in any business’s success. If a customer tries to access desired business’s website and it is not available for any reason, most likely that the customer will turn around and look for alternatives. This is why services have to be available 24/7. 
Microsoft Azure has a solution for a high level of service availability. Azure has multiple data centers in different regions, which are connected by a low-latency network. This allows for the best possible service and security[7].
Furthermore, Azure provides a service to protect against data loss because of natural disasters, it is called Availability zones. Azure achieves that by placing a minimum of three availability zones in the region. All of those availability zones are connected by a high-performance network, which in an emergency situation can be accessed in seconds. Also, if a big-scale disaster would affect these availability zones, they are connected to a disaster recovery center, which is placed out of the region. If any of the regional availability zones are affected, other zones are still accessible. Also, if all zones are affected or compromised, data is safe and accessible in an Azure disaster recovery center.
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Together with the above services, Azure also offers resource groups, which can be accessed via Azure’s API. Resource group refers to their services, more specifically, services an organisation wants to use. The end user can choose and add services to the resource group, so it is in one place and can be accessed, edited, and deleted easily. Also, the administrator of the resources can manage the access to make them more secure[7].

In the scenario, where the company has a very high budget, Azure can be a great solution to move their physical resources to the cloud.  It is a simple way to virtualise the company’s activity and at the same time have full access to modify services if needed. On the other hand, this option can be impossible for some of the companies, as their laws are requesting not to store data in third-party centers. This is why there is another option, creating on-premises data centers. This process requires very high resources, top engineers, and time. If the company can build its own data centers, it can assure customers that their data is not kept in any third-party centers and offer maximum security. 
In real life, there are way more companies that have restricted budgets, so they wouldn’t be able to build their own data centers. This is why service providers, like Microsoft Azure, come in handy. Users can choose and pay for the services they actually use or change their subscription at any time. Azure provides huge flexibility, without a need to build and maintain its own data centers. 
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Since most of the modern services moved to the cloud, virtual security plays a vital role in protecting end user’s data. This is why security measures like authorisation or authentication were introduced.
Authentication is the process when users have to identify themselves, usually by entering their login details. In most cases, the user is asked to enter the login name and password to get access to the network. After entering those details, the server compares the data kept in the memory, to see if it matches. If the credentials entered are wrong, access to the network is denied, or even after a few failed attempts locked[8]. 
After the successful login into the network, the user has to have the authorisation to do certain tasks. Network administrators can apply different policies to the network, so different users can have different access to the network. If the user tries to install the application on their system, but the administrator sets the policy that only an IT specialist can do this, this user will get the message saying that their account can’t perform this task. The authorisation process helps to protect data on the network from users who shouldn’t access it[8].

Authentication and authorisation give some security to the accounts, but because users are using many different websites, they tend to set easy passwords to remember them easily. This is why hackers can get access to accounts without much of a struggle. To solve this problem, cloud service providers introduced multi-factor authentication(MFA). This service adds an extra layer of protection when logging in to desired websites.
MFA issues a second factor to the user’s authentication. As mentioned earlier, the first factor is usually the password, but adding the second factor dramatically increases the security of the account. The second factor can have multiple options, like software where the user has to approve or deny the login access, or an SMS message sent with a code, which has to be entered to get access to the website[9].
There is another way to integrate even more security into the network.  The least-privilege permissions restrict access to any network user. Relevant users are getting just the necessary access to do the task and nothing else. This applies not only to humans but software as well. This process is widely used in today’s cloud computing, and it is proven to protect from most cyberattacks by not allowing malware to spread further into the network[10]. 
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Cloud computing advanced hugely in the last decade or so. Most everyday services can be found online, making consumer’s life super easy and fast-paced. As for the businesses, they can implement their needs to virtual platforms in a few easy steps: have a vision/plan, find the desired online service provider, sign in to start using their service, and create the service needed. 
Even though the internet seems to be the ideal place to trade, many difficulties are waiting to attack the user. Those include: data losses, service losses, or even cyberattacks. This is why I would suggest using IT security specialists for any new or well-established company, to avoid unnecessary losses and outages.


[bookmark: _Toc131677255]


References

[1] E. Thomas, Z. Mahmood, R. Puttini. Cloud Computing: concepts, technology & architecture. Pearson prentice hall, 2013, ch. 5, pp. 82-85. 
[2] VMware, “What is a virtual machine?” VMware, 2023. [Online]
Available: https://www.vmware.com/topics/glossary/content/virtual-machine.html. [Accessed Apr. 5, 2023]. 
[3] IBM, “Hypervisors” IBM, 2023. [Online]
Available: https://www.ibm.com/uk-en/topics/hypervisors. [Accessed Apr. 5, 2023].
[4] A. Bligh, “What does a hypervisor do?” Flexiant, 2014. [Online]
Available: https://www.flexiant.com/2014/02/05/what-does-a-hypervisor-do/. [Accessed Apr. 5, 2023].
[5] E. Bugnion, J. Nieh, D. Tsafrir.  Hardware and software support for virtualisation. Morgan and Claypool, 2017, ch. 1, pp. 1-8.
[6] S. Bernazzani, “IaaS vs. PaaS vs. SaaS: Here's What You Need to Know About Each,” HubSpot Blog, Jul. 4, 2022. [Online]
Available: https://blog.hubspot.com/service/iaas-paas-saas. [Accessed Apr. 6, 2023].
[7] Microsoft, “What are Azure regions and availability zones?” Microsoft, 2023. [Online]
Available: https://learn.microsoft.com/en-us/azure/reliability/availability-zones-overview. [Accessed Apr. 6, 2023].
[8] TechTarget, “Authentication, authorisation and accounting,” TechTarget, 2010. [Online]
Available: https://www.techtarget.com/searchsecurity/definition/authentication-authorization-and-accounting. [Accessed Apr. 6, 2023].
[9] Microsoft Support, “What is: Multifactor Authentication,” Microsoft, 2023. [Online]
Available: https://www.techtarget.com/searchsecurity/definition/authentication-authorization-and-accounting. [Accessed Apr. 6, 2023].
[10] CyberArk, “Principle of least privilege,” CyberArk, 2023. [Online] 
Available: https://www.cyberark.com/what-is/least-privilege/. [Accessed Apr. 6, 2023].  
image1.png
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





image2.png
i— "

Hardware Hypervisor

TYPE 1 native (bare metal)





image3.png
Hardware Hyperwsor

-

i—o—% O
N

[;]

TYPE 2 (hosted)




image4.png
AVAILABILITY Azure Geography
ZONE2

Disaster
Recovery

AVAILABILITY
ZONE 1

7,

Azure Region




