[image: U:\UWTSD Logo.jpg]


	LOCATION: Swansea 
	LLEOLIAD:  abertawe

	LEVEL 6
	LEFEL 6

	EXAMINATION PERIOD
	CYFNOD ARHOLIADAU

	MAY 2019
	MAI 2019



MODULE CODE: M6X01113
Wide Area Networks
TIME:  2 HOURS

answer ALL quESTIONs IN SECTION A 

answer TWO quESTIONs out of THREE in SECTION B 


Equipment or materials required – None
Adnoddau neu ddefnyddiau sydd eu hangen - Dim




SECTION A: ANSWER ALL QUESTIONS

1. What is a primary difference between a company LAN and the WAN services that it uses?
a. The company must subscribe to an external WAN service provider.
b. The company has direct control over its WAN links but not over its LAN.
c. Each LAN has a specified demarcation point to clearly separate access layer and distribution layer equipment.
d. The LAN may use a number of different network access layer standards whereas the WAN will use only one standard.

2. To which two layers of the OSI model do WAN technologies provide services? (Choose two.)
a. Network layer
b. Session layer
c. Physical layer
d. Transport layer
e. Data link layer
f. Presentation layer

3. Which WAN technology can switch any type of payload based on labels?
a. PSTN
b. DSL
c. MPLS
d. E1/T1

4. Which public WAN access technology utilizes copper telephone lines to provide access to subscribers that are multiplexed into a single T3 link connection?
a. ISDN
b. DSL
c. Dialup
d. Cable

5. How many DS0 channels are bounded to produce a 1.544 Mb/s DS1 line?
a. 2
b. 12
c. 24
d. 28












6. Refer to the exhibit. Communication between two peers has failed. Based on the output that is shown, what is the most likely cause?
[image: Router# show interfaces serial0/0/0Serial0/0/0 is up, line protocol is down (disabled)Hardware is HD64570Internet address is 10.0.0.2/30MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,reliability 255/255, txload 1/255, rxload 1/255Encapsulation PPP, loopback not set, keepalive set (10 sec)LCP ClosedClosed: LEXCP, BRIDGECP, IPCP, CCP, CDPCP, LLC2, BACPLast input never, output never, output hang neverLast clearing of "show interface" counters never]
a. Interface reset
b. Unplugged cable
c. Improper cable type
d. PPP issue

7. A network administrator is configuring a PPP link with the commands:

R1(config-if)# encapsulation ppp 
R1(config-if)# ppp quality 70 

What is the effect of these commands?
a. The PPP link will be closed down if the link quality drops below 70 percent.
b. The NCP will send a message to the sending device if the link usage reaches 70 percent.
c. The LCP establishment phase will not start until the bandwidth reaches 70 percent or more.
d. The PPP link will not be established if more than 30 percent of options cannot be accepted.

8. Which cellular or mobile wireless standard is considered a fourth generation technology?
a. LTE
b. GSM
c. CDMA
d. UMTS

9. Which technology can ISPs use to periodically challenge broadband customers over DSL networks with PPPoE?
a. PAP
b. CHAP
c. HDLC
d. Frame Relay



10. What is the only type of ACL available for IPv6?
a. Named standard
b. Named extended
c. Numbered standard
d. Numbered extended

11. Which IPv6 ACL command entry will permit traffic from any host to an SMTP server on network 2001:DB8:10:10::/64?
a. permit tcp any host 2001:DB8:10:10::100 eq 25
b. permit tcp host 2001:DB8:10:10::100 any eq 25
c. permit tcp any host 2001:DB8:10:10::100 eq 23
d. permit tcp host 2001:DB8:10:10::100 any eq 23

12. How can DHCP spoofing attacks be mitigated?
a. by disabling DTP negotiations on nontrunking ports
b. by implementing DHCP snooping on trusted ports
c. by implementing port security
d. by the application of the ip verify source command to untrusted ports​

13. What is a secure configuration option for remote access to a network device?
a. Configure SSH.
b. Configure Telnet
c. Configure 802.1x
d. Configure an ACL and apply it to the VTY lines

14. What action can a network administrator take to help mitigate the threat of VLAN attacks?
a. Disable VTP
b. Configure all switch ports to be members of VLAN 1.
c. Disable automatic trunking negotiation.
d. Enable PortFast on all switch ports.

15. What two protocols are supported on Cisco devices for AAA communications? (Choose two.)
a. VTP
b. LLDP
c. HSRP
d. RADIUS
e. TACACS+

16. Which SNMP message type informs the network management system (NMS) immediately of certain specified events?
a. GET request
b. SET request
c. GET response
d. Trap



17. A network administrator has noticed an unusual amount of traffic being received on a switch port that is connected to a college classroom computer. Which tool would the administrator use to make the suspicious traffic available for analysis at the college data center?
a. RSPAN
b. TACACS+
c. 802.1X
d. DHCP snooping
e. SNMP

18. What network monitoring tool copies traffic moving through one switch port, and sends the copied traffic to another switch port for analysis?
a. 802.1X
b. SNMP
c. SPAN
d. Syslog

19. What mechanism compensates for jitter in an audio stream by buffering packets and then replaying them outbound in a steady stream?
a. Digital signal processor
b. Playout delay buffer
c. Voice codec
d. WFQ

20. Which QoS mechanism allows delay-sensitive data, such as voice, to be sent first before packets in other queues are sent?
a. CBWFQ
b. FIFO
c. LLQ
d. FCFS

21. Refer to the exhibit. As traffic is forwarded out an egress interface with QoS treatment, which congestion avoidance technique is used?
[image: The graphic displays two charts with a vertical axis labeled Traffic and a horizontal axis labeled Time. The chart on the left shows traffic sporadically going above and below a horizontal line labeled Traffic Rate. The chart on the right shows traffic constantly at the horizontal line labeled Traffic Rate. There is a question mark in between the charts.]
a. Traffic shaping
b. Weighted random early detection
c. Classification and marking
d. Traffic policing




22. Which pillar of the Cisco IoT System allows data to be analyzed and managed at the location where it is generated?
a. Data analytics
b. Fog computing
c. Network connectivity
d. Application enhancement platform

23. A network administrator has moved the company intranet web server from a switch port to a dedicated router interface. How can the administrator determine how this change has affected performance and availability on the company intranet?
a. Conduct a performance test and compare with the baseline that was established previously.
b. Determine performance on the intranet by monitoring load times of company web pages from remote sites.
c. Interview departmental administrative assistants to determine if web pages are loading more quickly.
d. Compare the hit counts on the company web server for the current week to the values that were recorded in previous weeks.

24. A router has been configured to use simulated network traffic in order to monitor the network performance between the router and a distant network device. Which command would display the results of this analysis?
a. Show ip route
b. Show ip protocols
c. Show ip sla statistics
d. Show monitor

25. Which type of tool would an administrator use to capture packets that are going to and from a particular device?
a. NMS tool
b. Knowledge base
c. Baselining tool
d. Protocol analyzer















SECTION B: ANSWER TWO QUESTIONS OUT OF THREE 

Q1. 

a. With reference to Access Control List (ACL):
i. Do a comparison analysis against IPV4 ACLs and IPV6 ACLs
(14 marks)

ii. Every ACL should be placed where it has the greatest impact on efficiency. Explain the basic rules to justify this statement	
(6 marks)

iii. Refer to figure 1, apply standard ACL commands to interface g0/0 to deny traffic from 192.168.10.10
(5 marks)

[image: ]
Figure 1: ACL - Deny a specific host
		















 
[bookmark: _GoBack]Q2. 

a. In figure 2 below match the Point to Point Protocol (PPP) fields from the provided list with the numbers in the standard PPP frame format. 
           (7 marks)

[image: ]
Figure 2: PPP Frame


b. With reference to PPP, describe the following: 
· Authentication 
· Compression 
· Error detection 
· Multilink
· PPP callback.	 
								           (10 marks)

c. Using IP address 10.0.1.5 and 2001:db8:café:3::1/64 on figure 3 below on R1’s serial interface write the command to configure PPP authentication using PAP. You should configure:
· PAP authentication on the interface
· PAP local username of R1 and password SuperSecret
· Remote username R3 and password SuperSecret
        (8 marks)
	[image: ]
Figure 3: PAP Authentication Configuration
Q3.


a. Figure 4 below represents an Oil Company. The central office is the main site which is connected to the Internet. The refinery, regional and branch offices are all connected to the central office via the Internet. However, there is a direct high-speed link between the regional and central office. Staff in Central and branch offices are allowed remote access and work from home. 

i. Choose appropriate WAN technologies for the design and support of this setup to provide fast, reliable and secured connection. The choices of WAN technologies are not limited. 
(15 marks)
ii. Upon the completion of the design, evaluate your system, e.g. why   you have chosen such a structure, benefits and limitations, etc. 
 (10 marks)
[image: ]
Figure 4: International Oil Company
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Router# show interfaces serial0/0/0

Serial0/0/0 is up, line protocol is down (disabled)
Hardware is HD64570

Internet address is 10.0.0.2/30

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation PP, loopback not set, keepalive set (10 sec)
LCP Closed

Closed: LEXCP, BRIDGECP, TBCP, CCP, CDECP, LLC2, BACE
Last input never, output never, output hang never
Last clearing of "show interface” counters never
<output_omitted>





