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Serp (Secure eResearch Platform)
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TTP (Trusted Third Party)
UKDA (United Kingdom Data Archive)
UKGov (United Kingdom Government)
UKRI (United Kingdom Research and Innovation)
UKSA (United Kingdom Statistical Agency)
VPN (Virtual Private Network)
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Proposal
The project proposal is to undertake a work-based research exercise to provide an evidential basis from senior academics, thought leaders and government to define ‘What are the post pandemic challenges and opportunities for the providers of secure data research services and how will they inform service offerings and developments over the next 3 years.
The proposal is aligned with an existing publication by the same author (Smart, J 2021). That publication focussed on the ‘internal’ systems and processes of the SAIL Databank from an operational delivery context. This proposal will focus on researching the wider ‘external’ post pandemic environmental strategic challenges and opportunities and contrast with reference to the experience of SAIL.
During the period of the pandemic, academic and government research, and recommendations for the delivery of linked data services have been published. One of the drivers for this project is to critique and contextualise these ‘global’ recommendations into comparator, assessed, reviewed and actionable changes for SAIL at a strategic level to provide a knowledge base for a new 3-year strategy.
In addition to collated government and academic publications, the research will involve a critical analysis of the viewpoints of senior academics and government staff and comparing and contrasting their views on challenges and opportunities for linked data research both during and post the Covid-19 pandemic and the applicability to SAIL.

Introduction
Organisational context
The project will be undertaken in collaboration with the Swansea University Secure Anonymised Information Linkage Databank (SAIL) Directors, senior civil servants and stakeholders within the UK linked data research sector. A thorough organisational context and background to SAIL can be found in Annex A.

The justification
The pandemic and demand for data research to support insights into decision making caused a seismic shift which in turn has led to a need to strategically assess challenges, opportunities and expectations of linked data research centres in the UK. 
The justification is how to research and consider the multiple viewpoints, challenges, and opportunities to identify which are a consideration for the SAIL Databank and should be considered a strategic priority or risk. As previously stated, this assignment focusses on is the ‘strategic’ external context that aligns with an earlier publication focussed on the ‘internal’ SAIL post pandemic position. 
The intended impact
The intended impact is to provide a comprehensive critically reviewed and compared and contrasted analysis of the sector wide impact assessments of the pandemic, current challenges and opportunities and translate findings into a new SAIL context specific strategic document for the next 3 years of its operation.
Aims of the research
· [bookmark: _Hlk147160123]To define ‘What impacts, both positive and negative, has the Covid-19 pandemic had on the expectations of TRE data research services’.

· To analyse existing publications on fast released innovations in the sector, including papers that were previously at preprint stage during the pandemic, but are now peer reviewed to see if there are any benefits in utilising the innovations.

· To critically analyse and compare and contract strategic reports that focus on ‘a future state’ and operating capability of linked data research services.

· To develop a clear SWOT analysis to inform a 3-year strategy.

· To identify developments/strategic priorities in the sector that can be considered for adoption by SAIL or provide evidence for existing strategic decisions.

Literature review
The review includes literature that emerged during the pandemic and post pandemic. It focusses on defining available evidence to inform the research question ‘What are the post pandemic challenges and opportunities for the providers of TRE secure data research services and how will they inform service offerings and developments over the next 3 years.
The concept of the TRE as an infrastructure and the ‘research community’ of data analytics has been in operation in many diverse formats since the early 2000s. One of the first examples was the SAIL TRE (Ford, Jones et al 2019) and the ONS SRS (Stokes 2017) Over time they have grown in number and capability and thus a collective UK focussed strategic environment grew to define and enable strategy driven approaches.
As the breadth of TREs developed and the value of UK data holdings for public benefit research was realised, a network approach formed.
Across both Health and Administrative data in 2012, strategic approaches focussed on the establishment of a ‘UK’ network perspective, where research was not undertaken in silos, but via collegiate knowledge exchange and impact promoting pan UK predominantly, but not solely academic institutes. 
In 2012 the UKSA drafted a strategy ‘Improving Access for Research and Policy’ (UKSA, 2012) that sought the establishment of administrative data research centres across the UK, initially from 2013 – 2018.
Similarly in Health, a recommendation was made to establish UK wide networks around Health data research from 2013 – 2018 called Farr. (Hemmingway, Lyons et al 2020) published a report “Improving access for research and policy” and upon a review of that programme recommendations of data use and value gave rise to a wider successor network in HDRUK 2018-2023. (HDR 2021)
Enabling acts such the Digital Economy Act 2017 were drafted in response to strategic drivers. In 2017 the OSR published a report that built on previous recommendations and proposed a sector leading approach report to ‘Joined up data’ (OSR 2018) 
The culmination of NHS, academia, and government from 2012 – 2020 led to the development of recognised frameworks such as the 5 Safes framework (ONS 2017), and emerging standards and accreditation criteria for TREs. (UKHDRA 2019) The 8-year period from 2012 - 2020 resulted in a maturing of the linked data environment and the realisation of new data source benefits.
Internationally a science was taking shape. McGrail K et Al (2018) published ‘A Position Statement on Population Data Science’: The science of data about people, a publication which shaped the scope of the scientific area of enquiry and established the thematic research area as it is referred to today ‘Population Data Science’. The ICES Data platform in Canada published a reflective report in 2022 detailing their experience of 8 years of operation as a sector leading TRE. (Ho. MM et al 2022)
In March 2020, the linked data environment was mature and still developing. Though it is notable that whilst developments were underway, there was no pressing urgency.
The Covid-19 pandemic resulted in an exponential demand on TREs to acquire, manage and support linked data for research outputs that the government needed urgently to manage the international crisis. The SAIL Databank itself was required to ingest, process, provision data and provide outputs at vastly increased rates. (Roberts C, 2022)
During the phases of the pandemic and driven by the need for knowledge, lessons learnt, and investment strategic thinking changed as the limitations of the ‘pre pandemic’ ‘as is’ state were analysed. 
As a baseline report published during the pandemic phase, the ‘Joined up data in government’ (Linacre R, 2021) outlined recommendations for data analysis across government.
Informed by the pandemic, a wide-ranging report that had a very high level of evidence supplied was the 2022 ‘Goldacre report’ that focussed on the full scope of activities of TREs and the recommendations provide an underpinning for subsequent strategies. 
Goldacre (2022) states that ‘COVID-19 has brought fresh urgency and shone a harsh light on some current shortcomings. 
A challenge that was highlighted in (Goldacre 2022) is the application of modern methods
Goldacre (2022) ‘The review team was given multiple clear examples of situations where code or methods used to create insights for service analytics, or research, were actively withheld; in ways that held back replication, critical review, validation, implementation, re-use or improvement of the work; and seemed to serve no clear strategic national benefit.’
At a devolved level, publications such as the Digital Strategy for Wales (Welsh Gov 2021) stated the requirement that removing some of the barriers currently stopping or delaying the flow of data. It also stated that development of consistency by agreeing and adopting common data and architecture standards and using platforms that will support the re-use of data and collaboration more generally.
Lessons and recommendations were also highlighted at an international level. The International COVID-19 Data Alliance (ICODA) reported in January 2023 and made 12 distinct recommendations. (ICODA 2023)
NHS Digital responded to lessons learnt during the pandemic via ‘TREs in the NHS – how health data sharing is saving lives’ 

Chapman, M. (2022) stated that ‘data sharing has protected vulnerable people through shielding during the pandemic, and it identified dexamethasone as a viable treatment, saving over a million lives. It could do the same for other diseases, like cancer, obesity, diabetes, strokes or kidney/liver disease’. 


The collation of research from existing publications, expertise drawn from the interviews and questionnaires will aim to provide a knowledgebase for SAIL a from which it can define its future strategy. (Smart, J. 2022) Work-based Learning Project as part of the MA in Professional Practice. 

Other literature reviewed included Sudlow, C. (2023) The Sudlow Review which whilst not yet published the information supplied and the focus of the review has been referenced., HDRUK (2022) HDR UK Strategic Delivery Plan – 2022/23, HDR UK. (2021) Response to the Goldacre Review - “Trusted Research Environments and Data Management”

Methods
The methodological approach to the project will focus on defining, collating, analysing and cross referencing a range of predominantly external publications, strategies, and reviews. These documents are themselves collations of responses from a wide range of academic, government and NHS organisations that lead on strategic commentary for the sector. In addition, sector expert interviews will be undertaken, and TRE service users and public surveys assessed.
The assignment will also address the practical aspects of undertaking this research project within a work environment and insider research considerations.
There are differential approaches within industry, government, and academia to undertaking research but there are broadly similar processes utilised. This point is noted as this is a work-based assignment and there is both and academic and strategic assessment being undertaken.
[bookmark: _Hlk99636224]Research scenario – Work based considerations
There is no requirement for focus groups with staff, questionnaires or interviews with the core team.
[bookmark: _Hlk99636249]Research Design
Deutsch et al., (1965) defined research design as  “the  arrangement  of  conditions  for  the collection  and  analysis  of  data  in  a  manner  that  aims  to  combine relevance  to  the  research  purpose  with  economy  and  procedure” 
Zikmund defined it as “a master plan specifying the methods and procedure for collecting research” Zikmund (2002)
It is primarily subjectivist in ontology, and interpretivist in epistemology. However, there is also a need to establish trends, making use of quantitative data, and hence it is proposed that methodology is mixed, with both quantitative aspects (survey) and qualitative aspects (interviews). There are strengths and weaknesses to both methodologies and the effectiveness of using them relies on the skills, sensitivity, and integrity of the researcher. 
[bookmark: _Hlk99636262]Chosen methodologies.

Structured Interview
[bookmark: _Hlk99636275]An interview was chosen as a methodology with the interviewees being TRE Directors and senior academic and healthcare users who had experience throughout the pandemic.
The interview was structured and focussed on the pre-pandemic environment, pandemic period and post pandemic with a focus on the challenges and opportunities and recommendations.
The respondees were selected for their expertise and geographic reach of their services to ensure a UK perspective.
Survey
There were no specific surveys developed and undertaken by the researcher. Existing and published responses are utilised and referenced accordingly. Consideration is given to sample size and variance of results.

Considered methodologies
Diary/log
A diary and log was not considered as a longer-term tool to build on the research derived from the other methods. The focus of the research is strategic and to the authors knowledge based on the previous publication, do not exist.
[bookmark: _Hlk99636290]Focus Group
A focus group was considered, however there were major practical issues with the availability of very senior staff, so interviews were the chosen method to engage with that group.

Case study
A case study was considered, however, there was no case study identified within the reviewed literature that would provide any direct added value to the research. The main reason for this is that many TREs who would otherwise have provided a case study were non operational in the pandemic due to, unlike SAIL, being based in physical locations. 

Research ethics
Within the workplace setting where the scenario is based all research has a requirement to look at ethical aspects. In the case of the authors workplace as the sponsoring organisation it takes on overall responsibility for arrangements being in place to set up, run and report a research project from an ethical standpoint. 
[bookmark: _Hlk99636308]Legal basis and considerations
There is no specific legislation related to confidentiality in areas such as social science research, but there is a common law duty of confidentiality. For all forms of research there is also a legal requirement to ensure that the GDPR (General Data Protection Regulations) under the Data Protection Act 2018 are abided by. 
[bookmark: _Hlk99636321]

Public acceptability considerations
The focus of the study has no intrinsic value to the public, the above is only noted as it would have been a consideration if deemed appropriate. However, there is a public scrutiny panel in SAIL and the author will proactively seek an opportunity to discuss the development of a new strategy with that panel.
[bookmark: _Hlk99636336]
Insider research considerations
Undertaking research in one’s workplace must lead to addressing the issue of insider research. Researchers are focussed on questions of subjectivity and objectivity when it concerns their research. But in the case of a workplace the researcher is close to the subjects and already has to a varying degree of understanding of the environment and culture that could affect consciously or unconsciously affect their approach to the research.  (Costley, Elliott and Gibbs, 2010)
 If a researcher was part of a team that they wanted to be the subject of the study. This would make them an ‘insider researcher’. Being an insider does give a different viewpoint and inherent understanding that is not shared by an outsider. Risks are that it may lead to bias, undue influence from colleagues/workplace friends. Conversely, an outsider may be more detached personal, however they would lack certain knowledge that the insider has. (Costley, Elliott and Gibbs, 2010)
As a set of criteria with which to consider as a researcher, rather than settle the question of insider/outsider research Bonner, A & Tolhurst, G (2002) presented in a balanced quadrant analysis the key advantages and disadvantages. They deduced that it is the researcher who should consider the points raised and make an informed judgement to ensure the most robust approach to their research. 
Insider/outsider research Bonner, A & Tolhurst, G (2002)
Insider						        Outsider
[image: https://www.researchgate.net/profile/Ann_Bonner2/publication/11232650/figure/tbl1/AS:601694853427217@1520466640525/Advantages-and-Disadvantages-of-Insider-Outsider-Researchers-INSIDER-OUTSIDER_W640.jpg]











The researcher was keen to address the following:
Bias in the design – There were no internal staff involved.
Personal values – Not present in the research
Contaminating knowledge – The researcher was an impartial observer.
Rigour in data collection and analysis – Conducted via validated systems and recognised methodologies and referenced accordingly.

Research findings
To define ‘What impacts, both positive and negative, has the Covid-19 pandemic had on the expectations of TRE data research services’.

The findings from this question are drawn from three areas with both literature and interviews critically analysed and cross referenced for trends and findings with surveys undertaken over a 3-year period. The Covid-19 pandemic was a unique emergency state in 2020 – 2022 until both devolved and UK Governments published their ‘Living with Covid’ plans (WG, 2022). The findings are derived from research of TRE data services at three levels of geography were deemed to be a suitable approach. The three areas are ‘devolved administrations’ in the UK, the UK approach, and an international perspective. 

Responses to the research varied from the discussion of very granular methodological issues to more systemic sector areas. In consideration of the relative brevity of the findings section, these findings have been analysed and grouped into the following areas ‘Access to data and availability of data’, ‘Technical’ and ‘Governance, public involvement/engagement and legislation’.

Impacts - Access to data and availability of data

The Covid-19 Pandemic initial phases represented a clear and present public health threat globally. One of the driving factors was unlike other localised emergencies such as conflict, natural disasters the threat existed globally. Due to the speed of the progression of the virus, little was known about its effects on a population. One of the findings of the research is that this lack of information was a key driver for the demand to interrogate existing data systems for information which could be used for planning and understanding the effects of the virus.

One of the key themes and challenges TREs faced that arose from the research was the ‘demand, need and fast access arrangements’ to data held within government and public organisations and the established data research centres. Research findings show that across administrations, ease, speed and usability of data varied across the UK regions and devolved administrations.

Whilst there was derived learning from the pandemic directly about opportunities to develop, there is evidence from both (Goldacre, 2022), (HDR 2021) that the COVID-19 pandemic had a major catalytic effect and accelerated an already established direction of travel within data science – namely that of improving and streamlining the accessibility of health data for research by enabling researchers to apply for and to access data from several different Trusted Research Environments (TREs) or data repositories, through a single infrastructure platform and application process. This assertion was reinforced by the Northern Ireland lead Prof Dermot O’Reilly 
O’Reilly (2023) ‘Overall, I think the pandemic just accelerated the changes that were already in place pre-pandemic’. 
During 2020 and 2021, HDRUK led the way on several initiatives, including development and implementation of the Innovation Gateway and acted as a national co-ordinator for the research underpinning national response plans to the pandemic (Roberts, C 2021), (HDRUK 2021). Although the UK and the rest of the world is now transitioning to a post-pandemic state, the desirability of a more ‘joined up’ approach to accessing data resources within the UK has been long recognised, and it seems unlikely that post COVID-19 the research community will countenance a return to previous, more fragmented models. 

Oreilly, D (2023) ‘The pandemic showed that many questions cannot be answered even within one country and that often a pan-UK approach is needed’. It is notable that pre pandemic a pan UK approach to development was underway (HDRUK 2021), (OSR 2018)

In a reflective report, The Director of the SAIL Databank, which is the Wales national TRE, stated the following: 

The COVID-19 pandemic has led to unprecedented demands for data to support government and NHS emergency planning, and also to support longer term research into all aspects of the virus. For most of the year we were receiving double the usual levels of requests for our services (SAIL 2021, P1). 

This statement is supported in a UK context by HDRUK stating that HDRUK (20220 ‘At the start of the pandemic, it was hard for researchers to access the data they needed to rapidly answer high priority questions about COVID-19 response. This limited the evidence available to policymakers to inform key decisions’

The Director of ADR-NI stated that ‘The pandemic clearly demonstrated, possibly for the first time for many publics and policy makers, the need to mobilise and utilise our data in a more efficient way to aid in policy development/evaluation’. (O’Reilly 2023)

There was a finding that during the pandemic TREs operated within their own ‘silos’ which negated the ability to conduct research beyond the range of their data holdings. The sector leading Goldacre report asserts that Goldacre (2022) ‘At present the system relies on multiple small data projects that do not join up, distributing large volumes of the same patient records to an uncountable range of very different sites for different projects and teams. This duplicates implementation costs, data preparation costs, governance costs, and risks; it fosters monopolies, and obstructs transfer of ideas and analyses between settings. (Goldacre 2022)

One of the reasons for these challenges are the varied landscape of TREs across the UK. 

Response for other nation (2023) states ‘Legislation, regulation and governance for data use needs to develop to be systemic, enabling and efficient.  The speed at which data and analytic capabilities improve, and demand increases vastly out stripes the development of governance, across sectors, to support it use. 

To compare and contrast the feedback from the research into the themes applicability to SAIL it is at variance with the external research findings. The Lead of the Wales ‘One Wales’s Covid response stated the following: ‘There were many positives in terms of what we were able to achieve by enabling research at scale, efficient approval processes to streamline access for approved researchers, removal of costs to researchers in accessing the SAIL Databank trusted research environment (TRE) and approved data sources, and as close to real-time access to data as possible to enable public health evaluation and service support during and following the pandemic. (Akbari, 2022) (Roberts C, 2022)

There are also a range of statements confirming this variance for example from the SAIL website, ‘I applied for access to the SAIL Data in a study I am conducting and was expecting it to be a longwinded process if I am honest, particularly at the moment (during Covid-19). In fast the whole thing was incredibly straightforward and quick’ (Laing, H 2021)

Reinforcing the narrative statements above are survey findings from SAIL users over the pandemic period.
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Building on the theme of demand for data is a secondary finding of availability. ‘We have never appreciated the importance of utilising data for public benefit more than throughout the COVID-19 pandemic, yet data research continues to be delayed by complex and divergent contracting arrangements. Widespread adoption of these principles governing data access will not only help build public trust but also improve the efficiency of research, ultimately enabling discoveries that will improve and save lives.’ (Brophy R, 2023)

The surveys also posed a question related to the achievement of research objectives. This finding, where data availability, access and robust systems are a quality measure these results also contrast with the statements in the strategic reviews.
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[bookmark: _Hlk148001595]Whilst the finding does show a variance between the performance, data access and availability in Wales compared to the wider UK, the direct like for like comparison is false as Wales is a small constituent country of the UK. 

Oreilly, D (2023) The pandemic showed that many questions cannot be answered even within one country and that often a pan-UK approach is needed. 

It may also be the case that as previously observed, Wales may have just been a successful ‘silo’ and the wider ecosystem across the UK needs development. The (Goldacre, 2022) recommendation Use the enhanced privacy protections of Trusted Research Environments (TREs) to create new, faster access rules and processes for safe users of NHS data; ensure all TREs publish logs of all activity, to build public trust whilst present in SAIL do not reference the limited scope of SAIL.

A comparison with an international view, Australia has a comprehensive legal framework and regulations governing data protection, privacy, and transparency. The key pieces of legislation in this context are the Privacy Act 1988 (Cth) and the Data Accessibility and Transparency Act (Act), which are administered by the Office of the Australian Information Commissioner (OAIC). The most recent addition is the Act, which established the DATA Scheme under which Australian Commonwealth bodies can be authorised to share their public sector data with Accredited Users

The newly developed DATA Scheme (ONDC 2022), TREs can provide secure and controlled environments that are designed to facilitate research while safeguarding the privacy and security of sensitive data. TREs can provide a secure and ethical framework for researchers to work with such data, promoting responsible research practices while protecting the privacy and security of individuals' information. TREs are designed to protect the privacy of individuals whose data is being used for research. They often include features such as data anonymisation and de-identification to minimise the risk of re-identification. Having TREs that adhere to relevant data protection and privacy regulations is critical, especially when handling sensitive or personally identifiable information (PII). TREs establish clear data governance and access frameworks, outlining who has access to the data, for what purposes, and under what conditions. This helps ensure that data is used ethically and responsibly.


Positive impacts – Technical and technical governance

Data research is driven by complex technical systems, certified processes, and governance. One of the key findings was there is a need to standardise technical interoperability between TREs to share data and research tools and techniques including the sharing of code and have recognised standards for the curation and data definitions. 

SAIL was a key part of the National Core Studies Data & Connectivity Programme, which was part of the UK’s response to the COVID-19 pandemic and aimed to link SAIL and other Trusted Research Environments (TREs) across the UK to accelerate key research questions by enabling streamlined data access and analysis. (Roberts C, 2022) (Gracey, F 2022)

During the initial stages of the COVID-19 pandemic, SAIL was able to assist researchers, the NHS and government to access data and set up projects to study the ongoing situation quickly and adeptly. By June 2020, SAIL Databank was supporting nearly two thirds of all active UK projects focussing on COVID-19, having secured access to sixteen new data sources, and converted nearly half of all enquiries received into live projects, the most urgent of which received data access within five working days of application. (PDS 2022)

The following findings show that, either as a catalytic pandemic effect on existing development or as a result of lessons learnt there is a drive to standardise approaches to TREs and data access at a UK level. These developments are wide ranging and include haw researchers access data, methods and procedure standardisation and seeking to promote a collegiate joined up approach.

The research findings particularly (Sudlow and Goldacre) showed that there is a need across the UK to standardise approaches, methodologies, establish best practice and develop recognised frameworks across data research such as the recognised ‘5 Safes’ model (ONS 2022) this is supported by Wozencraft, A. (2023) HDRUK (2022) HDR UK. (2021) Chapman, M. (2022) (Kavianpour S et al 2022).


The Sudlow 2023 review states that ‘during COVID-19, we saw the flow of data improve in parts of the health system. Embedding these, other positive changes and enhancing the flow of secure data will help healthcare workers, public health experts, researchers and policy officials to improve patient outcomes’ (Sudlow 2023)

Goldacre (Goldacre 2022) made the following recommendations Promote and resource “Reproducible Analytical Pipelines” (RAP, a set of best practices and training created in GDS and ONS) as the minimum standard for academic and NHS data analysis. ‘Use TREs as an opportunity to impose standards on how commonly used datasets are stored, and curated into analysis-ready tables’

‘Create an open online library for NHS data curation code, validity tests, and technical documentation with dedicated staff who have appropriate skills in data science, curation, and technical documentation’

It has been noted that work was in progress pre pandemic by HDRUK and the Alliance around standardisation of datasets, metadata, data use registers (HDR 2022) (HDRA 2019) so there is a recognisable pan-UK ecosystem approach. 

[bookmark: _Hlk148024289]To enable the addressing of challenges and enablement of opportunities at a sector level requires an established network. Much of the work in the is both led and coordinated by the UK Health Data Research Alliance whose membership includes the vast majority of stakeholders in data research. (HDR Alliance 2023). ‘The mission of the Alliance is We develop and co-ordinate the adoption of tools, techniques, conventions, technologies, and designs that enable the use of health data in a trustworthy and ethical way for research and innovation.’ (HDR Alliance 2023)

O’Reiley D, (2023) stated that ‘This has stimulated a lot of good practice e.g., development of phenotype libraries and sharing code via GitHub and there is a real opportunity to harmonise definitions and metadata standards. 

An example of the opportunity to standardise is the work on standardised cross-sectoral data access agreement template for research. These are a core set of principles for data access within trusted research environments.  The aim was to develop a standardised DAA focussed for use by TREs in the UK and framed around the existing established `Five Safes framework' for trusted data utilisation. The DAA is underpinned by principles of data access in TREs (Brophy 2023)

There has been a defined a core set of principles developed for TRE data access that can be mapped to a common set of DAA terms for UK-based TREs. Flexibility will be ensured by including terms specific to TREs or specific data/data owners in customisable annexes. The work undertaken was also an exemplar in PPI/E in its development. Public views obtained through public involvement and engagement (PIE) activities are also reported. (Brophy 2023)

As noted in the pervious section, access to data is a key consideration be it physical or virtual access. Data access by its nature is enabled by a technology platform. The geographic siting of TREs was a weakness for researcher access. One of the developments has been the SafePod network (Safepod 2023) which is a technological response. 



The SafePod lead Lightfoot D, (2023) in interview stated that ‘There will be greater opportunities for TREs to share their data more widely and also provide ADR UK with a secure safe setting solution across the UK to help negotiate access to data that is currently unavailable.  For researchers, Safepods and SafePoints will provide local access to data so will be beneficial when determining whether to apply and use data’ (Lightfoot, 2023)

The main challenge for TREs would be consideration of home working given this change for people to do this since COVID.  You would need to balance security of the data with the ease of access this would provide. (Lightfoot 2023)

There are a number of potential data access models being developed in response to lessons learnt. These seek to allow analysis across TREs. It is termed as ‘data federation’. Technology is key to the realisation of these various data federation solutions, but also needs to be supported by a willingness on the part of existing TREs to engage in discussions around standardising governance frameworks and data access processes. (HDRUK 2022)

A programme that commenced in 2022 and has SAIL involvement is the DARE-TREFX project. It aims to demonstrate how secure Research Objects can be enabled to move between TREs while still supporting the Five Safes principles that govern and protect patient data. This approach also addresses aforementioned access issues as users need to undertake research across multiple TREs where geographical or governance boundaries vary in scope and application. Analysis across a federation of TREs would enable timely analysis of UK wide distributed data to address priority questions, such as those in the COVID-19 pandemic. (HDR 2022) 

Lessons were learnt and improvements that were developed both technically and in other areas have now been embraced and adopted for the longer-term benefit of the TRE and its users in the future.
 The benefits and impacts of the federated approach include the overcoming of the ‘classic’ issues in the delivery of linked data research such as access to a single ‘silo’ of data. The federated approach also embraces the approaches outlines in (Goldacre 2022) such as producing higher granularity meta-data and documentation for researchers and repeatable best practices on the use of linked data and reproducible processes, methods and techniques. There remain challenges and variance of the perception of federation.
An interview respondee representing the sector stated that ‘One of the enduring problems is federated data …… this is a much-hackneyed phrase but I am not entirely sure that there is much agreement in what is meant…..also there is some over hyping in the language, and joined analysis of data from different sources is largely some way off…..this is one of the challenges for the future’

Public support

A major finding concerning data access, innovations in data usage and a component element of any linked data researcher facility is the paramount importance of increasing and enabling public and patient involvement/engagement and trust. SAIL has been at the forefront of PPI/E since 2007 and was recognised as an exemplar in a 2023 report by the OSR (OSR 2023) (Ford D et al 2019)

O’Reilley D (2023) stated ‘During the pandemic there was obvious public buy-in to the concept of the widespread use of health and administrative data. However, there is a distinct possibility that the pendulum may be springing back…and we must be sure that we are increasingly transparent about what we do and about the benefits are’ 

In an article in IJPDS it was stated that ‘The perceived importance of PI/E in public initiatives, such as research and service delivery, has grown increasingly in recent years. This is good practice in a democratic society to demonstrate respect, responsibility and openness towards individuals and society. It has become an imperative for publicly funded initiatives with research councils and charities embodying this in their policies and strategies and signing up to the UK Research and Innovation (UKRI) concordat.
UKRI Research and Innovation (2015) Concordat for engaging the public with research 2020) (Brophy R 2023)

In addition, there are both established and developing legislative frameworks regarding the primary and secondary reuse of data including GDPR as the primary example that must be adhered too. 

Responses to the 2023 Sudlow Review show that there are variances in the views of the public and shows the need for clear PPI/E that develops as the sector does and is not retrospective. 

The current situation is sub optimal, given the large amounts of patient health data that sit in primary and secondary care silos. Many patients, particularly those with chronic conditions managed by GPs and reviewed by specialist secondary care clinicians, are frustrated that their data is not joined up. (Use Data, 2023)

A contrasting view response is ‘Lack of proper oversight as to the quality of research proposals seeking to access data. It seems that almost anyone with some form of academic or health related association can access data regardless of how poorly formulated their research proposal (Use Data 2023)

There is also a variance across the UK due to devolution and legislative differences. An interview response from one of the devolved nations (2023) stated ‘Public(s) support for the use of their data, and big government approaches. The public(s) understanding, and their experiences of both government intervention and Health and Social Care systems vary across demographic cohort and nations (4 nation) variation’. 

[bookmark: _Hlk147930163]Proposed ‘federation’ development approaches to data as an opportunity to join up data services across boundaries are complex and demonstrate the need for clear continued public engagement concerning the perception of ‘federation’ A representative of one of the 4 nations stated ‘Federation challenges these (established) safe settings by seeking to collate data from cross jurisdictions and moving the access to data away from primary Data Controllers and out of localised points of engagement with people within the data.  More needs to be done to provide assurances and understanding of benefits and protections within these models.

Developments to overcome issues such as undertaking pan UK data research such as federation are fast developing though a key need is engagement and promotion of the benefits and transparency of the approach to the public. Whilst most TREs are willing and able to accept data from other sources into their environment to be analysed alongside data resources they already hold, the release of ‘their’ data to another TRE is far more problematic in governance terms. Federation seeks to address this as no data ‘leaves’ the environment. The Goldacre Report (Goldacre, 2022) highlighted this issue, and suggested that flows of pseudonymised data without individual consent should be minimised as far as possible.
An interesting counterpoint is that the Goldacre report ‘positions TREs at the heart of its recommendations around the future of National Health Service (NHS) health data sharing for research, describing them as the ‘clear path forward’ to a health data system in which trust is ‘earned’ through ‘provable, credible steps to protect patient privacy’ (Graham M et al 2022)

(Graham M et Al 2023) make the assertion that due to the inherent deign of TREs as secure privacy protecting environments it actually reduces the need for trust. Graham M et al (2023) ‘We argue that rather than building public trust, the TRE model actually reduces the need for trust in the use and sharing of patient health data.





To develop a clear SWOT analysis to inform a 3-year strategy.
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SAIL has an existing priorities defined ready for inclusion into a strategy and are reflective of both the technical and PPI/E sections of the findings.


1. Advance existing data access arrangements and develop a portfolio of services enabling research hub hosting inside SAIL (SeRP within SAIL). There is increasing demand for a hybrid data hosting offering which offers research programmes some of the autonomy over their hosted environment offered by SeRP, combined with the reputational advantages of being able to say to funders and stakeholders that the programme is part of SAIL. We would require SAIL hosted programmes to clearly acknowledge SAIL and to adhere to key aspects of SAIL governance. 


1. Become the innovation lead in defining data federation models and services recognising that these services may not be operational by 2025. Areas for development include:
1. Establishing partnerships with other TREs allowing data federation, to move towards allowing rapid onward transmission of data between SAIL TRE and partner TREs, or to a shared pop up TRE environment. We would aim to make SAIL the entry point of choice for these partnerships, with SAIL being the portal through which other TREs services are accessed. 
1. Establishing partnerships / networks with other TREs to share technology advances. 
1. In conjunction with SeRP define a model for providing bespoke pop-up TRE deployments on an ad hoc on demand basis. 
1. Develop a pan UK governance / business model to SAIL to offer data hosting with onward transmission of data to an identified endpoint (with appropriate consent).
1. PPI/E
The developments across the sector post pandemic have highlighted the need to increase the engagement and crucially involvement of the public in linked data research. Innovation must not be without transparency, and we must take the public as our primary stakeholder with us as we develop and at the pace we develop.

Conclusions
The key conclusion and findings are that the pandemic generated a vast demand for data research to derive information, this effect had two impacts. The first was to highlight weaknesses within the wider UK ecosystem in the access and availability of data. The second conclusion was whilst there were some areas of success and direct improvement interventions made during the pandemic, it is arguable that many of the weaknesses were being addressed before 2020 and that the pandemic had a catalytic effect on the focus on improving the ecosystem.
The second conclusion is that whilst the comparison with sector publications showed that there was a positive and increasing trend concerning access and availability to data in SAIL that it was a successful silo rather than a reflection of the complex challenges the UK ecosystem faced..
A conclusion was reached that whilst technological development and governance frameworks are developing at pace post pandemic, there are both opportunities and risks if there is insufficient public/patient engagement and involvement in the process.
In terms of the primary focus of the assignment and the research question, there is a focus on corrective action on many areas identified both pre and post pandemic and some of the findings have already been considered by SAIL. There are continuous improvements being made that can be included as capabilities and quality measures in TRE systems but by the nature of the speed of data innovation there cannot be a reliable forward look of what elements serve to inform a 3yr strategy.
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SAIL Databank SWOT Analysis   June 2023  
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Advantages

+ Not seen as ‘strangers’ but members of group.
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conditions.
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+  No decision needed whether to go native or
not; question of understanding the group is
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researcher feels comfortable.

+  Focusing on the dramatic events rather than
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+  Experiencing role conflicts.
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o May receive ‘expected’ responses rather than
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image3.png
Are you satisfied with the information available to you as a user of
SAIL in general?

40 0ut of 40 answered

Yes 70.0% /28 resp.
! —

No 17.5% /7 resp
?

Other 12.5% /5 e,
3




