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Cryptography is the study and art of hiding meaningful information in an unreadable format.

Task 1: Basic Data Encryption Using CrypTool

CnpTlool is a freeware program that enables you to apply and analyze
cryptographic mechanisms. 1t has the typical look and feel of a modern Windows
application. CrypTool includes every state-of-the-art cryptographic function and
allows you to learn and use cryptography within the same environment.

Lab Scenario

To arrain maximum network security, use strong encryption for all the traffic
placed onto the transmission media, without considering its type and location.
Atrackers tend to focus on easy to compromise targets. 1f an arracker wants to
break into encrypted nerwork, he or she has to face decrvpting a whole slew of
encrypted packers, which is a difficult task. Therefore, the atracker is likely to
move on to try and find another target that is easy to compromise or will simply
abort the attempt. Use the latest encryption algorithms that provide strong
security. To be an expert ethical hacker and penetration tester, vou must have
knowledge of cryprography functions.

Lab Objectives

This lab will give vou experience on encrypting data and show vou how to do
so. It will teach vou how to:

= Use encrypting/decrypting command
"  Visualize several algorithms

»  (Calculate hash values and analysis

Pre- Activity exercise
To carry out the lab, you need:

e CrypTool is located on the shared Onedrive https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EgdTO51JxWhFi5B
H3KMUwyMBPjDko uerB102XhcAaCI3A?e=u5jUjx
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* You can also download the latest version of CrypTool from the link
http://'www.cryptool.org/en

* If vou decide to download the latest version, then screenshots shown in
the lab mighr differ

*  Windows Server 2016 running on host machine
*  Windows 10 running on virtual machine

*  Administrative Privileges to run the tool

Overview of Lab

CrypTool is a free, open-source e-learning applicaton used in the implementation
and analysis of cryptographic algorithms. It was originally designed for internal

business application for information security training.

Activity:
1. Navigate to https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd _ac uk/EqdTO51IXWhFi5BH3K
MUwyMBP]Dko uerB102XhcAaCI3A?e=u5jUjx for CrypTool, double-click
SetupCrypTool_1_4_40_en.exe, and follow the wizard driven installation
steps to install the application.

S

On completing the installation, launch CrypTool application from the
Apps list.

Wndowes
Administrativ_. Cantral Paret

3 ®m m

File Explores
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3. The How to Start dialog box appears; check Don’t show this dialog
again, and click Close.

Don't show this dialog again

4. The main window of CrypToel appecars; close the startingexample-
en.txt window.
&3 CrypTool 1.4.40 - startingexample-en.tt = O X

ile Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures
Analysis Options Window Help

D|wlef |&]|@| %|%[8 |7 2%

||Starting example for the CrypTool version family 1.x (CT1)

CrypTool 1(CT1)is a comprehensive and free educational
program

about cryptography and cryptanalysis

offering extensive online help and many visualizations.

This text file was created in order to help you to make your av
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5. To encryptdara, click the File option from the menu bar, and select New.

&Y CrypTool 1.440
File J Edit View Encrypt/Decrypt Digital Signatures/PKI  Indiv. Procedures

Open...
Close

Save
Save as...

Document Properties...
Print...

Print Setup...
Recent Files

Exit

6. Type some content in the opened Unnamed1 Notepad of CrypTool. You
will be encrypting this content.

7. Select Encrypt/Decrypt = Symmetric (modern) 2 RC2... in the Menu
bar.

&3 CrypTool 1.440 - Unnamed
le Edit View | Encrypt/Decrypt | Digital Signatures/PKI Indiv. Procedures Analysis Options
metric (classic) > |

' implementation al:ld analysis of cryptographic
originally designed for internal business appli
information securty training.
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8. The Key Entry: RC2 dialog box appears; select Key length (here, 8 bits)
from the drop-down list.

9. Enter the kev using hexadecimal characters (05), and click Encrypt.

ey Entry: R

Enter the key using hexadecimal characters (0.3 A F).

Key length IE bits

Elaﬂ

10. The RC2 encryption of Unnamed1 notepad displays, as shown in the
screenshot:

00000000 , py
00000008 04 S .,
00000016 : AF  =1~)}A@. .Ti.
00000021 E: ! : 93 DA.g.i
0000002C 95 .
00000037 = B9

00000042 FC 86

0000004D 17 EE - Ed

00000058 C . E7

annnNAanA3 | 77

Ctrl+N
Crl+ O
Ctri+F4

Save as...

Document Properties... Ctri+D
Print... Ctrl+P
Print Setup...

Recent Files

Alt-F4

—{[JUUUUUUSE B0 AA YU BA 3F
ANNNANA2?  RR 85 F1 F9 9
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12. The save As dialog-box appears; choose a location where you want to
save the file (Desktop), specify a file name (Cry-RC2-Unnamed1.hex),
and click Save.

Note: The file name may differ in your lab environment.

Save As

- v 4 [ > ThisPC > Desktop v O Search Desktep L

Organize » New folder = @

. Shared o MName Date modified Type

B8 This PC No items match your search.
> I Desktop ]

> = Documents

: Jv Downloads

> J\ Music

> | Pictures

+ B Videos

> ‘e Local Disk (C:)

» = CEH-Tools (\\RC
v

<

File name [Cry-RCZ-Unnamed1 hex N

Save az type: | Binary file (".hex) ~

~ Hide Folders _ Caﬂcd

13, Now, vou can send this file to the intended person by email or any other
means and provide him/her with the hex value, which will be used to

decrypt the file.

4. To share the file, vou may copv the encrypted file from the Deskrop to

https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene _campbell uwtsd ac uk/EgdTOS51JxWhFiSBH
3KMUwyMBPjDko uerB102XhcAaCI3A?e=u5jUjx
15, Assume that you are the intended recipient (working on Windows 10) of
the Crypred file, through the shared nerwork drive.

16. Log into Windows 10 virtual machine, navigate to https://uowtsd-

my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EgdTO51JIxWhFi5BH3K
MUwyMBP|Dko uerB102XhcAaCl3A?e=u5jUjx double click
SetupCrypTool_1_4 40 _en.exe, and follow the steps to install the application.

17. In the meanwhile, copv the Crypted hex file (Cry-RC2-Unnamed4.hex)
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from https://uowtsd-
my.sharepoint.com/:f:/g/personal/carlene campbell uwtsd ac uk/EqdTO51JIxWhFi5BH3K
MUwyMBP]Dko uerB102XhcAaCI3A?e=u5jUjx and save it to Desktop.

18. Launch the C€rypTool application.

19. The How to Start dialog box appears; check Don’t show this dialog
again, and click Close.

20 The main window of CrypTeool appears: close the startingexample-
en.txt window.

(&3 CrypTool 1.4.40 - startingexample-en.txt - O X

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures
Analysis  Options Window Help

D[ |1|S| &[] |7 2%

S-tam g example for the Crymei version farmly 1 X {CTT} _

CrypTool 1 (CT1)is a comprehensive and free educational

program
about cryptography and cryptanalysis
offering extensive online help and many visualizations.

This text file was created in order to help you to make your i g
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21. To decrypt data, click File in the menu bar, and select Open....

(&Y CrypTool 1.4.40 - startingexample-en.bt

- (m] X

View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures

Document Properties...
Print...
Print Setup...

Recent Files

22. The Open dialog-box appears: select All files from the drop-down list,

| free educational

sualizations.

'you to make your

navigate to the location of the file (Desktop), sclect it, and click Open.

- vﬂ\[ivThkPC»Duktop

v C)] Search Desktop

Organize « New folder
~
st Quick access '

Name

Date modified

[l Desktop

(77 Cry-RC2-Unnamed.hex T1/8/2017 853 PM _ HEX File

¥ Downloads #
|%| Documents #
Pictures -

) Music
B Vvideos

% Dropbox
& OneDrive
B This PC

B N ol

File name: | Cry-RC2-Unnamed1.hex
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23. Select Encrypt/Decrypt = Symmetric (modern) = RC2... from the
menu bar.

&Y CrypTool 1.4.40 - Cry-RC2-Unnamed1.hex

e Edit View _ Digital Signatures/PKl  Indiv. Procedures Analysis Options

00000010
oooooois
00000020
opooonz2e
0opooo3o
o0poooD 38
00000040

24. The Key Entry: RC2 dialog-box appears; select Key length (here, 8 bits)
from the drop-down list.

25. Enter the hexadecimal key (05) that was used to encrypr the file, and
click Decrypt.

ey Entry: RC2

' .‘U-UU-UUUQU
00000008

nnnnnnan

ST e T O T

RC4...

DES (ECB)...

DES (CBC)...

Triple DES (ECB)...

Triple DES (CBC)...

AES (CBQ)... Shift + Strg + R
Further Algorithms

AES (self extracting)..

Enter the key using hexadecimal characters [0..9, A.F).

Ky length: l%** 3

0s
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26. The decrypred text appears, as shown in the screenshot:

le Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options
Window Help

{and analysis of cryptographic algorithms. It was originally designed for internal
business application for information security training.

27. This way, files can be encrypted using CrvpTool and shared with an
individual in a secure manner, so that no one can intercept its dara.

Lab Analysis
Analyze and document the results related to this lab exercise.
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